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Chapter 1

Introduction

1.1 The Vision For Twisted

Many other documents in this repository are dedicated tmefiwhat Twisted is. Here, | will attempt to explain not
what Twisted is, but what it should be, once I've met my goaté .

First, Twisted should be fun. It began as a game, it is beieg sgesmmercially in games, and it will be, | hope, an
interactive and entertaining experience for the end-user.

Twisted is a platform for developing internet applicatiohile Python by itself is a very powerful language,
there are many facilities it lacks which other languageshspent great attention to adding. It can do this now;
Twisted is a good (if somewhat idiosyncratic) pure-pyth@nfework or library, depending on how you treat it, and it
continues to improve.

As a platform, Twisted should be focused on integration.allge all functionality will be accessible through
all protocols. Failing that, all functionality should berdmyurable through at least one protocol, with a seamless
and consistent user-interface. The next phase of developwi# be focusing strongly on a configuration system
which will unify many disparate pieces of the current infrasture, and allow them to be tacked together by a non-
programmer.



Chapter 2

Getting Started

2.1 Writing Servers

2.1.1 Overview

This document explains how you can use Twisted to implemetmtark protocol parsing and handling for TCP servers
(the same code can be reused for SSL and Unix socket seriidms)e is aseparate documerfpage 12b) covering
UDP.

Your protocol handling class will usually subclasssted.internet.protocol.Protocol . Most pro-
tocol handlers inherit either from this class or from oneé®tbnvenience children. An instance of the protocol class i
instantiated per-connection, on demand, and will go awagnithe connection is finished. This means that persistent
configuration is not saved in thHerotocol

The persistent configuration is kept inFactory  class, which usually inherits fromwisted.internet.
protocol.Factory . ThebuildProtocol method of theFactory is used to create Brotocol for each
new connection.

It is usually useful to be able to offer the same service ortiplal ports or network addresses. This is why the
Factory does not listen to connections, and in fact does not knowhamyabout the network. Séle endpoints doc-
umentation(pagd_15B) for more information, owisted.internet.interfaces.IReactorTCP.listen
TCP, and the othelReactor =+ .listen  * APIs for the lower level APIs that endpoints are based on.

This document will explain each step of the way.

2.1.2 Protocols

As mentioned above, this, along with auxiliary classes andtions, is where most of the code is. A Twisted protocol
handles data in an asynchronous manner: the protocol rdsporevents as they arrive from the network; the events
arrive as calls to methods on the protocol.

Here is a simple example:

from twisted.internet.protocol import Protocol
class Echo(Protocol):

def dataReceived(self, data):
self.transport.write(data)

This is one of the simplest protocols. It simply writes badkatever is written to it, and does not respond to all
events. Here is an example of a Protocol responding to anetieat:

from twisted.internet.protocol import Protocol
class QOTD(Protocol):
def connectionMade(self):

self.transport.write("An apple a day keeps the doctor away \r\n™)
self.transport.loseConnection()
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This protocol responds to the initial connection with a vikelbwn quote, and then terminates the connection.

The connectionMade event is usually where set up of the atiomeobject happens, as well as any initial greetings
(asinthe QOTD protocol above, which is actually based on B&%). TheconnectionLost eventis where tearing
down of any connection-specific objects is done. Here is amgie:

from twisted.internet.protocol import Protocol
class Echo(Protocol):

def __init_ (self, factory):
self.factory = factory

def connectionMade(self):
self.factory.numProtocols = self.factory.numProtocols +1
self.transport.write(
"Welcome! There are currently %d open connections.\n" %
(self.factory.numProtocols,))

def connectionLost(self, reason):
self.factory.numProtocols = self.factory.numProtocols -1

def dataReceived(self, data):
self.transport.write(data)

HereconnectionMade andconnectionLost cooperate to keep a count of the active protocols in a shared
object, the factory. The factory must be passeHdho. __init __when creating a new instance. The factory is used
to share state that exists beyond the lifetime of any givemection. You will see why this object is called a "factory”
in the next section.

loseConnection() and abortConnection()

In the code abovdpseConnection  is called immediately after writing to the transport. TlhseConnection

call will close the connection only when all the data has begtien by Twisted out to the operating system, so it is
safe to use in this case without worrying about transpotiesieing lost. If @roducer(pagd_15PR) is being used with
the transportloseConnection  will only close the connection once the producer is unregéest.

In some cases, waiting until all the data is written out iswhat we want. Due to network failures, or bugs or
maliciousness in the other side of the connection, datdemriio the transport may not be deliverable, and so even
thoughloseConnection was called the connection will not be lost. In these caabsytConnection can
be used: it closes the connection immediately, regardiebsftered data that is still unwritten in the transport, or
producers that are still registered. Note thhbrtConnection is only available in Twisted 11.1 and newer.

Using the Protocol

In this section, you will learn how to run a server which usesnProtocol
Here is code that will run the QOTD server discussed earlier:

from twisted.internet.protocol import Factory
from twisted.internet.endpoints import TCP4ServerEndpo int
from twisted.internet import reactor

class QOTDFactory(Factory):
def buildProtocol(self, addr):
return QOTD()

# 8007 is the port you want to run under. Choose something >102 4
endpoint = TCP4ServerEndpoint(reactor, 8007)

endpoint.listen(QOTDFactory())

reactor.run()
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In this example, | create a protodeactory . | want to tell this factory that its job is to build QOTD pratul
instances, so | set itsuildProtocol method to return instances of the QOTD class. Then, | wansten on a
TCP port, so | make aCP4ServerEndpoint  to identify the port that | want to bind to, and then pass thoédigy |
just created to itisten  method.

Because this is a short example, nothing else has yet stgrtie Twisted reactoendpoint.listen tells the
reactor to handle connections to the endpoint’'s addreag agparticular protocol, but the reactor needs tousming
in order for it to do anythingreactor.run() starts the reactor and then waits forever for connectioasrtee on
the port you've specified.

You can stop the reactor by hitting Control-C in a terminatalting reactor.stop

For more information on different ways you can listen foraming connections, se¢be documentation for the
endpoints AP(pagd 15B).

Helper Protocols

Many protocols build upon similar lower-level abstractidiime most popular in internet protocols is being line-based
Lines are usually terminated with a CR-LF combinations.

However, quite a few protocols are mixed - they have lineetdasections and then raw data sections. Examples
include HTTP/1.1 and the Freenet protocol.

For those cases, there is thimeReceiver  protocol. This protocol dispatches to two different eveandiers
- lineReceived  andrawDataReceived . By default, onlylineReceived  will be called, once for each line.
However, if setRawMode is called, the protocol will callawDataReceived  until setLineMode is called,
which returns it to usingineReceived . It also provides a methodendLine , that writes data to the transport
along with the delimiter the class uses to split lines (byad&f\r \n).

Here is an example for a simple use of the line receiver:

from twisted.protocols.basic import LineReceiver
class Answer(LineReceiver):
answers = {'How are you?’: 'Fine’, None : "l don't know what yo u mean"}

def lineReceived(self, line):
if self.answers.has_key(line):
self.sendLine(self.answers][line])
else:
self.sendLine(self.answers[None])

Note that the delimiter is not part of the line.
Several other, less popular, helpers exist, such as aingtstrsed protocol and a prefixed-message-length protocol.

State Machines

Many Twisted protocol handlers need to write a state madeimecord the state they are at. Here are some pieces of
advice which help to write state machines:

e Don't write big state machines. Prefer to write a state maehvhich deals with one level of abstraction at a
time.

e Don’t mix application-specific code with Protocol handliogde. When the protocol handler has to make an
application-specific call, keep it as a method call.

2.1.3 Factories
Simpler Protocol Creation

For a factory which simply instantiates instances of a $egrotocol class, there is a simpler way to implement the
factory. The default implementation of theildProtocol method calls th@rotocol  attribute of the factory to
create &rotocol instance, and then sets an attribute on it cadetiory ~ which points to the factory itself. This
lets everyProtocol access, and possibly modify, the persistent configuratitere is an example that uses these
features instead of overridirtguildProtocol
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from twisted.internet.protocol import Factory, Protocol
from twisted.internet.endpoints import TCP4ServerEndpo int
from twisted.internet import reactor

class QOTD(Protocol):

def connectionMade(self):
# self.factory was set by the factory’s default buildProtoc ol:
self.transport.write(self.factory.quote + '\r\n’)
self.transport.loseConnection()

class QOTDFactory(Factory):

# This will be used by the default buildProtocol to create new protocols:
protocol = QOTD

def __ init_ (self, quote=None):
self.quote = quote or 'An apple a day keeps the doctor away’

endpoint = TCP4ServerEndpoint(reactor, 8007)
endpoint.listen(QOTDFactory("configurable quote"))
reactor.run()

Factory Startup and Shutdown

A Factory has two methods to perform application-specifitding up and tearing down (since a Factory is frequently
persisted, it is often not appropriate to do them.init __or __del __, and would frequently be too early or too late).
Here is an example of a factory which allows its Protocols tibento a special log-file:

from twisted.internet.protocol import Factory
from twisted.protocols.basic import LineReceiver
class LoggingProtocol(LineReceiver):
def lineReceived(self, line):
self.factory.fp.write(line+\n’)
class LogfileFactory(Factory):
protocol = LoggingProtocol

def __init_ (self, fileName):
self.file = fileName

def startFactory(self):
self.fp = open(self.file, 'a’)

def stopFactory(self):
self.fp.close()

2.1.4 Putting it All Together

As a final example, here’s a simple chat server that allowssusechoose a username and then communicate with
other users. It demonstrates the use of shared state indtweyfaa state machine for each individual protocol, and
communication between different protocols.
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from twisted.internet.protocol import Factory
from twisted.protocols.basic import LineReceiver
from twisted.internet import reactor

class Chat(LineReceiver):

def __init_ (self, users):
self.users = users
self.name = None
self.state = "GETNAME"

def connectionMade(self):
self.sendLine("What's your name?")

def connectionLost(self, reason):
if self.users.has_key(self.name):
del self.users[self.name]

def lineReceived(self, line):
if self.state == "GETNAME":
self.handle_ GETNAME(line)
else:
self.handle_CHAT(line)

def handle_ GETNAME(self, name):

if self.users.has_key(name):
self.sendLine("Name taken, please choose another.”)
return

self.sendLine("Welcome, %s!" % (name,))

self.name = name

self.users[name] = self

self.state = "CHAT"

def handle_CHAT(self, message):
message = "<%s> %s" % (self.name, message)
for name, protocol in self.users.iteritems():
if protocol = self:
protocol.sendLine(message)

class ChatFactory(Factory):

def __init__ (self):
self.users = {} # maps user names to Chat instances

def buildProtocol(self, addr):

return Chat(self.users)

reactor.listenTCP(8123, ChatFactory())
reactor.run()

Source listing —chat.py

The only APl you might not be familiar with iistenTCP . listenTCP is the method which connects a
Factory to the network. This is the lower-level API thandpointgpagd_15B) wraps for you.
Here’s a sample transcript of a chat session (this is textredty the user):
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$ telnet 127.0.0.1 8123

Trying 127.0.0.1...

Connected to 127.0.0.1.

Escape character is 7.

What's your name?

test

Name taken, please choose another.
bob

Welcome, bob!

hello

<alice> hi bob

twisted makes writing servers so easy!
<alice> | couldn't agree more
<carrol> yeah, it's great

2.2 Writing Clients

2.2.1 Overview

Twisted is a framework designed to be very flexible, and letwaoite powerful clients. The cost of this flexibility is a
few layers in the way to writing your client. This documenvers creating clients that can be used for TCP, SSL and
Unix sockets. UDP is coverdd a different documer(tpagd 12b).

At the base, the place where you actually implement the pobjearsing and handling, is tierotocol  class.
This class will usually be descended frawisted.internet.protocol.Protocol . Most protocol handlers
inherit either from this class or from one of its conveniert@dren. An instance of the protocol class will be
instantiated when you connect to the server and will go awhgnathe connection is finished. This means that
persistent configuration is not saved in #®tocol

The persistent configuration is kept irFactory class, which usually inherits frowisted.internet.
protocol.Factory (or twisted.internet.protocol.ClientFactory : see below). The default fac-
tory class justinstantiates tReotocol  and then sets the protocof&ctory  attribute to point to itself (the factory).
This lets theProtocol  access, and possibly modify, the persistent configuration.

2.2.2 Protocol

As mentioned above, this and auxiliary classes and funetaoe where most of the code is. A Twisted protocol
handles data in an asynchronous manner. This means thabtibeq never waits for an event, but rather responds to
events as they arrive from the network.

Here is a simple example:

from twisted.internet.protocol import Protocol
from sys import stdout

class Echo(Protocol):
def dataReceived(self, data):
stdout.write(data)

This is one of the simplest protocols. It just writes whatéveeads from the connection to standard output. There
are many events it does not respond to. Here is an examplPmitacol responding to another event:

from twisted.internet.protocol import Protocol

class WelcomeMessage(Protocol):
def connectionMade(self):
self.transport.write("Hello server, | am the clientl\r\n "
self.transport.loseConnection()

This protocol connects to the server, sends it a welcomeagesand then terminates the connection.
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The connectionMade event is usually where set up of tReotocol  object happens, as well as any initial
greetings (as in th&/elcomeMessage protocol above). Any tearing down 8fotocol -specific objects is done in
connectionLost

2.2.3 Simple, single-use clients

In many cases, the protocol only needs to connect to the rsens®, and the code just wants to get a connected
instance of the protocol. In those casessted.internet.endpoints provides the appropriate API.

from twisted.internet import reactor
from twisted.internet.protocol import Factory, Protocol
from twisted.internet.endpoints import TCP4ClientEndpo int

class Greeter(Protocol):
def sendMessage(self, msg):
self.transport.write("MESSAGE %s\n" % msg)

class GreeterFactory(Factory):
def buildProtocol(self, addr):
return Greeter()

def gotProtocol(p):
p.sendMessage("Hello")
reactor.callLater(1, p.sendMessage, "This is sent in a sec ond")
reactor.callLater(2, p.transport.loseConnection)

point = TCP4ClientEndpoint(reactor, "localhost", 1234)
d = point.connect(GreeterFactory())
d.addCallback(gotProtocol)

reactor.run()

Regardless of the type of client endpoint, the way to set upva connection is simply to call theonnect
method on it and pass in a factory. This means it’'s easy togehttte mechanism you're using to connect, without
changing the rest of your program. For example, to run thetgreexample over SSL, the only change required is to
instantiate arsSL4ClientEndpoint instead of arCP4ClientEndpoint . To take advantage of this, functions
and methods which initiates a new connection should gdgezatept an endpoint as an argument and let the caller
construct it, rather than taking arguments like 'host’ gpairt’ and constructing its own before calliegnnect .

For more information on different ways you can make outgaiognections to different types of endpoints, as
well as parsing strings into endpoints, $ke documentation for the endpoints Alphgd 15B).

Note:lf you've usedClientFactory before, make sure you remember that¢banect method

takes aFactory , not aClientFactory . Even if you pass &lientFactory to endpoint.
connect , its clientConnectionFailed and clientConnectionLost methods will not be
called.
You may come across code usi@fjentCreator , an older API which is not as flexible as the endpoint API.

Rather than callingonnect on an endpoint, such code will look like this:

from twisted.internet.protocol import ClientCreator

creator = ClientCreator(reactor, Greeter)
d = creator.connectTCP("localhost", 1234)
d.addCallback(gotProtocol)

reactor.run()

In general, the endpoint API should be preferred in new casd, lets the caller select the method of connecting.
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2.2.4 ClientFactory

Still, there’s plenty of code out there that uses lowerdléRls, and a few features (such as automatic reconnection)
have not been re-implemented with endpoints yet, so in s@sesthey may be more convenient to use.

To use the lower-level connection APIs, you will need to cealé of thereactor.connect'methods directly. For
these cases, you needChentFactory . TheClientFactory is in charge of creating therotocol and also
receives events relating to the connection state. Thigvalibto do things like reconnect in the event of a connection
error. Here is an example of a simgldientFactory that uses thé&cho protocol (above) and also prints what
state the connection is in.

from twisted.internet.protocol import Protocol, ClientF actory
from sys import stdout

class Echo(Protocol):
def dataReceived(self, data):
stdout.write(data)

class EchoClientFactory(ClientFactory):
def startedConnecting(self, connector):
print 'Started to connect.’

def buildProtocol(self, addr):
print 'Connected.’
return Echo()

def clientConnectionLost(self, connector, reason):
print 'Lost connection. Reason:’, reason

def clientConnectionFailed(self, connector, reason):
print 'Connection failed. Reason:’, reason

To connect thisschoClientFactory to a server, you could use this code:

from twisted.internet import reactor
reactor.connectTCP(host, port, EchoClientFactory())
reactor.run()

Note thatclientConnectionFailed is called when a connection could not be established, andlibat
ConnectionLost is called when a connection was made and then disconnected.

Reconnection

Often, the connection of a client will be lost unintentidgalue to network problems. One way to reconnect after a
disconnection would be to catbnnector.connect() when the connection is lost:

from twisted.internet.protocol import ClientFactory

class EchoClientFactory(ClientFactory):
def clientConnectionLost(self, connector, reason):
connector.connect()

The connector passed as the first argument is the interfacede a connection and a protocol. When the con-
nection fails and the factory receives thkentConnectionLost event, the factory can catlonnector.
connect() to start the connection over again from scratch.

However, most programs that want this functionality shaoglementReconnectingClientFactory in-
stead, which tries to reconnect if a connection is lost dsfand which exponentially delays repeated reconnect
attempts.

Here is theEcho protocol implemented with ReconnectingClientFactory
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from twisted.internet.protocol import Protocol, Reconne ctingClientFactory
from sys import stdout

class Echo(Protocol):
def dataReceived(self, data):
stdout.write(data)

class EchoClientFactory(ReconnectingClientFactory):
def startedConnecting(self, connector):
print 'Started to connect.’

def buildProtocol(self, addr):
print ’Connected.’
print 'Resetting reconnection delay’
self.resetDelay()
return Echo()

def clientConnectionLost(self, connector, reason):
print 'Lost connection. Reason:’, reason
ReconnectingClientFactory.clientConnectionLost(self , connector, reason)

def clientConnectionFailed(self, connector, reason):
print 'Connection failed. Reason:’, reason
ReconnectingClientFactory.clientConnectionFailed(se If, connector,
reason)

2.2.5 A Higher-Level Example: ircLogBot
Overview of ircLogBot

The clients so far have been fairly simple. A more complidatxample comes with Twisted Words in the
doc/words/examples directory.

# twisted imports

from twisted.words.protocols import irc

from twisted.internet import reactor, protocol
from twisted.python import log

# system imports
import time, sys

class Messagelogger:
An independent logger class (because separation of applica tion
and protocol logic is a good thing).
def __init__ (self, file):
self.file = file

def log(self, message):
"""Write a message to the file.
timestamp = time.strftime("[%H:%M:%S]", time.localtime (time.time()))
self.file.write("%s %s\n’ % (timestamp, message))
self.file.flush()

def close(self):
self.file.close()
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class LogBot(irc.IRCClient):
""A logging IRC bot.""

nickname = "twistedbot"

def connectionMade(self):
irc.IRCClient.connectionMade(self)
self.logger = MessagelLogger(open(self.factory.filenam e,
self.logger.log("[connected at %s]" %
time.asctime(time.localtime(time.time())))

def connectionLost(self, reason):
irc.IRCClient.connectionLost(self, reason)
self.logger.log("[disconnected at %s]" %
time.asctime(time.localtime(time.time())))
self.logger.close()

# callbacks for events

def signedOn(self):
""Called when bot has succesfully signed on to server.
self.join(self.factory.channel)

def joined(self, channel):
"""This will get called when the bot joins the channel.
self.logger.log("[l have joined %s]" % channel)

def privmsg(self, user, channel, msg):
""This will get called when the bot receives a message.
user = user.split(’!”, 1)[0]
self.logger.log("<%s> %s" % (user, msg))

# Check to see if they're sending me a private message

if channel == self.nickname:
msg = "It isn't nice to whisper! Play nice with the group."
self.msg(user, msgq)
return

# Otherwise check to see if it is a message directed at me
if msg.startswith(self.nickname + ":"):

msg = "%s: | am a log bot" % user

self.msg(channel, msg)

self.logger.log("<%s> %s" % (self.nickname, msg))

def action(self, user, channel, msg):
""This will get called when the bot sees someone do an action
user = user.split(’!”, 1)[0]
self.logger.log(" * %s %s" % (user, msg))

# irc callbacks
def irc_NICK(self, prefix, params):

""Called when an IRC user changes their nickname.
old_nick = prefix.split('"")[0]

"al)
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new_nick = params[0]
self.logger.log("%s is now known as %s" % (old_nick, new_ni ck))

# For fun, override the method that determines how a nickname is changed on
# collisions. The default method appends an underscore.
def alterCollidedNick(self, nickname):
Generate an altered version of a nickname that caused a colli sion in an
effort to create an unused related name for subsequent regis tration.

return nickname +

class LogBotFactory(protocol.ClientFactory):
""A factory for LogBots.

A new protocol instance will be created each time we connect t o the server.

def __init_ (self, channel, filename):
self.channel = channel
self.flename = filename

def buildProtocol(self, addr):

p = LogBot()
p.factory = self
return p

def clientConnectionLost(self, connector, reason):
""If we get disconnected, reconnect to server."™
connector.connect()

def clientConnectionFailed(self, connector, reason):
print "connection failed:", reason
reactor.stop()

if _name__ == main__"
# initialize logging
log.startLogging(sys.stdout)

# create factory protocol and application
f = LogBotFactory(sys.argv[1], sys.argv[2])

# connect factory to this host and port
reactor.connectTCP("irc.freenode.net", 6667, f)

# run bot
reactor.run()

Source listing —ircLogBot.py

ircLogBot.py  connects to an IRC server, joins a channel, and logs alldraffit to a file. It demonstrates some
of the connection-level logic of reconnecting on a lost aation, as well as storing persistent data infaetory
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Persistent Data in the Factory

Since theProtocol  instance is recreated each time the connection is madelj¢hé meeds some way to keep track
of data that should be persisted. In the case of the loggihdtleeds to know which channel it is logging, and where
to log it.

from twisted.words.protocols import irc
from twisted.internet import protocol

class LogBot(irc.IRCClient):

def connectionMade(self):
irc.IRCClient.connectionMade(self)
self.logger = MessageLogger(open(self.factory.filenam e, "a")
self.logger.log("[connected at %s]" %
time.asctime(time.localtime(time.time())))

def signedOn(self):
self.join(self.factory.channel)
class LogBotFactory(protocol.ClientFactory):
def __init_ (self, channel, filename):
self.channel = channel

self.flename = filename

def buildProtocol(self, addr):

p = LogBot()
p.factory = self
return p
When the protocol is created, it gets a reference to the faetself.factory . It can then access attributes
of the factory in its logic. In the case abgBot , it opens the file and connects to the channel stored in therfac
Factories have a default implementatiorbaildProtocol that does the same thing the example above does,

using theprotocol  attribute of the factory to create the protocol instancethitnexample above, the factory could
be rewritten to look like this:

class LogBotFactory(protocol.ClientFactory):
protocol = LogBot

def __init_ (self, channel, filename):
self.channel = channel
self.flename = filename

2.2.6 Further Reading

TheProtocol class used throughout this document is a base implemeantti®rotocol  used in most Twisted
applications for convenience. To learn about the comgRtetocol interface, see the APl documentation for
IProtocol

Thetransport  attribute used in some examples in this document providel§ P Transport  interface. To
learn about the complete interface, see the API documenttdi ITCPTransport

Interface classes are a way of specifying what methods drblaés an object has and how they behave. See the
Components: Interfaces and Adaptépagd 16D) document for more information on using integanelwisted.

2.3 Test-driven development with Twisted

Writing good code is hard, or at least it can be. A major chakeis to ensure that your code remains correct as you
add new functionality.
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Unit testin@ is a modern, light-weight testing methodology in widespraae in many programming languages.
Development that relies on unit tests is often referred tdess$-Driven Development (T[ﬂ). Most Twisted code is
tested using TDD.

To gain a solid understanding of unit testing in Python, ybawd read the unittest — Unit testing framework
chaptet of the Python Library RefererfeThere is also a ton of information available online and ink=

2.3.1 Introductory example of Python unit testing

This document is principally a guide to Trial, Twisted's ttgisting framework. Trial is based on Python’s unit testing
framework. While we do not aim to give a comprehensive guidgeoeral Python unit testing, it will be helpful
to consider a simple non-networked example before expgndirtover a networking code that requires the special
capabilities of Trial. If you are already familiar with unést in Python, jump straight to the section specifitetsting
Twisted codépagd 2V).

Note:In what follows we will make a series of refinements to somepéénelasses. In order to keep
the examples and source code links complete and to allowo/ount Trial on the intermediate results at
every stage, | add\ (where theN are successive integers) to file names to keep them sepa@tasas a
minor visual distraction that should be ignored.

2.3.2 Creating an APl and writing tests

We'll create a library for arithmetic calculation. Firsteate a project structure with a directory caltdculus
containing an empty.init __.py file.
Then put the following simple class definition API intalculus/base  _1.py :

# - - test-case-name: calculus.test.test base 1 - * -

class Calculation(object):
def add(self, a, b):
pass

def subtract(self, a, b):
pass

def multiply(self, a, b):
pass

def divide(self, a, b):
pass

Source listing —basel.py

(Ignore thetest-case-name ~ comment for now. You'll see why that’s usefoélow(pagd 28B).)

We've written the interface, but not the code. Now we’ll vera set of tests. At this point of development, we’ll
be expecting all tests to fail. Don’t worry, that's part okthoint. Once we have a test framework functioning, and
we have some decent tests written (and failing!), we'll gd da the actual development of our calculation API. This
is the preferred way to work for many people using TDD - wrists first, make sure they fail, then do development.
Others are not so strict and write tests after doing the dpveént.

Create a test directory beneath calculus , with an empty _init __py file. In a
calculus/test/test _base _1.py , put the following:

Lhttp://en.wikipedia.org/wiki/Unittest
2http://en.wikipedia.org/wiki/Test-drivedevelopment
Shttp://docs.python.org/lib/module-unittest.html
“http://docs.python.org/lib/lib.html
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from calculus.base_1 import Calculation
from twisted.trial import unittest

class CalculationTestCase(unittest.TestCase):
def test_add(self):
calc = Calculation()
result = calc.add(3, 8)
self.assertEqual(result, 11)

def test_subtract(self):
calc = Calculation()
result = calc.subtract(7, 3)
self.assertEqual(result, 4)

def test_multiply(self):
calc = Calculation()
result = calc.multiply(12, 5)
self.assertEqual(result, 60)

def test_divide(self):
calc = Calculation()
result = calc.divide(12, 5)
self.assertEqual(result, 2)

Source listing —testbasel.py

You should now have the following 4 files:

calculus/__init__.py
calculus/base_1.py
calculus/test/__init__.py
calculus/test/test_base_1.py

To run the tests, there are two things you must get set up. Blateeyou get these both done - nothing below will
work unless you do.

First, make sure that the directory tl@intainsyour calculus  directory is in your Python load path. If you're
using the Bash shell on some form of unix (e.g., Linux, Mac QS0nPYTHONPATH="$PYTHONPATH:‘pwd'/.
" atthe command line in thealculus  directory. Once you have your Python path set up correadly,should be
able to run Python from the command line @ngport calculus without seeing an import error.

Second, make sure you can run thel command. That is, make sure the directory containingtriiaé
program on you system is in your shelPATH The easiest way to check if you have this is to try runrtiey
--help atthe command line. If you see a list of invocation optioma)’se in business. If your shell reports something
like trial:  command not found , make sure you have Twisted installed properly, and thafitristedbin
directory is in yourPATH If you don’t know how to do this, get some local help, or figitreut by searching online
for information on setting and changing environment vdgalfor you operating system.

With those (one-time) preliminary steps out of the wayslgérform the tests. Rurial calculus.test.
test _base _1 from the command line from thealculus  directory. You should see the following output (though
your files are probably not ittimp :

$ trial calculus.test.test base 1
calculus.test.test_base 1
CalculationTestCase

test_add ... [FAIL]
test_divide ... [FAIL]
test_multiply ... [FAIL]

test_subtract ... [FAIL]
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[FAIL]
Traceback (most recent call last):
File "/tmp/calculus/test/test_base_1.py", line 8, in tes t add

self.assertEqual(result, 11)
twisted.trial.unittest.FailTest: not equal:

a = None
b =11
calculus.test.test_base_1.CalculationTestCase.test add
[FAIL]
Traceback (most recent call last):
File "/tmp/calculus/test/test base_1.py", line 23, in te st_divide

self.assertEqual(result, 2)
twisted.trial.unittest.FailTest: not equal:

a = None
b =2
calculus.test.test_base_1.CalculationTestCase.test divide
[FAIL]
Traceback (most recent call last):
File "/tmp/calculus/test/test_base_1.py", line 18, in te st_multiply

self.assertEqual(result, 60)
twisted.trial.unittest.FailTest. not equal:

a = None
b = 60
calculus.test.test_base_1.CalculationTestCase.test_ multiply
[FAIL]
Traceback (most recent call last):
File "/tmp/calculus/test/test_base_1.py", line 13, in te st_subtract

self.assertEqual(result, 4)
twisted.trial.unittest.FailTest: not equal:

a = None
b =4
calculus.test.test_base_1.CalculationTestCase.test_ subtract

Ran 4 tests in 0.042s

FAILED (failures=4)

How to interpret this output? You get a list of the individtasts, each followed by its result. By default, failures
are printed at the end, but this can be changed withahéor --rterrors ) option.

One very useful thing in this output is the fully-qualifiednma of the failed tests. This appears at the bottom
of each =-delimited area of the output. This allows you toycapd paste it to just run a single test you're inter-

ested in. In our example, you could rtial calculus.test.test _base _1.CalculationTestCase.
test _subtract from the shell.
Note that trial can use different reporters to modify itspuit Runtrial --help-reporters to see a list

of reporters.
The tests can be run ligial ~ in multiple ways:
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e trial calculus : run all the tests for the calculus package.

e trial calculus.test : run using Python'émport notation.

e trial calculus.test.test _base _1: as above, for a specific test module. You can follow thatddnyi
putting your class hame and even a method name to only rue gpeific tests.

e trial --testmodule=calculus/base _l.py : use thetest-case-name comment in the first line
of calculus/base  _1.py to find the tests.

e trial calculus/test : run all the tests in the test directory (not recommended).

e trial calculus/test/test _base _1.py : run a specific test file (not recommended).

The first 3 versions using full qualified names are stronglyoainaged: they are much more reliable and they allow
you to easily be more selective in your test runs.

You'll notice that Trial create atrial _temp directory in the directory where you run the tests. This has a
file calledtest.log which contains the log output of the tests (created ukiggnsg orlog.err  functions).
Examine this file if you add logging to your tests.

2.3.3 Making the tests pass

Now that we have a working test framework in place, and oustere failing (as expected) we can go and try to
implement the correct API. We’'ll do that in a new version of tibove basé module calculus/base  _2.py :

# - - test-case-name: calculus.test.test base 2 - * -

class Calculation(object):
def add(self, a, b):
return a + b

def subtract(self, a, b):
return a - b

def multiply(self, a, b):
return a * b

def divide(self, a, b):
return a / b

Source listing —base2.py

We'll also create a new version of teshsel which imports and tests this new implementation, in
calculus/test _base 2.py :

from calculus.base 2 import Calculation
from twisted.trial import unittest

class CalculationTestCase(unittest.TestCase):

def test add(self):
calc = Calculation()
result = calc.add(3, 8)
self.assertEqual(result, 11)

def test_subtract(self):
calc = Calculation()
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result = calc.subtract(7, 3)
self.assertEqual(result, 4)

def test_multiply(self):
calc = Calculation()
result = calc.multiply(12, 5)
self.assertEqual(result, 60)

def test divide(self):
calc = Calculation()
result = calc.divide(12, 5)
self.assertEqual(result, 2)

testbase2 —testbase?2.py

is a copy of tesbasel, but with the import changed. Rdnal  again as above, and your tests should now pass:
$ trial calculus.test.test_base 2
Running 4 tests.

calculus.test.test_base
CalculationTestCase

test_add ... [OK]
test_divide ... [OK]
test_multiply ... [OK]
test_subtract ... [OK]

Ran 4 tests in 0.067s

PASSED (successes=4)

Factoring out common test logic

You'll notice that our test file contains redundant code.’d gét rid of that. Python’s unit testing framework allows
your test class to definesetUp method that is called befomachtest method in the class. This allows you to add
attributes toself that can be used in tests methods. We'll also add a paramederst method to further simplify
the code.

Note that a test class may also provide the counterpastifp , namedeearDown , which will be called after
eachtest (whether successful or nag@arDown is mainly used for post-test cleanup purposes. We will netesr
Downuntil later.

Createcalculus/test/test _base _2b.py as follows:

from calculus.base 2 import Calculation
from twisted.trial import unittest

class CalculationTestCase(unittest.TestCase):
def setUp(self):
self.calc = Calculation()

def _test(self, operation, a, b, expected):
result = operation(a, b)
self.assertEqual(result, expected)
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def test add(self):
self._test(self.calc.add, 3, 8, 11)

def test_subtract(self):
self._test(self.calc.subtract, 7, 3, 4)

def test_multiply(self):
self._test(self.calc.multiply, 6, 9, 54)

def test_divide(self):
self._test(self.calc.divide, 12, 5, 2)

Source listing —testbase2b.py

Much cleaner, no?

We'll now add some additional error tests. Testing just faccessful use of the API is generally not enough,
especially if you expect your code to be used by others. hedke sure th€alculation class raises exceptions if
someone tries to call its methods with arguments that casobnverted to integers.

We arrive atcalculus/test/test _base 3.py :

from calculus.base_3 import Calculation
from twisted.trial import unittest

class CalculationTestCase(unittest.TestCase):
def setUp(self):
self.calc = Calculation()

def _test(self, operation, a, b, expected):
result = operation(a, b)
self.assertEqual(result, expected)

def _test error(self, operation):
self.assertRaises(TypeError, operation, "foo", 2)
self.assertRaises(TypeError, operation, "bar", "egg")
self.assertRaises(TypeError, operation, [3], [8, 2])
self.assertRaises(TypeError, operation, {'e": 3}, {"r" "'

def test_add(self):
self._test(self.calc.add, 3, 8, 11)

def test_subtract(self):
self._test(self.calc.subtract, 7, 3, 4)

def test_multiply(self):
self._test(self.calc.multiply, 6, 9, 54)
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def test_divide(self):
self._test(self.calc.divide, 12, 5, 2)

def test_errorAdd(self):
self._test_error(self.calc.add)

def test errorSubtract(self):
self._test_error(self.calc.subtract)

def test_errorMultiply(self):
self._test_error(self.calc.multiply)

def test_errorDivide(self):
self._test_error(self.calc.divide)

Source listing —testbase3.py

We've added four new tests and one general-purpose functest _error . This function uses thassert
Raises method, which takes an exception class, a function to runitanakguments, and checks that calling the
function on the arguments does indeed raise the given amoept

If you run the above, you'll see that not all tests fail. In Ry it's often valid to add and multiply objects of
different and even differing types, so the code in the addrautiply tests does not raise an exception and those tests
therefore fail. So let's add explicit type conversion to @l class. This brings us talculus/base  _3.py :

# - - test-case-name: calculus.test.test base 3 - * -

class Calculation(object):
def _make_ints(self, * args):
try:
return map(int, args)
except ValueError:
raise TypeError("CoudIn't coerce arguments to integers: % s" % args)

def add(self, a, b):
a, b = self._make_ints(a, b)
return a + b

def subtract(self, a, b):
a, b = self._make_ints(a, b)
return a - b

def multiply(self, a, b):
a, b = self._make_ints(a, b)
return a * b

def divide(self, a, b):

a, b = self._make_ints(a, b)
return a / b

Source listing —base3.py
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Here the_make_ints helper function tries to convert a list into a list of equaat integers, and raisesTgpe
Error in case the conversion goes wrong.

Note:Theint conversion can also raise€TgpeError  if passed something of the wrong type, such
as a list. We'll just let that exception go by @gpeError is already what we want in case something
goes wrong.

2.3.4 Twisted specific testing

Up to this point we've been doing fairly standard Python uedting. With only a few cosmetic changes (most
importantly, directly importingunittest instead of using TwistedBnittest  version) we could make the above
tests run using Python’s standard library unit testing travork.

Here we will assume a basic familiarity with Twisted’s netlwd/O, timing, and Deferred APIs. If you haven't
already read them, you should read the documentatiowoting Servergpage8),Writing Clients(page[1B), and
Deferreds(pagd 13b).

Now we’'ll get to the real point of this tutorial and take adtage of Trial to test Twisted code.

2.3.5 Testing a protocol

We’'ll now create a custom protocol to invoke our class frorhinia telnet-like session. We'll remotely call commands
with arguments and read back the response. The goal will test@ur network code without creating sockets.

Creating and testing the server
First we’'ll write the tests, and then explain what they doe Tihst version of the remote test code is:

from calculus.remote_1 import RemoteCalculationFactory
from twisted.trial import unittest
from twisted.test import proto_helpers

class RemoteCalculationTestCase(unittest. TestCase):
def setUp(self):
factory = RemoteCalculationFactory()
self.proto = factory.buildProtocol(('127.0.0.1", 0))
self.tr = proto_helpers.StringTransport()
self.proto.makeConnection(self.tr)

def _test(self, operation, a, b, expected):
self.proto.dataReceived('%s %d %d\r\n’ % (operation, a, b )
self.assertEqual(int(self.tr.value()), expected)

def test add(self):
return self._test('add’, 7, 6, 13)

def test subtract(self):
return self._test('subtract’, 82, 78, 4)

def test_multiply(self):
return self._test('multiply’, 2, 8, 16)

def test_divide(self):
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return self._test('divide’, 14, 3, 4)

Source listing —testremotel.py

To fully understand this client, it helps a lot to be comfbteawith the Factory/Protocol/Transport pattern used in
Twisted.

We first create a protocol factory object. Note that we havéo/see thd&RemoteCalculationFactory class.

Itis in calculus/remote _1.py below. We calbuildProtocol to ask the factory to build us a protocol object
that knows how to talk to our server. We then make a fake nétivansport, an instance ofStringTransport

class (note that test packages are generally not part ofdakéspublic APl;proto _helpers is an exception). This
fake transport is the key to the communications. It is useehtalate a network connection without a network. The
address and port passeddaildProtocol are typically used by the factory to choose to immediatelyydemote
connections; since we're using a fake transport, we cansghany value that will be acceptable to the factory. In this
case the factory just ignores the address, so we don’t ngedk@nything in particular.

Testing protocols without the use of real network connedtics both simple and recommended when testing
Twisted code. Even though there are many tests in Twistdédiigathe network, most good tests don't. The problem
with unit tests and networking is that networks aren't taila We cannot know that they will exhibit reasonable
behavior all the time. This creates intermittent test faiudue to network vagaries. Right now we're trying to test ou
Twisted code, not network reliability. By setting up andngsa fake transport, we can write 100% reliable tests. We
can also test network failures in a deterministic mannesthaer important part of your complete test suite.

The final key to understanding this client code is thest method. The call t@lataReceived  simulates
data arriving on the network transport. But where does iva?r It's handed to théneReceived method of the
protocol instance (ilalculus/remote _1.py below). So the client is essentially tricking the serveo ititinking
it has received the operation and the arguments over theorietWhe server (once again, see below) hands the work
off to its CalculationProxy object which in turn hands it to it€alculation instance. The result is written
back viasendLine (into the fake string transport object), and is then immidijaavailable to the client, who fetches
it with tr.value() and checks that it has the expected value. So there’s quitegaihg on behind the scenes in
the two-line_test method above.

Finally, let's see the implementation of this protocol. Put thedfielhg intocalculus/remote .py :

# - - test-case-name: calculus.test.test remote_1 - * -

from twisted.protocols import basic
from twisted.internet import protocol
from calculus.base_3 import Calculation

class CalculationProxy(object):
def __init__ (self):
self.calc = Calculation()
for m in ['add’, 'subtract’, 'multiply’, ’divide]:
setattr(self, 'remote_%s’ % m, getattr(self.calc, m))

class RemoteCalculationProtocol(basic.LineReceiver):
def __init_ (self):
self.proxy = CalculationProxy()

def lineReceived(self, line):
op, a, b = line.split()
a = int(a)
b = int(b)
op = getattr(self.proxy, 'remote_%s’ % (op,))
result = op(a, b)
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self.sendLine(str(result))

class RemoteCalculationFactory(protocol.Factory):
protocol = RemoteCalculationProtocol

def main():
from twisted.internet import reactor
from twisted.python import log
import sys
log.startLogging(sys.stdout)
reactor.listenTCP(0, RemoteCalculationFactory())
reactor.run()

if __name__ == "__main__"
main()
Source listing —emotel.py
As mentioned, this server creates a protocol that inhents basic.LineReceiver , and then a factory that
uses it as protocol. The only trick is tialculationProxy object, which call<Calculation methods through

remote _* methods. This pattern is used frequently in Twisted, bex#us very explicit about what methods you
are making accessible.

If you run this testffial calculus.test.test _remote _1), everything should be fine. You can also run
a server to test it with a telnet client. To do that, gajthon calculus/remote _1.py . You should have the
following output:

2008-04-25 10:53:27+0200 [-] Log opened.
2008-04-25 10:53:27+0200 [-] __main__.RemoteCalculatio nFactory starting on 46194
2008-04-25 10:53:27+0200 [-] Starting factory < main__. RemoteCalculationFactory instance at

46194 is replaced by a random port. You can then call telnét on

$ telnet localhost 46194
Trying 127.0.0.1...
Connected to localhost.
Escape character is 7.
add 4123 9423

13546

It works!

Creating and testing the client

Of course, what we build is not particulary useful for now ’Nugow build a client to our server, to be able to use it
inside a Python program. And it will serve our next purpose.
Createcalculus/test/test _client _1.py :

from calculus.client_1 import RemoteCalculationClient
from twisted.trial import unittest
from twisted.test import proto_helpers

class ClientCalculationTestCase(unittest.TestCase):
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def setUp(self):
self.tr = proto_helpers.StringTransport()
self.proto = RemoteCalculationClient()
self.proto.makeConnection(self.tr)

def _test(self, operation, a, b, expected):
d = getattr(self.proto, operation)(a, b)
self.assertEqual(self.tr.value(), '%s %d %d\r\n’ % (oper ation, a, b))
self.tr.clear()
d.addCallback(self.assertEqual, expected)
self.proto.dataReceived("%d\r\n" % (expected,))
return d

def test_add(self):
return self._test('add’, 7, 6, 13)

def test_subtract(self):
return self._test('subtract’, 82, 78, 4)

def test_multiply(self):
return self._test('multiply’, 2, 8, 16)

def test divide(self):
return self._test('divide’, 14, 3, 4)

Source listing —testclient 1.py

It's really symmetric to the server test cases. The onlkyrjgart is that we don't use a client factory. We're lazy,
and it's not very useful in the client part, so we instantitéie protocol directly.

Incidentally, we have introduced a very important concegpeh the tests now return a Deferred object, and the
assertion is done in a callback. The important thing to de etonot forget to return the Deferredf you do, your
tests will pass even if nothing is asserted. That's also whyimportant to make tests fail first: if your tests pass
whereas you know they shouldn't, there is a problem in yostiste

We’'ll now add the remote client class to prodwadculus/client l.py :

# - - test-case-name: calculus.test.test client 1 - * -

from twisted.protocols import basic
from twisted.internet import defer

class RemoteCalculationClient(basic.LineReceiver):
def __init_ (self):
self.results = []

def lineReceived(self, line):
d = self.results.pop(0)
d.callback(int(line))
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def _sendOperation(self, op, a, b):

d = defer.Deferred()
self.results.append(d)

line = "%s %d %d" % (op, a, b)
self.sendLine(line)

return d

def add(self, a, b):

return self._sendOperation("add”, a, b)

def subtract(self, a, b):

return self._sendOperation("subtract”, a, b)

def multiply(self, a, b):

return self._sendOperation("multiply”, a, b)

def divide(self, a, b):

return self._sendOperation("divide", a, b)

Source listing —¢lient 1.py

2.3.6 More good pratices

Testing scheduling

31

When testing code that involves the passage of time, waitigfer a two hour timeout to occur in a test is not very
realistic. Twisted provides a solution to this, Bck class that allows one to simulate the passage of time.

As an example we'll test the code for client request timesintce our client uses TCP it can hang for a long time
(firewall, connectivity problems, etc...). So generally mezd to implement timeouts on the client side. Basicaly it’
just that we send a request, don'’t receive a response andtexpimeout error to be triggered after a certain duration.

from

from
from
from

calculus.client_2 import RemoteCalculationClient,

twisted.internet import task
twisted.trial import unittest
twisted.test import proto_helpers

class ClientCalculationTestCase(unittest.TestCase):

def setUp(self):

self.tr = proto_helpers.StringTransportWithDisconnect
self.clock = task.Clock()

self.proto = RemoteCalculationClient()

self.tr.protocol = self.proto

self.proto.callLater = self.clock.callLater
self.proto.makeConnection(self.tr)

def _test(self, operation, a, b, expected):

d = getattr(self.proto, operation)(a, b)
self.assertEqual(self.tr.value(), '%s %d %d\n\n’ % (oper
self.tr.clear()

ClientTimeoutError

ion()

ation, a, b))
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d.addCallback(self.assertEqual, expected)
self.proto.dataReceived("%d\r\n" % (expected,))
return d

def test add(self):
return self._test('add’, 7, 6, 13)

def test_subtract(self):
return self._test('subtract’, 82, 78, 4)

def test_multiply(self):
return self._test('multiply’, 2, 8, 16)

def test_divide(self):
return self._test('divide’, 14, 3, 4)

def test timeout(self):
d = self.proto.add(9, 4)
self.assertEqual(self.tr.value(), 'add 9 4\r\n’)
self.clock.advance(self.proto.timeOut)
return self.assertFailure(d, ClientTimeoutError)

Source listing —testclient 2.py

What happens here? We instantiate our protocol as usual,riigetrick is to create the clock, and assign
proto.callLater toclock.callLater . Thus, every callLater calls in the protocol will finish begalock.
advance() returns.

In the new test (tesimeout), we caltlock.advance , that simulates and advance in time (logically it's similar
to atime.sleep  call). And we just have to verify that our Deferred got a timaeerror.

Let's implement that in our code.

# - x- test-case-name: calculus.test.test_client 2 - * -

from twisted.protocols import basic
from twisted.internet import defer, reactor

class ClientTimeoutError(Exception):
pass

class RemoteCalculationClient(basic.LineReceiver):

callLater = reactor.callLater
timeOut = 60

def __init__(self):
self.results = ]
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def lineReceived(self, line):
d, calllD = self.results.pop(0)
calliD.cancel()
d.callback(int(line))

def _cancel(self, d):
d.errback(ClientTimeoutError())

def _sendOperation(self, op, a, b):
d = defer.Deferred()
calllD = self.callLater(self.timeOut, self._cancel, d)
self.results.append((d, calllD))
line = "%s %d %d" % (op, a, b)
self.sendLine(line)
return d

def add(self, a, b):
return self._sendOperation("add”, a, b)

def subtract(self, a, b):
return self._sendOperation("subtract”, a, b)

def multiply(self, a, b):
return self._sendOperation("multiply”, a, b)

def divide(self, a, b):
return self._sendOperation("divide", a, b)

Source listing —€lient.2.py

The only important thing here is to not forget to cancel odiLeder when everything went fine.

Cleaning up after tests

This chapter is mainly intended for people that want to haakats or processes created in their tests. If it’s still
not obvious, you must try to avoid that like the plague, beeatiends up with a lot of problems, one of them being
intermittent failures. And intermittent failures are tHague of automated tests.

To actually test that, we'll launch a server with our protioco

from calculus.remote_1 import RemoteCalculationFactory
from calculus.client_2 import RemoteCalculationClient

from twisted.trial import unittest
from twisted.internet import reactor, protocol

class RemoteRunCalculationTestCase(unittest. TestCase ):

def setUp(self):
factory = RemoteCalculationFactory()
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self.port = reactor.listenTCP(0, factory, interface="12 7.0.0.1"
self.client = None

def tearDown(self):
if self.client is not None:
self.client.transport.loseConnection()
return self.port.stopListening()

def _test(self, op, a, b, expected):
creator = protocol.ClientCreator(reactor, RemoteCalcul ationClient)
def cb(client):
self.client = client
return getattr(self.client, op)(a, b
).addCallback(self.assertEqual, expected)
return creator.connectTCP('127.0.0.1’, self.port.getH ost().port
).addCallback(cb)

def test_add(self):
return self._test("add", 5, 9, 14)

def test_subtract(self):
return self._test("subtract", 47, 13, 34)

def test_multiply(self):
return self._test("multiply”, 7, 3, 21)

def test divide(self):
return self._test("divide", 84, 10, 8)

Source listing —testremote2.py

Recent versions of trial will fail loudly if you remove ttstopListening call, which is good.

Also, you should be aware thigarDown will called in any case, after success or failure. So donfteex that
every objects you created in the test method are presemyubegour tests may have failed in the middle.

Trial also has addCleanup method, which makes these kind of cleanups easy and rentowveséd fotear
Down . For example, you could remove the codetigst this way:

def setUp(self):
factory = RemoteCalculationFactory()
self.port = reactor.listenTCP(0, factory, interface="12 7.0.0.1"
self.addCleanup(self.port.stopListening)

def _test(self, op, a, b, expected):

creator = protocol.ClientCreator(reactor, RemoteCalcul ationClient)
def cb(client):

self.addCleanup(self.client.transport.loseConnectio n)

return getattr(client, op)(a, b).addCallback(self.asse rtEqual, expected)
return creator.connectTCP('127.0.0.1’, self.port.getH ost().port).addCallback(chb)

This remove the need of a tearDown method, and you don't leegledck for the value of self.client: you only call
addCleanup when the client is created.
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Handling logged errors

Currently, if you send an invalid command or invalid argutseto our server, it logs an exception and closes the
connection. This is a perfectly valid behavior, but for th&esof this tutorial, we want to return an error to the user if
he sends invalid operators, and log any errors on server Saee’ll want a test like this:

def test invalidParameters(self):
self.proto.dataReceived('add foo bar\r\n’)
self.assertEqual(self.tr.value(), "error\rin")

# - - test-case-name: calculus.test.test_remote_1 - * -

from twisted.protocols import basic
from twisted.internet import protocol
from twisted.python import log

from calculus.base_3 import Calculation

class CalculationProxy(object):
def __init__ (self):
self.calc = Calculation()
for m in ['add’, 'subtract’, 'multiply’, ’divide]:
setattr(self, 'remote_%s’ % m, getattr(self.calc, m))

class RemoteCalculationProtocol(basic.LineReceiver):
def __init_ (self):
self.proxy = CalculationProxy()

def lineReceived(self, line):
op, a, b = line.split()
op = getattr(self.proxy, remote_%s’ % (op,))
try:
result = op(a, b)
except TypeError:
log.err()
self.sendLine("error")
else:
self.sendLine(str(result))

class RemoteCalculationFactory(protocol.Factory):
protocol = RemoteCalculationProtocol

def main():
from twisted.internet import reactor
from twisted.python import log
import sys
log.startLogging(sys.stdout)
reactor.listenTCP(0, RemoteCalculationFactory())
reactor.run()
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if __name__ == "__main__"
main()

Source listing —emote2.py

If you try something like that, it will not work. Here is the faut you should have:

trial calculus.test.test remote_3.RemoteCalculationT estCase.test_invalidParameters
calculus.test.test_ remote_3
RemoteCalculationTestCase
test_invalidParameters ... [ERROR]

[ERROR]: calculus.test.test_remote_3.RemoteCalculati onTestCase.test_invalidParameters

Traceback (most recent call last):
File "/tmp/calculus/remote_2.py", line 27, in lineReceiv ed
result = op(a, b)
File "tmp/calculus/base_3.py", line 11, in add
a, b = self._make_ints(a, b)
File "/tmp/calculus/base_3.py", line 8, in _make_ints
raise TypeError
exceptions.TypeError:

Ran 1 tests in 0.004s

FAILED (errors=1)

Atfirst, you could think there is a problem, because you cttishexception. Butin fact trial doesn't let you do that
without controlling it: you must expect logged errors anebei them. To do that, you have to useflishLogged
Errors method. You call it with the exception you expect, and it retLthe list of exceptions logged since the start
of the test. Generally, you'll want to check that this lisshe expected length, or possibly that each exception has an
expected message. We do the former in our test:;

from calculus.remote_2 import RemoteCalculationFactory
from twisted.trial import unittest
from twisted.test import proto_helpers

class RemoteCalculationTestCase(unittest. TestCase):
def setUp(self):
factory = RemoteCalculationFactory()
self.proto = factory.buildProtocol(("'127.0.0.1’, 0))
self.tr = proto_helpers.StringTransport()
self.proto.makeConnection(self.tr)

def _test(self, operation, a, b, expected):
self.proto.dataReceived('%s %d %d\r\n’ % (operation, a, b )
self.assertEqual(int(self.tr.value()), expected)

def test add(self):
return self._test('add’, 7, 6, 13)
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def test subtract(self):

return self._test('subtract’, 82, 78, 4)

def test_multiply(self):

return self._test('multiply’, 2, 8, 16)

def test_divide(self):

return self._test(divide’, 14, 3, 4)

def test_invalidParameters(self):

self.proto.dataReceived('add foo bar\r\n’)
self.assertEqual(self.tr.value(), "error\r\n")
errors = self.flushLoggedErrors(TypeError)
self.assertEqual(len(errors), 1)

Source listing —testremote3.py

2.3.7 Resolve a bug

37

A bug was left over during the development of the timeoutifpilaly several bugs, but that's not the point), concerning
the reuse of the protocol when you got a timeout: the conmedsi not dropped, so you can get timeout forever.
Generally an user will come to you saying "l have this strapgglem on my crappy network environment. It seems
you could solve it with doing XXX at YYY.”

Actually, this bug can be corrected several ways. But if yorrexct it without adding tests, one day you'll face a
big problem: regression. So the first step is adding a fatksg

from

from
from
from

calculus.client_3 import RemoteCalculationClient,

twisted.internet import task
twisted.trial import unittest
twisted.test import proto_helpers

class ClientCalculationTestCase(unittest.TestCase):

def setUp(self):

self.tr = proto_helpers.StringTransportWithDisconnect
self.clock = task.Clock()

self.proto = RemoteCalculationClient()

self.tr.protocol = self.proto

self.proto.callLater = self.clock.callLater
self.proto.makeConnection(self.tr)

def _test(self, operation, a, b, expected):

d = getattr(self.proto, operation)(a, b)
self.assertEqual(self.tr.value(), '%s %d %d\r\n’ % (oper
self.tr.clear()

d.addCallback(self.assertEqual, expected)
self.proto.dataReceived("%d\n\n" % (expected,))

return d

ClientTimeoutError

ion()

ation, a, b))
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def test add(self):
return self._test('add’, 7, 6, 13)

def test_subtract(self):
return self._test('subtract’, 82, 78, 4)

def test_multiply(self):
return self._test('multiply’, 2, 8, 16)

def test_divide(self):
return self._test('divide’, 14, 3, 4)

def test timeout(self):
d = self.proto.add(9, 4)
self.assertEqual(self.tr.value(), 'add 9 4\r\n’)
self.clock.advance(self.proto.timeOut)
return self.assertFailure(d, ClientTimeoutError)

def test_timeoutConnectionLost(self):
called = []
def lost(arg):
called.append(True)
self.proto.connectionLost = lost

d = self.proto.add(9, 4)
self.assertEqual(self.tr.value(), 'add 9 4\r\n’)
self.clock.advance(self.proto.timeOut)

def check(ignore):
self.assertEqual(called, [True])
return self.assertFailure(d, ClientTimeoutError).addC allback(check)

Source listing —testclient.3.py

What have we done here ?

e We switched to StringTransportWithDisconnection. Thasmsport managdeseConnection  and forwards
it to its protocol.

e We assign the protocol to the transport via finetocol attribute.
e We check that after a timeout our connection has closed.

For doing that, we then use tAémeoutMixin  class, that does almost everything we want. The great tBing i
that it almost changes nothing to our class.

# - - test-case-name: calculus.test.test_client - *-

from twisted.protocols import basic, policies
from twisted.internet import defer

class ClientTimeoutError(Exception):
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pass

class RemoteCalculationClient(object, basic.LineRecei ver, policies.TimeoutMixin):

def __init_ (self):
self.results = []
self._timeOut = 60

def lineReceived(self, line):
self.setTimeout(None)
d = self.results.pop(0)
d.callback(int(line))

def timeoutConnection(self):
for d in self.results:
d.errback(ClientTimeoutError())
self.transport.loseConnection()

def _sendOperation(self, op, a, b):
d = defer.Deferred()
self.results.append(d)
line = "%s %d %d" % (op, a, b)
self.sendLine(line)
self.setTimeout(self._timeOut)
return d

def add(self, a, b):
return self._sendOperation("add”, a, b)

def subtract(self, a, b):
return self._sendOperation("subtract”, a, b)

def multiply(self, a, b):
return self._sendOperation("multiply”, a, b)

def divide(self, a, b):
return self._sendOperation("divide", a, b)

Source listing —elient.3.py

2.3.8 Code coverage

Code coverage is one of the aspects of software testingtbatsshow much your tests cross (cover) the code of your
program. There are different kind of measures: path coegreandition coverage, statement coverage... We'll only
consider statement coverage here, whether a line has beeuted or not.

Trial has an option to generate the statement coverage otgstis. This option is —coverage. It creates a coverage
directory in_trial_temp, with a file .cover for every modules used during thesteSthe ones interesting for us are
calculus.base.cover and calculus.remote.cover. In sbatch line is the number of times you went through during
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the tests, or the marker->>>>>>"if the line was not covered. If you went through all the tuédto this point, you
should have complete coverage :).

Again, this is only another useful pointer, but it doesntamgour code is perfect: your tests should consider every
possibile input and output, to gktll coverage (condition, path, etc.) as well .

2.3.9 Conclusion
So what did you learn in this document?

e How to use the trial command-line tool to run your tests

e How to use string transports to test individual clients agvars without creating sockets

If you really want to create sockets, how to cleanly do it st thdoesn't have bad side effects
e And some small tips you can't live without.

If one of the topics still looks cloudy to you, please give wmiyfeedback! You can file tickets to improve this
document on the Twisted web $te

2.4 Twisted from Scratch, or The Evolution of Finger

2.4.1 Introduction

Twisted is a big system. People are often daunted when th@ypagh it. It's hard to know where to start looking.

This guide builds a full-fledged Twisted application frone thround up, using most of the important bits of the
framework. There is a lot of code, but don't be afraid.

The application we are looking at is a “finger” service, alting lines of the familiar service traditionally provided
by UNIX servers. We will extend this service slightly beyahe standard, in order to demonstrate some of Twisted’s
higher-level features.

Each section of the tutorial dives straight into applicasifor various Twisted topics. These topics have their own
introductory howtos listed in theore howto indeXpage??) and in the documentation for other Twisted projects like
Twisted Web and Twisted Words. There are at least three waysd this tutorial: you may find it useful to read
through the rest of the topics listed in tbere howto indexXpage??) before working through the finger tutorial, work
through the finger tutorial and then go back and hit the intoboky material that is relevant to the Twisted project
you're working on, or read the introductory material onecpiat a time as it comes up in the finger tutorial.

2.4.2 Contents
This tutorial is split into eleven parts:
1. The Evolution of Finger: building a simple finger servigagd 41)
. The Evolution of Finger: adding features to the finger sex{jragd 48)
. The Evolution of Finger: cleaning up the finger cqgagd 58)
. The Evolution of Finger: moving to a component based archite (page 61)
. The Evolution of Finger: pluggable backengmgd 71)
. The Evolution of Finger: a web fronter{dagd 8B)
. The Evolution of Finger: Twisted client support using Pexstpve Brokepagd 8D)

. The Evolution of Finger: using a single factory for multipetocols(pagd 95)

© 00 N o 0o A~ W N

. The Evolution of Finger: a Twisted finger clieftage_101)

=
o

. The Evolution of Finger: making a finger librafpagd 104)
11. The Evolution of Finger: configuration and packaging of tmgér servicgpagd_10b)

Shttp://twistedmatrix.com/
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2.5 The Evolution of Finger: building a simple finger service

2.5.1 Introduction

This is the first part of the Twisted tutori@visted from Scratch, or The Evolution of Fingéris page).

If you're not familiar with 'finger’ it's probably becauséstnot used as much nowadays as it used to be. Basically,
if you runfinger nalil orfinger nail@example.com the target computer spits out some information about
the user namedail . For instance:

Login: nail Name: Nail Sharp
Directory: /home/nail Shell: /usr/bin/sh
Last login Wed Mar 31 18:32 2004 (PST)
New mail received Thu Apr 1 10:50 2004 (PST)

Unread since Thu Apr 1 10:50 2004 (PST)
No Plan.

If the target computer does not have fimgerd  daemon(pagd 256) running you'll get a "Connection Refused”
error. Paranoid sysadmins kefepgerd  off or limit the output to hinder crackers and harassers. dthave format
is the standardingerd default, but an alternate implementation can output angtltiwants, such as automated
responsibility status for everyone in an organization. ¥an also define pseudo "users”, which are essentially key-
words.

This portion of the tutorial makes use of factories and prok®as introduced in thé/riting a TCP Server howto
(pageB) and deferreds as introducedsing Deferredgpagd 13b) an@enerating Deferredépagd 14b). Services
and applications are discusseddsing the Twisted Application Framewoffragd 176).

By the end of this section of the tutorial, our finger servdt answer TCP finger requests on port 1079, and will
read data from the web.

2.5.2 Refuse Connections

from twisted.internet import reactor
reactor.run()

Source listing —finger01.py

This example only runs the reactor. It will consume almos€CiRdJ resources. As it is not listening on any port, it
can't respond to network requests nothing at all will happetil we interrupt the program. At this point if you run
finger nail or telnet localhost 1079 , you'll get a "Connection refused” error since there’s neman
running to respond. Not very useful, perhaps but this is kieéeton inside which the Twisted program will grow.

As implied above, at various points in this tutorial you’lant to observe the behavior of the server being devel-
oped. Unless you have a finger program which can use an akgpod, the easiest way to do this is with a telnet
client.telnet localhost 1079 will connect to the local host on port 1079, where a fingereenill eventually
be listening.

The Reactor

You don't call Twisted, Twisted calls you. Theactor is Twisted’s main event loop, similar to the main loop in
other toolkits available in Python (Qt, wx, and Gtk). Thesekactly one reactor in any running Twisted application.
Once started it loops over and over again, responding toarktewents and making scheduled calls to code.

Note that there are actually several different reactorshtwose from;from twisted.internet import
reactor returns the current reactor. If you haven't chosen a reatéms yet, it automatically chooses the default.
See theReactor Basics HOWTagd 11B) for more information.

2.5.3 Do Nothing
from twisted.internet import protocol, reactor

class FingerProtocol(protocol.Protocol):
pass
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class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

reactor.listenTCP(1079, FingerFactory())
reactor.run()

Source listing —finger02.py

Here,reactor.listenTCP opens port 1079. (The number 1079 is a reminder that evéyntualwant to run
on port 79, the standard port for finger servers.) The spdddietory,FingerFactory  , is used to handle incoming
requests on that port. Specifically, for each request, thetoe calls the factory’duildProtocol method, which
in this case causdangerProtocol to be instantiated. Since the protocol defined here doeschwhly respond
to any events, connections to 1079 will be accepted, butihatignored.

A Factory is the proper place for data that you want to makéabia to the protocol instances, since the protocol
instances are garbage collected when the connection isctlos

2.5.4 Drop Connections

from twisted.internet import protocol, reactor

class FingerProtocol(protocol.Protocol):
def connectionMade(self):
self.transport.loseConnection()

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

reactor.listenTCP(1079, FingerFactory())
reactor.run()

Source listing —finger03.py

Here we add to the protocol the ability to respond to the esEb¢ginning a connection by terminating it. Perhaps
not an interesting behavior, but it is already close to befgpaccording to the letter of the standard finger protocol.
After all, there is no requirement to send any data to the temonnection in the standard. The only problem, as far
as the standard is concerned, is that we terminate the ciimméao soon. A client which is slow enough will see his
send() of the username resultin an error.

2.5.5 Read Username, Drop Connections

from twisted.internet import protocol, reactor
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
self.transport.loseConnection()

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

reactor.listenTCP(1079, FingerFactory())
reactor.run()

Source listing —finger04.py
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Here we maké-ingerProtocol inherit fromLineReceiver , so that we get data-based events on a line-by-
line basis. We respond to the event of receiving the line wslitlitting down the connection.
If you use a telnet client to interact with this server, theutewill look something like this:

$ telnet localhost 1079

Trying 127.0.0.1...

Connected to localhost.localdomain.
alice

Connection closed by foreign host.

Congratulations, this is the first standard-compliantieersf the code. However, usually people actually expect
some data about users to be transmitted.

2.5.6 Read Username, Output Error, Drop Connections

from twisted.internet import protocol, reactor
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
self.transport.write("No such user\r\n")
self.transport.loseConnection()

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

reactor.listenTCP(1079, FingerFactory())
reactor.run()

Source listing —finger05.py

Finally, a useful version. Granted, the usefulness is sdmélimited by the fact that this version only prints out a
“No such user” message. It could be used for devastatingtdffdqnvoney-pots (decoy servers), of course.

2.5.7 Output From Empty Factory

# Read username, output from empty factory, drop connection s

from twisted.internet import protocol, reactor
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
self.transport.write(self.factory.getUser(user)+"\r \n")
self.transport.loseConnection()

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

def getUser(self, user):
return "No such user"

reactor.listenTCP(1079, FingerFactory())
reactor.run()

Source listing —finger06.py
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The same behavior, but finally we see what usefulness therjeleas: as something that does not get constructed
for every connection, it can be in charge of the user datallaggarticular, we won't have to change the protocol if
the user database back-end changes.

2.5.8 Output from Non-empty Factory

# Read username, output from non-empty factory, drop connec tions

from twisted.internet import protocol, reactor
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
self.transport.write(self.factory.getUser(user)+"\r \n")
self.transport.loseConnection()

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

def __init_ (self, * kwargs):
self.users = kwargs

def getUser(self, user):
return self.users.get(user, "No such user")

reactor.listenTCP(1079, FingerFactory(moshez="Happy a nd well’))
reactor.run()

Source listing —finger07.py

Finally, a really useful finger database. While it does notpbumformation about logged in users, it could be
used to distribute things like office locations and intemffite numbers. As hinted above, the factory is in charge of
keeping the user database: note that the protocol instaagadt changed. This is starting to look good: we really
won’t have to keep tweaking our protocol.

2.5.9 Use Deferreds

# Read username, output from non-empty factory, drop connec tions
# Use deferreds, to minimize synchronicity assumptions

from twisted.internet import protocol, reactor, defer
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class FingerFactory(protocol.ServerFactory):
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protocol = FingerProtocol

def __init_ (self, * kwargs):
self.users = kwargs

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

reactor.listenTCP(1079, FingerFactory(moshez="Happy a nd well’))
reactor.run()

Source listing —finger08.py

But, here we tweak it just for the hell of it. Yes, while the yiais version worked, it did assume the result of
getUser is always immediately available. But what if indtedan in-memory database, we would have to fetch the
result from a remote Oracle server? By allowing getUser torrea Deferred, we make it easier for the data to be
retrieved asynchronously so that the CPU can be used for t@tsies in the meanwhile.

As described in th®eferred HOWTpagd 13b), Deferreds allow a program to be driven by evéaisinstance,
if one task in a program is waiting on data, rather than hageZtAU (and the program!) idly waiting for that data (a
process normally called 'blocking’), the program can parf@ther operations in the meantime, and waits for some
signal that data is ready to be processed before returnitiatgrocess.

In brief, the code irFingerFactory above creates a Deferred, to which we start to attadlvacks The de-
ferred action inFingerFactory is actually a fast-running expression consisting of onéiahary methodget .
Since this action can execute without delgingerFactory.getUser usesdefer.succeed  to create a De-
ferred which already has a result, meaning its return valilldoa passed immediately to the first callback function,
which turns out to b&ingerProtocol.writeResponse . We've also defined aerrback(appropriately named
FingerProtocol.onError ) that will be called instead ofiriteResponse  if something goes wrong.

2.5.10 Run ‘finger Locally

# Read username, output from factory interfacing to OS, drop connections

from twisted.internet import protocol, reactor, defer, ut ils
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + ’'\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

def getUser(self, user):
return utils.getProcessOutput("finger”, [user])

reactor.listenTCP(1079, FingerFactory())
reactor.run()
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Source listing —finger09.py

This example also makes use of a Deferrdsted.internet.utils.getProcessOutput is a non-
blocking version of Python'sommands.getoutput  : it runs a shell commandiger , in this case) and captures
its standard output. HowevagetProcessOutput returns a Deferred instead of the output itself. SiRoeger
Protocol.lineReceived is already expecting a Deferred to be returnedgeyUser , it doesn’t need to be
changed, and it returns the standard output as the fingdt.resu

Note that in this case the shell’s built-fimger command is simply run with whatever arguments it is given.
This is probably insecure, so you probably don’t want a realer to do this without a lot more validation of the user
input. This will do exactly what the standard version of thmeyér server does.

2.5.11 Read Status from the Web

The web. That invention which has infiltrated homes arourdntbrld finally gets through to our invention. In this case
we use the built-in Twisted web client vieisted.web.client.getPage , & non-blocking version of Python’s
urllib2.urlopen(URL).read() . Like getProcessOutput it returns a Deferred which will be called back
with a string, and can thus be used as a drop-in replacement.

Thus, we have examples of three different database back-ande of which change the protocol class. In fact,
we will not have to change the protocol again until the enchef tutorial: we have achieved, here, one truly usable
class.

# Read username, output from factory interfacing to web, dro p connections

from twisted.internet import protocol, reactor, defer, ut ils
from twisted.protocols import basic
from twisted.web import client

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

def __init_ (self, prefix):
self.prefix=prefix

def getUser(self, user):
return client.getPage(self.prefix+user)

reactor.listenTCP(1079, FingerFactory(prefix="http:/ llivejournal.com/™))
reactor.run()

Source listing —finger10.py
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2.5.12 Use Application

Up until now, we faked. We kept using port 1079, becausey,ealio wants to run a finger server with root privileges?
Well, the common solution is “privilege shedding”: aftending to the network, become a different, less privileged
user. We could have done it ourselves, but Twisted has aibuify to do it. We will create a snippet as above, but
now we will define an application object. That object will eaud andgid attributes. When running it (later we
will see how) it will bind to ports, shed privileges and themr

Read on to find out how to run this code using the twistd utility

2.5.13 twistd

This is how to run “Twisted Applications” files which define a@pplication’. A daemon is expected to adhere to
certain behavioral standards so that standard tools cpfstad/query them. If a Twisted application is run via tdjs
the TWISTed Daemonizer, all this behavioral stuff will be dexal for you. twistd does everything a daemon can be
expected to shuts down stdin/stdout/stderr, disconneamts the terminal and can even change runtime directory, or
even the root filesystems. In short, it does everything s@wisted application developer can concentrate on writing
his networking code.

root% twistd -ny fingerll.tac # just like before

root% twistd -y fingerll.tac # daemonize, keep pid in twistd .pid

root% twistd -y fingerll.tac --pidfile=finger.pid

root% twistd -y fingerll.tac --rundir=/

root% twistd -y fingerll.tac --chroot=/var

root% twistd -y fingerll.tac -1 /var/log/finger.log

root% twistd -y fingerll.tac --syslog # just log to syslog

root% twistd -y fingerll.tac --syslog --prefix=twistedfi nger # use given prefix

There are several ways to tell twistd where your applicaiginhere we show how it is done using the
application global variable in a Python source file Tavisted Application Configuratiofpagd 25B) file).

# Read username, output from non-empty factory, drop connec tions
# Use deferreds, to minimize synchronicity assumptions
# Write application. Save in ’‘finger.tpy’

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

def __init__ (self, ** kwargs):
self.users = kwargs

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")
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application = service.Application(finger’, uid=1, gid= 1)

factory = FingerFactory(moshez="Happy and well’)

internet. TCPServer(79, factory).setServiceParent(
service.lServiceCollection(application))

Source listing —fingerll.tac

Instead of usingeactor.listenTCP as in the above examples, here we are using its applicati@anescoun-
terpart,internet. TCPServer . Notice that when it is instantiated, the application objeelf does not reference
either the protocol or the factory. Any services (such as S€&Rer) which have the application as their parent will
be started when the application is started by twistd. ThéiGgjpn object is more useful for returning an object that
supports thdService , IServiceCollection , IProcess , andsob.IPersistable interfaces with the
given parameters; we’'ll be seeing these in the next parteofutorial. As the parent of the TCPServer we opened, the
application lets us manage the TCPServer.

With the daemon running on the standard finger port, you cstritteith the standard finger commarfithger
moshez.

2.6 The Evolution of Finger: adding features to the finger service

2.6.1 Introduction

This is the second part of the Twisted tutoffafisted from Scratch, or The Evolution of Findpagd 40).

In this section of the tutorial, our finger server will contento sprout features: the ability for users to set finger
announces, and using our finger service to send those argments on the web, on IRC and over XML-RPC.
Resources and XML-RPC are introduced in the Web Applicatjportion of theTwisted Web howt(page??). More
examples usingwisted.words.protocols.irc can be found inWriting a TCP Client(page[IB) and the
Twisted Words examplésage??).

2.6.2 Setting Message By Local Users

Now that port 1079 is free, maybe we can use it with a diffesemver, one which will let people set their messages.
It does no access control, so anyone who can login to the machin set any message. We assume this is the desired
behavior in our case. Testing it can be done by simply:

% nc localhost 1079 # or telnet localhost 1079
moshez

Giving a tutorial now, sorry!

D

# But let's try and fix setting away messages, shall we?
from twisted.application import internet, service

from twisted.internet import protocol, reactor, defer

from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + ’'\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)
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class FingerFactory(protocol.ServerFactory):
protocol = FingerProtocol

def __init__ (self, ** kwargs):
self.users = kwargs

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

class FingerSetterProtocol(basic.LineReceiver):
def connectionMade(self):
self.lines = ]

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
user = self.lines[0]
status = self.lines[1]
self.factory.setUser(user, status)

class FingerSetterFactory(protocol.ServerFactory):
protocol = FingerSetterProtocol

def __init_ (self, fingerFactory):
self.fingerFactory = fingerFactory

def setUser(self, user, status):
self.fingerFactory.usersfuser] = status

ff = FingerFactory(moshez="Happy and well’)
fsf = FingerSetterFactory(ff)

application = service.Application(finger’, uid=1, gid= 1)
serviceCollection = service.lServiceCollection(applic ation)
internet. TCPServer(79,ff).setServiceParent(serviceC ollection)
internet. TCPServer(1079,fsf).setServiceParent(servi ceCollection)

Source listing —fingerl2.tac

This program has two protocol-factory-TCPServer pairdctviare both child services of the application. Specifi-
cally, thesetServiceParent method is used to define the two TCPServer services as anidegpplication .
which implementdServiceCollection . Both services are thus started with the application.

2.6.3 Use Services to Make Dependencies Sane

The previous version had the setter poke at the innards dirther factory. This strategy is usually not a good idea:
this version makes both factories symmetric by making theth ook at a single object. Services are useful for when
an object is needed which is not related to a specific netwenkes. Here, we define a common service class with
methods that will create factories on the fly. The service atsitains methods the factories will depend on.

The factory-creation methodgetFingerFactory andgetFingerSetterFactory , follow this pattern:

1. Instantiate a generic server factdwyisted.internet.protocol.ServerFactory

2. Set the protocol class, just like our factory class wowldeh
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3. Copy a service method to the factory as a function ateibithe function won’t have access to the factory’s
self , but that's OK because as a bound method it has access torthee&eself , which is what it needs.
For getUser , a custom method defined in the service gets copied.s€iser , a standard method of the
users dictionary is copied.

Thus, we stopped subclassing: the service simply puts lusefilnods and attributes inside the factories. We are
getting better at protocol design: none of our protocolsgashad to be changed, and neither will have to change until
the end of the tutorial.

As an application service, this new finger service impleméhelService  interface and can be started and
stopped in a standardized manner. We’'ll make use of thissméxt example.

# Fix asymmetry

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class FingerSetterProtocol(basic.LineReceiver):
def connectionMade(self):
self.lines = []

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self,reason):
user = self.lines[0]
status = self.lines[1]
self.factory.setUser(user, status)

class FingerService(service.Service):
def __init_ (self, * kwargs):
self.users = kwargs

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

def setUser(self, user, status):
self.usersfuser] = status

def getFingerFactory(self):
f = protocol.ServerFactory()
f.protocol = FingerProtocol
f.getUser = self.getUser
return f

def getFingerSetterFactory(self):
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f = protocol.ServerFactory()
f.protocol = FingerSetterProtocol
f.setUser = self.setUser

return f
application = service.Application(finger’, uid=1, gid= 1)
f = FingerService(moshez="Happy and well’)
serviceCollection = service.lServiceCollection(applic ation)

internet. TCPServer(79,f.getFingerFactory()
).setServiceParent(serviceCollection)

internet. TCPServer(1079,f.getFingerSetterFactory()
).setServiceParent(serviceCollection)

Source listing —finger13.tac

Most application services will want to use tBervice base class, which implements all the gen&Siervice
behavior.

2.6.4 Read Status File

This version shows how, instead of just letting users sét thessages, we can read those from a centrally managed
file. We cache results, and every 30 seconds we refresh iticBsrare useful for such scheduled tasks.

moshez: happy and well
shawn: alive

sample /etc/users file -etc.users

# Read from file

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.protocols import basic

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class FingerService(service.Service):
def __init_ (self, filename):
self.users = {}
self.filename = filename

def _read(self):
for line in file(self.flename):
user, status = line.split(:’, 1)
user = user.strip()
status = status.strip()
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self.users[user] = status
self.call = reactor.callLater(30, self._read)

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

def getFingerFactory(self):
f = protocol.ServerFactory()
f.protocol = FingerProtocol
f.getUser = self.getUser
return f

application = service.Application(finger’, uid=1, gid= 1)
f = FingerService('/etc/users’)
finger = internet. TCPServer(79, f.getFingerFactory())

finger.setServiceParent(service.IServiceCollection( application))
f.setServiceParent(service.lServiceCollection(appli cation))

Source listing —fingerl4.tac

Since this version is reading data from a file (and refreskiegdata every 30 seconds), there iskinger
SetterFactory and thus nothing listening on port 1079.

Here we override the standasthrtService andstopService  hooks in the Finger service, which is set up
as a child service of the application in the last line of théecatartService calls_read , the function responsible
for reading the dataeactor.callLater is then used to schedule it to run again after thirty secoues/gime
it is called. reactor.callLater returns an object that lets us cancel the scheduled ratopService  using
its cancel method.

2.6.5 Announce on Web, Too

The same kind of service can also produce things useful fFargirotocols. For example, in twisted.web, the factory
itself (Site ) is almost never subclassed instead, it is given a resowhieh represents the tree of resources available
via URLs. That hierarchy is navigated Bjte and overriding it dynamically is possible witetChild

To integrate this into the Finger application (just becawsecan), we set up a new TCPServer that calls the
Site factory and retrieves resources via a new functioRinfjerService namedgetResource . This function
specifically returns &esource object with an overriddegetChild method.

# Read from file, announce on the web!

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.protocols import basic

from twisted.web import resource, server, static
import cgi

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)
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def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class FingerResource(resource.Resource):

def __init_ (self, users):
self.users = users
resource.Resource.__init__ (self)

# we treat the path as the username
def getChild(self, username, request):
‘'username’ is a string.
request’ is a ’'twisted.web.server.Request'.
messagevalue = self.users.get(username)
username = cgi.escape(username)
if messagevalue is not None:
messagevalue = cgi.escape(messagevalue)
text = '<h1>%s</h1><p>%s</p>" % (username,messagevalue)
else:
text = '<h1>%s</h1><p>No such user</p>" % username
return static.Data(text, 'text/html’)

class FingerService(service.Service):
def _ init_ (self, filename):
self.flename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(’:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user

def getFingerFactory(self):
f = protocol.ServerFactory()
f.protocol = FingerProtocol
f.getUser = self.getUser
return f

def getResource(self):

")
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r = FingerResource(self.users)
return r

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

application = service.Application(finger’, uid=1, gid= 1)
f = FingerService('/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

f.setServiceParent(serviceCollection)

internet. TCPServer(79, f.getFingerFactory()
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(f.getResource() )
).setServiceParent(serviceCollection)

Source listing —fingerl5.tac

2.6.6 Announce on IRC, Too

This is the first time there is client code. IRC clients often a lot like servers: responding to events from the
network. The reconnecting client factory will make surettbevered links will get re-established, with intelligent
tweaked exponential back-off algorithms. The IRC clieself is simple: the only real hack is getting the nickname
from the factory inconnectionMade

# Read from file, announce on the web, irc

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.web import resource, server, static

import cgi

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class IRCReplyBot(irc.IRCClient):
def connectionMade(self):
self.nickname = self.factory.nickname



CHAPTER 2. GETTING STARTED

irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!")[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)

def onError(err):
return 'Internal error in server’
d.addErrback(onError)

def writeResponse(message):
irc.IRCClient.msg(self, user, msg+". '+message)
d.addCallback(writeResponse)

class FingerService(service.Service):
def _ init_ (self, filename):
self.filename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(’:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user

def getFingerFactory(self):
f = protocol.ServerFactory()
f.protocol = FingerProtocol
f.getUser = self.getUser
return f

def getResource(self):

r = resource.Resource()

r.getChild = (lambda path, request:
static.Data(’<h1>%s</h1><p>%s</p> %
tuple(map(cgi.escape,
[path,self.users.get(path,
"No such user <p/> usage: site/user)])),
‘text/html’))

return r

def getIRCBot(self, nickname):
f = protocol.ReconnectingClientFactory()
f.protocol = IRCReplyBot
f.nickname = nickname
f.getUser = self.getUser
return f

def startService(self):

")
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self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

application = service.Application(‘finger’, uid=1, gid= 1)
f = FingerService(/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

f.setServiceParent(serviceCollection)

internet. TCPServer(79, f.getFingerFactory()
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(f.getResource() )
).setServiceParent(serviceCollection)

internet. TCPClient(’irc.freenode.org’, 6667, f.getIRC Bot('fingerbot’)
).setServiceParent(serviceCollection)

Source listing —fingerl6.tac

FingerService now has another new functiogetiRChot , which returns th&ReconnectingClient
Factory . This factory in turn will instantiate theRCReplyBot protocol. The IRCBot is configured in the last line
to connect tarc.freenode.org with a nickname ofingerbot

By overridingirc.IRCClient.connectionMade , IRCReplyBot can access theickname attribute of
the factory that instantiated it.

2.6.7 Add XML-RPC Support

In Twisted, XML-RPC support is handled just as though it wasther resource. That resource will still support GET
calls normally through render(), but that is usually lefimplemented. Note that it is possible to return deferredsfr
XML-RPC methods. The client, of course, will not get the aasuntil the deferred is triggered.

# Read from file, announce on the web, irc, xml-rpc
from twisted.application import internet, service

from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.web import resource, server, static, xmlirpc
import cgi

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)

def onError(err):
return ’Internal error in server
d.addErrback(onError)

def writeResponse(message):
self.transport.write(message + '\r\n’)
self.transport.loseConnection()

d.addCallback(writeResponse)

class IRCReplyBot(irc.IRCClient):
def connectionMade(self):
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self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)

def onError(err):
return ’‘Internal error in server’
d.addErrback(onError)

def writeResponse(message):
irc.IRCClient.msg(self, user, msg+": '+message)
d.addCallback(writeResponse)

class FingerService(service.Service):
def _ init_ (self, filename):
self.flename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(’:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user

def getFingerFactory(self):
f = protocol.ServerFactory()
f.protocol = FingerProtocol
f.getUser = self.getUser
return f

def getResource(self):

r = resource.Resource()

r.getChild = (lambda path, request:
static.Data('<h1>%s</h1><p>%s</p>" %
tuple(map(cgi.escape,
[path,self.users.get(path, "No such user")])),
‘text/html’))

X = xmirpc. XMLRPC()

x.xmlrpc_getUser = self.getUser

r.putChild(RPC2’, x)

return r

def getIRCBot(self, nickname):
f = protocol.ReconnectingClientFactory()
f.protocol = IRCReplyBot
f.nickname = nickname
f.getUser = self.getUser

")
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return f

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

application = service.Application(‘finger’, uid=1, gid= 1)
f = FingerService('/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

f.setServiceParent(serviceCollection)

internet. TCPServer(79, f.getFingerFactory()
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(f.getResource() )
).setServiceParent(serviceCollection)

internet. TCPClient(’irc.freenode.org’, 6667, f.getIRC Bot(’'fingerbot’)
).setServiceParent(serviceCollection)

Source listing —fingerl7.tac

Instead of a web browser, we can test the XMLRPC finger usingnals client based on Python’s built-in
xmirpclib , which will access the resource we've made availableclhost/RPC2

# testing xmlrpc finger

import xmirpclib
server = xmlrpclib.Server(http://127.0.0.1:8000/RPC2 )
print server.getUser('moshez’)

Source listing —fingerXRclient.py

2.7 The Evolution of Finger: cleaning up the finger code

2.7.1 Introduction

This is the third part of the Twisted tutori@visted from Scratch, or The Evolution of Findpagd 40).
In this section of the tutorial, we’ll clean up our code satthés closer to a readable and extensible style.

2.7.2 Write Readable Code

The last version of the application had a lot of hacks. Wedeaisub-classing, didn’t support things like user listings
over the web, and removed all blank lines — all in the inteadstode which is shorter. Here we take a step back,
subclass what is more naturally a subclass, make thingdwshiould take multiple lines take them, etc. This shows a
much better style of developing Twisted applications, titothe hacks in the previous stages are sometimes used in
throw-away prototypes.

# Do everything properly

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic
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from twisted.web import resource, server, static, xmirpc
import cgi

def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):

def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+'\r\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)
d.addCallback(lambda m: "Status of %s: %s" % (msg, m))
d.addCallback(lambda m: self.msg(user, m))

class UserStatusTree(resource.Resource):
def _ init_ (self, service):

resource.Resource.__init__(self)
self.service = service

def render_GET(self, request):
d = self.service.getUsers()
def formatUsers(users):
| = [<li><a href="%s">%s</a></li>" % (user, user)
for user in users]
return '<ul>'+".join(l)+'</ul>’
d.addCallback(formatUsers)
d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

def getChild(self, path, request):
if path==""
return UserStatusTree(self.service)
else:
return UserStatus(path, self.service)

class UserStatus(resource.Resource):
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def __init_ (self, user, service):
resource.Resource.__init__(self)
self.user = user
self.service = service

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(cgi.escape)
d.addCallback(lambda m:

'<h1>%s</h1>"%self.user+'<p>%s</p>'%m)

d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

class UserStatusXR(xmlrpc.XMLRPC):

def __init_ (self, service):
xmlrpc.XMLRPC.__init__(self)
self.service = service

def xmlrpc_getUser(self, user):
return self.service.getUser(user)

class FingerService(service.Service):

def _ init_ (self, filename):
self.filename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(’:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user

def getUsers(self):
return defer.succeed(self.users.keys())

def getFingerFactory(self):
f = protocol.ServerFactory()
f.protocol = FingerProtocol
f.getUser = self.getUser
return f

def getResource(self):
r = UserStatusTree(self)
X = UserStatusXR(self)
r.putChild(RPC2’, x)

")
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return r

def getIRCBot(self, nickname):
f = protocol.ReconnectingClientFactory()
f.protocol = IRCReplyBot
f.nickname = nickname
f.getUser = self.getUser
return f

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

application = service.Application(finger’, uid=1, gid= 1)
f = FingerService('/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

f.setServiceParent(serviceCollection)

internet. TCPServer(79, f.getFingerFactory()
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(f.getResource() )
).setServiceParent(serviceCollection)

internet. TCPClient(’irc.freenode.org’, 6667, f.getIRC Bot('fingerbot’)
).setServiceParent(serviceCollection)

Source listing —finger18.tac

2.8 The Evolution of Finger: moving to a component based architecture

2.8.1 Introduction

This is the fourth part of the Twisted tutori@ivisted from Scratch, or The Evolution of Fingdpagd 4D).
In this section of the tutorial, we’ll move our code to a coment architecture so that adding new features is
trivial. Seelnterfaces and Adaptel®agd 16D) for a more complete discussion of components.

2.8.2 Write Maintainable Code

In the last version, the service class was three times Iahgarany other class, and was hard to understand. This was
because it turned out to have multiple responsibilitiedald to know how to access user information, by rereading
the file every half minute, but also how to display itself in griad of protocols. Here, we used the component-
based architecture that Twisted provides to achieve a atpaif concerns. All the service is responsible for, now,
is supportinggetUser /getUsers . It declares its support via a call rmpe.interface.implements . Then,
adapters are used to make this service look like an apptemiess for various things: for supplying a finger factory to
TCPServer , for supplying a resource to site’s constructor, and to jpl@an IRC client factory fof CPClient . All

the adapters use are the method&imgerService they are declared to usgetUser /getUsers . We could,

of course, skip the interfaces and let the configuration a#ethings like=ingerFactoryFromService(f)

directly. However, using interfaces provides the samelfléi inheritance gives: future subclasses can overtide t
adapters.

# Do everything properly, and componentize
from twisted.application import internet, service
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from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components

from twisted.web import resource, server, static, xmirpc
from zope.interface import Interface, implements

import cgi

class IFingerService(Interface):

def getUser(user):

Return a deferred returning a string.

def getUsers():

Return a deferred returning a list of strings.

class IFingerSetterService(Interface):

def setUser(user, status):

Set the user’s status to something.

def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):

def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+'\r\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
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class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
self.lines = ]

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
if len(self.lines) ==
self.factory.setUser( * self.lines)
class IFingerSetterFactory(Interface):
def setUser(user, status):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerSetterFactoryFromService(protocol.Server
implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

def setUser(self, user, status):
self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS

y):

Factory):

ervice,
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IFingerSetterService,
IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)
d.addCallback(lambda m: "Status of %s: %s" % (msg, m))
d.addCallback(lambda m: self.msg(user, m))

class IIRCClientFactory(Interface):

@ivar nickname

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol.
class IRCClientFactoryFromService(protocol.ClientFac tory):
implements(IIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init__ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(IRCClientFactoryFromServ ice,
IFingerService,
IIRCClientFactory)

class UserStatusTree(resource.Resource):

implements(resource.lResource)
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def __init_ (self, service):
resource.Resource.__init__(self)
self.service = service
self.putChild(RPC2’, UserStatusXR(self.service))

def render_GET(self, request):
d = self.service.getUsers()
def formatUsers(users):
| = [<li><a href="%s">%s</a></li>' % (user, user)
for user in users]
return '<ul>+".join(l)+'</ul>’
d.addCallback(formatUsers)
d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

def getChild(self, path, request):
if path==""
return UserStatusTree(self.service)
else:
return UserStatus(path, self.service)

components.registerAdapter(UserStatusTree, IFingerSe
resource.lResource)

class UserStatus(resource.Resource):

def __init_ (self, user, service):
resource.Resource.__init__(self)
self.user = user
self.service = service

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(cgi.escape)
d.addCallback(lambda m:

rvice,

'<h1>%s</h1>'%self.user+'<p>%s</p>'%m)

d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET
class UserStatusXR(xmlrpc.XMLRPC):

def __init_ (self, service):
xmlrpc.XMLRPC.__init__(self)
self.service = service

def xmirpc_getUser(self, user):
return self.service.getUser(user)

class FingerService(service.Service):

implements(IFingerService)
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def __init_ (self, filename):
self.filename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

def getUsers(self):
return defer.succeed(self.users.keys())

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

application = service.Application(finger’, uid=1, gid= 1)
f = FingerService('/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

f.setServiceParent(serviceCollection)

internet. TCPServer(79, IFingerFactory(f)
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(resource.lResou rce(f))
).setServiceParent(serviceCollection)

i = IIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

Source listing —finger19.tac

2.8.3 Advantages of Latest Version
e Readable — each class is short
e Maintainable — each class knows only about interfaces
e Dependencies between code parts are minimized

e Example: writing a newFingerService is easy

class IFingerSetterService(Interface):

def setUser(user, status):
""Set the user's status to something
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# Advantages of latest version
class MemoryFingerService(service.Service):
implements([IFingerService, IFingerSetterService])

def __init_ (self, ** kwargs):
self.users = kwargs

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user )

def getUsers(self):
return defer.succeed(self.users.keys())

def setUser(self, user, status):
self.users[user] = status

f = MemoryFingerService(moshez="Happy and well’)

serviceCollection = service.lServiceCollection(applic ation)

internet. TCPServer(1079, IFingerSetterFactory(f), int erface="127.0.0.1"’
).setServiceParent(serviceCollection)

Source listing —fingerl9achanges.py

Full source code here:

# Do everything properly, and componentize

from twisted.application import internet, service

from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components

from twisted.web import resource, server, static, xmirpc
from zope.interface import Interface, implements

import cgi

class IFingerService(Interface):

def getUser(user):
""Return a deferred returning a string"™"
def getUsers():
""Return a deferred returning a list of strings

class IFingerSetterService(Interface):

def setUser(user, status):
""Set the user's status to something

def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):
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def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+\r\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):

def getUser(user):
""Return a deferred returning a string

def buildProtocol(addr):
""™Return a protocol returning a string

class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
self.lines = []

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
if len(self.lines) ==
self.factory.setUser( * self.lines)

class IFingerSetterFactory(Interface):

def setUser(user, status):
""Return a deferred returning a string

def buildProtocol(addr):
""Return a protocol returning a string

class FingerSetterFactoryFromService(protocol.Server

y):

Factory):

68



CHAPTER 2. GETTING STARTED

implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

def setUser(self, user, status):
self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS ervice,
IFingerSetterService,
IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)

d.addCallback(lambda m: "Status of %s: %s" % (msg, m))

d.addCallback(lambda m: self.msg(user, m))

class lIRCClientFactory(Interface):

@ivar nickname

def getUser(user):
""Return a deferred returning a string

def buildProtocol(addr):
""Return a protocol

class IRCClientFactoryFromService(protocol.ClientFac tory):
implements(IIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

69



CHAPTER 2. GETTING STARTED 70

components.registerAdapter(IRCClientFactoryFromServ ice,
IFingerService,
IIRCClientFactory)

class UserStatusTree(resource.Resource):
implements(resource.lResource)

def __init_ (self, service):
resource.Resource.__init__ (self)
self.service = service
self.putChild(RPC2’, UserStatusXR(self.service))

def render_GET(self, request):
d = self.service.getUsers()
def formatUsers(users):
| = [<li><a href="%s">%s</a></li>' % (user, user)
for user in users]
return '<ul>+".join(l)+'</ul>’
d.addCallback(formatUsers)
d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

def getChild(self, path, request):
if path==""
return UserStatusTree(self.service)
else:
return UserStatus(path, self.service)

components.registerAdapter(UserStatusTree, IFingerSe rvice,
resource.lResource)

class UserStatus(resource.Resource):

def __init_ (self, user, service):
resource.Resource.__init__ (self)
self.user = user
self.service = service

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(cgi.escape)
d.addCallback(lambda m:

'<h1>%s</h1>'%self.user+'<p>%s</p>'%m)

d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

class UserStatusXR(xmlrpc.XMLRPC):
def __init__ (self, service):
xmirpc.XMLRPC.__init__ (self)

self.service = service

def xmlrpc_getUser(self, user):
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return self.service.getUser(user)
class MemoryFingerService(service.Service):
implements([IFingerService, IFingerSetterService])

def __init_ (self, * kwargs):
self.users = kwargs

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

def getUsers(self):
return defer.succeed(self.users.keys())

def setUser(self, user, status):
self.users[user] = status

application = service.Application(‘finger’, uid=1, gid= 1)
f = MemoryFingerService(moshez="Happy and well’)
serviceCollection = service.lServiceCollection(applic ation)

internet. TCPServer(79, IFingerFactory(f)
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(resource.lResou rce(f))
).setServiceParent(serviceCollection)

i = IIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

internet. TCPServer(1079, IFingerSetterFactory(f), int erface="127.0.0.1’
).setServiceParent(serviceCollection)

Source listing —finger19a.tac

2.8.4 Aspect-Oriented Programming

At last, an example of aspect-oriented programming that &out logging or timing. This code is actually useful!
Watch how aspect-oriented programming helps you writedede and have fewer dependencies!

2.9 The Evolution of Finger: pluggable backends

2.9.1 Introduction

This is the fifth part of the Twisted tutoridlisted from Scratch, or The Evolution of Fingeagd 40).

In this part we will add new several new backends to our fingevise using the component-based architecture
developed inThe Evolution of Finger: moving to a component based archite (page 61L). This will show just how
convenient it is to implement new back-ends when we move tovgponent based architecture. Note that here we also
use an interface we previously wrotéingerSetterFactory , by supporting one single method. We manage to
preserve the service’s ignorance of the network.

2.9.2 Another Back-end

from twisted.internet import protocol, reactor, defer, ut ils
import pwd
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# Another back-end
class LocalFingerService(service.Service):
implements(IFingerService)

def getUser(self, user):
# need a local finger daemon running for this to work
return utils.getProcessOutput("finger”, [user])

def getUsers(self):
return defer.succeed([])

f = LocalFingerService()

Source listing —finger19hchanges.py

Full source code here:

# Do everything properly, and componentize

from twisted.application import internet, service

from twisted.internet import protocol, reactor, defer, ut ils
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components

from twisted.web import resource, server, static, xmirpc

from zope.interface import Interface, implements

import cgi

import pwd

class IFingerService(Interface):

def getUser(user):

Return a deferred returning a string.

def getUsers():

Return a deferred returning a list of strings.

class IFingerSetterService(Interface):

def setUser(user, status):

Set the user’'s status to something.

class IFingerSetterService(Interface):
def setUser(user, status):

Set the user’'s status to something.
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def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):

def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+'\r\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):
def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
self.lines = ]

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):

y):
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if len(self.lines) ==
self.factory.setUser( * self.lines)

class IFingerSetterFactory(Interface):

def setUser(user, status):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.

class FingerSetterFactoryFromService(protocol.Server Factory):
implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

def setUser(self, user, status):
self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS ervice,
IFingerSetterService,
IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!")[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)
d.addCallback(lambda m: "Status of %s: %s" % (msg, m))
d.addCallback(lambda m: self.msg(user, m))

class IIRCClientFactory(Interface):

@ivar nickname

def getUser(user):
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Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol.
class IRCClientFactoryFromService(protocol.ClientFac
implements(IIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

75

tory):

components.registerAdapter(IRCClientFactoryFromServ ice,

IFingerService,
IIRCClientFactory)

class UserStatusTree(resource.Resource):
implements(resource.lResource)

def __init__ (self, service):
resource.Resource.__init__ (self)
self.service = service
self.putChild(RPC2’, UserStatusXR(self.service))

def render_GET(self, request):
d = self.service.getUsers()
def formatUsers(users):
| = [<li><a href="%s">%s</a></li>" % (user, user)
for user in users]
return '<ul>'+".join(l)+'</ul>’
d.addCallback(formatUsers)
d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

def getChild(self, path, request):
if path==""
return UserStatusTree(self.service)
else:
return UserStatus(path, self.service)

components.registerAdapter(UserStatusTree, IFingerSe
resource.lResource)

rvice,
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class UserStatus(resource.Resource):

def __init_ (self, user, service):
resource.Resource.__init__(self)
self.user = user
self.service = service

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(cgi.escape)
d.addCallback(lambda m:

'<h1>%s</h1>'%self.user+'<p>%s</p>'%m)

d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

class UserStatusXR(xmlrpc.XMLRPC):

def __init_ (self, service):
xmirpc. XMLRPC.__init__(self)
self.service = service

def xmilrpc_getUser(self, user):
return self.service.getUser(user)

class FingerService(service.Service):
implements(IFingerService)

def __init_ (self, filename):
self.flename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user

def getUsers(self):
return defer.succeed(self.users.keys())

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

")
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# Another back-end

class LocalFingerService(service.Service):
implements(IFingerService)
def getUser(self, user):
# need a local finger daemon running for this to work

return utils.getProcessOutput("finger”, [user])

def getUsers(self):
return defer.succeed([])

application = service.Application(finger’, uid=1, gid= 1)
f = LocalFingerService()
serviceCollection = service.lServiceCollection(applic ation)

internet. TCPServer(79, IFingerFactory(f)
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(resource.lResou rce(f))
).setServiceParent(serviceCollection)

i = IIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

Source listing —finger19b.tac

We've already written this, but now we get more for less wdhe network code is completely separate from the
back-end.

2.9.3 Yet Another Back-end: Doing the Standard Thing

from twisted.internet import protocol, reactor, defer, ut ils
import pwd
import os

# Yet another back-end
class LocalFingerService(service.Service):
implements(IFingerService)

def getUser(self, user):

user = user.strip()
try:

entry = pwd.getpwnam(user)
except KeyError:

return defer.succeed("No such user")
try:

f = file(os.path.join(entry[5],".plan’))
except (IOError, OSError):

return defer.succeed("No such user")
data = f.read()
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data = data.strip()
f.close()
return defer.succeed(data)

def getUsers(self):
return defer.succeed([])

f = LocalFingerService()

Source listing —finger19cchanges.py

Full source code here:

# Do everything properly, and componentize

from twisted.application import internet, service

from twisted.internet import protocol, reactor, defer, ut
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components

from twisted.web import resource, server, static, xmlirpc
from zope.interface import Interface, implements
import cgi

import pwd

import os

class IFingerService(Interface):

def getUser(user):

Return a deferred returning a string.

def getUsers():

Return a deferred returning a list of strings.

class IFingerSetterService(Interface):

def setUser(user, status):

Set the user’s status to something.

class IFingerSetterService(Interface):
def setUser(user, status):

Set the user’'s status to something.

def catchError(err):

ils
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return "Internal error in server"

class FingerProtocol(basic.LineReceiver):

def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+\r\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
selflines = ]

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
if len(self.lines) ==
self.factory.setUser( * self.lines)

y):
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class IFingerSetterFactory(Interface):

def setUser(user, status):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.

class FingerSetterFactoryFromService(protocol.Server Factory):
implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

def setUser(self, user, status):
self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS ervice,
IFingerSetterService,
IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade():
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)
d.addCallback(lambda m: "Status of %s: %s" % (msg, m))
d.addCallback(lambda m: self.msg(user, m))

class IIRCClientFactory(Interface):

@ivar nickname

def getUser(user):

Return a deferred returning a string.
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def buildProtocol(addr):

Return a protocol.
class IRCClientFactoryFromService(protocol.ClientFac
implements(lIIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

81

tory):

components.registerAdapter(IRCClientFactoryFromServ ice,

IFingerService,
IIRCClientFactory)

class UserStatusTree(resource.Resource):
implements(resource.lResource)

def _ init_ (self, service):
resource.Resource.__init__(self)
self.service = service
self.putChild(RPC2’, UserStatusXR(self.service))

def render_GET(self, request):
d = self.service.getUsers()
def formatUsers(users):
| = [<li><a href="%s">%s</a></li>' % (user, user)
for user in users]
return '<ul>+".join(l)+'</ul>’
d.addCallback(formatUsers)
d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

def getChild(self, path, request):
if path==""
return UserStatusTree(self.service)
else:
return UserStatus(path, self.service)

components.registerAdapter(UserStatusTree, IFingerSe
resource.lResource)
class UserStatus(resource.Resource):

def __init_ (self, user, service):

rvice,
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resource.Resource.__init__ (self)
self.user = user
self.service = service

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(cgi.escape)
d.addCallback(lambda m:

'<h1>%s</h1>"%self.user+'<p>%s</p>'%m)

d.addCallback(request.write)
d.addCallback(lambda _: request.finish())
return server.NOT_DONE_YET

class UserStatusXR(xmlrpc.XMLRPC):

def __init_ (self, service):
xmlrpc. XMLRPC.__init__(self)
self.service = service

def xmlrpc_getUser(self, user):
return self.service.getUser(user)

class FingerService(service.Service):
implements(IFingerService)

def _ init_ (self, filename):
self.filename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(’:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user

def getUsers(self):
return defer.succeed(self.users.keys())

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):

service.Service.stopService(self)
self.call.cancel()

# Yet another back-end

")
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class LocalFingerService(service.Service):
implements(IFingerService)

def getUser(self, user):
user = user.strip()
try:
entry = pwd.getpwnam(user)
except KeyError:
return defer.succeed("No such user")
try:
f = file(os.path.join(entry[5],".plan’))
except (IOError, OSError):
return defer.succeed("No such user")
data = f.read()
data = data.strip()
f.close()
return defer.succeed(data)

def getUsers(self):
return defer.succeed([])

application = service.Application(‘finger’, uid=1, gid= 1)
f = LocalFingerService()
serviceCollection = service.lServiceCollection(applic ation)

internet. TCPServer(79, IFingerFactory(f)
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(resource.lResou rce(f))
).setServiceParent(serviceCollection)

i = IIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

Source listing —finger19c.tac

Not much to say except that now we can be churn out backeneleidey. Feel like doing a back-end for Ad-
vogatdl, for example? Dig out the XML-RPC client support Twisted resd get to work!

2.10 The Evolution of Finger: a web frontend

2.10.1 Introduction

This is the sixth part of the Twisted tutori@ilvisted from Scratch, or The Evolution of Findeagd 4D).

In this part, we demonstrate adding a web frontend usinglsitagsted.web.resource.Resource ob-
jects: UserStatusTree , which will produce a listing of all users at the base URL) ¢f our site;UserStatus
which gives the status of each user at the locatimername ; andUserStatusXR , which exposes an XMLRPC
interface togetUser andgetUsers functions at the URLRPC2.

In this example we construct HTML segments manually. If tidwiterface was less trivial, we would want to use
more sophisticated web templating and design our systeimes¢iiT ML rendering and logic were clearly separated.

# Do everything properly, and componentize
from twisted.application import internet, service

Shttp://www.advogato.org/
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from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components

from twisted.web import resource, server, static, xmirpc,
from zope.interface import Interface, implements

import cgi

class IFingerService(Interface):

def getUser(user):

Return a deferred returning a string.

def getUsers():

Return a deferred returning a list of strings.

class IFingerSetterService(Interface):

def setUser(user, status):

Set the user’s status to something.

def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):

def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+'\r\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.

microdom
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class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
self.lines = ]

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
if len(self.lines) ==
self.factory.setUser( * self.lines)
class IFingerSetterFactory(Interface):
def setUser(user, status):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerSetterFactoryFromService(protocol.Server
implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

def setUser(self, user, status):
self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS

y):

Factory):

ervice,
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IFingerSetterService,
IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)
d.addCallback(lambda m: "Status of %s: %s" % (msg, m))
d.addCallback(lambda m: self.msg(user, m))

class IIRCClientFactory(Interface):

@ivar nickname

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol.
class IRCClientFactoryFromService(protocol.ClientFac tory):
implements(IIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(IRCClientFactoryFromServ ice,
IFingerService,
IIRCClientFactory)

class UserStatusTree(resource.Resource):

def __init_ (self, service):
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resource.Resource.__init__ (self)
self.service=service

# add a specific child for the path "RPC2"
self.putChild("RPC2", UserStatusXR(self.service))

# need to do this for resources at the root of the site
self.putChild("", self)

def _cb_render_GET(self, users, request):
userOutput = ".join(["<li><a href=\"%s\">%s</a></li>"
for user in users])

request.write(""
<html><head><title>Users</title></head><body>
<hl>Users</h1>
<ul>
%s
</ul></body></htmlI>""" % userOutput)

request.finish()

def render_GET(self, request):
d = self.service.getUsers()
d.addCallback(self._cb_render_GET, request)

# signal that the rendering is not complete
return server.NOT_DONE_YET

def getChild(self, path, request):
return UserStatus(user=path, service=self.service)

components.registerAdapter(UserStatusTree, IFingerSe

class UserStatus(resource.Resource):

def __init_ (self, user, service):
resource.Resource.__init__ (self)
self.user = user
self.service = service

def _cb_render_GET(self, status, request):
request.write(""'<htmi><head><title>%s</title></hea
<body><h1>%s</h1>
<p>%s</p>
</body></htmI>"" % (self.user, self.user, status))
request.finish()

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(self._cb_render_GET, request)
# signal that the rendering is not complete

return server.NOT_DONE_YET

class UserStatusXR(xmlrpc.XMLRPC):

d>

% (user, user)

rvice, resource.lResource)
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def __init_ (self, service):
xmlrpc. XMLRPC.__init__(self)
self.service = service

def xmlrpc_getUser(self, user):
return self.service.getUser(user)

def xmlrpc_getUsers(self):
return self.service.getUsers()

class FingerService(service.Service):
implements(IFingerService)

def __init_ (self, filename):
self.flename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user

def getUsers(self):
return defer.succeed(self.users.keys())

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

application = service.Application(‘finger’, uid=1, gid=

f = FingerService('/etc/users’)

serviceCollection = service.lServiceCollection(applic

f.setServiceParent(serviceCollection)

internet. TCPServer(79, IFingerFactory(f)
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(resource.lResou
).setServiceParent(serviceCollection)

i = lIIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

1)

ation)

rce(f))

")
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Source listing —finger20.tac

2.11 The Evolution of Finger: Twisted client support using Perspectie Bro-
ker

2.11.1 Introduction

This is the seventh part of the Twisted tutoffalisted from Scratch, or The Evolution of Fingeagd 40).
In this part, we add a Perspective Broker service to the fiagetication so that Twisted clients can access the
finger server. Perspective Broker is introduced in deptksiownsection(page??) of the core howto index.

2.11.2 Use Perspective Broker

We add support for perspective broker, Twisted’s nativeatenobject protocol. Now, Twisted clients will not have to
go through XML-RPCish contortions to get information aboseérs.

# Do everything properly, and componentize

from twisted.application import internet, service

from twisted.internet import protocol, reactor, defer

from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components

from twisted.web import resource, server, static, xmirpc, microdom
from twisted.spread import pb

from zope.interface import Interface, implements

import cgi

class IFingerService(Interface):

def getUser(user):

Return a deferred returning a string.

def getUsers():

Return a deferred returning a list of strings.

class IFingerSetterService(Interface):
def setUser(user, status):

Set the user’s status to something.

def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):
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def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+\r\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
self.lines = ]

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
if len(self.lines) ==
self.factory.setUser( * self.lines)

class IFingerSetterFactory(Interface):
def setUser(user, status):

Return a deferred returning a string.

y):
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def buildProtocol(addr):

Return a protocol returning a string.

class FingerSetterFactoryFromService(protocol.Server Factory):
implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

def setUser(self, user, status):
self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS ervice,
IFingerSetterService,
IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)
d.addCallback(lambda m: "Status of %s: %s" % (msg, m))
d.addCallback(lambda m: self.msg(user, m))

class lIRCClientFactory(Interface):

@ivar nickname

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol.
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class IRCClientFactoryFromService(protocol.ClientFac tory):

implements(lIIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(IRCClientFactoryFromServ ice,
IFingerService,
IIRCClientFactory)

class UserStatusTree(resource.Resource):

def __init_ (self, service):
resource.Resource.__init__(self)
self.service=service

# add a specific child for the path "RPC2"
self.putChild("RPC2", UserStatusXR(self.service))

# need to do this for resources at the root of the site
self.putChild("", self)

def _cb_render_GET(self, users, request):
userOutput = ".join(["<li><a href=\"%s\">%s</a></li>"
for user in users])

request.write(""
<html><head><title>Users</title></head><body>
<h1l>Users</h1>
<ul>
%s
</ul></body></htmlI>""" % userQutput)

request.finish()

def render_GET(self, request):
d = self.service.getUsers()
d.addCallback(self._cb_render_GET, request)

# signal that the rendering is not complete
return server.NOT_DONE_YET

def getChild(self, path, request):
return UserStatus(user=path, service=self.service)

% (user, user)

components.registerAdapter(UserStatusTree, IFingerSe rvice, resource.lResource)

class UserStatus(resource.Resource):
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def __init_ (self, user, service):
resource.Resource.__init__(self)
self.user = user
self.service = service

def _cb_render GET(self, status, request):
request.write(""'<htmi><head><title>%s</title></hea
<body><h1>%s</h1>
<p>%s</p>
</body></htmI>"" % (self.user, self.user, status))
request.finish()

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(self._cb_render_GET, request)

# signal that the rendering is not complete
return server.NOT_DONE_YET
class UserStatusXR(xmlrpc.XMLRPC):
def __init_ (self, service):
xmlrpc. XMLRPC.__init__(self)

self.service = service

def xmlrpc_getUser(self, user):
return self.service.getUser(user)

def xmlrpc_getUsers(self):
return self.service.getUsers()
class IPerspectiveFinger(Interface):
def remote_getUser(username):

Return a user’s status.

def remote_getUsers():

Return a user's status.
class PerspectiveFingerFromService(pb.Root):
implements(IPerspectiveFinger)

def __init_ (self, service):
self.service = service

def remote_getUser(self, username):
return self.service.getUser(username)

def remote_getUsers(self):

d>
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return self.service.getUsers()

components.registerAdapter(PerspectiveFingerFromSer vice,
IFingerService,
IPerspectiveFinger)

class FingerService(service.Service):
implements(IFingerService)

def __init_ (self, filename):
self.flename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.flename):
user, status = line.split(:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

def getUsers(self):
return defer.succeed(self.users.keys())

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

application = service.Application(finger’, uid=1, gid= 1)
f = FingerService(/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

f.setServiceParent(serviceCollection)

internet. TCPServer(79, IFingerFactory(f)
).setServiceParent(serviceCollection)

internet. TCPServer(8000, server.Site(resource.lResou rce(f))
).setServiceParent(serviceCollection)

i = IIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

internet. TCPServer(8889, pb.PBServerFactory(IPerspec tiveFinger(f))
).setServiceParent(serviceCollection)

Source listing —finger21.tac

A simple client to test the perspective broker finger:
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# test the PB finger on port 8889
# this code is essentially the same as
# the first example in howto/pb-usage

from twisted.spread import pb
from twisted.internet import reactor

def gotObject(object):
print "got object:", object
object.callRemote("getUser","
# or

#  object.callRemote("getUsers").addCallback(gotData)

moshez").addCallback(g otData)

def gotData(data):
print ’'server sent:’, data
reactor.stop()

def gotNoObject(reason):
print "no object:",reason
reactor.stop()

factory = pb.PBClientFactory()

reactor.connectTCP("127.0.0.1",8889, factory)
factory.getRootObject().addCallbacks(gotObject,gotN oObject)
reactor.run()

Source listing —fingerPBclient.py

2.12 The Evolution of Finger: using a single factory for multiple protocols

2.12.1 Introduction

This is the eighth part of the Twisted tutoriBlisted from Scratch, or The Evolution of Findpagd 4D).
In this part, we add HTTPS support to our web frontend, shgwiow to have a single factory listen on multiple
ports. More information on using SSL in Twisted can be foumthe SSL howtdpagd 12D).

2.12.2 Support HTTPS

All we need to do to code an HTTPS site is just write a contextioiyy (in this case, which loads the certificate from a
certain file) and then use the twisted.application.inte8%8L_Server method. Note that one factory (in this caseée si
can listen on multiple ports with multiple protocols.

# Do everything properly, and componentize

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components

from twisted.web import resource, server, static, xmirpc, microdom
from twisted.spread import pb

from zope.interface import Interface, implements
from OpenSSL import SSL

import cgi

class IFingerService(Interface):
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def getUser(user):

Return a deferred returning a string.

def getUsers():

Return a deferred returning a list of strings.

class IFingerSetterService(Interface):

def setUser(user, status):

Set the user’'s status to something.

def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):

def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+\r\n)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):
def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

y):

96



CHAPTER 2. GETTING STARTED

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
self.lines = []

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
if len(self.lines) ==
self.factory.setUser( * self.lines)

class IFingerSetterFactory(Interface):
def setUser(user, status):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerSetterFactoryFromService(protocol.Server
implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

def setUser(self, user, status):

self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS
IFingerSetterService,

IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

Factory):

ervice,
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def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)
d.addCallback(lambda m: "Status of %s: %s" % (msg, m))
d.addCallback(lambda m: self.msg(user, m))

class IIRCClientFactory(Interface):

@ivar nickname

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol.

class IRCClientFactoryFromService(protocol.ClientFac tory):

implements(IIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(IRCClientFactoryFromServ ice,
IFingerService,
IIRCClientFactory)

class UserStatusTree(resource.Resource):

def __init__ (self, service):
resource.Resource.__init__ (self)
self.service=service

# add a specific child for the path "RPC2"
self.putChild("RPC2", UserStatusXR(self.service))

# need to do this for resources at the root of the site
self.putChild("™", self)
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def _cb_render_GET(self, users, request):

userOutput = ".join(["<li><a href=\"%s\">%s</a></li>" % (user, user)
for user in users])
request.write(""
<html><head><title>Users</title></head><body>
<h1>Users</h1>
<ul>
%s

</ul></body></htmI>""" % userQOutput)
request.finish()

def render_GET(self, request):
d = self.service.getUsers()
d.addCallback(self._cb_render_GET, request)

# signal that the rendering is not complete
return server.NOT_DONE_YET

def getChild(self, path, request):
return UserStatus(user=path, service=self.service)

components.registerAdapter(UserStatusTree, IFingerSe rvice, resource.lResource)

class UserStatus(resource.Resource):

def __init_ (self, user, service):
resource.Resource.__init__ (self)
self.user = user
self.service = service

def _cb_render_GET(self, status, request):
request.write(""'<htmi><head><title>%s</title></hea d>
<body><h1>%s</h1>
<p>%s</p>
</body></htmI>"" % (self.user, self.user, status))
request.finish()

def render_GET(self, request):
d = self.service.getUser(self.user)
d.addCallback(self._cb_render_GET, request)

# signal that the rendering is not complete
return server.NOT_DONE_YET
class UserStatusXR(xmlrpc.XMLRPC):
def __init_ (self, service):
xmlrpc. XMLRPC.__init__(self)

self.service = service

def xmlrpc_getUser(self, user):
return self.service.getUser(user)

def xmirpc_getUsers(self):
return self.service.getUsers()
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class IPerspectiveFinger(Interface):

def remote_getUser(username):

Return a user’s status.

def remote_getUsers():

Return a user’s status.

class PerspectiveFingerFromService(pb.Root):
implements(IPerspectiveFinger)

def __init_ (self, service):
self.service = service

def remote_getUser(self, username):
return self.service.getUser(username)

def remote_getUsers(self):
return self.service.getUsers()

components.registerAdapter(PerspectiveFingerFromSer
IFingerService,
IPerspectiveFinger)

class FingerService(service.Service):
implements(IFingerService)

def __init_ (self, filename):
self.flename = filename
self.users = {}

def _read(self):

self.users.clear()

for line in file(self.filename):
user, status = line.split(:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):

vice,

return defer.succeed(self.users.get(user, "No such user

def getUsers(self):
return defer.succeed(self.users.keys())

def startService(self):
self._read()
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service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

class ServerContextFactory:

def getContext(self):

Create an SSL context.

This is a sample implementation that loads a certificate fro
called ’server.pem’.

ctx = SSL.Context(SSL.SSLv23_METHOD)
ctx.use_certificate_file('server.pem’)

ctx.use_privatekey _file('server.pem’)

return ctx
application = service.Application(finger’, uid=1, gid= 1)
f = FingerService('/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

f.setServiceParent(serviceCollection)

internet. TCPServer(79, IFingerFactory(f)
).setServiceParent(serviceCollection)

site = server.Site(resource.IResource(f))

internet. TCPServer(8000, site
).setServiceParent(serviceCollection)

internet.SSLServer(443, site, ServerContextFactory()
).setServiceParent(serviceCollection)

i = IIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

internet. TCPServer(8889, pb.PBServerFactory(IPerspec tiveFinger(f))
).setServiceParent(serviceCollection)

Source listing —finger22.py

2.13 The Evolution of Finger: a Twisted finger client
2.13.1 Introduction

This is the ninth part of the Twisted tutori@ivisted from Scratch, or The Evolution of Fingdpagd 4D).

101

In this part, we develop a client for the finger server: a préirger server which forwards requests to another

finger server.

2.13.2 Finger Proxy

Writing new clients with Twisted is much like writing new serg. We implement the protocol, which just gathers up
all the data, and give it to the factory. The factory keepsfarded which is triggered if the connection either fails or
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succeeds. When we use the client, we first make sure the défeitt@ever fail, by producing a message in that case.
Implementing a wrapper around client which just returnsdégerred is a common pattern. While less flexible than
using the factory directly, it's also more convenient.

# finger proxy

from twisted.application import internet, service
from twisted.internet import defer, protocol, reactor
from twisted.protocols import basic

from twisted.python import components

from zope.interface import Interface, implements

def catchError(err):
return "Internal error in server"

class IFingerService(Interface):

def getUser(user):
""Return a deferred returning a string"™"
def getUsers():
""Return a deferred returning a list of strings

class IFingerFactory(Interface):

def getUser(user):
"“Return a deferred returning a string

def buildProtocol(addr):
""Return a protocol returning a string

class FingerProtocol(basic.LineReceiver):
def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value)

self.transport.loseConnection()
d.addCallback(writeValue)

class FingerFactoryFromService(protocol.ClientFactor y):
implements(IFingerFactory)
protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService ,
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IFingerService,
IFingerFactory)

class FingerClient(protocol.Protocol):

def connectionMade(self):
self.transport.write(self.factory.user+"\r\n")
self.buf = ]

def dataReceived(self, data):
self.buf.append(data)

def connectionLost(self, reason):
self.factory.gotData(”.join(self.buf))

class FingerClientFactory(protocol.ClientFactory):
protocol = FingerClient

def __init_ (self, user):
self.user = user
self.d = defer.Deferred()

def clientConnectionFailed(self, _, reason):
self.d.errback(reason)

def gotData(self, data):
self.d.callback(data)

def finger(user, host, port=79):
f = FingerClientFactory(user)
reactor.connectTCP(host, port, f)
return f.d

class ProxyFingerService(service.Service):
implements(IFingerService)

def getUser(self, user):
try:
user, host = user.split(@’, 1)
except:
user = user.strip()
host = '127.0.0.1’
ret = finger(user, host)
ret.addErrback(lambda _: "Could not connect to remote host "
return ret

def getUsers(self):
return defer.succeed([])

application = service.Application(’finger’, uid=1, gid= 1)
f = ProxyFingerService()
internet. TCPServer(7779, IFingerFactory(f)).setServi ceParent(

service.lServiceCollection(application))
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Source listing —fingerproxy.tac

2.14 The Evolution of Finger: making a finger library

2.14.1 Introduction

This is the tenth part of the Twisted tutoriBivisted from Scratch, or The Evolution of Findpagd 4D).

In this part, we separate the application code that launaliegjer service from the library code which defines a
finger service, placing the application in a Twisted Apgiima Configuration (.tac) file. We also move configuration
(such as HTML templates) into separate files. Configuratimhdeployment with .tac and twistd are introduced in
Using the Twisted Application Framewofiage 176).

2.14.2 Organization

Now this code, while quite modular and well-designed, ispibperly organized. Everything above the
application= belongs in a module, and the HTML templates all belong in spdiles.

We can use theemplateFile andtemplateDirectory attributes to indicate what HTML template file to
use for each Page, and where to look for it.

# organized-finger.tac
# eg: twistd -ny organized-finger.tac

import finger

from twisted.internet import protocol, reactor, defer

from twisted.spread import pb

from twisted.web import resource, server

from twisted.application import internet, service, strpo rts
from twisted.python import log

application = service.Application(finger’, uid=1, gid= 1)
f = finger.FingerService('/etc/users’)
serviceCollection = service.lServiceCollection(applic ation)

internet. TCPServer(79, finger.IFingerFactory(f)
).setServiceParent(serviceCollection)

site = server.Site(resource.lResource(f))
internet. TCPServer(8000, site
).setServiceParent(serviceCollection)

internet.SSLServer(443, site, finger.ServerContextFac tory()
).setServiceParent(serviceCollection)

i = finger.lIRCClientFactory(f)

i.nickname = ’fingerbot’

internet. TCPClient(’irc.freenode.org’, 6667, i
).setServiceParent(serviceCollection)

internet. TCPServer(8889, pb.PBServerFactory(finger.| PerspectiveFinger(f))
).setServiceParent(serviceCollection)

Source listing —organized-finger.tac

Note that our program is now quite separated. We have:
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e Code (in the module)

Configuration (file above)

Presentation (templates)

Content (etc/users )

Deployment (twistd)

Prototypes don't need this level of separation, so oureragiiamples all bunched together. However, real applicatio
do. Thankfully, if we write our code correctly, it is easy tthéeve a good separation of parts.

2.14.3 Easy Configuration

We can also supply easy configuration for common cases withlke8ervice method that will also help build .tap
files later:

# Easy configuration
# makeService from finger module

def makeService(config):
# finger on port 79
s = service.MultiService()
f = FingerService(config['file’])
h = internet. TCPServer(79, IFingerFactory(f))
h.setServiceParent(s)

# website on port 8000

r = resource.IlResource(f)
r.templateDirectory = config['templates’]
site = server.Site(r)

j = internet. TCPServer(8000, site)
j-setServiceParent(s)

# ssl on port 443

if config.get(’ssl’):
k = internet.SSLServer(443, site, ServerContextFactory( )
k.setServiceParent(s)

# irc fingerbot
if config.has_key('ircnick’):
i = IIRCClientFactory(f)
i.nickname = config['ircnick’]
ircserver = config['ircserver’]
b = internet. TCPClient(ircserver, 6667, i)
b.setServiceParent(s)

# Pespective Broker on port 8889
if config.has_key('pbport’):
m = internet. TCPServer(
int(config['pbport?),
pb.PBServerFactory(IPerspectiveFinger(f)))
m.setServiceParent(s)

return s
Source listing —finger_config.py

And we can write simpler files now:
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# simple-finger.tac
# eg: twistd -ny simple-finger.tac

from twisted.application import service
import finger

options = { ‘file’: 'letc/users’,
‘templates’: ’'/usr/share/finger/templates’,
"ircnick’: ‘fingerbot’,
'ircserver’: 'irc.freenode.net’,
'pbport’; 8889,
'ssl: 'ssl=0" }

ser = finger.makeService(options)
application = service.Application(’finger’, uid=1, gid= 1)
ser.setServiceParent(service.lServiceCollection(app lication))

Source listing —simple-finger.tac

% twisted -ny simple-finger.tac

Note: the fingewserstill has ultimate power: he can usekeService , or he can use the lower-level interface
if he has specific needs (maybe an IRC server on some othér ptaybe we want the non-SSL webserver to listen
only locally? etc. etc.) This is an important design priheimever force a layer of abstraction: allow usage of layers
of abstractions.

The pasta theory of design:

e Spaghetti: each piece of code interacts with every otheepié code [can be implemented with GOTO, func-
tions, objects]

e Lasagna: code has carefully designed layers. Each layertiseory independent. However low-level layers
usually cannot be used easily, and high-level layers deperow-level layers.

e Ravioli: each part of the code is useful by itself. There ikia tayer of interfaces between various parts [the
sauce]. Each part can be usefully be used elsewhere.

e ...but sometimes, the user just wants to order “Ravioli'pge coarse-grain easily definable layer of abstraction
on top of it all can be useful.

2.15 The Evolution of Finger: configuration and packaging of the finger
service

2.15.1 Introduction

This is the eleventh part of the Twisted tutorfabisted from Scratch, or The Evolution of Fingpagd 40).

In this part, we make it easier for non-programmers to conigufinger server and show how to package it in the
.deb and RPM package formats. Plugins are discussed fimtttex Twisted Plugin Syste(pagd 1711) howto. Writing
twistd plugins is covered ikVriting a twistd Plugin(page_17B), and .tac applications are coverddsimng the Twisted
Application FrameworKpagd 176).

2.15.2 Plugins

So far, the user had to be somewhat of a programmer to be abtbatigure stuff. Maybe we can eliminate even that?
Move old code tdinger/  __init __.py and...
Full source code for finger module here:
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# finger.py module
from zope.interface import Interface, implements

from twisted.application import internet, service
from twisted.internet import protocol, reactor, defer
from twisted.words.protocols import irc

from twisted.protocols import basic

from twisted.python import components, log

from twisted.web import resource, server, xmlrpc
from twisted.spread import pb

from OpenSSL import SSL
class IFingerService(Interface):
def getUser(user):

Return a deferred returning a string.

def getUsers():

Return a deferred returning a list of strings.

class IFingerSetterService(Interface):

def setUser(user, status):

Set the user’'s status to something.

def catchError(err):
return "Internal error in server"

class FingerProtocol(basic.LineReceiver):

def lineReceived(self, user):
d = self.factory.getUser(user)
d.addErrback(catchError)
def writeValue(value):
self.transport.write(value+'\n’)
self.transport.loseConnection()
d.addCallback(writeValue)

class IFingerFactory(Interface):

def getUser(user):

Return a deferred returning a string.
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def buildProtocol(addr):

Return a protocol returning a string.

class FingerFactoryFromService(protocol.ServerFactor
implements(IFingerFactory)

protocol = FingerProtocol

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(FingerFactoryFromService
IFingerService,
IFingerFactory)

class FingerSetterProtocol(basic.LineReceiver):

def connectionMade(self):
self.lines = ]

def lineReceived(self, line):
self.lines.append(line)

def connectionLost(self, reason):
if len(self.lines) ==
self.factory.setUser( * self.lines)

class IFingerSetterFactory(Interface):
def setUser(user, status):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol returning a string.
class FingerSetterFactoryFromService(protocol.Server
implements(IFingerSetterFactory)
protocol = FingerSetterProtocol

def __init_ (self, service):
self.service = service

y):

Factory):
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def setUser(self, user, status):
self.service.setUser(user, status)

components.registerAdapter(FingerSetterFactoryFromS ervice,
IFingerSetterService,
IFingerSetterFactory)

class IRCReplyBot(irc.IRCClient):

def connectionMade(self):
self.nickname = self.factory.nickname
irc.IRCClient.connectionMade(self)

def privmsg(self, user, channel, msg):
user = user.split('!)[0]
if self.nickname.lower() == channel.lower():
d = self.factory.getUser(msg)
d.addErrback(catchError)

d.addCallback(lambda m: "Status of %s: %s" % (msg, m))

d.addCallback(lambda m: self.msg(user, m))

class IIRCClientFactory(Interface):

@ivar nickname

def getUser(user):

Return a deferred returning a string.

def buildProtocol(addr):

Return a protocol.
class IRCClientFactoryFromService(protocol.ClientFac tory):
implements(IIRCClientFactory)

protocol = IRCReplyBot
nickname = None

def __init_ (self, service):
self.service = service

def getUser(self, user):
return self.service.getUser(user)

components.registerAdapter(IRCClientFactoryFromServ ice,
IFingerService,
IIRCClientFactory)
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class UserStatusTree(resource.Resource):

template = ""<html><head><title>Users</title></head> <body>
<hl>Users</h1>

<ul>

%(users)s

</ul>

</body>

</htm|>""

def __init_ (self, service):
resource.Resource.__init__(self)
self.service = service

def getChild(self, path, request):
if path == ":
return self
elif path == 'RPC2":
return UserStatusXR(self.service)
else:
return UserStatus(path, self.service)

def render_GET(self, request):
users = self.service.getUsers()
def cbUsers(users):
request.write(self.template % {'users’: ".join([
# Name should be quoted properly these uses.
<li><a href="%s">%s</a></li>' % (name, name)
for name in users])})
request.finish()
users.addCallback(cbUsers)
def ebUsers(err):
log.err(err, "UserStatusTree failed")
request.finish()
users.addErrback(ebUsers)
return server.NOT_DONE_YET

components.registerAdapter(UserStatusTree, IFingerSe rvice, resource.lResource)

class UserStatus(resource.Resource):

template=""<html><head><title>%(title)s</title></h ead>
<body><h1>%(name)s</h1><p>%(status)s</p></body></ht ml>""

def __init_ (self, user, service):
resource.Resource.__init__ (self)
self.user = user
self.service = service

def render_GET(self, request):
status = self.service.getUser(self.user)
def cbStatus(status):
request.write(self.template % {
‘title”: self.user,
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'name’: self.user,
'status’: status})
request.finish()
status.addCallback(cbStatus)
def ebStatus(err):
log.err(err, "UserStatus failed")
request.finish()
status.addErrback(ebStatus)
return server.NOT_DONE_YET

class UserStatusXR(xmlrpc.XMLRPC):

def __init_ (self, service):
xmlrpc.XMLRPC.__init__(self)
self.service = service

def xmirpc_getUser(self, user):
return self.service.getUser(user)

def xmlrpc_getUsers(self):
return self.service.getUsers()

class IPerspectiveFinger(Interface):

def remote_getUser(username):

Return a user’s status.

def remote_getUsers():

Return a user’'s status.
class PerspectiveFingerFromService(pb.Root):
implements(IPerspectiveFinger)

def __init__ (self, service):
self.service = service

def remote_getUser(self, username):
return self.service.getUser(username)

def remote_getUsers(self):
return self.service.getUsers()

components.registerAdapter(PerspectiveFingerFromSer

IFingerService,
IPerspectiveFinger)

class FingerService(service.Service):

vice,

111



CHAPTER 2. GETTING STARTED 112

implements(IFingerService)

def _ init_ (self, filename):
self.flename = filename

def _read(self):

self.users = {}

for line in file(self.flename):
user, status = line.split(’:’, 1)
user = user.strip()
status = status.strip()
self.users[user] = status

self.call = reactor.callLater(30, self._read)

def getUser(self, user):
return defer.succeed(self.users.get(user, "No such user ")

def getUsers(self):
return defer.succeed(self.users.keys())

def startService(self):
self._read()
service.Service.startService(self)

def stopService(self):
service.Service.stopService(self)
self.call.cancel()

class ServerContextFactory:

def getContext(self):

Create an SSL context.

This is a sample implementation that loads a certificate fro m a file
called ’'server.pem’.

ctx = SSL.Context(SSL.SSLv23_METHOD)

ctx.use_certificate_file('server.pem’)

ctx.use_privatekey file('server.pem’)

return ctx

# Easy configuration

def makeService(config):
# finger on port 79
s = service.MultiService()
f FingerService(config['file’])
h = internet. TCPServer(1079, IFingerFactory(f))
h.setServiceParent(s)

# website on port 8000
r = resource.lResource(f)
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r.templateDirectory = config['templates’]
site = server.Site(r)

j = internet. TCPServer(8000, site)
j-setServiceParent(s)

# ssl on port 443
# if config.get(’ssl’):
# k = internet.SSLServer(443, site, ServerContextFactory
# k.setServiceParent(s)

# irc fingerbot
if config.has_key('ircnick’):
i = IIRCClientFactory(f)
i.nickname = config['ircnick’]
ircserver = config['ircserver’]
b = internet. TCPClient(ircserver, 6667, i)
b.setServiceParent(s)

# Pespective Broker on port 8889
if config.has_key('pbport’):
m = internet. TCPServer(
int(config['pbport’]),
pb.PBServerFactory(IPerspectiveFinger(f)))
m.setServiceParent(s)

return s

finger module —finger.py

# finger/tap.py

from twisted.application import internet, service
from twisted.internet import interfaces

from twisted.python import usage

import finger

class Options(usage.Options):

optParameters = [
[file’, 'f", ’letc/users’],
[templates’, 't’, ’'lusr/sharelfinger/templates’],
[lircnick’, 'n’, ‘fingerbot’],
[ircserver’, None, ’irc.freenode.net?,
['pbport’, 'p’, 8889],
]

optFlags = [['ssl’, 'sT]

def makeService(config):
return finger.makeService(config)

finger/tap.py —tap.py

And register it all:

from twisted.application.service import ServiceMaker

finger = ServiceMaker(

0)
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‘finger’, 'finger.tap’, 'Run a finger service’, ‘finger’)

twisted/plugins/fingetutorial.py —finger tutorial.py

Note that the second argumentServiceMaker , finger.tap , is a reference to a modulér(ger/tap.
py ), not to a filename.
And now, the following works

% sudo twistd -n finger --file=/etc/users --ircnick=finge rbot

For more details about this, see thastd plugin documentatiofpagd 17).

2.15.3 OS Integration

If we already have the “finger” package installedAN THONPATHKE.g. we added it tgite-packages ), we can
achieve easy integration:

Debian

% tap2deb --unsigned -m "Foo <foo@example.com>" --type=py thon finger.tac

% sudo dpkg -i .build/ *.deb

Red Hat / Mandrake

% tap2rpm --type=python finger.tac
% sudo rpm -i  x.rpm

These packages will properly install and registérd  scripts, etc. for the given file.
If it doesn’t work on your favorite OS: patches accepted!

2.16 Setting up the TwistedQuotes application

2.16.1 Goal
This document describes how to set up the TwistedQuotescapiph used in a number of other documents, such as
designing Twisted applicatior{page 115).

2.16.2 Setting up the TwistedQuotes project directory
In order to run the Twisted Quotes example, you will need tthédfollowing:
1. Make aTwistedQuotes directory on your system

2. Place the following files in th€éwistedQuotes  directory:

Twisted Quotes

Source listing — _init__.py

(this file marks it as a package, see this sefdtimfithe Python tutorial for more on packages)
e from random import choice

from zope.interface import implements

from TwistedQuotes import quoteproto

http://docs.python.org/tutorial/modules.html#packages
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class StaticQuoter:

Return a static quote.

implements(quoteproto.lQuoter)

def __init_ (self, quote):
self.quote = quote

def getQuote(self):
return self.quote

class FortuneQuoter:

Load quotes from a fortune-format file.

implements(quoteproto.lQuoter)

def __init_ (self, filenames):
self.flenames = filenames

def getQuote(self):
quoteFile = file(choice(self.filenames))
quotes = quoteFile.read().split("\n%\n")
quoteFile.close()
return choice(quotes)

Source listing —quoters.py
e from zope.interface import Interface

from twisted.internet.protocol import Factory, Protocol

class IQuoter(Interface):

An object that returns quotes.

def getQuote():

Return a quote.

class QOTD(Protocol):
def connectionMade(self):
self.transport.write(self.factory.quoter.getQuote() +\r\n’)
self.transport.loseConnection()



CHAPTER 2. GETTING STARTED 116

class QOTDFactory(Factory):

A factory for the Quote of the Day protocol.

@type quoter: L{IQuoter} provider
@ivar quoter: An object which provides L{lQuoter} which wil | be used by
the L{QOTD} protocol to get quotes to emit.

protocol = QOTD
def __init_ (self, quoter):
self.quoter = quoter
Source listing —gquoteproto.py

3. Add theTwistedQuotes directory’sparentto your Python path. For example, if the TwistedQuotes direc
tory’s path is/mystuff/TwistedQuotes or c: \mystuff \TwistedQuotes add/mystuff to your
Python path. On UNIX this would bexport PYTHONPATH=/mystuff:$PYTHONPATH , on Microsoft
Windows change thBY THONPATMariable through the Systems Properties dialog by adding\ mystuff
at the end.

4. Test your package by trying to import it in the Python ipteter:

Python 2.1.3 (#1, Apr 20 2002, 22:45:31)

[GCC 2.95.4 20011002 (Debian prerelease)] on linux2

Type "copyright”, "credits" or "license" for more informat ion.
>>> import TwistedQuotes

>>> # No traceback means you're fine.

2.17 Designing Twisted Applications
2.17.1 Goals

This document describes how a good Twisted applicationrigtstred. It should be useful for beginning Twisted
developers who want to structure their code in a clean, miaiable way that reflects current best practices.
Readers will want to be familiar with writingervers(pagd 8) andlients(pagd_1B) using Twisted.

2.17.2 Example of a modular design: TwistedQuotes

TwistedQuotes is a very simple plugin which is a great demonstration of T@ds power. It will export a small
kernel of functionality — Quote of the Day — which can be aseeghrough every interface that Twisted supports: web
pages, e-mail, instant messaging, a specific Quote of thepizagcol, and more.

Set up the project directory
See the description ektting up the TwistedQuotes examiplage 114).

A Look at the Heart of the Application

from random import choice
from zope.interface import implements

from TwistedQuotes import quoteproto
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class StaticQuoter:

Return a static quote.

implements(quoteproto.lQuoter)

def __init_ (self, quote):
self.quote = quote

def getQuote(self):
return self.quote

class FortuneQuoter:

Load quotes from a fortune-format file.

implements(quoteproto.lQuoter)

def _ init_ (self, filenames):
self.flenames = filenames

def getQuote(self):
qguoteFile = file(choice(self.filenames))
guotes = quoteFile.read().split("\n%\n")
guoteFile.close()
return choice(quotes)

Twisted Quotes Central Abstraction guoters.py

This code listing shows us what the Twisted Quotes systetthabaut. The code doesn't have any way of talking
to the outside world, but it provides a library which is a claad uncluttered abstraction: “give me the guote of the
day”.

Note that this module does not import any Twisted functiitpait all! The reason for doing things this way is
integration. If your “business objects” are not stuck to yoser interface, you can make a module that can integrate
those objects with different protocols, GUIs, and file fotsnaHaving such classes provides a way to decouple your
components from each other, by allowing each to be used amntkmtly.

In this manner, Twisted itself has minimal impact on the ¢ogf your program. Although the Twisted “dot
products” are highly interoperable, they also follow thigpeach. You can use them independently because they are
not stuck to each other. They communicate in well-definedswagd only when that communication provides some
additional feature. Thus, you can usésted.web  with twisted.enterprise , but neither requires the other,
because they are integrated around the concelpetdrredspagd 13b).

Your Twisted applications should follow this style as mushpassible. Have (at least) one module which imple-
ments your specific functionality, independent of any ustrface code.

Next, we're going to need to associate this abstract logib seme way of displaying it to the user. We'll do this
by writing a Twisted server protocol, which will respond teetclients that connect to it by sending a quote to the
client and then closing the connection. Note: don’t get tmmused on the details of this — different ways to interface
with the user are 90% of what Twisted does, and there are latsauments describing the different ways to do it.

from zope.interface import Interface

from twisted.internet.protocol import Factory, Protocol
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class IQuoter(Interface):

An object that returns quotes.

def getQuote():

Return a quote.

class QOTD(Protocol):
def connectionMade(self):
self.transport.write(self.factory.quoter.getQuote() +\r\n’)
self.transport.loseConnection()

class QOTDFactory(Factory):

A factory for the Quote of the Day protocol.

@type quoter: L{IQuoter} provider
@ivar quoter: An object which provides L{lQuoter} which wil | be used by
the L{QOTD} protocol to get quotes to emit.

protocol = QOTD

def __init__ (self, quoter):
self.quoter = quoter

Twisted Quotes Protocol Implementation ggoteproto.py

This is a very straightforwarBrotocol implementation, and the pattern described above is repbate. The
Protocol contains essentially no logic of its own, just egtoto tie together an object which can generate quotes (a
Quoter ) and an object which can relay bytes to a TCP connectidirgasport ). When a client connects to this
server, QOTDOnstance is created, and itennectionMade method is called.

The QOTDFactory ’s role is to specify to the Twisted framework how to createratocol instance that will
handle the connection. Twisted will not instantiat®@TDFactory ; you will do that yourself later, in &wistd
plug-in.

Note: you can read more specificsRibtocol  andFactory in theWriting Servergpagd 8) HOWTO.

Once we have an abstraction -Qaioter — and we have a mechanism to connect it to the network -QB&D
protocol — the next thing to do is to put the last link in theiohaf functionality between abstraction and user. This
last link will allow a user to choose@uoter and configure the protocol. Writing this configuration is aagkin the
Application HOWTQpagd 175).



Chapter 3

Networking and Other Event Sources

3.1 Overview of Twisted Internet

Twisted Internet is a collection of compatible event-lodps Python. It contains the code to dispatch events to
interested observers and a portable API so that observedsnaod care about which event loop is running. Thus, it is
possible to use the same code for different loops, from Baistbasic, yet portablsglect -based loop to the loops
of various GUI toolkits like GTK+ or Tk.

Twisted Internet contains the various interfaces to thetogaAPI, whose usage is documented in the low-level
chapter. Those APIs al®eactorCore , IReactorTCP , IReactorSSL , IReactorUNIX , IReactorUDP
IReactorTime , IReactorProcess , IReactorMulticast and IReactorThreads . The reactor APIs
allow non-persistent calls to be made.

Twisted Internet also covers the interfaces for the vartoaissports, inTransport  and friends. These inter-
faces allow Twisted network code to be written without relgarthe underlying implementation of the transport.

ThelProtocolFactory dictates how factories, which are usually a large part aitparty code, are written.

3.2 Reactor Overview

This HOWTO introduces the Twisted reactor, describes thécbas the reactor and links to the various reactor
interfaces.

3.2.1 Reactor Basics

The reactor is the core of the event loop within Twisted — theplwhich drives applications using Twisted. The
event loop is a programming construct that waits for andatidpes events or messages in a program. It works by
calling some internal or external "event provider”, whiolngrally blocks until an event has arrived, and then calls
the relevant event handler ("dispatches the event”). Thetoe provides basic interfaces to a number of services,
including network communications, threading, and evespaliching.

For information about using the reactor and the Twisted eleap, see:

e the event dispatching howtoSchedulingpagd 14B) andsing Deferredgpagd 13b);

e the communication howtosTCP servergpagel 8),TCP clients(page[ 1B8),UDP networking(page[12b) and
Using processefpagd_12B); and

e Using threadgpagd 15D).

There are multiple implementations of the reactor, eachifieddto provide better support for specialized features
over the default implementation. More information aboeistnand how to use a particular implementation is available
via Choosing a Reactofpagd 154).

Twisted applications can use the interfaceswisted.application.service to configure and run the
application instead of using boilerplate reactor code. \$giag Application(page 176) for an introduction to Appli-
cation.

119
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3.2.2 Using the reactor object
You can get to theeactor  object using the following code:
from twisted.internet import reactor

The reactor usually implements a set of interfaces, butritipg on the chosen reactor and the platform, some of
the interfaces may not be implemented:

e |IReactorCore : Core (required) functionality.
e IReactorFDSet : Use FileDescriptor objects.

e IReactorProcess : Process management. Read ttheing Processefpage 12B) document for more infor-
mation.

e |ReactorSSL : SSL networking support.

e IReactorTCP : TCP networking support. More information can be found ie\t#riting Server{pagd 8) and
Writing Clients(pagd_1B) documents.

e IReactorThreads : Threading use and management. More information can belfauithin Threading In
Twisted(pagd_15D).

e |IReactorTime : Scheduling interface. More information can be found witBtheduling Task@agd 14D).

e IReactorUDP : UDP networking support. More information can be found wittdDP Networking(page
[123).

e IReactorUNIX : UNIX socket support.

3.3 Using SSL in Twisted

3.3.1 Overview

This document describes how to use SSL in Twisted serverclamts. It assumes that you know what SSL is,
what some of the major reasons to use it are, and how to gengrat own SSL certificates, in particular self-signed
certificates. It also assumes that you are comfortable withting TCP servers and clients as described irsémeer
howto (page 8) andlient howto(page[1B). After reading this document you should be abledate servers and
clients that can use SSL to encrypt their connections, bviitim using an unencrypted channel to an encrypted one
mid-connection, and require client authentication.

Using SSL in Twisted requires that you have pyOper%’@BtaIled. A quick test to verify that you do is to run
from OpenSSL import SSL at a python prompt and not get an error.

SSL connections require SSL contexts. These contexts aeraied by aContextFactory that maintains
state like the SSL method, private key file name, and certifike name.

Instead of using listenTCP and connectTCP to create a ctianecselistenSSL  andconnectSSL for a
server and client respectively. These methods take a dbiatetory as an additional argument.

The basic server context factorytisisted.internet.ssl.ContextFactory , and the basic client con-
text factory istwisted.internet.ssl.ClientContextFactory . They can be used as-is or subclassed.
twisted.internet.ssl.DefaultOpenSSLContextFactory is a convenience server class that subclasses
ContextFactory and adds default parameters to the SSL handshake and donneénother useful class is
twisted.internet.ssl.CertificateOptions ; itis a factory for SSL context objects that lets you specify
many of the common verification and session options so it cah& proper pyOpenSSL initialization for you.

Those are the big immediate differences between TCP and 8&tections, so let’s look at an example. In it
and all subsequent examples it is assumed that keys anfice¢es for the server, certificate authority, and client
should they exist live in a keys/ subdirectory of the diregiwontaining the example code, and that the certificates are
self-signed.

Lhttp://pyopenssl.stf.net
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3.3.2 SSL echo server and client without client authenticén

Authentication and encryption are two separate parts o88ie protocol. The server almost always needs a key and
certificate to authenticate itself to the client but is usuebnfigured to allow encrypted connections with unauthent
cated clients who don't have certificates. This common casemonstrated first by adding SSL support to the echo

client and server in theore example§page??).

SSL echo server

from twisted.internet import ssl, reactor
from twisted.internet.protocol import Factory, Protocol

class Echo(Protocol):
def dataReceived(self, data):
""As soon as any data is received, write it back.
self.transport.write(data)

if _name__ ==’ main__":
factory = Factory()
factory.protocol = Echo
reactor.listenSSL(8000, factory,
ssl.DefaultOpenSSLContextFactory(
'keys/server.key’, ’'keys/server.crt’))
reactor.run()

SSL echo client

from twisted.internet import ssl, reactor
from twisted.internet.protocol import ClientFactory, Pr

class EchoClient(Protocol):
def connectionMade(self):
print "hello, world"
self.transport.write("hello, world!")

def dataReceived(self, data):
print "Server said:", data
self.transport.loseConnection()

class EchoClientFactory(ClientFactory):
protocol = EchoClient

def clientConnectionFailed(self, connector, reason):
print "Connection failed - goodbye!"
reactor.stop()

def clientConnectionLost(self, connector, reason):
print "Connection lost - goodbye!"
reactor.stop()
if _name__ ==’ main__":
factory = EchoClientFactory()
reactor.connectSSL(localhost’, 8000, factory, ssl.Cli
reactor.run()

otocol

entContextFactory())

Contexts are created according to a specified metg8tlv3d METHO[BSLv23 _METHOPandTLSvl1 _METHOD
are the valid constants that represent SSL methods to use wieating a context object. DefaultOpen

SSLContextFactory

andClientContextFactory

default to usingsSL.SSLv23 _"METHORSs their method,
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and it is compatible for communication with all the other hwats listed above. An older method constant,
SSLv2_METHOPexists but is explicitly disallowed in botBefaultOpenSSLContextFactory andClient
ContextFactory for being insecure by callinget _options(SSL.OP _NQSSLv2) on their contexts. See
twisted.internet.ssl for additional comments.

3.3.3 Using startTLS

If you want to switch from unencrypted to encrypted trafficddsonnection, you'll need to turn on SSL wishart

TLS on both ends of the connection at the same time via some agpeedsignal like the reception of a particular
message.IYou can readily verify the switch to an encrypteshicll by examining the packet payloads with a tool like
Wireshar.

startTLS server

from OpenSSL import SSL

from twisted.internet import reactor, ssl

from twisted.internet.protocol import ServerFactory
from twisted.protocols.basic import LineReceiver

class TLSServer(LineReceiver):
def lineReceived(self, line):

print "received: " + line

if line == "STARTTLS":
print "-- Switching to TLS"
self.sendLine('READY’)

ctx = ServerTLSContext(
privateKeyFileName="keys/server.key’,
certificateFileName=keys/server.crt’,

)

self.transport.startTLS(ctx, self.factory)

class ServerTLSContext(ssl.DefaultOpenSSLContextFact ory):
def __init__ (self, xargs, ** kw):
kw['ssImethod’] = SSL.TLSvl _METHOD
ssl.DefaultOpenSSLContextFactory. _init__ (self, *args, *x kw)
if name_ == ' main__ "

factory = ServerFactory()
factory.protocol = TLSServer
reactor.listenTCP(8000, factory)
reactor.run()

startTLS client

from OpenSSL import SSL

from twisted.internet import reactor, ssl

from twisted.internet.protocol import ClientFactory
from twisted.protocols.basic import LineReceiver

class ClientTLSContext(ssl.ClientContextFactory):
isClient = 1
def getContext(self):
return SSL.Context(SSL.TLSv1l_METHOD)

http://www.wireshark.org/
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class TLSClient(LineReceiver):
pretext = [
"first line",
"last thing before TLS starts",
"STARTTLS"]

posttext = |
"first thing after TLS started"”,
"last thing ever"]

def connectionMade(self):
for | in self.pretext:
self.sendLine(l)

def lineReceived(self, line):

print "received: " + line

if line == "READY":
ctx = ClientTLSContext()
self.transport.startTLS(ctx, self.factory)
for | in self.posttext:

self.sendLine(l)

self.transport.loseConnection()

class TLSClientFactory(ClientFactory):
protocol = TLSClient

def clientConnectionFailed(self, connector, reason):

print "connection failed: ", reason.getErrorMessage()

reactor.stop()

def clientConnectionLost(self, connector, reason):
print "connection lost: ", reason.getErrorMessage()
reactor.stop()
if __name__ == "__main__"
factory = TLSClientFactory()
reactor.connectTCP(’localhost’, 8000, factory)
reactor.run()

startTLS is a transport method that gets passed a context. It is ilvaken agreed-upon time in the data
reception method of the client and server protocols. $erverTLSContext
used above inherit from the basic server and client constbfies used in the earlier echo examples and illustrate

two more ways of setting an SSL method.

3.3.4 Client authentication

Server and client-side changes to require client authetigic fall largely under the dominion of pyOpenSSL, but few
examples seem to exist on the web so for completeness a ssenpéz and client are provided here.

Client-authenticating server

from OpenSSL import SSL
from twisted.internet import ssl, reactor
from twisted.internet.protocol import Factory, Protocol

class Echo(Protocol):
def dataReceived(self, data):
self.transport.write(data)

andClientTLSContext

123
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def verifyCallback(connection, x509, errnum, errdepth, o K):
if not ok:
print ’invalid cert from subject:’, x509.get_subject()
return False
else:
print "Certs are fine"
return True

if name__ == ' main__ "
factory = Factory()
factory.protocol = Echo

myContextFactory = ssl.DefaultOpenSSLContextFactory(
'keys/server.key’, 'keys/server.crt’

)

ctx = myContextFactory.getContext()

ctx.set_verify(
SSL.VERIFY_PEER | SSL.VERIFY_FAIL_IF_NO_PEER_CERT,
verifyCallback

)

# Since we have self-signed certs we have to explicitly
# tell the server to trust them.
ctx.load_verify_locations("keys/ca.pem")

reactor.listenSSL(8000, factory, myContextFactory)
reactor.run()

Use theset _verify = method to set the verification mode for a context object amdverification callback.
The mode is eitheWERIFY_NONEor VERIFY_PEER If VERIFY_PEERIs set, the mode can be augmented by
VERIFY_FAIL _IF _NQPEERCERTand/orVERIFY_CLIENT_ONCE

The callback takes as its arguments a connection objec® Xbfect, error number, error depth, and return code.
The purpose of the callback is to allow you to enforce addélaestrictions on the verification. Thus, if the return
code is False, you should return False; if the return codeus @nd further verification passes, return True.

Client with certificates

from OpenSSL import SSL
from twisted.internet import ssl, reactor
from twisted.internet.protocol import ClientFactory, Pr otocol

class EchoClient(Protocol):
def connectionMade(self):
print "hello, world"
self.transport.write("hello, world!")

def dataReceived(self, data):
print "Server said:", data
self.transport.loseConnection()

class EchoClientFactory(ClientFactory):
protocol = EchoClient

def clientConnectionFailed(self, connector, reason):
print "Connection failed - goodbye!"



CHAPTER 3. NETWORKING AND OTHER EVENT SOURCES 125

reactor.stop()

def clientConnectionLost(self, connector, reason):
print "Connection lost - goodbye!"
reactor.stop()

class CtxFactory(ssl.ClientContextFactory):
def getContext(self):
self. method = SSL.SSLv23 METHOD
ctx = ssl.ClientContextFactory.getContext(self)
ctx.use_certificate_file('keys/client.crt’)
ctx.use_privatekey _file('keys/client.key’)

return ctx

if _name__ == ' main__ "
factory = EchoClientFactory()
reactor.connectSSL('localhost’, 8000, factory, CtxFact ory())
reactor.run()

3.3.5 Other facilities

twisted.protocols.amp supports encrypted connections and exposedTLS method one can use or
subclasstwisted.web  has built-in SSL support initslient , http , andxmirpc modules.

3.3.6 Conclusion
After reading through this tutorial, you should be able to:
e UselistenSSL  andconnectSSL to create servers and clients that use SSL
e UsestartTLS to switch a channel from being unencrypted to using SSL roighection

e Add server and client support for client authentication

3.4 UDP Networking

3.4.1 Overview

Unlike TCP, UDP has no notion of connections. A UDP socketrearive datagrams from any server on the network
and send datagrams to any host on the network. In additidtagdans may arrive in any order, never arrive at all, or
be duplicated in transit.

Since there are no connections, we only use a single objgutacol, for each UDP socket. We then use the
reactor to connect this protocol to a UDP transport, usimghhisted.internet.interfaces.IReactor
UDPreactor API.

3.4.2 DatagramProtocol

The class where you actually implement the protocol pamaimtphandling will usually be descended frowisted.
internet.protocol.DatagramProtocol or from one of its convenience children. THgatagram
Protocol class receives datagrams and can send them out over thekeReaeived datagrams include the address
they were sent from. When sending datagrams the destinatiness must be specified.

Here is a simple example:

from twisted.internet.protocol import DatagramProtocol
from twisted.internet import reactor

class Echo(DatagramProtocol):
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def datagramReceived(self, data, (host, port)):
print "received %r from %s:%d" % (data, host, port)
self.transport.write(data, (host, port))

reactor.listenUDP(9999, Echo())
reactor.run()

As you can see, the protocol is registered with the reacthis feans it may be persisted if it's added to an

application, and thus it hagtartProtocol andstopProtocol methods that will get called when the protocol
is connected and disconnected from a UDP socket.

The protocol’s transport attribute  will implement the twisted.internet.interfaces.
IUDPTransport  interface. Notice that thdnost argument should be an IP address, not a hostname. If
you only have the hosthame useactor.resolve() to resolve the address (séwisted.internet.
interfaces.IReactorCore.resolve ).

3.4.3 Connected UDP

A connected UDP socket is slightly different from a standané - it can only send and receive datagrams to/from
a single address, but this does not in any way imply a cormecatagrams may still arrive in any order, and the
port on the other side may have no one listening. The benefiteo€onnected UDP socket is that ihiay provide
notification of undelivered packages. This depends on mactpifs, almost all of which are out of the control of the
application, but it still presents certain benefits whichaxionally make it useful.

Unlike a regular UDP protocol, we do not need to specify whersend datagrams and are not told where they
came from since they can only come from the address to wh&hkdbket is 'connected’.

from twisted.internet.protocol import DatagramProtocol
from twisted.internet import reactor

class Helloer(DatagramProtocol):

def startProtocol(self):
host = "192.168.1.1"
port = 1234

self.transport.connect(host, port)
print "now we can only send to host %s port %d" % (host, port)
self.transport.write("hello") # no need for address

def datagramReceived(self, data, (host, port)):
print "received %r from %s:%d" % (data, host, port)

# Possibly invoked if there is no server listening on the
# address to which we are sending.
def connectionRefused(self):

print "No one listening"

# 0 means any port, we don’'t care in this case
reactor.listenUDP(0, Helloer())
reactor.run()

Note thatconnect() |, like write()  will only accept IP addresses, not unresolved hosthamesbfEin the IP
of a hostname useactor.resolve() ,e.g.:

from twisted.internet import reactor
def gotlP(ip):

print "IP of 'example.com’ is", ip
reactor.callLater(3, reactor.stop)
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reactor.resolve('example.com’).addCallback(gotIP)
reactor.run()

Connecting to a new address after a previous connectionkintha connected port unconnected are not currently
supported, but likely will be in the future.

3.4.4 Multicast UDP

Multicast allows a process to contact multiple hosts witlingle packet, without knowing the specific IP address of
any of the hosts. This is in contrast to normal, or unicastPUlhere each datagram has a single IP as its destination.
Multicast datagrams are sent to special multicast groupeadds (in the IPv4 range 224.0.0.0 to 239.255.255.255),
along with a corresponding port. In order to receive mudicdatagrams, you must join that specific group address.
However, any UDP socket can send to multicast addresses.

from twisted.internet.protocol import DatagramProtocol
from twisted.internet import reactor

class MulticastPingPong(DatagramProtocol):

def startProtocol(self):

Called after protocol has started listening.

# Set the TTL>1 so multicast will cross router hops:
self.transport.setTTL(5)

# Join a specific multicast group:
self.transport.joinGroup("228.0.0.5")

def datagramReceived(self, datagram, address):

print "Datagram %s received from %s" % (repr(datagram), rep r(address))
if datagram == "Client: Ping":
# Rather than replying to the group multicast address, we sen d the

# reply directly (unicast) to the originating port:
self.transport.write("Server: Pong", address)

# We use listenMultiple=True so that we can run MulticastSer ver.py and
# MulticastClient.py on same machine:
reactor.listenMulticast(8005, MulticastPingPong(),
listenMultiple=True)
reactor.run()

Source listing —MulticastServer.py

As with UDP, with multicast there is no server/client diffetiation at the protocol level. Our server example
is very simple and closely resembles a norfigtenUDP  protocol implementation. The main difference is that
instead ofistenUDP , listenMulticast is called with the port number. The server c@disiGroup tojoina
multicast group. ADatagramProtocol  thatis listening with multicast and has joined a group caeik& multicast
datagrams, but also unicast datagrams sent directly tddi®as. The server in the example above sends such a unicast
message in reply to the multicast message it receives frerlignt.

from twisted.internet.protocol import DatagramProtocol
from twisted.internet import reactor

class MulticastPingClient(DatagramProtocol):
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def startProtocol(self):
# Join the multicast address, so we can receive replies:
self.transport.joinGroup("228.0.0.5")

# Send to 228.0.0.5:8005 - all listeners on the multicast add ress
# (including us) will receive this message.
self.transport.write('Client: Ping’, ("228.0.0.5", 800 5))
def datagramReceived(self, datagram, address):
print "Datagram %s received from %s" % (repr(datagram), rep r(address))
reactor.listenMulticast(8005, MulticastPingClient(), listenMultiple=True)

reactor.run()

Source listing —MulticastClient.py

Note that a multicast socket will have a default TTL (timeit@) of 1. That is, datagrams won't traverse more
than one router hop, unless a higher TTL is set w#hTTL . Other functionality provided by the multicast trans-
port includessetOutgoinglinterface and setLoopbackMode - seelMulticastTransport for more
information.

3.5 Using Processes

3.5.1 Overview

Along with connection to servers across the internet, Buistlso connects to local processes with much the same
API. The APl is described in more detail in the documentatibn

e twisted.internet.interfaces.IReactorProcess
e twisted.internet.interfaces.IProcessTransport

e twisted.internet.interfaces.IProcessProtocol

3.5.2 Running Another Process

Processes are run through the reactor, uséagtor.spawnProcess . Pipes are created to the child process,
and added to the reactor core so that the application wilbfastk while sending data into or pulling data out of the
new processreactor.spawnProcess requires two argumentprocessProtocol andexecutable , and
optionally takes several morargs , environment , path , userlD , groupID , usePTY, andchildFDs . Not

all of these are available on Windows.

from twisted.internet import reactor

processProtocol = MyProcessProtocol()

reactor.spawnProcess(processProtocol, executable, arg s=[program, argl, arg?],
env={'"HOME’. os.environfHOME']}, path,
uid, gid, usePTY, childFDs)

processProtocol should be an instance of a subclass$vatted.internet.protocol.Process
Protocol . The interface is described below.

executable s the full path of the program to run. It will be connected togessProtocol.

args is a list of command line arguments to be passed to the proeegs[0] should be the name of the
process.

env is a dictionary containing the environment to pass throaghe process.
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e path is the directory to run the process in. The child will switchthe given directory just before starting the
new program. The default is to stay in the current directory.

e uid andgid are the user ID and group ID to run the subprocess as. Of cairapging identities will be more
likely to succeed if you start as root.

e usePTY specifies whether the child process should be run with a pty,ibshould just get a pair of pipes.
Whether a program needs to be run with a PTY or not depends opattieulars of that program. Often,
programs which primarily interact with users via a termidalneed a PTY.

e childFDs lets you specify how the child’s file descriptors should bewge Each key is a file descriptor
number (an integer) as seen by the child. 0, 1, and 2 are ysatdlh, stdout, and stderr, but some programs
may be instructed to use additional fds through commareldiguments or environment variables. Each value
is either an integer specifying one of the parent’s currémtiéscriptors, the string “r” which creates a pipe that
the parent can read from, or the string “w” which creates & pliyat the parent can write to. ¢hildFDs is
not provided, a default is used which creates the usual-stdier, stdout-reader, and stderr-reader pipes.

args andenv have empty default values, but many programs depend upamtthbe set correctly. At the very
least,args[0] should probably be the sameesecutable . If you just provideos.environ  for env, the child
program will inherit the environment from the current pregewhich is usually the civilized thing to do (unless you
want to explicitly clean the environment as a security pudioa). The default is to give an empéyv to the child.
reactor.spawnProcess returns an instance that implemei®socessTransport

3.5.3 Writing a ProcessProtocol

The ProcessProtocol you passfmmwnProcess is your interaction with the process. It has a very similgnsiure

to a regular Protocol, but it has several extra methods tbvd#aevents specific to a process. In our example, we will
interface with 'wc’ to create a word count of user-given textst, we'll start by importing the required modules, and
writing the initialization for our ProcessProtocol.

from twisted.internet import protocol
class WCProcessProtocol(protocol.ProcessProtocol):

def _ init_ (self, text):
self.text = text

When the ProcessProtocol is connected to the protocol, theasonnectionMade method called. In our protocol,
we will write our text to the standard input of our process #meh close standard input, to let the process know we
are done writing to it.

def connectionMade(self):
self.transport.write(self.text)
self.transport.closeStdin()

At this point, the process has receieved the data, andriiis tor us to read the results. Instead of being received
in dataReceived , data from standard output is receivecbmReceived . This is to distinguish it from data on
standard error.

def outReceived(self, data):
fieldLength = len(data) / 3
lines = int(data[:fieldLength])
words = int(data[fieldLength:fieldLength *2])
chars = int(data[fieldLength *21])
self.transport.loseConnection()
self.receiveCounts(lines, words, chars)

Now, the process has parsed the output, and ended the cimmiecthe process. Then it sends the results on to
the final method, receiveCounts. This is for users of thesda®verride, so as to do other things with the data. For
our demonstration, we will just print the results.
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def receiveCounts(self, lines, words, chars):
print 'Received counts from wc.’
print 'Lines:’, lines
print 'Words:’, words
print 'Characters:’, chars

We're done! To use our WCProcessProtocol, we create an gestand pass it to spawnProcess.

from

twisted.internet import reactor

wcProcess = WCProcessProtocol("accessing protocols thro ugh Twisted is fun\n")
reactor.spawnProcess(wcProcess, 'wc’, ['wc’])
reactor.run()

3.5.4 Things that can happen to your ProcessProtocol

These are the methods that you can usefully override in ythelass oProcessProtocol

.connectionMade() : This is called when the program is started, and makes a gacd [0 write data into
the stdin pipe (usingelf.transport.write ).
.outReceived(data) : This is called with data that was received from the procs&But pipe. Pipes tend

to provide data in larger chunks than sockets (one kilols/gedommon buffer size), so you may not experience
the “random dribs and drabs” behavior typical of networki&as, but regardless you should be prepared to deal
if you don’t get all your data in a single call. To do it propgiutReceived ought to simply accumulate the
data and put off doing anything with it until the process haisfied.

.errReceived(data) : This is called with data from the process’ stderr pipe. Ihdees just likeout
Received .
.inConnectionLost . This is called when the reactor notices that the procedsi glipe has closed. Pro-

grams don't typically close their own stdin, so this will pably get called when your ProcessProtocol has shut
down the write side witlself.transport.loseConnection

.outConnectionLost : This is called when the program closes its stdout pipe. Tibiglly happens when
the program terminates.

.errConnectionLost : Same asutConnectionLost , but for stderr instead of stdout.
.processExited(status) : This is called when the child process has been reaped, aed/es infor-

mation about the process’ exit status. The status is pasgbe form of aFailure  instance, created with a
.value that either holds ®rocessDone object if the process terminated normally (it died of nataeaises
instead of receiving a signal, and if the exit code was 0), BracessTerminated object (with an.exit
Code attribute) if something went wrong.

.processEnded(status) : This is called when all the file descriptors associated whth child process
have been closed and the process has been reaped. This trisdis last callback which will be made onto a
ProcessProtocol . Thestatus parameter has the same meaning as it doegrfaressExited

The base-class definitions of most of these functions arepso-This will result in all stdout and stderr being
thrown away. Note that it is important for data you don'’t cab®ut to be thrown away: if the pipe were not read, the

child process would eventually block as it tried to write tuk pipe.

3.5.5 Things you can do from your ProcessProtocol

The following are the basic ways to control the child process

e self.transport.write(data) . Stuff some data in the stdin pipe. Note that thiste method will

queue any data that can't be written immediately. Writing wvasume in the future when the pipe becomes

writable again.
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e self.transport.closeStdin . Close the stdin pipe. Programs which act as filters (reaftorg stdin,
modifying the data, writing to stdout) usually take this esign that they should finish their job and terminate.
For these programs, it is important to close stdin when yodwne with it, otherwise the child process will

never quit.

¢ self.transport.closeStdout : Not usually called, since you're putting the process ingisde where
any attempt to write to stdout will cause a SIGPIPE errorsT$m't a nice thing to do to the poor process.

e self.transport.closeStderr : Not usually called, same reasonadsseStdout

e self.transport.loseConnection : Close all three pipes.

e self.transport.signalProcess(’KILL") . Kill the child process. This will eventually result in

processEnded being called.

3.5.6 Verbose Example

Here is an example that is rather verbose about exactly whémeamethods are called. It writes a number of lines
into thewc program and then parses the output.

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.internet import protocol
from twisted.internet import reactor
import re

class MyPP(protocol.ProcessProtocol):
def __init_ (self, verses):
self.verses = verses
self.data = "™
def connectionMade(self):
print "connectionMade!"
for i in range(self.verses):
self.transport.write("Aleph-null bottles of beer on the w all\n" +
"Aleph-null bottles of beer\n" +
"Take one down and pass it around\n" +
"Aleph-null bottles of beer on the wall.\n")
self.transport.closeStdin() # tell them we're done
def outReceived(self, data):
print "outReceived! with %d bytes!" % len(data)
self.data = self.data + data
def errReceived(self, data):
print "errReceived! with %d bytes!" % len(data)
def inConnectionLost(self):
print "inConnectionLost! stdin is closed! (we probably did it)"
def outConnectionLost(self):
print "outConnectionLost! The child closed their stdout!"
# now is the time to examine what they wrote
#print "I saw them write:", self.data
(dummy, lines, words, chars, file) = re.split(r\s+’, self .data)
print "I saw %s lines" % lines
def errConnectionLost(self):
print "errConnectionLost! The child closed their stderr."
def processExited(self, reason):
print "processExited, status %d" % (reason.value.exitCod e,
def processEnded(self, reason):
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print "processEnded, status %d" % (reason.value.exitCode )
print "quitting"
reactor.stop()

pp = MyPP(10)
reactor.spawnProcess(pp, "wc", ["wc"], {})
reactor.run()

Source listing —process.py

The exact output of this program depends upon the relativiag of some un-synchronized events. In particular,
the program may observe the child process close its stdeeri@fore or after it reads data from the stdout pipe. One
possible transcript would look like this:

% ./process.py

connectionMade!

inConnectionLost! stdin is closed! (we probably did it)
errConnectionLost! The child closed their stderr.
outReceived! with 24 bytes!

outConnectionLost! The child closed their stdout!
| saw 40 lines

processEnded, status 0

quitting

Main loop terminated.

%

3.5.7 Doing it the Easy Way

Frequently, one just needs a simple way to get all the output &2 program. In the blocking world, you might use
commands.getoutput  from the standard library, but using that in an event-drigesgram will cause everything
else to stall until the command finishes. (in addition, th@ SHLD handler used by that function does not play well
with Twisted’s own signal handling). For these cases,titisted.internet.utils.getProcessOutput

function can be used. Here is a simple example:

from twisted.internet import protocol, utils, reactor
from twisted.python import failure
from cStringlO import StringlO

class FortuneQuoter(protocol.Protocol):
fortune = ’/usr/games/fortune’

def connectionMade(self):
output = utils.getProcessOutput(self.fortune)
output.addCallbacks(self.writeResponse, self.noRespo nse)

def writeResponse(self, resp):
self.transport.write(resp)
self.transport.loseConnection()

def noResponse(self, err):
self.transport.loseConnection()

if _name__ ==’ main__":
f = protocol.Factory()
f.protocol = FortuneQuoter
reactor.listenTCP(10999, f)
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reactor.run()

Source listing —gquotes.py

If you only need the final exit code (likeommands.getstatusoutput(cmd)[0] ), the twisted.
internet.utils.getProcessValue function is useful. Here is an example:

from twisted.internet import utils, reactor

def printTrueValue(val):
print “/bin/true exits with rc=%d" % val
output = utils.getProcessValue('/bin/false’)
output.addCallback(printFalseValue)

def printFalseValue(val):
print “/bin/false exits with rc=%d" % val
reactor.stop()

output = utils.getProcessValue('/bin/true’)
output.addCallback(printTrueValue)
reactor.run()

Source listing —trueandfalse.py

3.5.8 Mapping File Descriptors

“stdin”, “stdout”, and “stderr” are just conventions. Prags which operate as filters generally accept input on fdO,
write their output on fd1, and emit error messages on fd2s Ehtommon enough that the standard C library provides
macros like “stdin” to mean fd0, and shells interpret theemharacter “—” to mean “redirect fd1 from one command
into fdO of the next command”.

But these are just conventions, and programs are free todaomal file descriptors or even ignore the standard
three entirely. The “childFDs” argument allows you to sfeeixactly what kind of files descriptors the child process
should be given.

Each child FD can be put into one of three states:

e Mapped to a parent FD: this causes the child’s reads andstoitsome from or go to the same source/destination
as the parent.

e Feeding into a pipe which can be read by the parent.
e Feeding from a pipe which the parent writes into.

Mapping the child FDs to the parent’s is very commonly useseiod the child’s stderr output to the same place
as the parent’'s. When you run a program from the shell, it wiidally leave fds 0, 1, and 2 mapped to the shell’s 0,
1, and 2, allowing you to see the child program’s output orstimae terminal you used to launch the child. Likewise,
inetd will typically map both stdin and stdout to the netwedcket, and may map stderr to the same socket or to some
kind of logging mechanism. This allows the child program ¢éoitmplemented with no knowledge of the network: it
merely speaks its protocol by doing reads on fd0 and writeslbn

Feeding into a parent’s read pipe is used to gather outpot fhe child, and is by far the most common way of
interacting with child processes.

Feeding from a parent’s write pipe allows the parent to @dritre child. Programs like “bc” or “ftp” can be
controlled this way, by writing commands into their stdiresim.

The “childFDs” dictionary maps file descriptor numbers (al$lve seen by the child process) to one of these three
states. To map the fd to one of the parent’s fds, simply pettie fd number as the value. To map it to a read pipe,
use the string “r” as the value. To map it to a write pipe, usestiing “w”.

For example, the default mapping sets up the standard stdiinut/stderr pipes. It is implemented with the follow-
ing dictionary:
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childFDs = { 0: "w", 1: "r", 2: "r" }

To launch a process which reads and writes to the same plaatethe parent python program does, use this:
childFrDs = { 0: 0, 1: 1, 2: 2}

To write into an additional fd (say it is fd number 4), use this

childFDs = { 0: "w", 1: "r", 2: "r* , 4: "w"

ProcessProtocols with extra file descriptors

When you provide a “childFDs” dictionary with more than thermal three fds, you need addtional methods to
access those pipes. These methods are more generalizetth¢hantReceived  ones described above. In fact,
those methodsoitReceived anderrReceived ) are actually just wrappers left in for compatibility withder
code, written before this generalized fd mapping was implaed. The new list of things that can happen to your
ProcessProtocol is as follows:

.connectionMade : This is called when the program is started.

.childDataReceived(childFD, data) . This is called with data that was received from one of the
process’ output pipes (i.e. where the childFDs value wasTHe actual file number (from the point of view of
the child process) is in “childFD”. For compatibility, thef@ult implementation ofchildDataReceived
dispatches tooutReceived  or.errReceived  when “childFD” is 1 or 2.

¢ .childConnectionLost(childFD) : This is called when the reactor notices that one of the Esigepes
has been closed. This either means you have just closed tevpatent’s end of the pipe (witlransport.
closeChildFD ), the child closed the pipe explicitly (sometimes to inticBOF), or the child process has
terminated and the kernel has closed all of its pipes. ThiadieD” argument tells you which pipe was closed.
Note that you can only find out about file descriptors whichevmiapped to pipes: when they are mapped to
existing fds the parent has no way to notice when they've tmsed. For compatibility, the default implemen-
tation dispatches toanConnectionLost , .outConnectionLost , or .errConnectionLost

e .processEnded(status) : This is called when the child process has been reaped, bpigpes have been
closed. This insures that all data written by the child ptmits death will be received beforprocess
Ended is invoked.

In addition to those methods, there are other methods &laila influence the child process:

e self.transport.writeToChild(childFD, data) : Stuff some data into an input pipewrite
simply writes to childFD=0.
¢ self.transport.closeChildFD(childFD) : Close one of the child’s pipes. Closing an input pipe is
a common way to indicate EOF to the child process. Closingupub pipe is neither very friendly nor very
useful.
Examples

GnuPG, the encryption program, can use additional file gescs to accept a passphrase and emit status output.
These are distinct from stdin (used to accept the crypttstdput (used to emit the plaintext), and stderr (used td emi
human-readable status/warning messages). The passpidasads until the pipe is closed and uses the resulting
string to unlock the secret key that performs the actualyggiom. The status FD emits machine-parseable status
messages to indicate the validity of the signature, whightke message was encrypted to, etc.

gpg accepts command-line arguments to specify what thesgréd and then assumes that they have been opened
by the parent before the gpg process is started. It simplppes reads and writes to these fd numbers.

To invoke gpg in decryption/verification mode, you would donething like the following:

class GPGProtocol(ProcessProtocol):
def __init_ (self, crypttext):
self.crypttext = crypttext
self.plaintext = ™
self.status = ™
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def connectionMade(self):
self.transport.writeToChild(3, self.passphrase)
self.transport.closeChildFD(3)
self.transport.writeToChild(0, self.crypttext)
self.transport.closeChildFD(0)
def childDataReceived(self, childFD, data):
if childFD == 1: self.plaintext += data
if childFD == 4: self.status += data
def processEnded(self, status):
rc = status.value.exitCode
if rc ==
self.deferred.callback(self)
else:
self.deferred.errback(rc)

def decrypt(crypttext):
gp = GPGProtocol(crypttext)
gp.deferred = Deferred()
cmd = ['gpg", "--decrypt", "--passphrase-fd", "3", "--sta tus-fd", "4",
"--batch"]
p = reactor.spawnProcess(gp, cmd[0], cmd, env=None,
childFDs={0:"w", 1:"r", 2:2, 3:"w", 4:"r"})
return gp.deferred

In this example, the status output could be parsed afteaitte it could, of course, be parsed on the fly, asitis a
simple line-oriented protocol. Methods from LineReceiweuld be mixed in to make this parsing more convenient.

The stderr mapping (“2:2") used will cause any GPG errorsg@imitted by the parent program, just as if those
errors had caused in the parent itself. This is sometimeseddde (it roughly corresponds to letting exceptions
propagate upwards), especially if you do not expect to emteowerrors in the child process and want them to be more
visible to the end user. The alternative is to map stderr teaalpipe and handle any such output from within the
ProcessProtocol (roughly corresponding to catching tieetion locally).

3.6 Deferred Reference

This document is a guide to the behaviour of thested.internet.defer.Deferred object, and to various
ways you can use them when they are returned by functions.

This document assumes that you are familiar with the basicipte that the Twisted framework is structured
around: asynchronous, callback-based programming, vingtiesad of having blocking code in your program or using
threads to run blocking code, you have functions that retamediately and then begin a callback chain when data is
available.

After reading this document, the reader should expect toblesta deal with most simple APIs in Twisted and
Twisted-using code that return Deferreds.

e what sorts of things you can do when you get a Deferred frormetifon call; and

e how you can write your code to robustly handle errors in Drefécode.

3.6.1 Deferreds

Twisted uses th®eferred object to manage the callback sequence. The client applicattaches a series of
functions to the deferred to be called in order when the tesidilthe asychronous request are available (this series of
functions is known as a seriesadllbacks or acallback chair), together with a series of functions to be called if there
is an error in the asychronous request (known as a seriestmcksor anerrback chain. The asychronous library
code calls the first callback when the result is availableheffirst errback when an error occurs, andEtederred

object then hands the results of each callback or errbaakibmto the next function in the chain.
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3.6.2 Callbacks

A twisted.internet.defer.Deferred is a promise that a function will at some point have a result.cah
attach callback functions to a Deferred, and once it getsu@trthese callbacks will be called. In addition Deferreds
allow the developer to register a callback for an error, itk default behavior of logging the error. The deferred
mechanism standardizes the application programmergaatewith all sorts of blocking or delayed operations.

from twisted.internet import reactor, defer

def getDummyData(x):
This function is a dummy which simulates a delayed result and
returns a Deferred which will fire with that result. Don't tr y too
hard to understand this.
d = defer.Deferred()
# simulate a delayed result by asking the reactor to fire the

# Deferred in 2 seconds time with the result x * 3
reactor.callLater(2, d.callback, x * 3)
return d

def printData(d):
Data handling function to be added as a callback: handles the
data by printing the result

print d

d = getDummyData(3)
d.addCallback(printData)

# manually set up the end of the process by asking the reactor t o]
# stop itself in 4 seconds time

reactor.callLater(4, reactor.stop)

# start up the Twisted reactor (event loop handler) manually

reactor.run()

Multiple callbacks

Multiple callbacks can be added to a Deferred. The first aaktin the Deferred’s callback chain will be called with
the result, the second with the result of the first callbaokl, 0 on. Why do we need this? Well, consider a Deferred
returned by twisted.enterprise.adbapi - the result of a §Qdry. A web widget might add a callback that converts
this result into HTML, and pass the Deferred onwards, whigeectllback will be used by twisted to return the result
to the HTTP client. The callback chain will be bypassed ireaafserrors or exceptions.

from twisted.internet import reactor, defer

class Getter:
def gotResults(self, x):
The Deferred mechanism provides a mechanism to signal error
conditions. In this case, odd numbers are bad.

This function demonstrates a more complex way of starting
the callback chain by checking for expected results and
choosing whether to fire the callback or errback chain
if x % 2 == 0:

self.d.callback(x * 3)
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else:
self.d.errback(ValueError("You used an odd number!"))

def _toHTML(self, r):

This function converts r to HTML.

It is added to the callback chain by getbummyData in
order to demonstrate how a callback passes its own result
to the next callback

return "Result: %s" % r

def getbummyData(self, x):
The Deferred mechanism allows for chained callbacks.
In this example, the output of gotResults is first
passed through toHTML on its way to printData.

Again this function is a dummy, simulating a delayed result
using callLater, rather than using a real asynchronous

setup.

self.d = defer.Deferred()

# simulate a delayed result by asking the reactor to schedule
# gotResults in 2 seconds time

reactor.callLater(2, self.gotResults, x)

self.d.addCallback(self. toHTML)

return self.d

def printData(d):
print d

def printError(failure):
import sys
sys.stderr.write(str(failure))

# this series of callbacks and errbacks will print an error me ssage
g = Getter()

d = g.getDummyData(3)

d.addCallback(printData)

d.addErrback(printError)

# this series of callbacks and errbacks will print "Result: 1 2"
g = Getter()

d = g.getbummyData(4)

d.addCallback(printData)

d.addErrback(printError)

reactor.callLater(4, reactor.stop)
reactor.run()
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1. When the result is ready, give it to the Deferred objecallback(result) if the operation succeeded,
.errback(failure) if it failed. Note thatfailure is typically an instance of awisted.python.
failure.Failure instance.

2. Deferred object triggers previously-added (call/excjbwith theresult  orfailure . Execution then follows
the following rules, going down the chain of callbacks to begessed.

e Result of the callback is always passed as the first argunoetitet next callback, creating a chain of
processors.

¢ If a callback raises an exception, switch to errback.

e An unhandled failure gets passed down the line of errbatks,creating an asynchronous analog to a
series to a series @xcept:  statements.

o If an errback doesn't raise an exception or retutwiated.python.failure.Failure instance,
switch to callback.

3.6.3 Errbacks

Deferred’s error handling is modeled after Python’s exioephandling. In the case that no errors occur, all the
callbacks run, one after the other, as described above.

If the errback is called instead of the callback (e.g. beeau®B query raised an error), themaisted.
python.failure.Failure is passed into the first errback (you can add multiple erriajcist like with call-
backs). You can think of your errbacks as being eept blocks of ordinary Python code.

Unless you explicitlyraise  an error in except block, thException is caught and stops propagating, and
normal execution continues. The same thing happens wibllaeks: unless you explicitlyeturn — a Failure  or
(re-)raise an exception, the error stops propagating, anghal callbacks continue executing from that point (using
the value returned from the errback). If the errback doasgmetaFailure  or raise an exception, then that is passed
to the next errback, and so on.

Note: If an errback doesn't return anything, then it effectivedyurnsNone, meaning that callbacks will continue
to be executed after this errback. This may not be what yoeaxp happen, so be careful. Make sure your errbacks
return aFailure  (probably the one that was passed to it), or a meaningfutretaiue for the next callback.

Also, twisted.python.failure.Failure instances have a useful method called trap, allowing you to
effectively do the equivalent of:

try:
# code that may throw an exception
cookSpamAndEggs()

except (SpamException, EggException):
# Handle SpamExceptions and EggExceptions

You do this by:

def errorHandler(failure):
failure.trap(SpamException, EggException)
# Handle SpamExceptions and EggExceptions

d.addCallback(cookSpamAndEggs)
d.addErrback(errorHandler)

If none of arguments passedftolure.trap match the error encapsulated in tkailure , then it re-raises
the error.

There’s another potential “gotcha” here. There's a mettvadted.internet.defer.Deferred.add
Callbacks which is similar to, but not exactly the same addCallback followed byaddErrback . In partic-
ular, consider these two cases:

# Case 1
d = getDeferredFromSomewhere()
d.addCallback(callbackl) # A

d.addErrback(errbackl) # B
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d.addCallback(callback?2)
d.addErrback(errback?)

# Case 2

d = getDeferredFromSomewhere()
d.addCallbacks(callbackl, errbackl) # C
d.addCallbacks(callback2, errback2)

If an error occurs incallbackl , then for Case Zrrbackl will be called with the failure. For Case 2,
errback?2  will be called. Be careful with your callbacks and errbacks.

What this means in a practical sense is in Case 1, the callbditiei A will handle a success condition froget
DeferredFromSomewhere , and the errback in line B will handle any errors that odcom either the upstream
source, or that occur in An Case 2, the errback in linewdll only handle an error condition raised lgyetDeferred
FromSomewhere, it will not do any handling of errors raised gallbackl

Unhandled Errors

If a Deferred is garbage-collected with an unhandled eirer {t would call the next errback if there was one), then
Twisted will write the error’s traceback to the log file. Thiseans that you can typically get away with not adding
errbacks and still get errors logged. Be careful thoughpif ikeep a reference to the Deferred around, preventing it
from being garbage-collected, then you may never see toe @mnd your callbacks will mysteriously seem to have
never been called). If unsure, you should explicitly add mhaek after your callbacks, even if all you do is:

# Make sure errors get logged
from twisted.python import log
d.addErrback(log.err)

3.6.4 Handling either synchronous or asynchronous results

In some applications, there are functions that might beeeittsynchronous or synchronous. For example, a user
authentication function might be able to check in memorytiweea user is authenticated, allowing the authentication
function to return an immediate result, or it may need to waihetwork data, in which case it should return a Deferred
to be fired when that data arrives. However, a function thaitsveo check if a user is authenticated will then need to
accept both immediate resulesd Deferreds.

In this example, the library functioauthenticateUser uses the application functicisValidUser to
authenticate a user:

def authenticateUser(isValidUser, user):
if isValidUser(user):
print "User is authenticated"
else:
print "User is not authenticated"

However, it assumes th&ValidUser returns immediately, whereasValidUser may actually authen-
ticate the user asynchronously and return a Deferred. lbssiple to adapt this trivial user authentication code to
accept either a synchronois¥/alidUser ~ or an asynchronousValidUser , allowing the library to handle ei-
ther type of function. It is, however, also possible to adgpichronous functions to return Deferreds. This section
describes both alternatives: handling functions that migghsynchronous or asynchronous in the library function
(authenticateUser ) or in the application code.

Handling possible Deferreds in the library code
Here is an example of a synchronous user authenticatioiéumihat might be passed suthenticateUser

def synchronouslsValidUser(user):

1

Return true if user is a valid user, false otherwise

return user in ["Alice", "Angus", "Agnes"]
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Source listing —synch-validation.py

However, here’s aasynchronouslsValidUser function that returns a Deferred:

from twisted.internet import reactor, defer

def asynchronouslsValidUser(user):
d = defer.Deferred()
reactor.callLater(2, d.callback, user in ["Alice", "Angu s", "Agnes'])
return d

Our original implementation aiuthenticateUser expectedsValidUser  to be synchronous, but now we
need to change it to handle both synchronous and asynctsommlementations ofValidUser . For this, we
usemaybeDeferred to callisvValidUser , ensuring that the result igValidUser is a Deferred, even is
ValidUser is a synchronous function:

from twisted.internet import defer

def printResult(result):
if result:
print "User is authenticated"
else:
print "User is not authenticated”

def authenticateUser(isValidUser, user):
d = defer.maybeDeferred(isValidUser, user)
d.addCallback(printResult)

Now isValidUser  could be eithesynchronouslsValidUser or asynchronouslsValidUser
Itis also possible to modifgynchronousisValidUser to return a Deferred, s€generating Deferred@age
[I48) for more information.

3.6.5 DeferredList

Sometimes you want to be notified after several differenh&s/bave all happened, rather than waiting for each one
individually. For example, you may want to wait for all thencections in a list to closewisted.internet.
defer.DeferredList is the way to do this.

To create a DeferredList from multiple Deferreds, you symdss a list of the Deferreds you want it to wait for:

# Creates a DeferredList
dl = defer.DeferredList([deferredl, deferred2, deferred 3D

You can now treat the DeferredList like an ordinary Deferrgdu can calladdCallbacks and so on. The
DeferredList will call its callback when all the deferreds/ completed. The callback will be called with a list of the
results of the Deferreds it contains, like so:

# A callback that unpacks and prints the results of a Deferred List
def printResult(result):
for (success, value) in result:
if success:
print 'Success:’, value
else:
print 'Failure:’, value.getErrorMessage()

# Create three deferreds.

deferredl = defer.Deferred()
deferred2 = defer.Deferred()
deferred3 = defer.Deferred()
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# Pack them into a DeferredList
dl = defer.DeferredList([deferredl, deferred2, deferred 3], consumeErrors=True)

# Add our callback
dl.addCallback(printResult)

# Fire our three deferreds with various values.
deferredl.callback('one’)
deferred2.errback(Exception(’bang!’))
deferred3.callback('three’)

# At this point, dl will fire its callback, printing:

# Success: one

# Failure: bang!

# Success: three

# (note that defer.SUCCESS == True, and defer.FAILURE == Fal se)

A standard DeferredList will never call errback, but fagaiin Deferreds passed to a DeferredList will still errback
unlessconsumeErrors  is passedrue . See below for more details about this and other flags whictifmwthe
behavior of DeferredList.

Note:

If you want to apply callbacks to the individual Deferredattyo into the DeferredList, you should
be careful about when those callbacks are added. The actiofgpd Deferred to a DeferredList inserts
a callback into that Deferred (when that callback is runhiéeks to see if the DeferredList has been
completed yet). The important thing to remember is that this callbackwhich records the value that
goes into the result list handed to the DeferredList’s calko

Therefore, if you add a callback to the Deferrafter adding the Deferred to the DeferredList, the
value returned by that callback will not be given to the DeddL.ist’s callback. To avoid confusion, we
recommend not adding callbacks to a Deferred once it hasumsshin a DeferredList.

def printResult(result):
print result

def addTen(result):
return result +

ten

# Deferred gets callback before DeferredList is created

deferredl = defer.Deferred()

deferred2 = defer.Deferred()

deferredl.addCallback(addTen)

dl = defer.DeferredList([deferredl, deferred2])

dl.addCallback(printResult)

deferredl.callback("one") # fires addTen, checks Deferre dList, stores "one ten
deferred2.callback("two")

# At this point, dl will fire its callback, printing:

# [(2, 'one ten’), (1, 'two’)]

# Deferred gets callback after DeferredList is created
deferredl = defer.Deferred()

deferred2 = defer.Deferred()

dl = defer.DeferredList([deferredl, deferred2])

deferredl.addCallback(addTen) # will run +after * DeferredList gets its value
dl.addCallback(printResult)
deferredl.callback("one™) # checks DeferredList, stores "one", fires addTen

deferred2.callback("two")
# At this point, dl will fire its callback, printing:
# [(1, "one), (1, 'two")]
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Other behaviours

DeferredList accepts three keyword arguments that motifypéhaviour:fireOnOneCallback , fireOnOne
Errback andconsumeErrors . If fireOnOneCallback is set, the DeferredList will immediately call its
callback as soon as any of its Deferreds call their callb&akilarly, fireOnOneErrback  will call errback as soon
as any of the Deferreds call their errback. Note that Defitist is still one-shot, like ordinary Deferreds, so after
a callback or errback has been called the DeferredList wilhdthing further (it will just silently ignore any other
results from its Deferreds).

The fireOnOneErrback  option is particularly useful when you want to wait for alethesults if everything
succeeds, but also want to know immediately if somethirlg.fai

TheconsumeErrors  argument will stop the DeferredList from propagating anpes along the callback chains
of any Deferreds it contains (usually creating a Deferretihas no effect on the results passed along the callbacks
and errbacks of their Deferreds). Stopping errors at theedList with this option will prevent “Unhandled error in
Deferred” warnings from the Deferreds it contains withoeg¢ding to add extra errbaE(sPassing a true value for the
consumeErrors  parameter will not change the behaviorfiteOnOneCallback or fireOnOneErrback

gatherResults

A common use for DeferredList is to "join” a number of paralleynchronous operations, finishing successfully if all
of the operations were successful, or failing if any one efdperations fails. In this cassyisted.internet.
defer.gatherResults is a useful shortcut:

from twisted.internet import defer
dl = defer.Deferred()
d2 = defer.Deferred()
d = defer.gatherResults([d1, d2], consumeErrors=True)
def printResult(result):
print result
d.addCallback(printResult)
dl.callback("one")
# nothing is printed yet; d is still awaiting completion of d2
d2.callback("two")
# printResult prints ["one", "two"]

The consumeErrors  argument has the same meaning as it doe®édrer r edLi st (page14R): if true, it
causeglatherResults  to consume any errors in the passed-in Deferreds. Alwaythissargument unless you are
adding further callbacks or errbacks to the passed-in Bedsr or unless you know that they will not fail. Otherwise,
a failure will result in an unhandled error being logged byisted. This argument is available since Twisted 11.1.0.

3.6.6 Class Overview

This is an overview API reference for Deferred from the pahtising a Deferred returned by a function. It is not
meant to be a substitute for the docstrings in the Deferrasscbut can provide guidelines for its use.
There is a parallel overview of functions used by the Def#srereatorin Generating Deferred@pagd 14b).

Basic Callback Functions

e addCallbacks(self, callback|, errback, callbackArgs, ca lIbackKeywords,
errbackArgs, errbackKeywords])

This is the method you will use to interact with Deferred.dtla a pair of callbacks “parallel” to each other (see
diagram above) in the list of callbacks made when the Dedeisealled back to. The signature of a method
added using addCallbacks shouldrbgMethod(result, * methodArgs, * methodKeywords) . If
your method is passed in the callback slot, for example,rgliments in the tupleallbackArgs will be
passed asmethodArgs to your method.

There are various convenience methods that are derivatagdCallbacks. | will not cover them in detail here,
but it is important to know about them in order to create cemciode.

3Unless of course a later callback starts a fresh error bueasvalready noted, adding callbacks to a Deferred aftarsies! in a DeferredList
is confusing and usually avoided.
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— addCallback(callback, * callbackArgs, ++ callbackKeywords)

Adds your callback at the next point in the processing chalile adding an errback that will re-raise its
first argument, not affecting further processing in the recase.

Note that, while addCallbacks (plural) requires the argusi¢o be passed in a tuple, addCallback (sin-
gular) takes all its remaining arguments as things to beegbss the callback function. The reason is
obvious: addCallbacks (plural) cannot tell whether theuargnts are meant for the callback or the er-
rback, so they must be specifically marked by putting them @ntuple. addCallback (singular) knows
that everything is destined to go to the callback, so it canRyghon’s “*” and “**” syntax to collect the
remaining arguments.

— addErrback(errback, * errbackArgs, *+ errbackKeywords)

Adds your errback at the next point in the processing chanilevadding a callback that will return its first
argument, not affecting further processing in the succass.c

— addBoth(callbackOrErrback, * callbackOrErrbackArgs, ++ callbackOrErrback
Keywords)
This method adds the same callback into both sides of theepsatg chain at both points. Keep in mind
that the type of the first argument is indeterminate if you tiée method! Use it fofinally: style
blocks.

Chaining Deferreds

If you need one Deferred to wait on another, all you need tedeturn a Deferred from a method added to addCall-
backs. Specifically, if you return Deferred B from a methodetito Deferred A using A.addCallbacks, Deferred A's
processing chain will stop until Deferred B'’s .callback@tmod is called; at that point, the next callback in A will be
passed the result of the last callback in Deferred B’s pingchain at the time.

If this seems confusing, don’t worry about it right now — whgau run into a situation where you need this
behavior, you will probably recognize it immediately andlize why this happens. If you want to chain deferreds
manually, there is also a convenience method to help you.

e chainDeferred(otherDeferred)
Add otherDeferred to the end of this Deferred’s processing chain. When sellbaek is called, the result

of my processing chain up to this point will be passedtteerDeferred.callback . Further additions to
my callback chain do not affectherDeferred
This is the same asself.addCallbacks(otherDeferred.callback, otherDefer red.
errback)

3.6.7 Seealso

1. Generating Deferred&his page), an introduction to writing asynchronous fiore that return Deferreds.

3.7 Generating Deferreds

Deferred objects are signals that a function you have called doesetdiave the data you want available. When a
function returns a Deferred object, your calling functidgtaehes callbacks to it to handle the data when available.
This document addresses the other half of the questioning/fitnctions that return Deferreds, that is, constructing
Deferred objects, arranging for them to be returned imntelyiavithout blocking until data is available, and firing
their callbacks when the data is available.
This document assumes that you are familiar with the asymdus model used by Twisted, and witking
deferreds returned by functiofsagd 13b) .

3.7.1 Class overview

This is an overview API reference for Deferred from the paifitreating a Deferred and firing its callbacks and
errbacks. It is not meant to be a substitute for the docstringhe Deferred class, but can provide guidelines for its
use.

There is a parallel overview of functions used by callingdtion which the Deferred is returned to ldsing
Deferreds(pagd 14H4).
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Basic Callback Functions

e callback(result)

Run success callbacks with the given resilhis can only be run oncd.ater calls to this oerrback  will
raisetwisted.internet.defer.AlreadyCalledError . If further callbacks or errbacks are added
after this point, addCallbacks will run the callbacks imnagely.

e errback(failure)
Run error callbacks with the given failur@his can only be run oncd.ater calls to this orcallback  will

raisetwisted.internet.defer.AlreadyCalledError . If further callbacks or errbacks are added
after this point, addCallbacks will run the callbacks immagely.
3.7.2 What Deferreds don’t do: make your code asynchronous

Deferreds do not make the code magically not block.
Let's take this function as an example:

from twisted.internet import defer
TARGET = 10000
def largeFibonnaciNumber():
# create a Deferred object to return:
d = defer.Deferred()

# calculate the ten thousandth Fibonnaci number

first = 0
second = 1
for i in xrange(TARGET - 1):
new = first + second
first = second
second = new
if i % 100 == O:
print "Progress: calculating the %dth Fibonnaci number" % i

# give the Deferred the answer to pass to the callbacks:
d.callback(second)

# return the Deferred with the answer:
return d

import time
timeBefore = time.time()

# call the function and get our Deferred
d = largeFibonnaciNumber()

timeAfter = time.time()

print "Total time taken for largeFibonnaciNumber call: %0. 3f seconds" % \
(timeAfter - timeBefore)

# add a callback to it to print the number

def printNumber(number):
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print "The %dth Fibonacci number is %d" % (TARGET, number)
print "Adding the callback now."

d.addCallback(printNumber)

You will notice that despite creating a Deferred in thegeFibonnaciNumber function, these things hap-
pened:

o the "Total time taken for largeFibonnaciNumber call” outpbhows that the function did not return immediately
as asynchronous functions are expected to do; and

¢ rather than the callback being added before the result vakable and called after the result is available, it isn’t
even added until after the calculation has been completed.

The function completed its calculation before returnirigeking the process until it had finished, which is exactly
what asynchronous functions are not meant to do. Defernedaat a non-blocking talisman: they are a signal for
asynchronous functions taseto pass results onto callbacks, but using them does not iggegréhat you have an
asynchronous function.

3.7.3 Advanced Processing Chain Control

e pause()

Cease calling any methods as they are added, and do not detgprailback , until self.unpause() is
called.

e unpause()

If callback has been called on this Deferred already, call all the cellbdahat have been added to this
Deferred sincgpause was called.

Whether it was called or not, this will put this Deferred in atstwhere further calls taddCallbacks  or
callback  will work as normal.

3.7.4 Returning Deferreds from synchronous functions

Sometimes you might wish to return a Deferred from a synabuisriunction. There are several reasons why, the major
two are maintaining API compatibility with another versiofyour function which returns a Deferred, or allowing for
the possiblity that in the future your function might needy&asynchronous.

In the Using Deferred§pagd_13b) reference, we gave the following example of atsymous function:

def synchronouslsValidUser(user):

1

Return true if user is a valid user, false otherwise

1

return user in ["Alice", "Angus", "Agnes"]

Source listing —synch-validation.py

While we can require that callers of our function wrap our $ypoous result in a Deferred usingaybe
Deferred , for the sake of APl compatibility it is better to return a Betd ourselves usirdefer.succeed

from twisted.internet import defer

def immediatelsValidUser(user):
Returns a Deferred resulting in true if user is a valid user, f alse
otherwise

[11)
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result = user in ["Alice”, "Angus"”, "Agnes"]

# return a Deferred object already called back with the value of result
return defer.succeed(result)

There is an equivalemtefer.fail method to return a Deferred with the errback chain alreadd fir

3.7.5 Integrating blocking code with Twisted

At some point, you are likely to need to call a blocking funati many functions in third party libraries will have long
running blocking functions. There is no way to 'force’ a ftioo to be asynchronous: it must be written that way
specifically. When using Twisted, your own code should be @symnous, but there is no way to make third party
functions asynchronous other than rewriting them.

In this case, Twisted provides the ability to run the blogkaode in a separate thread rather than letting it block
your application. Theawisted.internet.threads.deferToThread function will set up a thread to run
your blocking function, return a Deferred and later fire thaferred when the thread completes.

Let's assume ouargeFibonnaciNumber function from above is in a third party library (returningethesult
of the calculation, not a Deferred) and is not easily modiéab be finished in discrete blocks. This example shows it
being called in a thread, unlike in the earlier section week that the operation does not block our entire program:

def largeFibonnaciNumber():
Represent a long running blocking function by calculating
the TARGETth Fibonnaci number

TARGET = 10000

first = 0
second = 1

for i in xrange(TARGET - 1):
new = first + second
first = second
second = new

return second
from twisted.internet import threads, reactor

def fibonacciCallback(result):
Callback which manages the largeFibonnaciNumber result by
printing it out

print "largeFibonnaciNumber result =", result

# make sure the reactor stops after the callback chain finish es,
# just so that this example terminates

reactor.stop()

def run():
Run a series of operations, deferring the largeFibonnaciNu mber
operation to a thread and performing some other operations a fter

adding the callback

# get our Deferred which will be called with the largeFibonna ciNumber result
d = threads.deferToThread(largeFibonnaciNumber)

# add our callback to print it out
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d.addCallback(fibonacciCallback)

print "1st line after the addition of the callback"

print "2nd line after the addition of the callback”
if _name__ == ' main__ "

run()

reactor.run()

3.7.6 Possible sources of error

Deferreds greatly simplify the process of writing asynetmas code by providing a standard for registering callbacks
but there are some subtle and sometimes confusing rulegdhateed to follow if you are going to use them. This
mostly applies to people who are writing new systems thatDeferreds internally, and not writers of applications
that just add callbacks to Deferreds produced and procdssether systems. Nevertheless, it is good to know.

Firing Deferreds more than once is impossible

Deferreds are one-shot. You can only dadiferred.callback or Deferred.errback once. The processing
chain continues each time you add new callbacks to an alrealthd-back-to Deferred.

Synchronous callback execution

If a Deferred already has a result availalslddCallback  maycall the callback synchronously: that is, immediately
after it's been added. In situations where callbacks mastdye, it is might be desirable for the chain of processing to
halt until all callbacks are added. For this, it is possiblpdause andunpause a Deferred’s processing chain while
you are adding lots of callbacks.

Be careful when you use these methods! If yawse a Deferred, it isyour responsibility to make sure that you
unpause it. The function adding the callbacks must unpapsesed Deferred, it shoufgeverbe the responsibility of
the code that actually fires the callback chain by caltialipack orerrback as this would negate its usefulness!

3.8 Scheduling tasks for the future

Let's say we want to run atask X seconds in the future. The wdgthat is defined in the reactor interfaaasted.
internet.interfaces.IReactorTime :

from twisted.internet import reactor

def f(s):
print "this will run 3.5 seconds after it was scheduled: %s" % S

reactor.callLater(3.5, f, "hello, world")

# f() will only be called if the event loop is started.
reactor.run()

If the result of the function is important or if it may be nesasy to handle exceptions it raises, thentthisted.
internet.task.deferLater utility conveniently takes care of creatingoeferred and setting up a delayed
call:

from twisted.internet import task
from twisted.internet import reactor

def f(s):
return "This will run 3.5 seconds after it was scheduled: %s" % s

d = task.deferLater(reactor, 3.5, f, "hello, world")
def called(result):
print result
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d.addCallback(called)
# f() will only be called if the event loop is started.
reactor.run()
If we want a task to run every X seconds repeatedly, we catwisted.internet.task.LoopingCall
from twisted.internet import task

from twisted.internet import reactor

def runEverySecond():
print "a second has passed"

| = task.LoopingCall(runEverySecond)
l.start(1.0) # call every second

# lLstop() will stop the looping calls
reactor.run()

If we want to cancel a task that we've scheduled:
from twisted.internet import reactor

def f():
print "I'll never run."

calllD = reactor.callLater(5, f)
calllD.cancel()
reactor.run()

As with all reactor-based code, in order for scheduling takwbe reactor must be started usirgactor.
run()

3.9 Using Threads in Twisted

3.9.1 Running code in a thread-safe manner

Most code in Twisted is not thread-safe. For example, vgitlata to a transport from a protocol is not thread-safe.
Therefore, we want a way to schedule methods to be run in tlie éwant loop. This can be done using the function
twisted.internet.interfaces.IReactorThreads.callFro mThread :

from twisted.internet import reactor
def notThreadSafe(x):

""do something that isn't thread-safe
# ..

def threadSafeScheduler():
""Run in thread-safe manner.
reactor.callFromThread(notThreadSafe, 3) # will run 'not ThreadSafe(3)’
# in the event loop

reactor.run()

3.9.2 Running code in threads

Sometimes we may want to run methods in threads - for examplarder to access blocking APIs. Twisted pro-
vides methods for doing so using the IReactorThreads Alkted.internet.interfaces.IReactor
Threads ). Additional utility functions are provided itwisted.internet.threads . Basically, these meth-
ods allow us to queue methods to be run by a thread pool.

For example, to run a method in a thread we can do:
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from twisted.internet import reactor

def aSillyBlockingMethod(x):
import time
time.sleep(2)
print X

# run method in thread
reactor.callinThread(aSillyBlockingMethod, "2 seconds have passed")
reactor.run()

3.9.3 Utility Methods

The utility methods are not part of theisted.internet.reactor APIs, but are implemented iwisted.
internet.threads
If we have multiple methods to run sequentially within a #dewe can do:

from twisted.internet import reactor, threads

def aSillyBlockingMethodOne(x):
import time
time.sleep(2)
print x

def aSillyBlockingMethodTwo(x):
print X

# run both methods sequentially in a thread

commands = [(aSillyBlockingMethodOne, ['Calling First"] , ]
commands.append((aSillyBlockingMethodTwo, ['And the se cond"], {}))
threads.callMultipleInThread(commands)

reactor.run()

For functions whose results we wish to get, we can have thdtmesurned as a Deferred:

from twisted.internet import reactor, threads

def doLongCalculation():
# .... do long calculation here ...
return 3

def printResult(x):
print x

# run method in thread and get result as defer.Deferred
d = threads.deferToThread(doLongCalculation)
d.addCallback(printResult)

reactor.run()

If you wish to call a method in the reactor thread and get gsilteyou can usélockingCallFromThread

from twisted.internet import threads, reactor, defer
from twisted.web.client import getPage
from twisted.web.error import Error

def inThread():
try:
result = threads.blockingCallFromThread(
reactor, getPage, "http://twistedmatrix.com/")

151
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except Error, exc:

print exc
else:

print result
reactor.callFromThread(reactor.stop)

reactor.callinThread(inThread)
reactor.run()

blockingCallFromThread will return the object or raise the exception returned osediby the function
passed to it. If the function passed to it returns a Defeiited]l return the value the Deferred is called back with or
raise the exception it is errbacked with.

3.9.4 Managing the Thread Pool

The thread pool is implemented byisted.python.threadpool. ThreadPool
We may want to modify the size of the threadpool, increasingezreasing the number of threads in use. We can
do this do this quite easily:

from twisted.internet import reactor

reactor.suggestThreadPoolSize(30)

The default size of the thread pool depends on the reactoglnsied; the default reactor uses a minimum size of 5
and a maximum size of 10. Be careful that you understanddkraad their resource usage before drastically altering
the thread pool sizes.

3.10 Producers and Consumers: Efficient High-Volume Streaming

The purpose of this guide is to describe the Twigbeoducerand consumersystem. The producer system allows
applications to stream large amounts of data in a mannerhwiiiboth memory and CPU efficient, and which does
not introduce a source of unacceptable latency into theéoeac

Readers should have at least a passing familiarity witheiraihology associated with interfaces.

3.10.1 Push Producers

A push producer is one which will continue to generate dathaout external prompting until told to stop; a pull
producer will generate one chunk of data at a time in resptmae explicit request for more data.

The push producer APl is defined by tiushProducer interface. It is best to create a push producer when
data generation is closedly tied to an event source. For gbeara proxy which forwards incoming bytes from one
socket to another outgoing socket might be implementedyusioush producer: thdataReceived takes the role
of an event source from which the producer generates bytdseguires no external intervention in order to do so.

There are three methods which may be invoked on a push prodticarious points in its lifetimepause
Producing , resumeProducing , andstopProducing

pauseProducing()

In order to avoid the possibility of using an unbounded amadmemory to buffer produced data which cannot be
processed quickly enough, it is necessary to be able to frikh producer to stop producing data for a while. This
is done using th@pauseProducing  method. Implementers of a push producer should temporstly producing
data when this method is invoked.

resumeProducing()

After a push producer has been paused for some time, theseatdata which it produced will have been processed
and the producer may again begin producing data. When thddintieis comes, the push producer will hagsume
Producing invoked on it.
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stopProducing()

Most producers will generate some finite (albeit, perhapknawn in advance) amount of data and then stop, having
served their intended purpose. However, it is possiblelibfdre this happens an event will occur which renders the
remaining, unproduced data irrelevant. In these caseduping it anyway would be wasteful. TlseopProducing

method will be invoked on the push producer. The implemériashould stop producing data and clean up any
resources owned by the producer.

3.10.2 Pull Producers

The pull producer API is defined by thBullProducer interface. Pull producers are useful in cases where there
is no clear event source involved with the generation of.dada example, if the data is the result of some algorithmic
process that is bound only by CPU time, a pull producer is@mjste.

Pull producers are defined in terms of only two methadsumeProducing  andstopProducing

resumeProducing()

Unlike push producers, a pull producer is expectedrily produce data in responseresumeProducing  being
called. This method will be called whenever more data is irequ How much data to produce in response to this
method call depends on various factors: too little data antme costs will be dominated by the back-and-forth event
notification associated with a buffer becoming empty andesting more data to process; too much data and memory
usage will be driven higher than it needs to be and the latassgciated with creating so much data will cause overall
performance in the application to suffer. A good rule of thusito generate between 16 and 64 kilobytes of data at a
time, but you should experiment with various values to deiee what is best for your application.

stopProducing()

This method has the same meaning for pull producers as itfdopsish producers.

3.10.3 Consumers

This far, I've discussed the various external APIs of the kimals of producers supported by Twisted. However, | have
not mentioned where the data a producer generates actwal; gor what entity is responsible for invoking these
APIs. Both of these roles are filled lopnsumers Consumers are defined by the two interfal@snsumer and
IFinishableConsumer

The slightly simpler of these two interfacekConsumer , defines three methodstegisterProducer ,
unregisterProducer , andwrite . IFinishableConsumer addsfinish

registerProducer(producer, streaming)

So that a consumer can invoke methods on a producer, theroensgeds to be told about the producer. This is done
with the registerProducer method. The first argument is eithedRullProducer or IPushProducer
provider; the second argument indicates which of thesefates is providedTrue for push producersalse for

pull producers.

unregisterProducer()

Eventually a consumer will not longer be interested in a poed. This could be because the producer has finished
generating all its data, or because the consumer is movirig something else, or any number of other reasons. In
any case, this method reverses the effectegisterProducer

write(data)

As you might guess, this is the method which a producer cdilsnit has generated some data. Push producers should
callit as frequently as they like as long as they are not ghuell producers should call it once for each tirmsume
Producing is called on them.
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finish()
This method oflFinishableConsumer s gives producers a way to explicitly notify the consumet thay have
generated all the data they will ever generate.
3.10.4 Further Reading
An example push producer application can be foundda/examples/streaming.py
e Components: Interfaces and Adaptéosagd 16D)

e FileSender : A Simple Pull Producer

3.11 Choosing a Reactor and GUI Toolkit Integration
3.11.1 Overview

Twisted provides a variety of implementations of thested.internet.reactor . The specialized implemen-
tations are suited for different purposes and are designeddgrate better with particular platforms.
Theselect()-based reactdpagd 15b) is Twisted's cross-platform reactor.
Platform-specific reactor implementations exist for:

e Poll for Linux (page_15b)
Epoll for Linux 2.6(page_15b)
WaitForMultipleObjects (WFMO) for Win3gagd 15b)

Input/Output Completion Port (IOCP) for WinZpagd 15b)

KQueue for FreeBSD and Mac OS(pagd 15b)

CoreFoundation for Mac OS ¥agd 15I7)

The remaining custom reactor implementations provide stdpr integrating with the native event loops of
various graphical toolkits. This lets your Twisted appiica use all of the usual Twisted APIs while still being a
graphical application.

Twisted currently integrates with the following graphitablkits:

o GTK+ 2.0(pagd 15b)
Tkinter (page 1517)
wxPython(page_15b)
Win32(pagd_15b)
CoreFoundatior(pagd 15I)
PyUI (page 1317)

When using applications that are runnable udingstd , e.g. TACs or plugins, there is no need to choose a
reactor explicitly, since this can be chosen udingtd ’s -r option.

In all cases, the event loop is started by calliegctor.run() . In all cases, the event loop should be stopped
with reactor.stop()

IMPORTANT:installing a reactor should be the first thing done in the ap¢ce any code that dodsom
twisted.internet import reactor will automatically install the default reactor if the codadm't already
installed one.
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Status TCP SSL UDP Threading Processes Schedul
select() Stable Y Y Y Y Y Y
poll Stable Y Y Y Y Y Y
WaitForMultipleObjects (WFMO) for Win32 Experimental Y Y Y Y Y Y
Input/Output Completion Port (IOCP) for Win32  Experimental Y Y Y Y Y Y
CoreFoundation Unmaintained Y Y Y Y Y Y
epoll Stable Y Y Y Y Y Y
GTK+ Stable Y Y Y Y Y Y
WX Experimental Y Y Y Y Y Y
kqueue Experimental Y Y Y Y Y Y

Table 3.1: Summary of reactor features

3.11.2 Reactor Functionality
3.11.3 General Purpose Reactors
Select()-based Reactor

Theselect reactor is currently the default reactor on all platform$ie Tollowing code will install it, if no other
reactor has been installed:

from twisted.internet import reactor
In the future, if another reactor becomes the default, bus¢ect reactor is desired, it may be installed via:

from twisted.internet import selectreactor
selectreactor.install()

from twisted.internet import reactor

3.11.4 Platform-Specific Reactors
Poll-based Reactor

The PollReactor will work on any platform that provideslect.poll . With larger numbers of connected sockets,
it may provide for better performance than the SelectReacto

from twisted.internet import pollreactor
pollreactor.install()

from twisted.internet import reactor

KQueue

The KQueue Reactor allows Twisted to use FreeBSD’s kquewhamésm for event scheduling. See instructions in
thetwisted.internet.kqreactor 's docstring for installation notes.

from twisted.internet import kqreactor
kgreactor.install()

from twisted.internet import reactor

WaitForMultipleObjects (WFMO) for Win32

The Win32 reactor is not yet complete and has various limitatand issues that need to be addressed. The reactor
supports GUI integration with the win32gui module, so it tenused for native Win32 GUI applications.
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from twisted.internet import win32eventreactor
win32eventreactor.install()

from twisted.internet import reactor

Input/Output Completion Port (IOCP) for Win32

Windows provides a fast, scalable event notification systeown as 10 Completion Ports, or IOCP for short. Twisted
includes a reactor based on IOCP which is nearly complete.

from twisted.internet import iocpreactor
iocpreactor.install()

from twisted.internet import reactor

Epoll-based Reactor

The EPollReactor will work on any platform that providgmll , today only Linux 2.6 and over. The implementation
of the epoll reactor currently uses the Level Triggeredrfatee, which is basically like poll() but scales much better

from twisted.internet import epollreactor
epollreactor.install()

from twisted.internet import reactor

3.11.5 GUI Integration Reactors
GTK+

Twisted integrates with PyG'ﬂ(version 2.0 using thgtk2reactor . An example Twisted application that uses
GTK+ can be found imoc/core/examples/pbgtk2.py

GTK-2.0 split the event loop out of the GUI toolkit and intoepgrate module called “glib”. To run an application
using the glib event loop, use tigdib2reactor . This will be slightly faster thamgtk2reactor (and does not
require a working X display), but cannot be used to run GUlliappions.

from twisted.internet import gtk2reactor # for gtk-2.0
gtk2reactor.install()

from twisted.internet import reactor

from twisted.internet import glib2reactor # for non-GUI ap ps
glib2reactor.install()

from twisted.internet import reactor

wxPython

Twisted currently supports two methods of integrating wkieyp. Unfortunately, neither method will work on all
wxPython platforms (such as GTK2 or Windows). It seems thatanly portable way to integrate with wxPython is
to run it in a separate thread. One of these methods may beisuffif your wx app is limited to a single platform.

As with Tkinter (page[ 15)), the support for integrating Twisted with a W)kIByE application uses specialized
support code rather than a simple reactor.

from wxPython.wx import *
from twisted.internet import wxsupport, reactor

myWxApplnstance = wxApp(0)
wxsupport.install(myWxApplnstance)

“http://www.pygtk.org/
Shttp://www.wxpython.org
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However, this has issues when running on Windows, so Twisted comes with alternative wxPython support
using a reactor. Using this method is probably better. dlit@tion is done in two stages. In the first, the reactor is
installed:

from twisted.internet import wxreactor
wxreactor.install()

from twisted.internet import reactor
Later, once avxApp instance has been created, but befector.run() is called:

from twisted.internet import reactor
myWxApplnstance = wxApp(0)
reactor.registerWxApp(myWxApplnstance)

An example Twisted application that uses wxPython can bedandoc/core/examples/wxdemo.py

CoreFoundation

Twisted integrates with Pyotﬁ,\/ersion 1.0. Sample applications using Cocoa and Twistedaaailable in the
examples directory undeloc/core/examples/threadedselect/Cocoa

from twisted.internet import cfreactor
cfreactor.install()

from twisted.internet import reactor

3.11.6 Non-Reactor GUI Integration
Tkinter

The support for Tkint€rdoesn't use a specialized reactor. Instead, there is soatéatiped support code:

from Tkinter import *
from twisted.internet import tksupport, reactor

root = Tk()

# Install the Reactor support
tksupport.install(root)

# at this point build Tk app as usual using the root object,
# and start the program with "reactor.run()", and stop it

# with "reactor.stop()".

PyUl

As with Tkinter (this page), the support for integrating Twisted with a Fﬁlapplication uses specialized support code
rather than a simple reactor.

from twisted.internet import pyuisupport, reactor
pyuisupport.install(args=(640, 480), kw={renderer’: ’ gl'h

An example Twisted application that uses PyUl can be fourdbiricore/examples/pyuidemo.py

Shttp://pyobjc.sf.net/
"http://wiki.python.org/moin/Tkinter
8http://pyui.sourceforge.net



Chapter 4

High-Level Infrastructure

4.1 Getting Connected with Endpoints

4.1.1 Introduction

On a network, one can think of any given connection as a lomg, siretched between two points. Lots of stuff can
happen along the length of that wire - routers, switchesyoit address translation, and so on, but that is usually
invisible to the application passing data across it. Twistgives to make the nature of the "wire” as transparent as
possible, with highly abstract interfaces for passing augtiving data, such d$ransport  andIProtocol

However, the application can’t be completely ignorant & wire. In particular, it must do somethingstartthe
connection, and to do so, it must identify thed pointsof the wire. There are different names for the roles of each
end point - "initiator” and "responder”, "connector” andsiener”, or "client” and "server” - but the common theme
is that one side of the connection waits around for someonerinect to it, and the other side does the connecting.

In Twisted 10.1, several new interfaces were introducedesrdbe each of these roles for stream-oriented con-
nections:IStreamServerEndpoint andIStreamClientEndpoint . The word "stream”, in this case, refers
to endpoints which treat a connection as a continuous stoddoytes, rather than a sequence of discrete datagrams:
TCP is a "stream” protocol whereas UDP is a "datagram” proitoc

4.1.2 Constructing and Using Endpoints

In bothWriting Servergpagd 8) andVriting Clients(pagd 1B), we covered basic usage of endpoints; you cohaimuc
appropriate type of server or client endpoint, and thenlisééin  (for servers) oconnect (for clients).

In both of those tutorials, we constructed specific typesnafpeints directly. However, in most programs, you
will want to allow the user to specify where to listen or cocién a way which will allow the user to request different
strategies, without having to adjust your program. In otdeallow this, you should uselientFromString or
serverFromString

There's Not Much To It

Each type of endpoint is just an interface with a single mettimat takes an argumentserverEndpoint.
listen(factory) will start listening on that endpoint with your protocol fary, andclientEndpoint.
connect(factory) will start a single connection attempt. Each of these APtsrns a value, though, which
can be important.

However, if you are not already, yahouldbe very familiar withDeferreds(page 13b), as they are returned by
bothconnect andlisten  methods, to indicate when the connection has connectecdistbning port is up and
running.

Servers and Stopping

IStreamServerEndpoint.listen returns eDeferred that fires with ariListeningPort . Note that this
deferred may errback. The most common cause of such an esrdd e that another program is already using the
requested port number, but the exact cause may vary degeadiwhat type of endpoint you are listening on. If
you receive such an error, it means that your applicatiomisantually listening, and will not receive any incoming
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connections. It's important to somehow alert an adminiistraf your server, in this case, especially if you only have
one listening port!

Note also that once this has succeeded, it will continuerliag forever. If you need tstoplistening for some rea-
son, in response to anything other than a full server shutdosactor.stop and / ortwistd  will usually handle
that case for you), make sure you keep a reference aroundttbsiening port object so you can célistening
Port.stopListening on it. Finally, keep in mind thastopListening itself returns aDeferred , and the
port may not have fully stopped listening until ti¢ferred has fired.

Most server applications will not need to worry about thestits. One example of a case where you would need
to be concerned with all of these events would be an impleatient of a protocol like nolRASVFTP, where new
listening ports need to be bound for the lifetime of a patticaction, then disposed of.

Clients and Cancelling

IStreamClientEndpoint.connect will connect your protocol factory to a new outgoing con@tiattempt.
It returns aDeferred  which fires with thdProtocol  returned from the factory’buildProtocol method.

Connection attempts may fail, and so theferred may also errback. If it does so, you will have to try again;
your protocol won't be constructed, and no further attermplishe made.

Connection attempts may also take a long time, and your usaysbecome bored and wander off. If this hap-
pens, and your code decides, for whatever reason, thatg/de®n waiting for the connection too long, you can call
Deferred.cancel on theDeferred returned fronconnect , and the underlying machinery should give up on
the connection. This should cause theferred to errback, usually witlCancelledError  ; although you should
consult the documentation for your particular endpointtypsee if it may do something different.

Although some endpoint types may imply a built-in timeobg tnterface does not guarantee one. If you don't
have any way for the application to cancel a wayward conoecttempt, the attempt may just keep waiting forever.
For example, a very simple 30-second timeout could be impieed like this:

attempt = myEndpoint.connect(myFactory)
reactor.callLater(30, attempt.cancel)

4.1.3 Maximizing the Return on your Endpoint Investment

Directly constructing an endpoint in your application isefs the best option, because it ties your application to
a particular type of transport. The strength of the endgoiPRI is in separating the construction of the endpoint
(figuring out where to connect or listen) and its activatiactgally connecting or listening).

If you are implementing a library that needs to listen formections or make outgoing connections, when possi-
ble, you should write your code to accept client and servepeimts as parameters to functions or to your objects’
constructors. That way, application code that calls ydaraliy can provide whatever endpoints are appropriate.

If you are writing an application and you need to construatperints yourself, you can allow users to specify
arbitrary endpoints described by a string usingc¢hentFromString andserverFromString APIs. Since
these APIs just take a string, they provide flexibility: if isted adds support for new types of endpoints (for example,
IPv6 endpoints, or WebSocket endpoints), your applicatidihautomatically be able to take advantage of them with
no changes to its code.

Endpoints Aren’'t Always the Answer

For many use-cases, especially the common casetefséd  plugin which runs a long-running server that just
binds a simple port, you might not want to use the endpointts Airectly. Instead, you may want to construct an
IService , usingstrports.service , which will fit neatly into the required structure tife twistd plugin API
(page171l) . This doesn't give your application much contiible port starts listening at startup and stops listening
at shutdown - but it does provide the same flexibility in tewhsvhat type of server endpoint your application will
support.

It is, however, almost always preferable to use an endpather than calling a lower-level APIs likednnect
TCP, listenTCP , etc, directly. By accepting an arbitrary endpoint rattantrequiring a specific reactor interface,
you leave your application open to lots of interesting tpamlayer extensibility for the future.
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4.2 Components: Interfaces and Adapters

Object oriented programming languages allow programmenetise portions of existing code by creating new
“classes” of objects which subclass another class. Whenss clabclasses another, it is saidirtherit all of its
behaviour. The subclass can then “override” and “extend’bibhavior provided to it by the superclass. Inheritance is
very useful in many situations, but because it is so convemieuse, often becomes abused in large software systems,
especially when multiple inheritance is involved. One sohuis to usedelegationinstead of “inheritance” where ap-
propriate. Delegation is simply the act of askangptherobject to perform a task for an object. To support this design
pattern, which is often referred to as tb@mponentgattern because it involves many small interacting comptsne
interfacesandadapterswere created by the Zope 3 team.

“Interfaces” are simply markers which objects can use to“sayplement this interface”. Other objects may
then make requests like “Please give me an object which imgaiés interface X for object type Y”. Objects which
implement an interface for another object type are callehfxers”.

The superclass-subclass relationship is said to be-amelationship. When designing object hierarchies, object
modellers use subclassing when they can say that the ssixthe same class as the superclass. For example:

class Shape:
sideLength = 0
def getSideLength(self):
return self.sideLength

def setSideLength(self, sideLength):
self.sideLength = sideLength

def area(self):
raise NotlmplementedError, "Subclasses must implement ar ea

class Triangle(Shape):
def area(self):
return (self.sideLength * self.sideLength) / 2

class Square(Shape):
def area(self):
return self.sideLength * self.sideLength

In the above example, a Triangkea Shape, so it subclasses Shape, and a Sagrar8hape, so it also subclasses
Shape.

However, subclassing can get complicated, especially Wwhdtiple Inheritance enters the picture. Multiple In-
heritance allows a class to inherit from more than one basesciSoftware which relies heavily on inheritance often
ends up having both very wide and very deep inheritance,meeaning that one class inherits from many superclasses
spread throughout the system. Since subclassing with pMellinheritance mearimplementation inheritangéocat-
ing a method’s actual implementation and ensuring the comethod is actually being invoked becomes a challenge.
For example:

class Area:
sideLength = 0
def getSideLength(self):
return self.sideLength

def setSidelLength(self, sideLength):
self.sideLength = sideLength

def area(self):

raise NotimplementedError, "Subclasses must implement ar ea"
class Color:

color = None

def setColor(self, color):
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self.color = color

def getColor(self):
return self.color

class Square(Area, Color):
def area(self):
return self.sideLength * self.sideLength

The reason programmers like using implementation inheréads because it makes code easier to read since the
implementation details of Area are in a separate place ti@miplementation details of Color. This is nice, because
conceivably an object could have a color but not an area, arembut not a color. The problem, though, is that Square
is not really an Area or a Color, but has an area and color. ,TWwesshould really be using another object oriented
technique calledcomposition which relies on delegation rather than inheritance to loiale into small reusable
chunks. Let us continue with the Multiple Inheritance exémfhough, because it is often used in practice.

What if both the Color and the Area base class defined the sari®digerhapsalculate  ? Where would
the implementation come from? The implementation that ¢atled forSquare().calculate() depends on
the method resolution order, or MRO, and can change whernrgmmogers change seemingly unrelated things by
refactoring classes in other parts of the system, causisguob bugs. Our first thought might be to change the calculate
method name to avoid name clashes, to perftapsulateArea and calculateColor . While explicit, this
change could potentially require a large number of charfyesighout a system, and is error-prone, especially when
attempting to integrate two systems which you didn’t write.

Let's imagine another example. We have an electric appdiasay a hair dryer. The hair dryer is American
voltage. We have two electric sockets, one of them an Amer@® Volt socket, and one of them a United Kingdom
240 Volt socket. If we plug the hair dryer into the 240 Volt ket it is going to expect 120 Volt current and errors will
result. Going back and changing the hair dryer to suppott plotg120Volt  andplug240Volt  methods would
be tedious, and what if we decided we needed to plug the hgr iirto yet another type of socket? For example:

class HairDryer:
def plug(self, socket):
if socket.voltage() == 120:
print "I was plugged in properly and am operating."
else:
print "I was plugged in improperly and "
print "now you have no hair dryer any more."

class AmericanSocket:
def voltage(self):
return 120

class UKSocket:
def voltage(self):
return 240

Given these classes, the following operations can be peer

>>> hd = HairDryer()

>>> am = AmericanSocket()

>>> hd.plug(am)

| was plugged in properly and am operating.
>>> uk = UKSocket()

>>> hd.plug(uk)

| was plugged in improperly and

now you have no hair dryer any more.

We are going to attempt to solve this problem by writing an gtdafor theUKSocket which converts the voltage
for use with an American hair dryer. An Adapter is a class Whgcconstructed with one and only one argument, the
“adaptee” or “original” object. In this example, we will sirall code involved for clarity:
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class AdaptToAmericanSocket:
def _ init_ (self, original):
self.original = original

def voltage(self):
return self.original.voltage() / 2

Now, we can use it as so:

>>> hd = HairDryer()

>>> uk = UKSocket()

>>> adapted = AdaptToAmericanSocket(uk)
>>> hd.plug(adapted)

| was plugged in properly and am operating.

So, as you can see, an adapter can 'override’ the origindemmgntation. It can also 'extend’ the interface of the
original object by providing methods the original objeat diot have. Note that an Adapter must explicitly delegate
any method calls it does not wish to modify to the originahestvise the Adapter cannot be used in places where
the original is expected. Usually this is not a problem, ag\dapter is created to conform an object to a particular
interface and then discarded.

4.2.1 Interfaces and Components in Twisted code

Adapters are a useful way of using multiple classes to famtde into discrete chunks. However, they are not very
interesting without some more infrastructure. If each @iet code which wished to use an adapted object had to
explicitly construct the adapter itself, the coupling beén components would be too tight. We would like to achieve

“loose coupling”, and this is whetgvisted.python.components comes in.
First, we need to discuss Interfaces in more detail. As wetimreed earlier, an Interface is nothing more than a
class which is used as a marker. Interfaces should be ssbslagzope.interface.Interface , and have a

very odd look to python programmers not used to them:

from zope.interface import Interface

class IAmericanSocket(Interface):
def voltage():

Return the voltage produced by this socket object, as an inte ger.

Notice how it looks just like a regular class definition, otligan inheriting frominterface  ? However, the
method definitions inside the class block do not have any odetfody! Since Python does not have any native
language-level support for Interfaces like Java doesjshidat distinguishes an Interface definition from a Class.

Now that we have a defined Interface, we can talk about objesitg) terms like this: “ThéAmericanSocket
class implements théimericanSocket  interface” and “Please give me an object which adajiSocket to the
IAmericanSocket  interface”. We can makéeclarationsabout what interfaces a certain class implements, and we
can request adapters which implement a certain interface $pecific class.

Let’s look at how we declare that a class implements an iatetf

from zope.interface import implements
class AmericanSocket:
implements(IAmericanSocket)
def voltage(self):

return 120

So, to declare that a class implements an interface, we wioghl zope.interface.implements at the
class level.

Now, let's say we want to rewrite theédaptToAmericanSocket  class as a real adapter. In this case we also
specify it as implementingAmericanSocket
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from zope.interface import implements
class AdaptToAmericanSocket:
implements(IAmericanSocket)

def __init_ (self, original):

Pass the original UKSocket object as original

self.original = original

def voltage(self):
return self.original.voltage() / 2

Notice how we placed the implements declaration on this tedagass. So far, we have not achieved anything
by using components other than requiring us to type more.rderdfor components to be useful, we must use the
component registrySinceAdaptToAmericanSocket  implementdAmericanSocket  and regulates the volt-
age of aUKSocket object, we can registekdaptToAmericanSocket as anlAmericanSocket  adapter for
theUKSocket class. It is easier to see how this is done in code than toidestr

from zope.interface import Interface, implements
from twisted.python import components

class IAmericanSocket(Interface):
def voltage():
""Return the voltage produced by this socket object, as an i nteger.

class AmericanSocket:
implements(IAmericanSocket)

def voltage(self):
return 120

class UKSocket:
def voltage(self):
return 240

class AdaptToAmericanSocket:
implements(IAmericanSocket)

def _ init_ (self, original):
self.original = original

def voltage(self):
return self.original.voltage() / 2

components.registerAdapter(
AdaptToAmericanSocket,
UKSocket,
IAmericanSocket)

Now, if we run this script in the interactive interpreter, eagn discover a little more about how to use components.
The first thing we can do is discover whether an object implgman interface or not:

>>> |AmericanSocket.implementedBy(AmericanSocket)
True
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>>> |AmericanSocket.implementedBy(UKSocket)
False

>>> am = AmericanSocket()

>>> uk = UKSocket()

>>> |AmericanSocket.providedBy(am)

True

>>> |AmericanSocket.providedBy(uk)

False

As you can see, thdmericanSocket  instance claims to implemebAmericanSocket , but theUKSocket
does not. If we wanted to use thtirDryer  with the AmericanSocket , we could know that it would be safe
to do so by checking whether it implementsmericanSocket . However, if we decide we want to ustair
Dryer with aUKSocket instance, we mustdaptit to IAmericanSocket  before doing so. We use the interface
object to do this:

>>> |AmericanSocket(uk)
<__main__.AdaptToAmericanSocket instance at 0x1a5120>

When calling an interface with an object as an argument, ttegfate looks in the adapter registry for an adapter
which implements the interface for the given instance’sldf it finds one, it constructs an instance of the Adapter
class, passing the constructor the original instance, endns it. Now theHairDryer  can safely be used with
the adaptedKSocket . But what happens if we attempt to adapt an object which dyr@aplementdAmerican
Socket ? We simply get back the original instance:

>>> |AmericanSocket(am)
<__main__.AmericanSocket instance at 0x36bff0>

So, we could write a new “smartiairDryer  which automatically looked up an adapter for the socket yied t
to plug it into:

class HairDryer:
def plug(self, socket):
adapted = |AmericanSocket(socket)
assert adapted.voltage() == 120, "BOOM"
print "I was plugged in properly and am operating"

Now, if we create an instance of our new “smadairDryer  and attempt to plug it in to various sockets, the
HairDryer  will adapt itself automatically depending on the type ofleidt is plugged in to:

>>> am = AmericanSocket()
>>> uk = UKSocket()

>>> hd = HairDryer()

>>> hd.plug(am)

| was plugged in properly and am operating
>>> hd.plug(uk)

| was plugged in properly and am operating

Voila; the magic of components.

Components and Inheritance

If you inherit from a class which implements some interfao®] your new subclass declares that it implements another
interface, the implements will be inherited by default.

For example,pb.Root is a class which implement®BRoot . This interface indicates that an object has
remotely-invokable methods and can be used as the initigcblserved by a new Broker instance. It has an
implements  setting like:

from zope.interface import implements

class Root(Referenceable):
implements(IPBRoot)
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Suppose you have your own class which implements iidyinterface interface:

from zope.interface import implements, Interface

class IMylnterface(Interface):
pass

class MyThing:
implements(IMyInterface)

Now if you want to make this class inherit fropb.Root , the interfaces code will automatically determine that
it also implement$PBRoot :

from twisted.spread import pb
from zope.interface import implements, Interface

class IMylnterface(Interface):
pass

class MyThing(pb.Root):
implements(IMylInterface)

>>> from twisted.spread.flavors import IPBRoot
>>> |PBRoot.implementedBy(MyThing)
True

If you want MyThing to inherit from pb.Root but not implementIPBRoot like pb.Root does, use
implementOnly

from twisted.spread import pb
from zope.interface import implementsOnly, Interface

class IMylnterface(Interface):
pass

class MyThing(pb.Root):
implementsOnly(IMyInterface)

>>> from twisted.spread.pb import IPBRoot
>>> |PBRoot.implementedBy(MyThing)
False

4.3 Cred: Pluggable Authentication
4.3.1 Goals

Cred is a pluggable authentication system for servers.Idtvalany number of network protocols to connect and
authenticate to a system, and communicate to those asp#ussystem which are meaningful to the specific protocol.
For example, Twisted’s POP3 support passes a “usernamesasd/prd” set of credentials to get back a mailbox for
the specified email account. IMAP does the same, but rei@alightly different view of the same mailbox, enabling
those features specific to IMAP which are not available irepthail protocols.

Cred is designed to allow both the backend implementatioth@fbusiness logic - called trevatar - and the
authentication database - called ttredential checker to be decided during deployment. For example, the same
POP3 server should be able to authenticate against thed¢d password database or an LDAP server without
having to know anything about how or where mail is stored.

To sketch out how this works - a “Realm” corresponds to aniegpbn domain and is in charge of avatars, which
are network-accessible business logic objects. To coithisdb an authentication database, a top-level objectdall
Portal stores a realm, and a number of credential checkers. Sargetiat wishes to log in, such asaotocol
stores a reference to the portal. Login consists of passedgatials and a request interface (e.g. PORB&Ibox )
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to the portal. The portal passes the credentials to the pppte credential checker, which returns an avatar ID. The |
is passed to the realm, which returns the appropriate av&a®la Portal that has a realm that creates mailbox objects
and a credential checker that checks /etc/passwd, logisisterof passing in a username/password and the IMailbox
interface to the portal. The portal passes this to the /assiyd credential checker, gets back a avatar ID correspgndi
to an email account, passes that to the realm and gets backmxnabject for that email account.

Putting all this together, here’s how a login request witlibally be processed:

1. Login 8. Continue processing,

reguest \ Protocol /7 del_egating business
logic to the avatar.

{e.g. POP3)
2. Pass credentials to portal 7. Return avatar
ask for avatar by interface and logout callable
3. Get cred checker
matching the credentials'
interface Partal

&, Return avatar

Credential checkers
: (registered with portal.registerChecker)

>, Get avatar
by avatarlD

H 4, Check Realm
Cred Checker credentials,
(e.q. lUsernamePassword) return avatariD

Cred Checker
(e.g. lUsernameHashedPassword)

4.3.2 Cred objects
The Portal

This is the the core of login, the point of integration betwed the objects in the cred system. There is one concrete
implementation of Portal, and no interface - it does a vemyp$é task. APortal associates one (1) Realm with a
collection of CredentialChecker instances. (More on tHates.)

If you are writing a protocol that needs to authenticate rr&gfasomething, you will need a reference to a Portal,
and to nothing else. This has only 2 methods -

¢ login(credentials, mind, *interfaces)

The docstring is quite expansive (deested.cred.portal ), but in brief, this is what you call when you
need to call in order to connect a user to the system. Typigaill only pass in one interface, and the mind
is None. The interfaces are the possible interfaces the returnathiais expected to implement, in order of
preference. The result is a deferred which fires a tuple of:

— interface the avatar implements (which was one of the iated passed in thanterfaces tuple)
— an object that implements that interface (an avatar)
— logout, a 0-argument callable which disconnects the cdiorethat was established by this call to login

The logout method has to be called when the avatar is loggedrau POP3 this means when the protocol is
disconnected or logged out, etc..
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e registerChecker(checker, * credentiallnterfaces)

which adds a CredentialChecker to the portal. The optiastadi interfaces are interfaces of credentials that the
checker is able to check.

The CredentialChecker

This is an object implementingredentialsChecker which resolves some credentials to an avatar ID. Whether
the credentials are stored in an in-memory data structar@pache-style htaccess file, a UNIX password database, an
SSH key database, or any other form, an implementatid¢@refdentialsChecker is how this data is connected

to cred. A credential checker stipulates some requirenudrite credentials it can check by specifying a credential-
Interfaces attribute, which is a list of interfaces. Creads passed to its requestAvatarld method must implemeat o
of those interfaces.

For the most part, these things will just check usernamegpassivords and produce the username as the result, but
hopefully we will be seeing some public-key, challengepoese, and certificate based credential checker mechanisms
soon.

A credential checker should raise an error if it cannot autibate the user, and retutwisted.cred.
checkers. ANONYMOUS for anonymous access.

The Credentials

Oddly enough, this represents some credentials that thgotessents. Usually this will just be a small static blob of
data, but in some cases it will actually be an object conggota network protocol. For example, a username/password
pair is static, but a challenge/response server is an agtie-machine that will require several method calls ireord
to determine a result.

Twisted comes with a number of credentials interfaces anglementations in thewisted.cred.
credentials module, such akJsernamePassword andlUsernameHashedPassword

The Realm

A realm is an interface which connects your universe of “hess objects” to the authentication system.
IRealm is another one-method interface:

e requestAvatar(avatarld, mind, * interfaces)
This method will typically be called from 'Portal.login’.he avatarld is the one returned by a CredentialChecker.

Note:Note thatavatarld  must always be a string. In particular, do not use unicodegstr If
internationalized support is needed, it is recommendedeoUIlF-8, and take care of decoding in
the realm.

The important thing to realize about this method is thati ibeing calledthe user has already authenticated
Therefore, if possible, the Realm should create a new usamdfdoes not already exist whenever possible.
Of course, sometimes this will be impossible without morferimation, and that is the case that the interfaces
argument is for.

Since requestAvatar should be called from a Deferred azdliamay return a Deferred or a synchronous result.

The Avatar

An avatar is a business logic object for a specific user. F&*F@'s a mailbox, for a first-person-shooter it's the objec
that interacts with the game, the actor as it were. Avataspecific to an application, and each avatar represents a
single “user”.

The Mind

As mentioned before, the mind is usualpne, so you can skip this bit if you want.

Masters of Perspective Broker already know this object adlitmamed “client object”. There is no “mind” class,
or even interface, but it is an object which serves an impomale - any notifications which are to be relayed to an
authenticated client are passed through a 'mind’. In aaldjtit allows passing more information to the realm during
login in addition to the avatar ID.
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The name may seem rather unusual, but considering that aislnegresentative of the entity on the “other end”
of a network connection that is both receiving updates asulrig commands, | believe it is appropriate.

Although many protocols will not use this, it serves an intaot role. It is provided as an argument both to the
Portal and to the Realm, although a CredentialChecker dhiotéract with a client program exclusively through a
Credentials instance.

Unlike the original Perspective Broker “client object”, aifd’s implementation is most often dictated by the
protocol that is connecting rather than the Realm. A Realrnchviequires a particular interface to issue notifications
will need to wrap the Protocol’'s mind implementation withaatapter in order to get one that conforms to its expected
interface - however, Perspective Broker will likely contéito use the model where the client object has a pre-specified
remote interface.

(If you don't quite understand this, it’s fine. It's hard topdain, and it's not used in simple usages of cred, so feel
free to pass None until you find yourself requiring somethikg this.)

4.3.3 Responsibilities
Server protocol implementation

The protocol implementor should define the interface théamvehould implement, and design the protocol to have
a portal attached. When a user logs in using the protocol,dent&l object is created, passed to the portal, and an
avatar with the appropriate interface is requested. Whengbelogs out or the protocol is disconnected, the avatar
should be logged out.

The protocol designer should not hardcode how users aremtithted or the realm implemented. For example, a
POP3 protocol implementation would require a portal whesénn returns avatars implementing IMailbox and whose
credential checker accepts username/password credebtidthat is all. Here’s a sketch of how the code might look
- note that USER and PASS are the protocol commands useditg &gl the DELE command can only be used after
you are logged in:

from zope.interface import Interface

from twisted.protocols import basic

from twisted.python import log

from twisted.cred import credentials, error
from twisted.internet import defer

class IMailbox(Interface):
""Interface specification for mailbox.
def deleteMessage(index): pass

class POP3(basic.LineReceiver):
# ..
def __init_ (self, portal):
self.portal = portal

def do_DELE(self, i):
# uses self.mbox, which is set after login
i = int(i)-1
self.mbox.deleteMessage(i)
self.successResponse()

def do_USER(self, user):
self. _userls = user
self.successResponse('USER accepted, send PASS’)

def do_PASS(self, password):
if self._userls is None:
self.failResponse("USER required before PASS")
return
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user = self._userls

self._userls = None

d = defer.maybeDeferred(self.authenticateUserPASS, use
d.addCallback(self._cbMailbox, user)

def authenticateUserPASS(self, user, password):
if self.portal is not None:
return self.portal.login(

cred.credentials.UsernamePassword(user, password),

None,
IMailbox

)

raise error.UnauthorizedLogin()

def _cbMailbox(self, ial, user):
interface, avatar, logout = ial

if interface is not IMailbox:
self.failResponse(’Authentication failed’)

log.err("_cbMailbox() called with an interface other than

return

self.mbox = avatar

self._onLogout = logout
self.successResponse(’Authentication succeeded’)
log.msg("Authenticated login for " + user)

Application implementation
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r, password)

IMailbox")

The application developer can implement realms and credehieckers. For example, she might implement a realm
that returns IMailbox implementing avatars, using MySQL dtwrage, or perhaps a credential checker that uses LDAP
for authentication. In the following example, the Realmd@imple remote object service (using Twisted’s Perspectiv

Broker protocol) is implemented:

from twisted.spread import pb
from twisted.cred.portal import IRealm

class SimplePerspective(pb.Avatar):
def perspective_echo(self, text):
print 'echoing’,text
return text
def logout(self):

print self, "logged out"

class SimpleRealm:
implements(IRealm)

def requestAvatar(self, avatarld, mind, * interfaces):

if pb.IPerspective in interfaces:

avatar = SimplePerspective()

return pb.IPerspective, avatar, avatar.logout
else:

raise NotimplementedError("no interface")
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Deployment

Deployment involves tying together a protocol, an appmtprirealm and a credential checker. For example, a POP3
server can be constructed by attaching to it a portal thapsvilae MySQL-based realm and an /etc/passwd credential
checker, or perhaps the LDAP credential checker if that isemuseful. The following example shows how the
SimpleRealm in the previous example is deployed using anémory credential checker:

from twisted.spread import pb

from twisted.internet import reactor

from twisted.cred.portal import Portal

from twisted.cred.checkers import InMemoryUsernamePass wordDatabaseDontUse

portal = Portal(SimpleRealm())

checker = InMemoryUsernamePasswordDatabaseDontUse()
checker.addUser("guest”, "password")
portal.registerChecker(checker)

reactor.listenTCP(9986, pb.PBServerFactory(portal))
reactor.run()

4.3.4 Cred plugins
Authentication with cred plugins

Cred offers a plugin architecture for authentication mdghorhe primary API for this architecture is the command-
line; the plugins are meant to be specified by the end-usenwbploying a TAP (twistd plugin).

For more information on writing a twistd plugin and usinga@ugins for your application, please refer to the
Writing a twistd plugin(pagd_17P) document.

Building a cred plugin

To build a plugin for cred, you should first defineauthType , a short one-word string that defines your plugin to the
command-line. Once you have this, the convention is to erafite namednyapp_plugins.py  in thetwisted.
plugins module path.

Below is an example file structure for an application thatreefisuch a plugin:

e MyApplication/

— setup.py
— myapp/
x _init__.py
x cred.py
* server.py
— twisted/
x plugins/

- myappplugins.py

Once you have created this structure within your applicatfou can create the code for your cred plugin by build-
ing a factory class which implemenrSheckerFactory . These factory classes should not consist of a tremendous
amount of code. Most of the real application logic shouldde# the cred checker itself. (For help on building those,
scroll up.)

The core purpose of the CheckerFactory is to translategstring  , which is passed on the command line, into
a suitable set of initialization parameters for a Checkas<l In most cases this should be little more than constaucti
a dictionary or a tuple of arguments, then passing them atmagiew checker instance.

from zope.interface import implements

from twisted import plugin
from twisted.cred.strcred import ICheckerFactory
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from myapp.cred import SpecialChecker

class SpecialCheckerFactory(object):

A checker factory for a specialized (fictional) API.

# The class needs to implement both of these interfaces
# for the plugin system to find our factory.
implements(ICheckerFactory, plugin.IPlugin)

# This tells AuthOptionsMixin how to find this factory.
authType = "special"

# This is a one-line explanation of what arguments, if any,
# your particular cred plugin requires at the command-line.
argStringFormat = "A colon-separated key=value list."

# This help text can be multiple lines. It will be displayed
# when someone uses the "--help-auth-type special" command
authHelp = ""Some help text goes here ..."™

# This will be called once per command-line.

def generateChecker(self, argstring=""):
argdict = dict((x.split('=") for x in argstring.split(":’ ))
return SpecialChecker( *x dict)

# We need to instantiate our class for the plugin to work.
theSpecialCheckerFactory = SpecialCheckerFactory()

For more information on how your plugin can be used in youliapfion (and by other application developers),
please see the/riting a twistd plugin(pagd 17P) document.

4.3.5 Conclusion

After reading through this tutorial, you should be able to

e Understand how the cred architecture applies to your agjuic

Integrate your application with cred’s object model

Deploy an application that uses cred for authentication

Allow your users to use command-line authentication plsgin

4.4 The Twisted Plugin System

The purpose of this guide is to describe the preferred wayrite wxtensible Twisted applications (and consequently,
also to describe how to extend applications written in suatayg. This extensibility is achieved through the definition
of one or more APIs and a mechanism for collecting code piaginich implement this API to provide some additional
functionality. At the base of this system is ttveisted.plugin module.

Making an application extensible using the plugin systesdeveral strong advantages over other techniques:

e [t allows third-party developers to easily enhance youtvearfe in a way that is loosely coupled: only the plugin
API is required to remain stable.

e |t allows new plugins to be discovered flexibly. For examplegins can be loaded and saved when a program
is first run, or re-discovered each time the program starfoughey can be polled for repeatedly at runtime
(allowing the discovery of new plugins installed after tiegram has started).
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4.4.1 Writing Extensible Programs
Taking advantage dfvisted.plugin is a two step process:

1. Define an interface which plugins will be required to inmpént. This is done using the zope.interface package
in the same way one would define an interface for any otherqserp

A convention for defining interfaces is do so in a file namee FrojectName/projectname/iprojectname.py
The rest of this document will follow that convention: cafei the following interface definition be in

Matsim/matsim/imatsim.py , an interface definition module for a hypothetical matesiaiulation pack-
age.
2. At one or more places in your program, invdlgsted.plugin.getPlugins and iterate over its result.

As an example of the first step, consider the following irstegf definition for a physical modelling system.

from zope.interface import Interface, Attribute

class IMaterial(Interface):

An object with specific physical properties

def yieldStress(temperature):
Returns the pressure this material can support without
fracturing at the given temperature.

@type temperature: C{float}
@param temperature: Kelvins

@rtype: Cffloat}
@return: Pascals

dielectricConstant = Attribute("™™
@type dielectricConstant: C{complex}
@ivar dielectricConstant: The relative permittivity, wit h the
real part giving reflective surface properties and the
imaginary part giving the radio absorption coefficient.

")

In another module, we might have a function that operatesects providing théMaterial interface:

def displayMaterial(m):
print A material with yield stress %s at 500 K’ % (m.yieldStr ess(500),)
print 'Also a dielectric constant of %s.” % (m.dielectricCo nstant,)

The last piece of required code is that which colldMsterial providers and passes them to thisplay
Material ~ function.

from twisted.plugin import getPlugins
from matsim import imatsim

def displayAllKnownMaterials():
for material in getPlugins(imatsim.IMaterial):
displayMaterial(material)

Third party developers may now contribute different matsrto be used by this modelling system by implement-
ing one or more plugins for thidMaterial interface.
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4.4.2 Extending an Existing Program

The above code demonstrates how an extensible program bagintitten using Twisted'’s plugin system. How do we
write plugins for it, though? Essentially, we create olgeshich provide the required interface and then make them
available at a particular location. Consider the followa@mple.

from zope.interface import implements
from twisted.plugin import IPlugin
from matsim import imatsim

class SimpleMaterial(object):
implements(IPlugin, imatsim.IMaterial)

def __init_ (self, yieldStressFactor, dielectricConsta nt):
self._yieldStressFactor = yieldStressFactor
self.dielectricConstant = dielectricConstant

def yieldStress(self, temperature):
return self._yieldStressFactor * temperature

steelPlate = SimpleMaterial(2.06842719¢e11, 2.7 + 0.2))
brassPlate = SimpleMaterial(1.03421359¢e11, 1.4 + 0.5j)

steelPlate andbrassPlate  now provide bothHPlugin  andIMaterial . All that remains is to make
this module available at an appropriate location. For thiste are two options. The first of these is primarily useful
during development: if a directory which has been addesytopath  (typically by adding it to the®YTHONPATH
environment variable) containsdirectory namedtwisted/plugins/ , each.py file in that directory will be
loaded as a source of plugins. This directaryst nothe a Python package: includingnit __.py will cause the
directory to be skipped and no plugins loaded from it. Sec@ath module in the installed version of Twisted’s
twisted.plugins package will also be loaded as a source of plugins.

Once this plugin is installed in one of these two wagisplayAllKnownMaterials can be run and we will
see two pairs of output: one for a steel plate and one for aIpmlate.

4.4.3 Alternate Plugin Packages

getPlugins  takes one additional argument not mentioned above. If dassthe 2nd argument should be a module
or package to be used insteadtwfsted.plugins as the plugin meta-package. If you are writing a plugin for a
Twisted interface, you should never need to pass this argurh®wever, if you have developed an interface of your
own, you may want to mandate that plugins for it are instaltegbur own plugins package, rather than in Twisted’s.

You may want to suppostourproject/plugins/ directories for ease of development. To do so, you should
makeyourproject/plugins/ _iinit __.py contain at least the following lines.

from twisted.plugin import pluginPackagePaths
__path___.extend(pluginPackagePaths(__name_ ))

_al =1

The key behavior here is that interfaces are essentiallegavith a particular plugin package. If plugins are
installed in a different package than the one the code wigilibsron the interface they provide, they will not be found
when the application goes to load them.

4.4.4 Plugin Caching

In the course of using the Twisted plugin system, you maycedtiopin.cache  files appearing at various locations.
These files are used to cache information about what pluginsrasent in the directory which contains them. Attimes,
this cached information may become out of date. Twisted tiasitimes of various files involved in the plugin system
to determine when this cache may have become invalid. Tavisiiétry to re-write the cache each time it tries to use
it but finds it out of date.

For a site-wide install, it may not (indeed, should not) besiole for applications running as normal users to
rewrite the cache file. While these applications will stilhrand find correct plugin information, they may run more
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slowly than they would if the cache was up to date, and they atsy report exceptions if certain plugins have been
removed but which the cache still references. For thes@ensagvhen installing or removing software which provides
Twisted plugins, the site administrator should be sure Huhe is regenerated. Well-behaved package managers for
such software should take this task upon themselves, diicgivially automatable. The canonical way to regenerate
the cache is to run the following Python code:

from twisted.plugin import IPlugin, getPlugins
list(getPlugins(IPlugin))

As mentioned, it is normal for exceptions to be raisedehere if plugins have been removed.

4.4.5 Further Reading
e Components: Interfaces and Adapt¢page 16D)
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Deploying Twisted Applications

5.1 The Basics
5.1.1 Application

Twisted programs usually work wittwisted.application.service.Application . This class usually
holds all persistent configuration of a running server —gtwtbind to, places where connections to must be kept or
attempted, periodic actions to do and almost everything. disis the root object in a tree of services implementing
IService

Other HOWTOs describe how to write custom code for Applicagjdout this one describes how to use already
written code (which can be part of Twisted or from a thirdtpawisted plugin developer). The Twisted distribution
comes with an important tool to deal with Applicatiohsjstd

Application s are just Python objects, which can be created and margguilatthe same ways as any other
object.

5.1.2 twistd

The Twisted Daemon is a program that knows how to run Appboat This program igwistd(1) . Strictly
speakingtwistd is not necessary — fetching the application, gettingl8&rvice  component, callingtart
Service , schedulingstopService  when the reactor shuts down, and then calliegctor.run() could be
done manuallytwistd(1) , however, supplies many options which are highly usefupfoigram set up.

twistd  supports choosing a reactor (for more on reactors,Gls@osing a Reacto(page[ 154)), logging to
a logfile, daemonizing and moretwistd  supports all Applications mentioned above — and an additione.
Sometimes it is convenient to write the code for buildingasslin straight Python. One big source of such Python
files is thedoc/examples  directory. When a straight Python file which definesAgpplication object called
application is used, use thegy option.

Whentwistd  runs, it records its process id inaistd.pid file (this can be configured via a command line
switch). In order to shutdown thisvistd  process, Kill that pid (usually you would ddll ‘cat twistd.
pid* ).

As always, the gory details are in the manual page.

5.1.3 OS Integration

If you have an Application that runs witlwistd , you can easily deploy it on RedHat Linux or Debian GNU/Linux
based systems using ttep2deb ortap2rpm tools. These take a Twisted Application file (of any of thesaed
formats Python source, XML or pickle), and build a Debian &\Rpackage (respectively) that installs the Applica-
tion as a system service. The package includes the Appmlicéite, a defaultetc/init.d/ script that starts and
stops the process with twistd, and post-installation setipat configure the Application to be run in the appropriate
init levels.

Note: tap2rpm andtap2deb do not package your entire application and dependent coslethe
Twisted Application file. You will need to find some other waypgackage your Python code, such as
distutil§} bdist _rpm command.

Ihttp://docs.python.org/library/distutils.html
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For more savvy users, these tools also generate the souwkagea allowing you to modify and polish things
which automated software cannot detect (such as depemgdamcielationships to virtual packages).

5.2 Using the Twisted Application Framework

5.2.1 Introduction
Audience

The target audience of this document is a Twisted user whasaardeploy a significant amount of Twisted code in
a re-usable, standard and easily configurable fashion. At@diuser who wishes to use the Application framework
needs to be familiar with developing Twistedrvers(pagd 8) and/oclients(pagd 1B).

Goals
e To introduce the Twisted Application infrastructure.
e To explain how to deploy your Twisted application usiter files andtwistd

e To outline the existing Twisted services.

5.2.2 Overview

The Twisted Application infrastructure takes care of ruxgnand stopping your application. Using this infrastruetur
frees you from from having to write a large amount of boilatplcode by hooking your application into existing tools
that manage daemonization, loggihposing a reactofpage _154) and more.

The major tool that manages Twisted applications is a condriar utility calledtwistd . twistd is cross
platform, and is the recommended tool for running Twistepliaptions.

The core component of the Twisted Application infrastroetis thetwisted.application.service.

Application object an object which represents your application. Howe\gplication doesn't provide anything
that you'd want to manipulate directly. Instead, Applicatiacts as a container of any “Services” (objects implement-
ing IService ) that your application provides. Most of your interactioithathe Application infrastructure will be
done through Services.

By “Service”, we mean anything in your application that candbarted and stopped. Typical services include
web servers, FTP servers and SSH clients. Your Applicatijaad can contain many services, and can even contain
structured hierarchies of Services usiBgrviceCollection S.

Here’s a simple example of constructing an Application objehich represents an echo server that runs on TCP
port 7001.

from twisted.application import internet, service
from somemodule import EchoFactory

port = 7001
factory = EchoFactory()

# this is the important bit

application = service.Application("echo") # create the Ap plication
echoService = internet. TCPServer(port, factory) # create the service
# add the service to the application

echoService.setServiceParent(application)

SeeWriting Servergpagd 8) for an explanation of EchoFactory.
This example creates a simple hierarchy:

application

- echoService

More complicated hierarchies of services can be createtdyuSierviceCollection. You will most likely want to do
this to manage Services which are dependent on other Senkce example, a proxying Twisted application might
want its server Service to only start up after the associatiht service.
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5.2.3 Using application
twistd and tac

To handle start-up and configuration of your Twisted apfilica the Twisted Application infrastructure uséac
files. .tac are Python files which configure @pplication object and assign this object to the top-level variable
“application "

The following is a simple example of.tac file:

# You can run this .tac file directly with:
# twistd -ny service.tac

This is an example .tac file which starts a webserver on port 8 080 and
serves files from the current working directory.

The important part of this, the part that makes it a .tac file, is
the final root-level section, which sets up the object calle d ’application’
which twistd will look for

import os
from twisted.application import service, internet
from twisted.web import static, server

def getWebService():

Return a service suitable for creating an application objec t.

This service is a simple web server that serves files on port 8 080 from
underneath the current working directory.

# create a resource to serve static files
fileServer = server.Site(static.File(os.getcwd()))
return internet. TCPServer(8080, fileServer)

# this is the core part of any tac file, the creation of the root -level
# application object
application = service.Application("Demo application™)

# attach the service to its parent application
service = getWebService()
service.setServiceParent(application)

Source listing —service.tac

twistd is a program that runs Twisted applications usingga file. In its most simple form, it takes a sin-
gle argumenty and a tac file name. For example, you can run the above serttettvei commandwistd -y
service.tac

By default,twistd daemonizes and logs to a file calliedstd.log . More usually, when debugging, you will
want your application to run in the foreground and log to tbenmand line. To run the above file like this, use the
commandwistd -noy service.tac

For more information, see theiistd man page.

Customizing twistd logging

twistd logging can be customized using the command line. This regtinat dog observer factorype importable.
Given a file namedny.py with the code:
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from twisted.python.log import FileLogObserver

def logger():
return FileLogObserver(open("/tmp/my.log", "w")).emit

invoking twistd --logger my.logger ... will log to a file namedtmp/my.log  (this simple exam-
ple could easily be replaced with use of thiegfile parameter to twistd).

Alternatively, the logging behavior can be customized tigto an API accessible frontac files. ThellLog
Observer component can be set on an Application in order to custorhizeléfault log observer thatistd — will
use.

Here is an example of how to uBmilyLogFile  , which rotates the log once per day.

from twisted.application.service import Application
from twisted.python.log import ILogObserver, FileLogObs erver
from twisted.python.logfile import DailyLogFile

application = Application("myapp")
logfile = DailyLogFile("my.log", "/tmp")
application.setComponent(lLogObserver, FileLogObserv er(logfile).emit)

invokingtwistd -y my.tac will create a log file attmp/my.log

Services provided by Twisted

Twisted provides several services that you want to know abou

Each of these services (except TimerService) has a comdsgp“connect” or “listen” method on the reactor,
and the constructors for the services take the same argsraerihe reactor methods. The “connect” methods are
for clients and the “listen” methods are for servers. Fomexie, TCPServer corresponds to reactor.listenTCP and
TCPClient corresponds to reactor.connectTCP.

TCPSer ver
TCPCO i ent Services which allow you to make connections and listen doinections on TCP ports.

e listenTCP
e connectTCP

UNI XSer ver
UNI XCl i ent Services which listen and make connections over UNIX sacket

e listenUNIX
e connectUNIX

SSLSer ver
SSLd i ent Services which allow you to make SSL connections and run &Bless.

e listenSSL
e connectSSL

UDPSer ver
UDPC i ent Services which allow you to send and receive data over UDP
e listenUDP
See also th&/DP documentatiofpagd 125).
UNI XDat agr anSer ver

UNI XDat agr anCl i ent Services which send and receive data over UNIX datagramessck
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e listenUNIXDatagram
e connectUNIXDatagram

Mul ti cast Server A server for UDP socket methods that support multicast.
e listenMulticast

Ti mer Ser vi ce A service to periodically call a function.

Service Collection

IServiceCollection objects containService  objects. IService objects can be added to IServiceCallecti
by callingsetServiceParent and detached by usirdisownServiceParent

The standard implementation of IServiceCollectioMigltiService  , which also implements IService. Multi-
Service is useful for creating a new Service which combingsdr more existing Services. For example, you could
create a DNS Service as a MultiService which has a TCP and aS#DRce as children.

from twisted.application import internet, service
from twisted.names import server, dns, hosts

port = 53

# Create a MultiService, and hook up a TCPServer and a UDPServ er to it as
# children.

dnsService = service.MultiService()

hostsResolver = hosts.Resolver('/etc/hosts’)

tcpFactory = server.DNSServerFactory([hostsResolver])

internet. TCPServer(port, tcpFactory).setServiceParen t(dnsService)
udpFactory = dns.DNSDatagramProtocol(tcpFactory)
internet. UDPServer(port, udpFactory).setServiceParen t(dnsService)

# Create an application as normal
application = service.Application("DNSExample")

# Connect our MultiService to the application, just like a no rmal service.
dnsService.setServiceParent(application)

5.3 Writing a twistd Plugin

This document describes adding subcommands tavileed command, as a way to facilitate the deployment of
your applications(This feature was added in Twisted 2.5)

The target audience of this document are those that havéopexka Twisted application which needs a command
line-based deployment mechanism.

There are a few prerequisites to understanding this documen

e A basic understanding of the Twisted Plugin System (i.@ twhsted.plugin module) is necessary, how-
ever, step-by-step instructions will be given. Readimg Twisted Plugin Systefpagd 1711) is recommended,
in particular the “Extending an Existing Program” section.

e The Application(page[176) infrastructure is usedtimistd plugins; in particular, you should know how to
expose your program’s functionality as a Service.

e In order to parse command line arguments, tinistd  plugin mechanism relies otwisted.python.
usage , which is documented iblsing usage.Optiongagd 19D).

5.3.1 Goals

After reading this document, the reader should be able tosxtheir Service-using application as a subcommand of
twistd , taking into consideration whatever was passed on the comhtirze.
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5.3.2 Alternatives to twistd plugins

The major alternative to the twistd plugin mechanism is tiae file, which is a simple script to be used with
the twistd-y/--python parameter. The twistd plugin mechanism exists to offer aengxtensible command-
line-driven interface to your application. For more inf@tion on.tac files, see the documehising the Twisted
Application FrameworKpagd 176).

5.3.3 Creating the plugin
The following directory structure is assumed of your prajec
e MyProject- Top level directory
— myproject- Python package
* __init__.py

During development of your project, Twisted plugins can deded from a special directory in your project, as-
suming your top level directory ends up in sys.path. Crediesgtory namedwisted containing a directory named
plugins , and add a file nameghyproject _plugin.py  toit. This file will contain your plugin. Note that you
shouldnotadd any__init__.py files to this directory structure, and the plugin file skdawotbe namednyproject.
py (because that would conflict with your project’s module name

In this file, define an object whicbrovidesthe interfaceswisted.plugin.IPlugin and twisted.
application.service.lServiceMaker .

Thetapname attribute of your 1ServiceMaker provider will be used as subcommand name in a command
like twistd [subcommand] [args...] , and theoptions  attribute (which should be asage.Options
subclass) will be used to parse the given args.

from zope.interface import implements

from twisted.python import usage

from twisted.plugin import IPlugin

from twisted.application.service import IServiceMaker
from twisted.application import internet

from myproject import MyFactory

class Options(usage.Options):
optParameters = [["port", "p", 1235, "The port number to lis ten on."]]

class MyServiceMaker(object):
implements(IServiceMaker, 1Plugin)
tapname = "myproject”
description = "Run this! It'll make your dog happy."
options = Options

def makeService(self, options):

Construct a TCPServer from a factory defined in myproject.

return internet. TCPServer(int(options["port"]), MyFac tory())
# Now construct an object which *provides = the relevant interfaces
# The name of this variable is irrelevant, as long as there is * SOMex*

# name bound to a provider of IPlugin and IServiceMaker.

serviceMaker = MyServiceMaker()
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Now runningtwistd --help should printmyproject  in the list of available subcommands, followed by the
description that we specified in the plugitwistd -n myproject would, assuming we definedMyFactory
factory insidemyproject , start a listening server on port 1235 with that factory.

5.3.4 Using cred with your TAP

Twisted ships with a robust authentication framework towike your application. If your server needs authentication
functionality, and you haven't read abdutisted.credpagd 16b) yet, read up on it first.

If you are building a twistd plugin and you want to support aevivariety of authentication patterns, Twisted
provides an easy-to-use mixin for your Options subclassred.AuthOptionMixin . The following code is
an example of using this mixin:

from twisted.cred import credentials, portal, strcred
from twisted.python import usage
from twisted.plugin import IPlugin
from twisted.application.service import IServiceMaker
from myserver import myservice

class ServerOptions(usage.Options, strcred.AuthOption Mixin):
# This part is optional; it tells AuthOptionMixin what
# kinds of credential interfaces the user can give us.
supportedinterfaces = (credentials.lUsernamePassword, )

optParameters = [
['port", "p", 1234, "Server port number"],
[*host", "h", "localhost", "Server hostname"]]

class MyServerServiceMaker(object):
implements(IServiceMaker, 1Plugin)
tapname = "myserver"
description = "This server does nothing productive."
options = ServerOptions

def makeService(self, options):
""Construct a service object.
# The realm is a custom object that your server defines.
realm = myservice.MyServerRealm(options['host"])

# The portal is something Cred can provide, as long as
# you have a list of checkers that you'll support. This
# list is provided my AuthOptionMixin.

portal = portal.Portal(realm, options[‘credCheckers"])

# OR, if you know you might get multiple interfaces, and

# only want to give your application one of them, you

# also have that option with AuthOptionMixin:

interface = credentials.lUsernamePassword

portal = portal.Portal(realm, options["credinterfaces" |linterface])

# The protocol factory is, like the realm, something you impl ement.
factory = myservice.ServerFactory(realm, portal)

# Finally, return a service that will listen for connections

return internet. TCPServer(int(options['port"]), facto ry)

# As in our example above, we have to construct an object that
# provides the IPlugin and IServiceMaker interfaces.
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serviceMaker = MyServerServiceMaker()

Now that you have your TAP configured to support any authatitio we can throw at it, you're ready to use it.
Here is an example of starting your server using the /etsfpadile for authentication. (Clearly, this won't work on
servers with shadow passwords.)

$ twistd myserver --auth passwd:/etc/passwd
For a full list of cred plugins supported, segsted.plugins , or use the command-line help:
$ twistd myserver --help-auth

$ twistd myserver --help-auth-type passwd

5.3.5 Conclusion

You should now be able to
e Create a twistd plugin
e Incorporate authentication into your plugin
e Use it from your development environment

e Install it correctly and use it in deployment



Chapter 6
Utilities

6.1 Logging with twisted.python.log

6.1.1 Basic usage

Twisted provides a simple and flexible logging system intthisted.python.log module. It has three com-
monly used functions:

nsg Logs a new message. For example:

from twisted.python import log
log.msg('Hello, world.")

err Writes a failure to the log, including traceback informati{@frany). You can pass it &ailure  or Exception
instance, or nothing. If you pass something else, it will beverted to a string withepr and logged. If you

pass nothing, it will construct a Failure from the curreratfive exception, which makes it convenient to use in
anexcept clause:

try:
x=11/0
except:
log.err() # will log the ZeroDivisionError
st art Loggi ng Starts logging to a given file-like object. For example:
log.startLogging(open('/var/log/foo.log’, 'w’))
or:
log.startLogging(sys.stdout)

or:

from twisted.python.logfile import DailyLogFile

log.startLogging(DailyLogFile.fromFullPath("/var/lo g/foo.log"))

By default, startLogging will also redirect anything written tgys.stdout  andsys.stderr to the
log. You can disable this by passisgtStdout=False to startLogging

BeforestartLogging is called, log messages will be discarded and errors will btem to stderr.

Logging and twistd

If you are usingtwistd  to run your daemon, it will take care of callirgjartLogging for you, and will also
rotate log files. Setwistd and taqpagd 17FF) and thievistd man page for details of using twistd.

183



CHAPTER 6. UTILITIES 184

Log files

Thetwisted.python.logfile module provides some standard classes suitable for usetaitthogging
such adDailyLogFile , which will rotate the log to a new file once per day.

Using the standard library logging module

If your application uses the Python standard library Iogg'rmduIE] or you want to use its easy configuration but
don’t want to lose twisted-produced messages, the obsBgteonLoggingObserver should be useful to you.
You just start it like any other observer:

observer = log.PythonLoggingObserver()
observer.start()

Then configure the standard library logging moHutebehave as you want.
This method allows you to customize the log level receivethieystandard library logging module using thg
Level keyword:

log.msg("This is important!", logLevel=logging.CRITICA L)
log.msg("Don’t mind", logLevel=logging.DEBUG)

UnlesslogLevel is provided, logging.INFO is used ftwg.msg andlogging.ERROR is used folog.err

One special care should be made when you use special cotifiguséithe standard library logging module: some
handlers (e.g. SMTP, HTTP) use the network and so can blsiftérihe reactor loogNothingin PythonLogging
Observer is done to prevent that.

6.1.2 Writing log observers

Log observers are the basis of the Twisted logging system.néltezlog.msg (orlog.err ) is called, an event is
emitted. The event is passed to each observer which has égistered. There can be any number of observers, and
each can treat the event in any way desired. An example of aldegrver in Twisted is themit method ofFile
LogObserver . FileLogObserver , used bystartLogging , writes events to a log file. A log observer is just

a callable that accepts a dictionary as its only argument. cém then register it to receive all log events (in addition
to any other observers):

twisted.python.log.addObserver(yourCallable)
The dictionary will have at least two items:

messageThe message (a list, usually of strings) for this log evesipassed ttbg.msg or the message in the failure
passed tdog.err

isError This is a boolean that will be true if this event came from dtalog.err . If this is set, there may be a
failure  item in the dictionary as will, with a Failure object in it.

Other items the built in logging functionality may add ind&i

printed This message was captured frays.stdout , i.e. this message came fronpant statement. [fis
Error is also true, it came frorays.stderr

You can pass additional items to the event dictionary byipgdseyword arguments tog.msg andlog.err
The standard log observers will ignore dictionary itemytthen’t use.
Important notes:

e Never block in a log observer, as it may run in main Twiste@dla. This means you can’t use socket or syslog
standard library logging backends.

e The observer needs to be thread safe if you anticipate usiegds in your program.

Ihttp://docs.python.org/library/logging.html
2http://docs.python.org/library/logging.html
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6.1.3 Customizing twistd logging

The behavior of the logging thawistd  does can be customized either with tHegger  option or by setting the
ILogObserver  component on the application object. See Application documenfpagd 176) for more informa-
tion.

6.2 Symbolic Constants

6.2.1 Overview

It is often useful to define names which will be treated as t@ons. twisted.python.constants provides
APIs for defining such symbolic constants with minimal oeati and some useful features beyond those afforded by
the common Python idioms for this task.

This document will explain how to use these APIs and whatairstances they might be helpful in.

6.2.2 Constant Names

Constants which have no value apart from their name andifderatn be defined by subclassigames. Consider
this example, in which some HTTP request method constaatdedined.

from twisted.python.constants import NamedConstant, Nam es
class METHOD(Names):

Constants representing various HTTP request methods.
GET = NamedConstant()

PUT = NamedConstant()

POST = NamedConstant()

DELETE = NamedConstant()

Only direct subclasses dlames are supported (i.e., you cannot subcldSTHODRo add new constants the
collection).
Given this definition, constants can be looked up by namegetimibute access on thdETHODDbject:

>>> METHOD.GET
<METHOD=GET>
>>> METHOD.PUT
<METHOD=PUT>
>>>

If it's necessary to look up constants based on user inpubmiessort, a safe way to do it is usitgpkupBYy
Name

>>> METHOD.lookupByName('GET’)
<METHOD=GET>
>>> METHOD.lookupByName('__doc_ )
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "twisted/python/constants.py"”, line 145, in lookupB yName
raise ValueError(name)

ValueError: _ doc__
>>>

As demonstrated, it is safe because any name not assocititeal @onstant (even those special names initialized
by Python itself) will result invalueError  being raised, not some other object not intended to be ugeddl the
constants are used.

The constants can also be enumerated usingdhmnstants method.

>>> list(METHOD.iterconstants())
[<KMETHOD=GET>, <METHOD=PUT>, <METHOD=POST>, <METHODREDIE>]
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And constants can also be compared, either for equalityemntiity:

>>> METHOD.GET is METHOD.GET
True
>>> METHOD.GET == METHOD.GET
True
>>> METHOD.GET is METHOD.PUT
False
>>> METHOD.GET == METHOD.PUT
False
>>>

Custom functionality can also be associated with constefised this way. A subclass dfames may define
class methods to implement such functionality. Considisrrgdefinition ofMETHOD

from twisted.python.constants import NamedConstant, Nam es
class METHOD(Names):

Constants representing various HTTP request methods.
GET = NamedConstant()

PUT = NamedConstant()

POST = NamedConstant()

DELETE = NamedConstant()

@classmethod
def isldempotent(cls, method):

Return True if the given method is side-effect free, False ot herwise.

return method is cls.GET
This functionality can be used as any class methods are used:

>>> METHOD.isldempotent(METHOD.GET)
True
>>> METHOD.isldempotent(METHOD.POST)
False
>>>

6.2.3 Constants With Values

Constants with a particular associated value are suppbytéteValues base class. Consider this example, in which
some HTTP status code constants are defined.

from twisted.python.constants import ValueConstant, Val ues
class STATUS(Values):

Constants representing various HTTP status codes.
OK = ValueConstant("200")

FOUND = ValueConstant("302")

NOT_FOUND = ValueConstant("404")

As with Names, constants are accessed as attributes of the class object:

>>> STATUS.OK
<STATUS=0OK>

>>> STATUS.FOUND
<STATUS=FOUND>
>>>
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Additionally, the values of the constants can be accessed tleevalue attribute of one these objects:

>>> STATUS.OK.value
'200°
>>>

And as withNames, constants can be looked up by name:

>>> STATUS.lookupByName('NOT_FOUND?)
<STATUS=NOT_FOUND>
>>>

Constants on ¥alues subclass can also be looked up by value:

>>> STATUS.lookupByValue('404’)
<STATUS=NOT_FOUND>
>>> STATUS.lookupByValue('500)
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "twisted/python/constants.py"”, line 244, in lookupB
raise ValueError(value)
ValueError: 500
>>>

Multiple constants may have the same value. If theyldokupByValue
first.
Iteration is also supported:

>>> |ist(STATUS.iterconstants())
[<STATUS=0OK>, <STATUS=FOUND>, <STATUS=NOT_FOUND>]
>>>

And constants can be compared for equality and identity:

>>> STATUS.OK == STATUS.OK

True

>>> STATUS.OK is STATUS.OK

True

>>> STATUS.OK == STATUS.OK

True

>>> STATUS.OK is STATUS.NOT_FOUND
False

>>> STATUS.OK == STATUS.NOT_FOUND
False

>>>

And, as withNames, a subclass ofalues can define methods:

from twisted.python.constants import ValueConstant, Val
class STATUS(Values):

Constants representing various HTTP status codes.
OK = ValueConstant("200")

NO_CONTENT = ValueConstant("204")
NOT_MODIFIED = ValueConstant("304")
NOT_FOUND = ValueConstant("404")

@classmethod
def hasBody(cls, status):

yValue

will find the one which is defined

ues
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Return True if the given status is associated with a response body,
False otherwise.

return status in (cls.NO_CONTENT, cIs.NOT_MODIFIED)
This functionality can be used as any class methods are used:

>>> STATUS.hasBody(STATUS.OK)

True

>>> STATUS.hasBody(STATUS.NO_CONTENT)
False

>>>

6.3 twisted.enterprise.adbapi: Twisted RDBMS support
6.3.1 Abstract

Twisted is an asynchronous networking framework, but mattfthse APl implementations unfortunately have block-
ing interfaces — for this reasotwisted.enterprise.adbapi was created. It is a non-blocking interface to the
standardized DB-API 2.0 API, which allows you to access alemof different RDBMSes.

6.3.2 What you should already know
e Python :-)
e How to write a simple Twisted Server (stgs tutorial (pagd 8) to learn how)

e Familiarity with using database interfaces (see the docwatien for DBAPI 2.8 or this articlé by Andrew
Kuchling)

6.3.3 Quick Overview

Twisted is an asynchronous framework. This means standatabase modules cannot be used directly, as they
typically work something like:

# Create connection...
db = dbmodule.connect(mydb’, 'andrew’, 'password’)
# ...which blocks for an unknown amount of time

# Create a cursor
cursor = db.cursor()

# Do a query...
resultset = cursor.query(SELECT * FROM table WHERE ...")
# ..which could take a long time, perhaps even minutes.

Those delays are unacceptable when using an asynchromousviork such as Twisted. For this reason, twisted
providestwisted.enterprise.adbapi , an asynchronous wrapper for any DB-APIE%cQ)mpIiant module.

enterprise.adbapi will do blocking database operations in separate threalighatrigger callbacks in the
originating thread when they complete. In the meantime ottiginal thread can continue doing normal work, like
servicing other requests.

Shttp://www.python.org/dev/peps/pep-0249/
“http://www.amk.ca/python/writing/DB-API.html
Shttp://www.python.org/dev/peps/pep-0249/
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6.3.4 How do | use adbapi?

Rather than creating a database connection directly, eseltrapi.ConnectionPool class to manage a connec-
tions for you. This allowenterprise.adbapi to use multiple connections, one per thread. This is easy:

# Using the "dbmodule" from the previous example, create a Co nnectionPool

from twisted.enterprise import adbapi

dbpool = adbapi.ConnectionPool("dbmodule”, 'mydb’, 'and rew’, 'password’)

Things to note about doing this:

e There is no need to import domodule directly. You just pagssrthme toadbapi.ConnectionPool 'S
constructor.

e The parameters you would pass to dbmodule.connect aredoassatra arguments &albapi.Connection
Pool ’s constructor. Keyword parameters work as well.

Now we can do a database query:

# equivalent of cursor.execute(statement), return cursor fetchall():
def getAge(user):
return dbpool.runQuery("SELECT age FROM users WHERE name = ?", user)

def printResult(l):
if I
print 1[0][0], "years old"
else:
print "No such user"

getAge("joe").addCallback(printResult)

This is straightforward, except perhaps for the return eafigetAge . It returns atwisted.internet.

defer.Deferred , which allows arbitrary callbacks to be called upon conipte{or upon failure). More docu-
mentation on Deferred is availadiere (pagd 13b).
In addition torunQuery , there is alsaunOperation , and runinteraction that gets called with a

callable (e.g. a function). The function will be called iretthread with awisted.enterprise.adbapi.
Transaction , which basically mimics a DB-API cursor. In all cases a databtransaction will be commited after
your database usage is finished, unless an exception id raigghich case it will be rolled back.

def _getAge(txn, user):
# this will run in a thread, we can use blocking calls
txn.execute("SELECT * FROM foo")
# ... other cursor commands called on txn ...
txn.execute("SELECT age FROM users WHERE name = ?", user)
result = txn.fetchall()
if result:
return result[0][0]
else:
return None

def getAge(user):
return dbpool.runinteraction(_getAge, user)

def printResult(age):
if age != None:
print age, "years old"
else:
print "No such user"

getAge("joe").addCallback(printResult)
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Also worth noting is that these examples assumes that dbimodes the “gmarks” paramstyle (see the DB-API
specification). If your dbomodule uses a different paranestglg. pyformat) then use that. Twisted doesn'’t attempt to
offer any sort of magic paramater mungingmQuery(query, params, ...) maps directly ont@ursor.
execute(query, params, ... .

6.3.5 Examples of various database adapters

Notice that the first argument is the module name you wouldllysimport and getonnecty(...) from, and that
following arguments are whatever arguments you'd cafinect(...) with.

from twisted.enterprise import adbapi

# Gadfly

cp = adbapi.ConnectionPool("gadfly”, "test", "/tmp/gadf lyDB")
# PostgreSQL PyPgSQL

cp = adbapi.ConnectionPool("pyPgSQL.PgSQL", database=" test")
# MySQL

cp = adbapi.ConnectionPool("MySQLdb", db="test")

6.3.6 And that’s it!

That's all you need to know to use a database from within BaistYou probably should read the adbapi module’s
documentation to get an idea of the other functions it hashopefully this document presents the core ideas.

6.4 Parsing command-lines with usage.Options

6.4.1 Introduction

There is frequently a need for programs to parse a UNIX-likamand line program: options preceded-bgr -- ,
sometimes followed by a parameter, followed by a list of argnts. Thawisted.python.usage provides a
class,Options , to facilitate such parsing.

While Python has thgetopt module for doing this, it provides a very low level of abstiae for options.
Twisted has a higher level of abstraction, in the clagisted.python.usage.Options . It uses Python's
reflection facilities to provide an easy to use yet flexibleiface to the command line. While most command line
processors either force the application writer to writedven loops, or have arbitrary limitations on the command line
(the most common one being not being able to have more theinstance of a specific option, thus rendering the
idiom program -v -v -v impossible), Twisted allows the programmer to decide howmaontrol she wants.

The Options class is used by subclassing. Since a lot of time it will bedusehetwisted.tap package,
where the local conventions require the specific optionsipgrclass to also be callébtions , itis usually imported
with

from twisted.python import usage

6.4.2 Boolean Options
For simple boolean options, define the attribopgFlags  like this:

class Options(usage.Options):

optFlags = [['fast", "f', "Act quickly"], ['safe", "s", "Ac t safely"]

optFlags should be a list of 3-lists. The first element is the long naamel will be used on the command line
as--fast . The second one is the short name, and will be used on the codhline as-f . The last element is a
description of the flag and will be used to generate the usafgeniation text. The long name also determines the
name of the key that will be set on the Options instance. lisewill be 1 if the option was seen, 0 otherwise. Here
is an example for usage:
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class Options(usage.Options):

optFlags = [
['fast", "f", "Act quickly"],
['good”, "g", "Act well],
['cheap”, "c", "Act cheaply"]
]

command_line = ["-g", "--fast"]

options = Options()
try:
options.parseOptions(command_line)
except usage.UsageError, errortext:
print '%s: %s’ % (sys.argv[0], errortext)
print '%s: Try --help for usage details.” % (sys.argv[0])
sys.exit(1)
if options[fast’]:
print "fast",
if options['good]:
print "good",
if options['cheap:
print "cheap",
print

The above will prinfast good

Note here that Options fully supports the mapping interf&@a can access it mostly just like you can access any
other dict. Options are stored as mapping items in the Opiistance: parameters as ‘paramname’: 'value’ and flags
as 'flagname’: 1 or 0.

Inheritance, Or: How | Learned to Stop Worrying and Love the Superclass

Sometimes there is a need for several option processorawitliifying core. Perhaps you want all your commands to
understandq /--quiet  means to be quiet, or something similar. On the face of i, lttoks impossible: in Python,
the subclass’sptFlags  would shadow the superclass’s. Howewesage.Options  uses special reflection code
to get all of theoptFlags  defined in the hierarchy. So the following:

class BaseOptions(usage.Options):
optFlags = [["quiet", "g", None]]
class SpecificOptions(BaseOptions):

optFlags = [
['fast", "f", None], ['good", "g", None], ['cheap", "c", No nej
]

Is the same as:

class SpecificOptions(BaseOptions):

optFlags = [
['quiet”, "q", "Silence output"],
['fast", "f", "Run quickly"],

['good”, "g", "Don’t validate input"],
['cheap”, "c", "Use cheap resources"]



CHAPTER 6. UTILITIES 192

6.4.3 Parameters

Parameters are specified using the attritag#Parameters . Theymustbe given a default. If you want to make
sure you got the parameter from the command line, give a trorgslefault. Since the command line only has strings,
this is completely reliable.

Here is an example:

from twisted.python import usage
class Options(usage.Options):

optFlags = [
['fast", "f", "Run quickly"],
['good”, "g", "Don’t validate input"],
['cheap”, "c", "Use cheap resources"]

] "wen

optParameters = [["user”, "u", None, "The user name"]]

config = Options()
try:

config.parseOptions() # When given no argument, parses sys .argv[l:]
except usage.UsageError, errortext:

print '%s: %s’ % (sys.argv[0], errortext)

print '%s: Try --help for usage details.” % (sys.argv|[0])

sys.exit(1)

if config['user’] is not None:
print "Hello", config['user’]
print "So, you want it:"

if config['fast’]:
print "fast",

if config['good?:
print "good",

if config['cheap’]:
print "cheap",

print

Like optFlags , optParameters  works smoothly with inheritance.

6.4.4 Option Subcommands

It is useful, on occassion, to group a set of options togdihsed on the logical “action” to which they belong. For
this, theusage.Options  class allows you to define a set of “subcommands”, each oftwtém provide its own
usage.Options  instance to handle its particular options.

Here is an example for an Options class that might parseroplike those the cvs program takes

from twisted.python import usage

class ImportOptions(usage.Options):
optParameters = [
[module’, 'm’, None, None], ['vendor’, 'v', None, None],
[release’, 'r’, None]

]

class CheckoutOptions(usage.Options):
optParameters = [['module’, 'm’, None, None], [tag’, 'r', None, None]]

class Options(usage.Options):
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subCommands = [['import’, None, ImportOptions, "Do an Impo rt'],
[‘checkout’, None, CheckoutOptions, "Do a Checkout"]]

optParameters = [
[[compression’, 'z’, 0, 'Use compression’],
['repository’, 'r', None, 'Specify an alternate repositor V]

]

config = Options(); config.parseOptions()

if config.subCommand == ’'import”
dolmport(config.subOptions)
elif config.subCommand == ’checkout’

doCheckout(config.subOptions)

The subCommands attribute ofOptions directs the parser to the two oth@ptions subclasses when the
strings"import”  or "checkout" are present on the command line. All options after the givenroand string
are passed to the specified Options subclass for furtheingar®nly one subcommand may be specified at a time.
After parsing has completed, the Options instance has twoatgibutes -subCommandand subOptions -
which hold the command string and the Options instance wspdrse the remaining options.

6.4.5 Generic Code For Options

Sometimes, just setting an attribute on the basis of the@ogis not flexible enough. In those cases, Twisted does not
even attempt to provide abstractions such as “counts” sts™j but rathers lets you call your own method, which will
be called whenever the option is encountered.

Here is an example of counting verbosity

from twisted.python import usage
class Options(usage.Options):

def __init_ (self):
usage.Options.__init__(self)
self['verbosity’] = 0 # default

def opt_verbose(self):
self['verbosity’] = self['verbosity’]+1

def opt_quiet(self):
self['verbosity’] = self['verbosity’]-1

opt_v
opt_q

Command lines that look likeommand -v -v -v -v  will increase verbosity to 4, whileommand -q -q
-q will decrease verbosity to -3.

The usage.Options  class knows that these are parameter-less options, siaaadthods do not receive an
argument. Here is an example for a method with a parameter:

opt_verbose
opt_quiet

from twisted.python import usage
class Options(usage.Options):
def __init__ (self):
usage.Options.__init__ (self)

self['symbols’] = []

def opt_define(self, symbol):
self['symbols’].append(symbol)
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opt D = opt_define

This example is useful for the common idiom of havoc@gmmand -DFOO -DBARo define symbols.

6.4.6 Parsing Arguments

usage.Options  does not stop helping when the last parameter is gone. Albther arguments are sent into a
function which should deal with them. Here is an example fomg like command.

from twisted.python import usage
class Options(usage.Options):
optParameters = [["'max_differences”, "d", 1, None]]

def parseArgs(self, origin, changed):
self['origin] = origin
selffchanged’] = changed
The command should look likesommand origin changed
If you want to have a variable number of left-over argumejutst usedef parseArgs(self, *args):
This is useful for commands like the UNIeat(1)

6.4.7 Post Processing

Sometimes, you want to perform post processing of optionsatoh up inconsistencies, and the like. Here is an
example:

from twisted.python import usage
class Options(usage.Options):

optFlags = [
['fast", "f", "Run quickly"],
['good”, "g", "Don’t validate input"],
['cheap”, "c", "Use cheap resources"]

]

def postOptions(self):
if self['fast’] and self'good’] and self[’cheap:
raise usage.UsageError, "can’t have it all, brother"

6.4.8 Type enforcement

By default, all options are handled as strings. You may waetiforce the type of your option in some specific case,
the classic example being port number. Any callable can beifgd in the fifth row ofoptParameters  and will
be called with the string value passed in parameter.

from twisted.python import usage

class Options(usage.Options):
optParameters = [
['shiny_integer”, "s", 1, None, int],
[*dummy_float”, "d", 3.14159, None, float],
1

Note that default values are not coerced, so you shouldraith@are it with the good type (as above) or handle it
when you use your options.

The coerce function may have a coerceDoc attribute, thesnbnf which will be printed after the documentation
of the option. It's particularly useful for reusing the fuiom at multiple places.
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def oneTwoThree(val):
val = int(val)
if val not in range(1, 4):
raise ValueError("Not in range")
return val
oneTwoThree.coerceDoc = "Must be 1, 2 or 3."

from twisted.python import usage

class Options(usage.Options):
optParameters = [["one_choice",

0", 1, None, oneTwoThree 11
This example code will print the following help when addeg¢ar program:

$ python myprogram.py --help
Usage: myprogram [options]
Options:
-0, --one_choice= [default: 0]. Must be 1, 2 or 3.

6.4.9 Shell tab-completion

The Options class may provide tab-completion to interactive commaredlshOnlyzsh is supported at present,
but there is some interest in supportioash in the future.

Support is automatic for all of the commands shipped withsted. Zsh has shipped, for a number of years, a
completion function which ties in to the support providedthgOptions class.

If you are writing atwistd  plugin, then tab-completion for yotwistd  sub-command is also automatic.

For other commands you may easily provide zsh tab-complatipport. Copy the file "twisted/python/twisted-
completion.zsh” and name it something likeriycommand”. A leading underscore with no extension is zebfs
vention for completion function files.

Edit the new file and change the first line to refer only to yoewrrommand(s), like so:

#compdef mycommand

Then ensure this file is made available to the shell by plaitimgpone of the directories appearing in zsh’s $fpath.
Restart zsh, and ensure advanced completion is enadaléoldad -U compinit; compinit) . You should
then be able to type the name of your command and press Talkidgybar command-line options completed.

Completion metadata

Optionally, a special attributesompData, may be defined on youDptions subclass in order to provide more
information to the shell-completion system. The attribsieuld be an instance of Completions. See that class for
further detalils.

In addition,compData may be defined on parent classes in your inheritance hieaftigjinformation from each
Completions instance will be aggregated when producindjitia¢tab-completion results.

6.5 DirDBM: Directory-based Storage

6.5.1 dirdom.DirDBM

twisted.persisted.dirdbm.DirDBM is a DBM-like storage system. That is, it stores mapping&éeh keys
and values, like a Python dictionary, except that it stdnes/alues in files in a directory - each entry is a different file
The keys must always be strings, as are the values. OthetttagBDirDBM objects act just like Python dictionaries.

DirDBM is useful for cases when you want to store small amounts afidatn organized fashion, without having
to deal with the complexity of a RDBMS or other sophisticatathbase. It is simple, easy to use, cross-platform, and
doesn’t require any external C libraries, unlike Pythonigtin DBM modules.

>>> from twisted.persisted import dirdbm
>>> d = dirdom.DirDBM("/tmp/dir")
>>> d["librarian"] = "ook"
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>>> d["librarian"]
‘00K’

>>> d.keys()
[librarian’]

>>> del d["librarian”]
>>> d.items()

I

6.5.2 dirdbm.Shelf

Sometimes it is neccessary to persist more complicatedsbjean strings. With some camirdbm.Shelf can
transparently persist themShelf works exactly likeDirDBM, except that the values (but not the keys) can be
arbitrary picklable objects. However, notice that mutguém object after it has been stored in 8teelf has no effect

on the Shelf. When mutating objects, it is neccessary to ekpbtore them back in thBhelf afterwards:

>>> from twisted.persisted import dirdbm
>>> d = dirdbm.Shelf("/tmp/dir2")
>>> d['key"] = [1, 2]

>>> d[’key']

[1, 2]

>>> | = d['key"]

>>> |.append(3)

>>> d['key']

1. 2]

>>> d['key"] = |

>>> d['key']

[1, 2, 3]

6.6 Writing tests for Twisted code using Trial
6.6.1 Trial basics

Trial is Twisted’s testing framework. It provides a library foritimg test cases and utility functions for working with
the Twisted environment in your tests, and a command-liitiéyuor running your tests. Trial is built on the Python
standard library'sinittest module.

To run all the Twisted tests, do:

$ trial twisted

Refer to the Trial man page for other command-line options.

6.6.2 Trial directories

You might notice a newtrial _temp folder in the current working directory after Trial compstthe tests. This
folder is the working directory for the Trial process. It da@ used by unit tests and allows them to write whatever
data they like to disk, and not worry about polluting the eatrworking directory.

Folders namedtrial _temp-<counter> are created if two instances of Trial are run in parallel ftbesame
directory, so as to avoid giving two different test-runs siaene temporary directory.

Thetwisted.python.lockfile utility is used to lock thetrial ~ _temp directories. On Linux, this results
in symlinks to pids. On Windows, directories are createdhaisingle file with a pid as the contents. These lock files
will be cleaned up if Trial exits normally and otherwise theyl be left behind. They should be cleaned up the next
time Trial tries to use the directory they lock, but it's atsafe to delete them manually if desired.

6.6.3 Twisted-specific quirks: reactor, Deferreds, callLagr

The standard Pythomnittest framework, from which Trial is derived, is ideal for testingde with a fairly linear
flow of control. Twisted is an asynchronous networking framk which provides a clean, sensible way to establish
functions that are run in response to events (like timersiacwming data), which creates a highly non-linear flow of
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control. Trial has a few extensions which help to test thiglkdf code. This section provides some hints on how to
use these extensions and how to best structure your tests.

Leave the Reactor as you found it

Trial runs the entire test suite (over four thousand testsy single process, with a single reactor. Therefore it is
important that your test leave the reactor in the same sgatd@und it. Leftover timers may expire during somebody
else’s unsuspecting test. Leftover connection attemptg ecoaplete (and fail) during a later test. These lead to
intermittent failures that wander from test to test and @&my ¥ime-consuming to track down.
If your test leaves event sources in the reactor, Trial will the test. TheéearDown method is a good place
to put cleanup code: it is always run regardless of whether yest passes or fails (like fanally clause in a
try-except-finally construct). Exceptions fearDown are flagged as errors and flunk the teestCase.add
Cleanup is another useful tool for cleaning up. With it, you can régjicallables to clean up resources as the test
allocates them. Generally, code should be written so thigtresources allocated in the tests need to be cleaned up in
the tests. Resources which are allocated internally byntipdeimentation should be cleaned up by the implementation.
If your code uses Deferreds or depends on the reactor runyingcan return a Deferred from your test method,
setUp, or tearDown and Trial will do the right thing. Thatiiswill run the reactor for you until the Deferred has

triggered and its callbacks have been run. Don'tresetor.run() , reactor.stop() , reactor.crash()
or reactor.iterate() in your tests.
Calls toreactor.callLater createlDelayedCall s. These need to be run or cancelled during a test,

otherwise they will outlive the test. This would be bad, hessathey could interfere with a later test, causing confusin
failures in unrelated tests! For this reason, Trial chetlesreactor to make sure there are no leftdzzlayed
Call sin the reactor after a test, and will fail the test if there. arhe cleanest and simplest way to make sure this all
works is to return a Deferred from your test.

Similarly, sockets created during a test should be closetidgnd of the test. This applies to both listening ports
and client connections. So, callsreactor.listenTCP (andlistenUNIX , and so on) returilistening
Port s, and these should be cleaned up before a test ends by ctiliirgstopListening method. Calls
to reactor.connectTCP returnIConnector s, which should be cleaned up by calling thdisconnect
method. Trial will warn about unclosed sockets.

The golden rule is: If your tests call a function which reumnDeferred, your test should return a Deferred.

Using Timers to Detect Failing Tests

It is common for tests to establish some kind of fail-safestimt that will terminate the test in case something unex-
pected has happened and none of the normal test-failure pegtfollowed. This timeout puts an upper bound on the
time that a test can consume, and prevents the entire téstfsarn stalling because of a single test. This is especially
important for the Twisted test suite, because it is run aatarally by the buildbot whenever changes are committed
to the Subversion repository.

The way to do this in Trial is to set théimeout  attribute on your unit test method. Set the attribute to the
number of seconds you wish to elapse before the test raisesgadt error. Trial has a default timeout which will
be applied even if théimeout attribute is not set. The Trial default timeout is usuallyfisient and should be
overridden only in unusual cases.

Interacting with warnings in tests

Trial includes specific support for interacting with Pytfemarnings module. This support allows warning-emitting
code to be written test-driven, just as any other code woeldtalso improves the way in which warnings reporting
when a test suite is running.

TestCase.flushWarnings allows tests to be written which make assertions about whatiwgs have been
emitted during a particular test method. In order to test enimg with flushWwarnings , write a test which first
invokes the code which will emit a warning and then céllishWarnings  and makes assertions about the result.
For example:

class SomeWarningsTests(TestCase):
def test_warning(self):
warnings.warn("foo is bad")
self.assertEqual(len(self.flushWarnings()), 1)
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Warnings emitted in tests which are not flushed will be inellily the default reporter in its output after the result
of the test. If Python’s warnings filter system (see the -W g@nd option to Pyth@) is configured to treat a warning
as an error, then unflushed warnings will causes tests tarfdilwill be included in the summary section of the default
reporter. Note that unlike usual operation, whearnings.warn  is called as part of a test method, it will not raise
an exception when warnings have been configured as errovee\téo, if called outside of a test method (for example,
at module scope in a test module or a module imported by a edtil@) then iwill raise an exception.

Shttp://docs.python.org/using/cmdline.html#cmdoptiotittest-discover-wW
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Asynchronous Messaging Protocol (AMP)

7.1 Asynchronous Messaging Protocol Overview

The purpose of this guide is to describe the uses for and usfatygsted.protocols.amp beyond what is
explained in the APl documentation. It will show you how toplement an AMP server which can respond to
commands or interact directly with individual messageswilt also show you how to implement an AMP client
which can issue commands to a server.

AMP is a bidirectional command/response-oriented prdtottended to be extended with application-specific
request types and handlers. Various simple data types ppoad and support for new data types can be added by
applications.

7.1.1 Setting Up

AMP runs over a stream-oriented connection-based prgtsach as TCP or SSL. Before you can use any features
of the AMP protocol, you need a connection. The protocolskasuse to establish an AMP connectionABIP
Connection setup works as it does for almost all protocolBaiisted. For example, you can set up a listening AMP
server using a server endpoint:

from twisted.protocols.amp import AMP
from twisted.internet import reactor
from twisted.internet.protocol import Factory

from twisted.internet.endpoints import TCP4ServerEndpo int
from twisted.application.service import Application
from twisted.application.internet import StreamServerE ndpointService

application = Application("basic AMP server")

endpoint = TCP4ServerEndpoint(reactor, 8750)

factory = Factory()

factory.protocol = AMP

service = StreamServerEndpointService(endpoint, factor y)
service.setServiceParent(application)

Source listing —basicserver.tac

And you can connect to an AMP server using a client endpoint:

if _name__ == '_ main__"
import basic_client
raise SystemExit(basic_client.main())
from sys import stdout

from twisted.python.log import startLogging, err

199
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from twisted.protocols.amp import AMP

from twisted.internet import reactor

from twisted.internet.protocol import Factory

from twisted.internet.endpoints import TCP4ClientEndpo int

def connect():
endpoint = TCPA4ClientEndpoint(reactor, "127.0.0.1", 875 0)
factory = Factory()
factory.protocol = AMP
return endpoint.connect(factory)

def main():
startLogging(stdout)

d = connect()
d.addErrback(err, "Connection failed")
def done(ignored):

reactor.stop()
d.addCallback(done)

reactor.run()

Source listing —basicclient.py

7.1.2 Commands

Either side of an AMP connection can issue a command to ther stle. Each kind of command is represented as a
subclass o€ommand A Commanddefines arguments, response values, and error conditions.

from twisted.protocols.amp import Integer, String, Unico de, Command

class UsernameUnavailable(Exception):
pass

class RegisterUser(Command):
arguments = [(‘'username’, Unicode()),
('publickey’, String())]

response = [(uid’, Integer())]

errors = {UsernameUnavailable: 'username-unavailable’}

The definition of the command’s signature - its argumentspaase, and possible error conditions - is separate
from the implementation of the behavior to execute when trarnand is received. Théommandsubclass only
defines the former.

Commands are issued by calligllRemote  on either side of the connection. This method returns a
Deferred which eventually fires with the result of the command.

if _name__ == ' main__"
import command_client
raise SystemExit(command_client.main())

from sys import stdout

from twisted.python.log import startLogging, err
from twisted.protocols.amp import Integer, String, Unico de, Command



CHAPTER 7. ASYNCHRONOUS MESSAGING PROTOCOL (AMP) 201

from twisted.internet import reactor
from basic_client import connect

class UsernameUnavailable(Exception):
pass

class RegisterUser(Command):
arguments = [(‘'username’, Unicode()),
('publickey’, String())]

response = [(uid’, Integer())]

errors = {UsernameUnavailable: 'username-unavailable’}

def main():
startLogging(stdout)

d = connect()
def connected(protocol):
return protocol.callRemote(
RegisterUser,
username=u'alice’,
publickey="ssh-rsa AAAAB3NzaClyc2 alice@actinium’)
d.addCallback(connected)

def registered(result):
print 'Registration result:’, result
d.addCallback(registered)

d.addErrback(err, "Failed to register")

def finished(ignored):
reactor.stop()
d.addCallback(finished)

reactor.run()

Source listing —eommandclient.py

7.1.3 Locators

The logic for handling a command can be specified as an olgeetrate from thé&MPinstance which interprets and
formats bytes over the network.

from twisted.protocols.amp import CommandLocator
from twisted.python.filepath import FilePath

class UsernameUnavailable(Exception):
pass

class UserRegistration(CommandLocator):
uidCounter = 0
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@RegisterUser.responder
def register(self, username, publickey):
path = FilePath(username)
if path.exists():
raise UsernameUnavailable()
self.uidCounter += 1
path.setContent('%d %s\n’ % (self.uidCounter, publickey )
return self.uidCounter

When you define a separd@®mmandLocator subclass, use it by passing an instance of it tofthinitializer.

factory = Factory()
factory.protocol = lambda: AMP(locator=UserRegistratio n())

If no locator is passed irAMPacts as its own locator. Command responders can be defined AMBsubclass,
just as the responder was defined onltlserRegistration example above.

7.1.4 Box Receivers

AMP conversations consist of an exchange of messages talied A boxconsists of a sequence of pairs of key and
value (for example, the pairsername andalice ). Boxes are generally representeddag instances. Normally
boxes are passed back and forth to implement the commandstasponse features described above. The logic for
handling each box can be specified as an object separateleohMPinstance.

from zope.interface import implements
from twisted.protocols.amp import IBoxReceiver

class BoxReflector(object):
implements(IBoxReceiver)

def startReceivingBoxes(self, boxSender):
self.boxSender = boxSender

def ampBoxReceived(self, box):
self.boxSender.sendBox(box)

def stopReceivingBoxes(self, reason):
self.boxSender = None

These methods parallel thoselBfotocol . Startup notification is given bstartReceivingBoxes . The
argument passed to it is #oxSender provider, which can be used to send boxes back out over therietamp
BoxReceived delivers notification for a complete box having been reativend last,stopReceivingBoxes
notifies the object that no more boxes will be received and neengcan be sent. The argument passed to it is a
Failure  which may contain details about what caused the conversttiend.

To use a custortBoxReceiver , pass it to théAMPinitializer.

factory = Factory()
factory.protocol = lambda: AMP(boxReceiver=BoxReflecto r()

If no box receiver is passed iAMPacts as its own box receiver. It handles boxes by treating e command
requests or responses and delivering them to the apprepesphonder or as a result te@lRemote Deferred
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Perspective Broker

8.1 Overview of Twisted Spread

Perspective Broker (affectionately known as “PB”) is anra$yonous, symmetﬁknetwork protocol for secure, re-
mote method calls and transferring of objects. PB is “tnacesht, not transparent”, meaning that it is very visible and
obvious to see the difference between local method callpatahtially remote method calls, but remote method calls
are still extremely convenient to make, and it is easy to atsuhem to have objects which work both locally and
remotely.

PB supports user-defined serialized data in return valugishvean be either copied each time the value is returned,
or “cached”: only copied once and updated by notifications.

PB gets its name from the fact that access to objects is thraugerspective”. This means that when you are
responding to a remote method call, you can establish whalsng the call.

8.1.1 Rationale

No other currently existing protocols have all the progstof PB at the same time. The particularly interesting
combination of attributes, though, is that PB is flexible #igtweight, allowing for rapid development, while still
powerful enough to do two-way method calls and user-defired types.

It is important to have these attributes in order to allowdqgurotocol which is extensible. One of the facets of
this flexibility is that PB can integrate an arbitrary numbéservices could be aggregated over a single connection,
as well as publish and call new methods on existing objedtsont restarting the server or client.

8.2 Introduction to Perspective Broker

8.2.1 Introduction

Suppose you find yourself in control of both ends of the wirgu frave two programs that need to talk to each other,
and you get to use any protocol you want. If you can think ofrymoblem in terms of objects that need to make
method calls on each other, then chances are good that yaiseafwisted’s Perspective Broker protocol rather than
trying to shoehorn your needs into something like HTTP, gslementing yet another RPC mecharfism

The Perspective Broker system (abbreviated “PB”, spawnimgerous sandwich-related puns) is based upon a
few central concepts:

e serialization taking fairly arbitrary objects and types, turning thertoia chunk of bytes, sending them over a
wire, then reconstituting them on the other end. By keepargful track of object ids, the serialized objects can
contain references to other objects and the remote coptililbe useful.

e remote method caliddoing something to a local object and causing a method tougetn a distant one. The
local object is called &emoteReference , and you “do something” by running itsallRemote  method.

1There is a negotiation phase for thenana serialization protocol with particular roles for listergmd initiator, so it's notompletelysym-
metric, but after the connection is fully established, thatqrol is completely symmetrical.

2Most of Twisted is like this. Hell, most of Unix is like this: yfouthink it would be useful, someone else has probably thougtitifay in the
past, and acted on it, and you can take advantage of the ®pttkated to solve the same problem you're facing now.

203
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This document will contain several examples that will (Hofg) appear redundant and verbose once you've
figured out what's going on. To begin with, much of the codd just be labelled “magic”: don’t worry about how
these parts work yet. It will be explained more fully later.

8.2.2 Object Roadmap

To start with, here are the major classes, interfaces, amdifuns involved in PB, with links to the file where they are
defined (all of which are under twisted/, of course). Don’ry@bout understanding what they all do yet: it's easier
to figure them out through their interaction than explairtimgm one at a time.

e Factory : internet/protocol.py

e PBServerFactory : spread/pb.py

e Broker : spread/pb.py

Other classes that are involved at some point:
e RemoteReference : spread/pb.py

e pb.Root : spread/pb.py , actually defined as twisted.spread.flavors.Root in
spread/flavors.py

e pb.Referenceable . spread/pb.py , actually defined astwisted.spread.flavors.
Referenceable  in spread/flavors.py

Classes and interfaces that get involved when you startréatsout authorization and security:
e Portal : cred/portal.py
e |IRealm : cred/portal.py

e |Perspective . spread/pb.py , which you will usually be interacting with vigb.Avatar (a basic
implementor of the interface).

Subclassing and Implementing

Technically you can subclass anything you want, but te@liyigou could also write a whole new framework, which
would just waste a lot of time. Knowing which classes are wigef subclass or which interfaces to implement is one
of the bits of knowledge that's crucial to using PB (and allaisted) successfully. Here are some hints to get started:

e pb.Root , pb.Referenceable : you'll subclass these to make remotely-referenceableabbyi.e., objects
which you can call methods on remotely) using PB. You dongd change any of the existing behavior, just
inherit all of it and add the remotely-accessible methods you want to export.

e pb.Avatar : You'll be subclassing this when you get into PB programmivith authorization. This is an
implementor of IPerspective.

e ICredentialsChecker . Implement this if you want to authenticate your users agfasome sort of data
store: i.e., an LDAP database, an RDBMS, etc. There areddiradew implementations of this for various
back-ends in twisted.cred.checkers.

8.2.3 Things you can Call Remotely

At this writing, there are three “flavors” of objects that cha accessed remotely througtemoteReference
objects. Each of these flavors has a rule for howctidllRemote  message is transformed into a local method call on
the server. In order to use one of these “flavors”, subclass #nd name your published methods with the appropriate
prefix.
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e twisted.spread.pb.IPerspective implementors

This is the first interface we deal with. It is a “perspectiggito your PB application. Perspectives are slightly
special because they are usually the first object that a gisencan access in your application (after they log
on). A user should only receive a reference to t@inperspective. PB works hard to verify, as best it can, that
any method that can be called on a perspective directly iggbelled on behalf of the user who is represented
by that perspective. (Services with unusual requirememt&oh behalf of”, such as simulations with the ability
to posess another player’s avatar, are accomplished bidimmgindirected access to another user’s perspective.)

Perspectives are not usually serialized as remote refeseso do not return an IPerspective-implementor di-
rectly.

The way most people will want to implement IPerspective isshigclassing pb.Avatar. Remotely accessible
methods on pb.Avatar instances are named witlpdrepective  _ prefix.

e twisted.spread.pb.Referenceable

Referenceable objects are the simplest kind of PB objeat.cdm call methods on them and return them from
methods to provide access to other objects’ methods.

However, when a method is called on a Referenceable, it'posgible to tell who called it.
Remotely accessible methods on Referenceables are narteith@riemote _ prefix.

e twisted.spread.pb.Viewable

Viewable objects are remotely referenceable objects whéele the additional requirement that it must be possi-
ble to tell who is calling them. The argument list to a Viewgibremote methods is modified in order to include
the Perspective representing the calling user.

Remotely accessible methods on Viewables are named withidte _ prefix.

8.2.4 Things you can Copy Remotely

In addition to returning objects that you can call remotehds on, you can return structured copies of local objects.

There are 2 basic flavors that allow for copying objects refgotAgain, you can use these by subclassing them.
In order to specify what state you want to have copied whesetlage serialized, you can either use the Python default
__getstate __or specialized method calls for that flavor.

e twisted.spread.pb.Copyable

This is the simpler kind of object that can be copied. Evangtthis object is returned from a method or passed
as an argument, it is serialized and unserialized.

Copyable provides a method you can overridggtStateToCopyFor(perspective) , which allows
you to decide what an object will look like for the perspeetiwho is requesting it. Thperspective
argument will be the perspective which is either passingrgaraent or returning a result an instance of your
Copyable class.

For security reasons, in order to allow a particular Copyatthss to actually be copied, you must declare a
RemoteCopy handler for that Copyable subclass. The easiest way to ddsho declare both in the same
module, like so:

from twisted.spread import flavors
class Foo(flavors.Copyable):
pass
class RemoteFoo(flavors.RemoteCopy):
pass
flavors.setUnjellyableForClass(Foo, RemoteFoo0)

In this case, each time a Foo is copied between peers, a Renaotéll be instantiated and populated with the
Foo’s state. If you do not do this, PB will complain that theese been security violations, and it may close the
connection.
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e twisted.spread.pb.Cacheable

Let me preface this with a warning: Cacheable may be harddenstand. The motivation for it may be unclear
if you don't have some experience with real-world applicasi that use remote method calling of some kind.
Once you understand why you need it, what it does will likedgrs simple and obvious, but if you get confused
by this, forget about it and come back later. It's possiblage PB without understanding Cacheable at alll.

Cacheable is a flavor which is designed to be copied only wkeassary, and updated on the fly as changes are
made to it. When passed as an argument or a return value, iftee@lle exists on the side of the connection it
is being copied to, it will be referred to by ID and not copied.

Cacheable is designed to minimize errors involved in ragilg an object between multiple servers, espe-
cially those related to having stale information. In ordedo this, Cacheable automatically registers observers
and queries state atomically, together. You can overridentiethodgetStateToCacheAndObserve
For(self, perspective, observer) in order to specify how your observers will be stored and up-
dated.

Similar to getStateToCopyFor , getStateToCacheAndObserveFor gets passed a perspective. It
also gets passed abserver , which is a remote reference to a “secret” fourth refereblgefiavor: Remote
Cache.

A RemoteCache is simply the object that represents y@acheable on the other side of the connection. It
is registered using the same methodrasnoteCopy, above. RemoteCache is different, however, in that it will

be referenced by its peer. It acts as a Referenceable, wherethods prefixed witlobserve _will be callable
remotely. It is recommended that your object maintain &(liste: library support for this is forthcoming!) of

observers, and update them ustiadjRemote  when the Cacheable changes in a way that should be noticeable

to its clients.

Finally, when all references to &acheable from a given perspective are loststopped
Observing(perspective, observer) will be called on theCacheable , with the same perspec-
tive/observer pair thagetStateToCacheAndObserveFor was originally called with. Any cleanup re-
mote calls can be made there, as well as removing the obssrjemt from any lists which it was previously in.
Any further calls to this observer object will be invalid.

8.3 Using Perspective Broker

8.3.1 Basic Example

The first example to look at is a complete (although somewhaéal) application. It use®®BServerFactory()
on the server side, ariRBClientFactory() on the client side.

from twisted.spread import pb
from twisted.internet import reactor

class Echoer(pb.Root):
def remote_echo(self, st):
print 'echoing:’, st
return st
if _name__ ==’ main__":
reactor.listenTCP(8789, pb.PBServerFactory(Echoer()) )
reactor.run()

Source listing —pbsimple.py

from twisted.spread import pb
from twisted.internet import reactor
from twisted.python import util

factory = pb.PBClientFactory()
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reactor.connectTCP("localhost", 8789, factory)

d = factory.getRootObject()

d.addCallback(lambda object: object.callRemote("echo" , "hello network"))
d.addCallback(lambda echo: ’'server echoed: '+echo)

d.addErrback(lambda reason: ’'error: '+str(reason.value )
d.addCallback(util.printin)

d.addCallback(lambda _: reactor.stop())

reactor.run()

Source listing —pbsimpleclient.py

First we look at the server. This defines an Echoer classviterirom pb.Root ), with a method called
remote _echo() . pb.Root objects (because of their inheritancepdif Referenceable  , described later) can
define methods with names of the foremote _*; a client which obtains a remote reference to ffiaRoot object
will be able to invoke those methods.

The pb.Root -ish object is given to @b.PBServerFactory() . This is aFactory object like any other:
the Protocol  objects it creates for new connections know how to speak BiprBtocol. The object you give to
pb.PBServerFactory() becomes the “root object”, which simply makes it availale the client to retrieve.
The client may only request references to the objects you tegorovide it: this helps you implement your security
model. Because it is so common to export just a single obgu pecause emote _* method on that one can
return a reference to any other object you might want to giug, ¢he simplest example is one where BigServer
Factory is given the root object, and the client retrieves it.

The client side usepb.PBClientFactory to make a connection to a given port. This is a two-step pro-
cess involving opening a TCP connection to a given host amtdgmal requesting the root object usirgetRoot
Object()

BecausegetRootObject() has to wait until a network connection has been made and egelsome data,
it may take a while, so it returns a Deferred, to which the dppCt() callback is attached. (See the documentation
on Deferring Executiof{pagd_13b) for a complete explanationéferred s). If and when the connection succeeds
and a reference to the remote root object is obtained, tHisack is run. The first argument passed to the callback is a
remote reference to the distant root object. (you can giverarguments to the callback too, see the other parameters
for .addCallback() and.addCallbacks() ).

The callback does:

object.callRemote("echo”, "hello network™)

which causes the server'semote _echo() method to be invoked. (runningallRemote("boom™)
would causeremote _boom() to be run, etc). Again because of the delay involveal|Remote() returns a
Deferred . Assuming the remote method was run without causing an érecefincluding an attempt to invoke an
unknown method), the callback attached to thaferred will be invoked with any objects that were returned by
the remote method call.

In this example, the serverschoer object has a method invokeeactlyas if some code on the server side had
done:

echoer_object.remote_echo("hello network")

and from the definition ofemote _echo() we see that this just returns the same string it was giventid‘he
network”.

From the client’'s point of view, the remote call gets anotbeferred object instead of that stringcall
Remote() alwaysreturns aDeferred . This is why PB is described as a system for “translucent’atermethod
calls instead of “transparent” ones: you cannot pretentlttiearemote object is really local. Trying to do so (as
some other RPC mechanisms do, coughCORBAcough) breakswbamfaced with the asynchronous nature of the
network. Using Deferreds turns out to be a very clean way &b déh the whole thing.

The remote reference object (the one givegdatiRootObject() 's success callback) is an instance @mote
Reference class. This means you can use it to invoke methods on the essb@ct that it refers to. Only instances
of RemoteReference are eligible for.callRemote() . TheRemoteReference object is the one that lives
on the remote side (the client, in this case), not the lock Givhere the actual object is defined).

In our example, the local object is thathoer() instance, which inherits frompb.Root , which inherits from
pb.Referenceable . Itis thatReferenceable class that makes the object eligible to be available for temo
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method calld. If you have an object that is Referenceable, then any diettmanages to get a reference to it can
invoke anyremote _* methods they please.

Note:

Theonlything they can do is invoke those methods. In particulay t@not access attributes. From
a security point of view, you control what they can do by lingtwhat theremote _* methods can do.

Also note: the other classes likReferenceable  allow access to other methods, in particular
perspective  _* andview _* may be accessed. Don't write local-only methods with themmas,
because then remote callers will be able to do more than yended.

Also also note: the other classes ligh.Copyable do allow access to attributes, but you control
which ones they can see.

You don'’t have to be ab.Root to be remotely callable, but you do have togieReferenceable . (Objects
that inherit frompb.Referenceable but not frompb.Root can be remotely called, but onfgb.Root -ish
objects can be given to ti@BServerFactory .)

8.3.2 Complete Example

Here is an example client and server which ysefReferenceable as aroot object and as the result of a remotely
exposed method. In each context, methods can be invokedeoaexttosedReferenceable  instance. In this
example, the initial root object has a method that returrefexrence to the second object.

#l/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb

class Two(pb.Referenceable):
def remote_three(self, arg):
print "Two.three was given", arg

class One(pb.Root):
def remote_getTwo(self):
two = Two()
print "returning a Two called", two
return two

from twisted.internet import reactor

reactor.listenTCP(8800, pb.PBServerFactory(One()))
reactor.run()

Source listing —pblserver.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor

def main():
factory = pb.PBClientFactory()

3There are a few other classes that can bestow this abilityptbhReferenceable is the easiest to understand; see §laelow for details on
the others.
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reactor.connectTCP("localhost", 8800, factory)
defl = factory.getRootObject()
defl.addCallbacks(got_objl, err_objl)
reactor.run()

def err_objl(reason):
print "error getting first object”, reason
reactor.stop()

def got_objl(objl):
print "got first object:", objl
print "asking it to getTwo"
def2 = objl.callRemote("getTwo")
def2.addCallbacks(got_obj2)

def got_obj2(obj2):
print "got second object:", obj2
print "telling it to do three(12)"
obj2.callRemote("three”, 12)

main()

Source listing —pblclient.py

pb.PBClientFactory.getRootObject will handle all the details of waiting for the creation of anco
nection. It returns deferred , which will have its callback called when the reactor cornis¢a the remote server
andpb.PBClientFactory gets the root, and have itsrback called when the object-connection fails for any
reason, whether it was host lookup failure, connectionsadfior some server-side error.

The root object has a method callesinote _getTwo , which returns th&wo() instance. On the client end, the
callback gets #emoteReference tothatinstance. The client can then invoke twosnote _three()  method.

RemoteReference objects have one method which is their purpose for begadiRemote . This method
allows you to call a remote method on the object being refetweby the ReferenceRemoteReference.call
Remote, like pb.PBClientFactory.getRootObject , returns @eferred . When aresponse to the method-
call being sent arrives, thBeferred ’s callback or errback will be made, depending on whether an error
occurred in processing the method call.

You can use this technique to provide access to arbitrasycdetbjects. Just remember that any object that might
get passed “over the wire” must inherit frdReferenceable  (or one of the other flavors). If you try to pass a non-
Referenceable object (say, by returning one froraraote _* method), you'll get arinsecureJelly exceptio.

8.3.3 References can come back to you

If your server gives a reference to a client, and then thantlgives the reference back to the server, the server will
wind up with the same object it gave out originally. The deréion layer watches for returning reference identifiers

and turns them into actual objects. You need to stay awardneferthe object lives: if it is on your side, you do actual

method calls. If it is on the other side, you aallRemote()

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb

4This can be overridden, by subclassing one of the Seriadizéivors and defining custom serialization code for yousslaSeePassing
Complex Type@agd 22D) for details.

5The binary nature of this local vs. remote scheme works begauseannot give RemoteReferences to a third party. If youdsabken your
object A could go to B, B could give it to C, C might give it backytou, and you would be hard pressed to tell if the object live@€s memory
space, in B’s, or if it was really your own object, tarnished aullied after being handed down like a really ugly pictiln& your great aunt owned
and which nobody wants but which nobody can bear to throw@kt.not really like that, but you get the idea.
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from twisted.internet import reactor

class Two(pb.Referenceable):
def remote_print(self, arg):
print "two.print was given", arg

class One(pb.Root):

def _ init_ (self, two):
#pb.Root.__init__(selfy # pb.Root doesn’t implement __in
self.two = two

def remote_getTwo(self):
print "One.getTwo(), returning my two called”, self.two
return self.two

def remote_checkTwo(self, newtwo):
print "One.checkTwo(): comparing my two", self.two
print "One.checkTwo(): against your two", newtwo
if self.two == newtwo:

print "One.checkTwo(): our twos are the same"

two = Two()

root_obj = One(two)

reactor.listenTCP(8800, pb.PBServerFactory(root obj) )
reactor.run()

Source listing —pb2server.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor

def main():
foo = Foo()
factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
factory.getRootObject().addCallback(foo.stepl)
reactor.run()

# keeping globals around is starting to get ugly, so we use a si
# instead. Instead of hooking one function to the next, we hoo
# to the next.

class Foo:
def __init_ (self):
self.oneRef = None

def stepil(self, obj):
print "got one object:", obj
self.oneRef = obj
print "asking it to getTwo"
self.oneRef.callRemote("getTwo").addCallback(self.s

mple class
k one method

tep2)
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def step2(self, two):
print "got two object:", two
print "giving it back to one"
print "one is", self.oneRef
self.oneRef.callRemote("checkTwo", two)

main()

Source listing —pb2client.py

The server gives awo() instance to the client, who then returns the reference bathet server. The server
compares the “two” given with the “two” received and showattthey are the same, and that both are real objects
instead of remote references.

A few other techniques are demonstrateglr2client.py . One is that the callbacks are are added vatid
Callback instead of.addCallbacks . As you can tell from theDeferred (page[ 13b) documentatioradd
Callback is a simplified form which only adds a success callback. Theras that to keep track of state from one
callback to the next (the remote reference to the main Orgéct), we create a simple class, store the reference in
an instance thereof, and point the callbacks at a sequermmiafi methods. This is a convenient way to encapsulate
a state machine. Each response kicks off the next methodarandata that needs to be carried from one state to the
next can simply be saved as an attribute of the object.

Remember that the client can give you back any remote refergou’ve given them. Don't base your zillion-
dollar stock-trading clearinghouse server on the ideaytbatrust the client to give you back the right reference. The
security model inherent in PB means that they @aly give you back a reference that you've given them for the aufirre
connection (not one you've given to someone else insteadom® you gave them last time before the TCP session
went down, nor one you haven't yet given to the client), bt jike with URLs and HTTP cookies, the particular
reference they give you is entirely under their control.

8.3.4 References to client-side objects

Anything that's Referenceable can get passed across teeimnvaither direction The “client” can give a reference to
the “server”, and then the server can use .callRemote(yakenmethods on the client end. This fuzzes the distinction
between “client” and “server”: the only real difference ikavinitiates the original TCP connection; after that itk al
symmetric.

#l/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor

class One(pb.Root):
def remote_takeTwo(self, two):
print "received a Two called", two
print "telling it to print(12)"
two.callRemote("print", 12)

reactor.listenTCP(8800, pb.PBServerFactory(One()))
reactor.run()

Source listing —pb3server.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
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# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor

class Two(pb.Referenceable):
def remote_print(self, arg):
print "Two.print() called with", arg

def main():
two = Two()
factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
defl = factory.getRootObject()
defl.addCallback(got_obj, two) # hands our 'two’ to the cal Iback
reactor.run()

def got_obj(obj, two):
print "got One:", obj
print "giving it our two"
obj.callRemote("takeTwo", two)

main()

Source listing —pb3client.py

In this example, the client gives a reference to its own dljethe server. The server then invokes a remote
method on the client-side object.

8.3.5 Raising Remote Exceptions

Everything so far has covered what happens when things b Kghat about when they go wrong? The Python Way
is to raise an exception of some sort. The Twisted Way is threesa

The only special thing you do is to define yddrception subclass by deriving it fronpb.Error . When
any remotely-invokable method (likeemote _* or perspective  _*) raises apb.Error -derived exception, a
serialized form of that Exception object will be sent backrothe wirll. The other side (which didallRemote )
will have the ‘errback ” callback run with aFailure  object that contains a copy of the exception object. This
Failure  object can be queried to retrieve the error message andlatsdaeback.

Failure is a special class, defined twisted/python/failure.py , created to make it easier to handle
asynchronous exceptions. Just as exception handlers casteglerrback functions can be chained. If one errback
can’t handle the particular type of failure, it can be “pasang” to a errback handler further down the chain.

For simple purposes, think of tHeailure  as just a container for remotely-throvtxception  objects. To
extract the string that was put into the exception, usegigsErrorMessage() method. To get the type of the
exception (as a string), look at itype  attribute. The stack traceback is available too. The iritetatlet the errback
function get just as much information about the exceptiofPgthon’s normalkry:  clauses do, even though the
exception occurred in somebody else’s memory space at sokmown time in the past.

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor

5To be precise, the Failure will be sengifiyexception is raised, not just pb.Error-derived ones. Beisérver will print ugly error messages if
you raise ones that aren’t derived from pb.Error.
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class MyError(pb.Error):
""This is an Expected Exception. Something bad happened."
pass

class MyError2(Exception):
""This is an Unexpected Exception. Something really bad ha
pass

class One(pb.Root):

def remote_broken(self):
msg = "fall down go boom"
print "raising a MyError exception with data '%s™ % msg
raise MyError(msg)

def remote_broken2(self):
msg = "hadda owie"
print "raising a MyError2 exception with data '%s™ % msg
raise MyError2(msg)

def main():
reactor.listenTCP(8800, pb.PBServerFactory(One()))
reactor.run()

if _name__ == main__"
main()

Source listing —excserver.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor

def main():
factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
d = factory.getRootObject()
d.addCallbacks(got_obj)
reactor.run()

def got_obj(obj):
# change "broken" into "broken2" to demonstrate an unhandle
d2 = obj.callRemote("broken")
d2.addCallback(working)
d2.addErrback(broken)

def working():
print "erm, it wasn't *supposed * to work.."

def broken(reason):
print "got remote Exception”
# reason should be a Failure (or subclass) holding the MyErro

print " . class__ =", reason._class__
print " .getErrorMessage() =", reason.getErrorMessage()

ppened.

d exception

r exception
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print " .type =", reason.type
reactor.stop()

main()

Source listing —excclient.py

$ ./exc_client.py
got remote Exception

.__class__ = twisted.spread.pb.CopiedFailure
.getErrorMessage() = fall down go boom
type = _ main__.MyError

Main loop terminated.

Oh, and what happens if you raise some other kind of exceptiSBomething thaisn't subclassed fronpb.
Error ? Well, those are called “unexpected exceptions”, whicheribkisted think that something hasally gone
wrong. These will raise an exception on therverside. This won’t break the connection (the exception ispeal
just like most exceptions that occur in response to netweaffi¢), but it will print out an unsightly stack trace on
the server’s stderr with a message that says “Peer Will Re¢t Traceback”, just as if the exception had happened
outside a remotely-invokable method. (This message withgaurrent log target, 1bg.startLogging was used
to redirect it). The client will get the sant&ilure  object in either case, but subclassing your exception fobm
Error is the way to tell Twisted that you expect this sort of exaaptiand that it is ok to just let the client handle it
instead of also asking the server to complain. Loodat_client.py and change it to invokeroken2() instead
of broken() to see the change in the server’s behavior.

If you don’t add anerrback function to theDeferred , then a remote exception will still sendFailure
object back over, but it will get lodged in thizeferred  with nowhere to go. When thateferred finally goes out
of scope, the side that dhllRemote  will emit a message about an “Unhandled error in Deferrelh@with an
ugly stack trace. It can't raise an exception at that poiftecall, thecallRemote that triggered the problem is long
gone), but it will emit a traceback. So be a good programmeéiadmaysadderrback handlers, even if they are just
calls tolog.err

8.3.6 Try/Except blocks and Failure.trap

To implement the equivalent of the Python try/except blagisich can trap particular kinds of exceptions and pass
others “up” to higher-levetry/except blocks), you can use thérap() method in conjunction with multiple
errback handlers on th®eferred . Re-raising an exception in arrback handler serves to pass that new
exception to the next handler in the chain. Tl method is given a list of exceptions to look for, and will Ese
anything that isn’t on the list. Instead of passing unhash@beceptions “up” to an enclosirtgy block, this has the
effect of passing the exception “off” to laterrback handlers on the sanizeferred . Thetrap calls are used in
chained errbacks to test for each kind of exception in sezpien

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.internet import reactor
from twisted.spread import pb

class MyException(pb.Error):
pass

class One(pb.Root):
def remote_fooMethod(self, arg):
if arg == "panic!":
raise MyException
return "response"
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def remote_shutdown(self):
reactor.stop()

reactor.listenTCP(8800, pb.PBServerFactory(One()))
reactor.run()

Source listing —trap_server.py

#!/usr/bin/fenv python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb, jelly
from twisted.python import log
from twisted.internet import reactor

class MyException(pb.Error): pass
class MyOtherException(pb.Error): pass

class ScaryObiject:
# not safe for serialization
pass

def worksLike(obj):
# the callback/errback sequence in class One works just like
# asynchronous version of the following:
try:
response = obj.callMethod(name, arg)
except pb.DeadReferenceError:
print " stale reference: the client disconnected or crashed
except jelly.Insecuredelly:
print " InsecureJelly: you tried to send something unsafe to
except (MyException, MyOtherException):
print " remote raised a MyException" # or MyOtherException
except:
print " something else happened"
else:
print " method successful, response:", response

class One:
def worked(self, response):
print " method successful, response:”, response
def check InsecureJelly(self, failure):
failure.trap(jelly.InsecureJelly)
print " InsecureJelly: you tried to send something unsafe to
return None
def check MyException(self, failure):
which = failure.trap(MyException, MyOtherException)
if which == MyException:
print " remote raised a MyException"
else:
print " remote raised a MyOtherException”
return None
def catch_everythingElse(self, failure):
print " something else happened"

them"

them"
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log.err(failure)
return None

def doCall(self, explanation, arg):

print explanation

try:
deferred = self.remote.callRemote("fooMethod", arg)
deferred.addCallback(self.worked)
deferred.addErrback(self.check_InsecureJelly)
deferred.addErrback(self.check_MyException)
deferred.addErrback(self.catch_everythingElse)

except pb.DeadReferenceError:

print " stale reference: the client disconnected or crashed

def callOne(self):

self.doCall("callOne: call with safe object”, "safe strin
def callTwo(self):

self.doCall("callTwo: call with dangerous object", Scary
def callThree(self):

self.doCall("callThree: call that raises remote exceptio
def callShutdown(self):

print "telling them to shut down"

self.remote.callRemote("shutdown")
def callFour(self):

self.doCall("callFour: call on stale reference", "dummy"

def got_obj(self, obj):
self.remote = obj
reactor.callLater(1, self.callOne)
reactor.callLater(2, self.callTwo)
reactor.callLater(3, self.callThree)
reactor.callLater(4, self.callShutdown)
reactor.callLater(5, self.callFour)
reactor.callLater(6, reactor.stop)

factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
deferred = factory.getRootObject()
deferred.addCallback(One().got_obj)
reactor.run()

Source listing —trap_client.py

$ ./trap_client.py

callOne: call with safe object

method successful, response: response

callTwo: call with dangerous object

InsecureJelly: you tried to send something unsafe to them
callThree: call that raises remote exception

remote raised a MyException

telling them to shut down

callFour: call on stale reference

stale reference: the client disconnected or crashed

216

g9")
Object())

n", “"panic!")

In this examplecallTwo tries to send an instance of a locally-defined class thraadRemote . The default
security model implemented lpglly  on the remote end will not allow unknown classes to be unigegah(i.e. taken
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off the wire as a stream of bytes and turned back into an akgditing, breathing instance of some class): one reason
is that it does not know which local class ought to be useddateran instance that corresponds to the remote Ebject

The receiving end of the connection gets to decide what te@nd what to reject. It indicates its disapproval
by raising ajelly.InsecureJelly exception. Because it occurs at the remote end, the exoeigti@turned
to the caller asynchronously, so arrback handler for the associatddeferred is run. That errback receives a
Failure  which wraps thdnsecureJelly

Remember thatrap re-raises exceptions that it wasn't asked to look for. Yom omly check for one set of
exceptions per errback handler: all others must be checkadsubsequent handlaheck _MyException  shows
how multiple kinds of exceptions can be checked in a singleaek: give a list of exception types tmp , and it
will return the matching member. In this case, the kinds aiegtions we are checking foMf/Exception andMy
OtherException ) may be raised by the remote end: they inherit frglonError

The handler can retuidone to terminate processing of the errback chain (to be preitis@jtches to the callback
that follows the errback; if there is no callback then pregeg terminates). It is a good idea to put an errback that
will catch everything (ndrap tests, no possible chance of raising more exceptions, alveyrnNone) at the end
of the chain. Just as with regulay:  except: handlers, you need to think carefully about ways in whichryou
errback handlers could themselves raise exceptions. Tihe iexportance in an asynchronous environment is that an
exception that falls off the end of thzeferred  will not be signalled until thabeferred goes out of scope, and at
that point may only cause a log message (which could evenrbethaway iflog.startLogging is not used to
point it at stdout or a log file). In contrast, a synchronousegtion that is not handled by any othetcept:  block
will very visibly terminate the program immediately with aigy stack trace.

callFour  shows another kind of exception that can occur while usadfRemote : pb.DeadReference
Error . This one occurs when the remote end has disconnected bedrdeaving the local side with a stale reference.
This kind of exception happens to be reported right away (XkXhis guaranteed? probably not), so must be caught
in a traditional synchronousy: except pb.DeadReferenceError block.

Yet another kind that can occur ispd.PBConnectionLost exception. This occurs (asynchronously) if the
connection was lost while you were waiting forcallRemote  call to complete. When the line goes dead, all
pending requests are terminated with this exception. Niateytou have no way of knowing whether the request made
it to the other end or not, nor how far along in processingatthad managed before the connection was lost. XXX:
explain transaction semantics, find a decent referenceinKewner<http://twistedmatrix.com/users/acapnatic/

8.4 Managing Clients of Perspectives

8.4.1 Overview

In all the IPerspective uses we have shown so far, we ignoreditiad argument and created a néwatar
for every connection. This is usually an easy design chaied,it works well for simple cases.

In more complicated cases, for examplefaratar that represents a player object which is persistent in theega
universe, we will want connections from the same player tothe samé\vatar .

Another thing which is necessary in more complicated séesas notifying a player asynchronously. While it
is possible, of course, to allow a player to qadirspective  _remoteListener(referencable) that would
mean both duplication of code and a higher latency in loggingoth bad.

In previous sections all realms looked to be identical. Is e we will show the usefulness of realms in accom-
plishing those two objectives.

8.4.2 Managing Avatars
The simplest way to manage persistent avatars is to useigihgtfarward caching mechanism:

from zope.interface import implements

"The naive approach of simply doirignport SomeClass to match a remote caller who claims to have an object of type “Some-
Class” could have nasty consequences for some modules thaiguificant operations in theic_init __ methods (thinktelnetlib.
Telnet(host="localhost’, port="chargen’) , or even more powerful classes that you have available in yetwer program). Al-
lowing a remote entity to create arbitrary classes in your rsp@ee is nearly equivalent to allowing them to run arbitcge.

ThelnsecureJelly exception arises because the class being sent over theagimeoh been registered with the serialization layer (knosvn a
jelly ). The easiest way to make it possible to copy entire clasarnss over the wire is to have them inherit frommCopyable , and then
to usesetUnjellyableForClass(remoteClass, localClass) on the receiving side. SeRassing Complex Typépagd 22D) for an
example.
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class SimpleAvatar(pb.Avatar):
greetings = 0
def __init_ (self, name):
self.name = name
def perspective_greet(self):
self.greetings += 1
return "<%d>hello %s" % (self.greetings, self.name)

class CachingRealm:
implements(portal.IRealm)

def __init_ (self):
self.avatars = {}

def requestAvatar(self, avatarld, mind, * interfaces):
if pb.IPerspective not in interfaces: raise Notimplemente dError
if avatarld in self.avatars:
p = self.avatars[avatarld]
else:
p = self.avatars[avatarld] = SimpleAvatar(avatarld)
return pb.IPerspective, p, lambda:None
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This gives us a perspective which counts the number of grgli sent its client. Implementing a caching strategy,
as opposed to generating a realm with the correct avataradirin it, is usually easier. This makes adding new
checkers to the portal, or adding new users to a checkeratdabransparent. Otherwise, careful synchronization is
needed between the checker and avatar is needed (muchdilsyribhronization between UNIX/gtc/shadow

and/etc/passwd ).

Sometimes, however, an avatar will need enough per-coonestate that it would be easier to generate a new

avatar and cache something else. Here is an example of that:

from zope.interface import implements

class Greeter:
greetings = 0
def hello(self):
self.greetings += 1
return "<%d>hello" % (self.greetings, self.name)

class SimpleAvatar(pb.Avatar):
def __init_ (self, name, greeter):
self.name = name
self.greeter = greeter
def perspective_greet(self):
return self.greeter.hello()+' '+self.name

class CachingRealm:
implements(portal.IRealm)

def __init_ (self):
self.greeters = {}

def requestAvatar(self, avatarld, mind, * interfaces):
if pb.IPerspective not in interfaces: raise Notimplemente dError
if avatarld in self.greeters:
p = self.greeters[avatarld]
else:
p = self.greeters[avatarld] = Greeter()
return pb.IPerspective, SimpleAvatar(avatarld, p), lamb da:None
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It might seem tempting to use this pattern to have an avatahw notified of new connections. However, the
problems here are twofold: it would lead to a thin class whielkds to forward all of its methods, and it would be
impossible to know when disconnections occur. Luckilyréhie a better pattern:

from zope.interface import implements

class SimpleAvatar(pb.Avatar):

greetings = 0

connections = 0

def __init_ (self, name):
self.name = name

def connect(self):
self.connections += 1

def disconnect(self):
self.connections -= 1

def perspective_greet(self):
self.greetings += 1
return "<%d>hello %s" % (self.greetings, self.name)

class CachingRealm:
implements(portal.IRealm)

def __init__ (self):
self.avatars = {}

def requestAvatar(self, avatarld, mind, * interfaces):
if pb.IPerspective not in interfaces: raise Notlmplemente dError
if avatarld in self.avatars:
p = self.avatars[avatarld]
else:
p = self.avatars[avatarld] = SimpleAvatar(avatarld)
p.connect()
return pb.IPerspective, p, p.disconnect

It is possible to use such a pattern to define an arbitrary fonithe number of concurrent connections:

from zope.interface import implements

class SimpleAvatar(pb.Avatar):

greetings = 0

connections = 0

def __init_ (self, name):
self.name = name

def connect(self):
self.connections += 1

def disconnect(self):
self.connections -= 1

def perspective_greet(self):
self.greetings += 1
return "<%d>hello %s" % (self.greetings, self.name)

class CachingRealm:
implements(portal.IRealm)

def __init_ (self, max=1):
self.avatars = {}
self. max = max
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def requestAvatar(self, avatarld, mind, * interfaces):
if pb.IPerspective not in interfaces: raise Notlmplemente dError
if avatarld in self.avatars:
p = self.avatars[avatarld]
else:
p = self.avatars[avatarld] = SimpleAvatar(avatarld)
if p.connections >= self.max:
raise ValueError("too many connections")
p.connect()
return pb.IPerspective, p, p.disconnect

8.4.3 Managing Clients

So far, all our realms have ignored thend argument. In the case of PB, tihand is an object supplied by the
remote login method — usually, when it passes over the wifgedomes gpb.RemoteReference . This object
allows sending messages to the client as soon as the caymectistablished and authenticated.

Here is a simple remote-clock application which shows tleduigess of thenind argument:

from zope.interface import implements

class SimpleAvatar(pb.Avatar):

def __init_ (self, client):
self.s = internet.TimerService(1, self.telltime)
self.s.startService()
self.client = client

def telltime(self):
self.client.callRemote("notifyTime", time.time())

def perspective_setperiod(self, period):
self.s.stopService()
self.s = internet.TimerService(period, self.telltime)
self.s.startService()

def logout(self):
self.s.stopService()

class Realm:
implements(portal.IRealm)

def requestAvatar(self, avatarld, mind, * interfaces):
if pb.IPerspective not in interfaces: raise Notimplemente dError
p = SimpleAvatar(mind)
return pb.IPerspective, p, p.logout

In more complicated situations, you might want to cache Hag¢eais and give each one a set of “current clients” or
something similar.

8.5 PB Copyable: Passing Complex Types

8.5.1 Overview

This chapter focuses on how to use PB to pass complex typesiffsplly class instances) to and from a remote
process. The first section is on simply copying the contehé@bject to a remote procegsb(Copyable ). The
second covers how to copy those contents once, then upasatdalter when they chang€#cheable ).

8.5.2 Motivation

From theprevious chapte(page[ 206), you've seen how to pass basic types to a remoteg®oby using them in
the arguments or return values ofallRemote  function. However, if you've experimented with it, you masne
discovered problems when trying to pass anything more doatpl than a primitive int/list/dict/string type, or ahet
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pb.Referenceable object. At some point you want to pass entire objects betyweecesses, instead of having to
reduce them down to dictionaries on one end and then rentietiag them on the other.

8.5.3 Passing Objects

The most obvious and straightforward way to send an objeztrémote process is with something like the following
code. It also happens that this code doesn’t work, as wilkipéaged below.

class LilyPond:
def __init_ (self, frogs):
self.frogs = frogs

pond = LilyPond(12)
ref.callRemote("sendPond", pond)

If you try to run this, you might hope that a suitable remotd &rhich implements theemote _sendPond
method would see that method get invoked with an instanee fheLilyPond class. But instead, you’ll encounter
the dreadednsecureJelly exception. This is Twisted’s way of telling you that you'viehated a security restric-
tion, and that the receiving end refuses to accept your tibjec

Security Options

What's the big deal? What's wrong with just copying a class ariother process’ hamespace?

Reversing the question might make it easier to see the isghat:is the problem with accepting a stranger’s request
to create an arbitrary object in your local namespace? Tdlegueestion is how much power you are granting them:
what actions can they convince you to take on the basis ofittesithey are sending you over that remote connection.

Objects generally represent more power than basic typestikngs and dictionaries because they also contain (or
reference) code, which can modify other data structuresnelRecuted. Once previously-trusted data is subverted, the
rest of the program is compromised.

The built-in Python “batteries included” classes are reddy tame, but you still wouldn't want to let a foreign
program use them to create arbitrary objects in your nancespraon your computer. Imagine a protocol that involved
sending a file-like object with aead() method that was supposed to used later to retrieve a docunidrgn
imagine what if that object were created with.fdopen("”/.gnupg/secring.gpg") . Or an instance of
telnetlib.Telnet("localhost”, "chargen™) .

Classes you've written for your own program are likely to éndar more power. They may run code during
_init __, or even have special meaning simply because of their existeA program might haveser objects to
represent user accounts, and have a rule that saysetl objects in the system are referenced when authorizing a
login session. (In this systerbJser. __init __would probably add the object to a global list of known usefd)e
simple act of creating an object would give access to somebibgou could be tricked into creating a bad object, an
unauthorized user would get access.

So object creation needs to be part of a system’s securifgrde3he dotted line between “trusted inside” and
“untrusted outside” needs to describe what may be done porese to outside events. One of those events is the
receipt of an object through a PB remote procedure call, visca request to create an object in your “inside”
namespace. The question is what to do in response to it. Forghson, you must explicitly specify what remote
classes will be accepted, and how their local representative to be created.

What class to use?

Another basic question to answer before we can do anythiefylusith an incoming serialized object is: what class
should we create? The simplistic answer is to create theédand” that was serialized on the sender’s end of the
wire, but this is not as easy or as straightforward as you tilghk. Remember that the request is coming from a
different program, using a potentially different set ofsddibraries. In fact, since PB has also been implemented in
Java, Emacs-Lisp, and other languages, there’s no guartirstethe sender is even running Python! All we know on
the receiving end is a list of two things which describe thetance they are trying to send us: the name of the class,
and a representation of the contents of the object.
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PB lets you specify the mapping from remote class names #l ldasses with theetUnjellyableFor
Class functionf. This function takes a remote/sender class referencee(dtib fully-qualified name as used by the
sending end, or a class object from which the name can bected)a and a local/recipient class (used to create the
local representation for incoming serialized objects). Wdwer the remote end sends an object, the class name that
they transmit is looked up in the table controlled by thisdiion. If a matching class is found, it is used to create the
local object. If not, you get thinsecureJelly exception.

In general you expect both ends to share the same codeb#ser. y&@u control the program that is running on
both ends of the wire, or both programs share some kind of aamlanguage that is implemented in code which
exists on both ends. You wouldn’t expect them to send you gecbbf the MyFooziWhatZit class unless you also
had a definition for that class. So it is reasonable for thiy I®fer to reject all incoming classes except the ones that
you have explicitly marked witketUnjellyableForClass . But keep in mind that the sender’s idea dfiser
object might differ from the recipient’s, either throughmespace collisions between unrelated packages, versan sk
between nodes that haven't been updated at the same ratmadiceous intruder trying to cause your code to fail in
some interesting or potentially vulnerable way.

8.5.4 pb.Copyable
Ok, enough of this theory. How do you send a fully-fledged ctifj@m one side to the other?

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb, jelly
from twisted.python import log
from twisted.internet import reactor

class LilyPond:
def setStuff(self, color, numFrogs):
self.color = color
self.numFrogs = numFrogs
def countFrogs(self):
print "%d frogs" % self.numFrogs

class CopyPond(LilyPond, pb.Copyable):
pass

class Sender:
def __init_ (self, pond):
self.pond = pond

def got_obj(self, remote):
self.remote = remote
d = remote.callRemote("takePond", self.pond)
d.addCallback(self.ok).addErrback(self.notOk)

def ok(self, response):
print "pond arrived", response
reactor.stop()

def notOk(self, failure):

8Note that, in this context, “unjelly” is a verb with the opjitesmeaning of “jelly”. The verb “to jelly” means to serialize @bject or data
structure into a sequence of bytes (or other primitive tratiable/storable representation), while “to unjelly” meamsinserialize the bytestream
into a live object in the receiver's memory space. “Unjellygl$ a noun, fotan adjective), referring to the the class that serves astadtgsn or
recipient of the unjellying process. “A is unjellyable irBd means that a serialized representation A (of some remote®lman be unserialized
into a local object of type B. Itis these objects “B” that ane tUnjellyable” second argument of tsetUnjellyableForClass function. In
particular, “unjellyable” doeaotmean “cannot be jellied'Unpersistable means “not persistable”, but “unjelly”, “unserialize”, ahdpickle”
mean to reverse the operations of “jellying”, “serializinghd “pickling”.
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print "error during takePond:"

if failure.type == jelly.Insecuredelly:
print " InsecureJelly"

else:
print failure

reactor.stop()

return None

def main():
from copy_sender import CopyPond # so it's not _ main__.Cop yPond
pond = CopyPond()
pond.setStuff("green”, 7)
pond.countFrogs()
# class name:

print ".".join([pond.__class__ . _module__, pond._ cla Ss__.__name_])

sender = Sender(pond)

factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
deferred = factory.getRootObject()
deferred.addCallback(sender.got_obj)
reactor.run()

if _name__ == "' main__"
main()

Source listing —copy sender.py

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

PB copy receiver example.

This is a Twisted Application Configuration (tac) file. Run with e.g.
twistd -ny copy_receiver.tac

See the twistd(1) man page or

http://twistedmatrix.com/documents/current/howto/ap plication for details.
import sys
if _name__ == ' main__ "

print __doc__

sys.exit(1)

from twisted.application import service, internet
from twisted.internet import reactor

from twisted.spread import pb

from copy_sender import LilyPond, CopyPond

from twisted.python import log
#log.startLogging(sys.stdout)

class ReceiverPond(pb.RemoteCopy, LilyPond):
pass
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pb.setUnjellyableForClass(CopyPond, ReceiverPond)

class Receiver(pb.Root):
def remote_takePond(self, pond):
print " got pond:", pond
pond.countFrogs()
return "safe and sound" # positive acknowledgement
def remote_shutdown(self):
reactor.stop()

application = service.Application("copy_receiver")
internet. TCPServer(8800, pb.PBServerFactory(Receiver ())).setServiceParent(
service.lServiceCollection(application))

Source listing —copy receiver.tac

The sending side has a class calléigPond . To make this eligble for transport throughllRemote  (either
as an argument, a return value, or something referencedHmsr @if those [like a dictionary value]), it must inherit
from one of the foulSerializable classes. In this section, we focus Gopyable . The copyable subclass of
LilyPond is calledCopyPond. We create an instance of it and send it throaghRemote as an argument to
the receiver'semote _takePond method. The Jelly layer will serialize (“jelly”) that objeas an instance with a
class name of “copgender.CopyPond” and some chunk of data that represerdbjinet’s statepond. __class __
__module __ andpond. _class __.. _name__ are used to derive the class name string. The objgefState
ToCopy method is used to get the state: this is providegpbyCopyable , and the default just retrieveself.

_dict __. This works just like the optionalgetstate __ method used bpickle . The pair of name and state are
sent over the wire to the receiver.

The receiving end defines a local class nafRedeiverPond to represent incomingilyPond instances. This
class derives from the sendertyPond  class (with a fully-qualified name @bpy _sender.LilyPond ), which
specifies how we expect it to behave. We trust that this isaheetilyPond class as the sender used. (At the very
least, we hope ours will be able to accept a state createdelngthlt also inherits fronpb.RemoteCopy , which is
a requirement for all classes that act in this local-repriggive role (those which are given to the second argument of
setUnjellyableForClass ). RemoteCopy provides the methods that tell the Jelly layer how to crdsddcal
object from the incoming serialized state.

ThensetUnjellyableForClass is used to register the two classes. This has two effecttarinss of the
remote class (the first argument) will be allowed in throuigé $ecurity layer, and instances of the local class (the
second argument) will be used to contain the state thatnsinated when the sender serializes the remote object.

When the receiver unserializes (“unjellies”) the objectyill create an instance of the locBeceiverPond
class, and hand the transmitted state (usually in the form dittionary) to that object'setCopyableState
method. This acts just like thesetstate __ method thapickle uses when unserializing an objegetState
ToCopy/setCopyableState are distinct from__getstate _/_setstate __ to allow objects to be persisted
(across time) differently than they are transmitted (ezfos'emory]space).

When this is run, it produces the following output:

[] twisted.spread.pb.PBServerFactory starting on 8800

[[] Starting factory <twisted.spread.pb.PBServerFactor y instance at
0x406159cc>

[Broker,0,127.0.0.1] got pond: <__ builtin__.ReceiverPo nd instance at
0x406ec5ec>

[Broker,0,127.0.0.1] 7 frogs

$ ./copy_sender.py

7 frogs
copy_sender.CopyPond

pond arrived safe and sound
Main loop terminated.

$
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Controlling the Copied State

By overridinggetStateToCopy andsetCopyableState  , you can control how the object is transmitted over
the wire. For example, you might want perform some dataggolu: pre-compute some results instead of sending alll
the raw data over the wire. Or you could replace referencaddoal object on the sender’s side with markers before
sending, then upon receipt replace those markers witheredes to a receiver-side proxy that could perform the same
operations against a local cache of data.

Another good use fogetStateToCopy s to implement “local-only” attributes: data that is onlgcassible by
the local process, not to any remote users. For examppgssword attribute could be removed from the object
state before sending to a remote system. Combined with ttetfatCopyable objects return unchanged from a
round trip, this could be used to build a challenge-respsgstem (in fact PB does this witib.Referenceable
objects to implement authorization as describhede(pagd 23R)).

WhatevergetStateToCopy  returns from the sending object will be serialized and seetr the wire;set
CopyableState  gets whatever comes over the wire and is responsible fongetp the state of the object it lives
in.

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb

class FrogPond:
def __init_ (self, numFrogs, numToads):
self.numFrogs = numFrogs
self.numToads = numToads
def count(self):
return self.numFrogs + self.numToads

class SenderPond(FrogPond, pb.Copyable):
def getStateToCopy(self):
d = self.__dict__.copy()
d['frogsAndToads’] = d['numFrogs’] + d[’numToads’]
del d['numFrogs’]
del d['numToads’]
return d

class ReceiverPond(pb.RemoteCopy):
def setCopyableState(self, state):
self. _dict = state
def count(self):
return self.frogsAndToads

pb.setUnjellyableForClass(SenderPond, ReceiverPond)

Source listing —eopy2classes.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb, jelly
from twisted.python import log

from twisted.internet import reactor
from copy2_classes import SenderPond
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class Sender:
def __init_ (self, pond):
self.pond = pond

def got_obj(self, obj):
d = obj.callRemote("takePond", self.pond)
d.addCallback(self.ok).addErrback(self.notOKk)

def ok(self, response):
print "pond arrived”, response
reactor.stop()
def notOk(self, failure):
print "error during takePond:"
if failure.type == jelly.Insecurelelly:
print " InsecureJelly"
else:
print failure
reactor.stop()
return None

def main():
pond = SenderPond(3, 4)
print "count %d" % pond.count()

sender = Sender(pond)
factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
deferred = factory.getRootObject()
deferred.addCallback(sender.got_obj)
reactor.run()

if _name__ ==’ main__":
main()

Source listing —eopy2sender.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.application import service, internet

from twisted.internet import reactor

from twisted.spread import pb

import copy2_classes # needed to get ReceiverPond register

class Receiver(pb.Root):
def remote_takePond(self, pond):
print " got pond:", pond
print " count %d" % pond.count()
return "safe and sound" # positive acknowledgement
def remote_shutdown(self):
reactor.stop()

application = service.Application("copy_receiver")

ed with Jelly

226
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internet. TCPServer(8800, pb.PBServerFactory(Receiver ())).setServiceParent(
service.lServiceCollection(application))

Source listing —copyZ2receiver.py

In this example, the classes are defined in a separate solercetiich also sets up the binding between them.
The SenderPond andReceiverPond are unrelated save for this binding: they happen to implériensame
methods, but use different internal instance variablestomplish them.

The recipient of the object doesn’t even have to import tlssdefinition into their namespace. It is sufficient
that they import the class definition (and thus executesétenjellyableForClass statement). The Jelly layer
remembers the class definition until a matching object isived. The sender of the object needs the definition, of
course, to create the object in the first place.

When run, theopy2 example emits the following:

$ twistd -n -y copy2_receiver.py
[] twisted.spread.pb.PBServerFactory starting on 8800

[[] Starting factory <twisted.spread.pb.PBServerFactor y instance at
0x40604b4c>

[Broker,0,127.0.0.1] got pond: <copy2_classes.Receiver Pond instance at
0x406eb2ac>

[Broker,0,127.0.0.1] count 7

$ ./copy2_sender.py

count 7

pond arrived safe and sound
Main loop terminated.

Things To Watch Out For

e The first argument teetUnjellyableForClass must refer to the clasas known by the sendeiThe
sender has no way of knowing about how your loicaport statements are set up, and Python’s flexible
namespace semantics allow you to access the same clasgttlareariety of different names. You must match
whatever the sender does. Having both ends import the alassd separate file, using a canonical module
name (no “sibiling imports”), is a good way to get this righspecially when both the sending and the receiving
classes are defined together, with setUnjellyableForClass immediately following them.

e The class that is sent must inherit frggh.Copyable . The class that is registered to receive it must inherit
from pb.RemoteCopy A.

e The same class can be used to send and receive. Just hawgiitfirdm bothpb.Copyable andpb.Remote
Copy. This will also make it possible to send the same class synwally back and forth over the wire. But
don’t get confused about when it is coming (and usieCopyableState ) versus when it is going (using
getStateToCopy ).

e InsecureJelly exceptions are raised by the receiving end. They will bevdsdd asynchronously to an
errback handler. If you do not add one to tlixeferred returned bycallRemote , then you will never
receive notification of the problem.

e The class that is derived fropb.RemoteCopy will be created using a constructoiinit __ method that
takes no arguments. All setup must be performed irs#t€opyableState method. As the docstring on
RemoteCopy says, don’t implement a constructor that requires argusrnard subclass dRemoteCopy .

More Information

e pb.Copyable is mostly implemented itwisted.spread.flavors , and the docstrings there are the
best source of additional information.

e Copyable is also used itwisted.web.distrib to deliver HTTP requests to other programs for render-
ing, allowing subtrees of URL space to be delegated to malppograms (on multiple machines).

9pb.RemoteCopy is actually defined inwisted.spread.flavors , butpb.RemoteCopy is the preferred way to access it
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e twisted.manhole.explorer also use€opyable to distribute debugging information from the program
under test to the debugging tool.

8.5.5 pb.Cacheable

Sometimes the object you want to send to the remote procbkggasd slow. “big” means it takes a lot of data (storage,
network bandwidth, processing) to represent its statew'sineans that state doesn’t change very frequently. It may
be more efficient to send the full state only once, the firsetinis needed, then afterwards only send the differences
or changes in state whenever it is modified. pheCacheable class provides a framework to implement this.

pb.Cacheable is derived frompb.Copyable , soitis based upon the idea of an object’s state being agbtur
on the sending side, and then turned into a new object on ttedvieg side. This is extended to have an object
“publishing” on the sending side (derived fropi.Cacheable ), matched with one “observing” on the receiving
side (derived fronpb.RemoteCache ).

To effectively usgob.Cacheable , you need to isolate changes to your object into accessotifuns (specifi-
cally “setter” functions). Your object needs to get contreérysingle time some attribute is chanE&d

You derive your sender-side class frgrh.Cacheable , and you add two methodgetStateToCacheAnd
ObserveFor andstoppedObserving . The first is called when a remote caching reference is fiesited, and
retrieves the data with which the cache is first filled. It gisovides an object called the “observEfthat points at
that receiver-side cache. Every time the state of the oljadtanged, you give a message to the observer, informing
them of the change. The other methsthppedObserving , is called when the remote cache goes away, so that
you can stop sending updates.

On the receiver end, you make your cache class inherit fpbnRemoteCache , and implement theset
CopyableState  as you would for gb.RemoteCopy object. In addition, you must implement methods to receive
the updates sent to the observer bypbeCacheable : these methods should have names that startotiierve _,
and match theallRemote invocations from the sender side just as the useiadote _* andperspective  _x
methods match normahkliRemote  calls.

The first time a reference to tipb.Cacheable  object is sent to any particular recipient, a sender-sidscQler
will be created for it, and thgetStateToCacheAndObserveFor method will be called to get the current state
and register the Observer. The state which that returnsitg@é¢he remote end and turned into a local representation
usingsetCopyableState just like pb.RemoteCopy , described above (in fact it inherits from that class).

After that, your “setter” functions on the sender side sdadll callRemote  on the Observer, which causes
observe _* methods to run on the receiver, which are then supposed &teipite receiver-local (cached) state.

When the receiver stops following the cached object and tterédierence goes away, thpb.RemoteCache
object can be freed. Just before it dies, it tells the serniderisno longer cares about the original object. Wit
reference count goes to zero, the Observer goes away ambiacheable object can stop announcing every
change that takes place. ThppedObserving method is used to tell theb.Cacheable that the Observer
has gone away.

With the pb.Cacheable and pb.RemoteCache classes in place, bound together by a callptoset
UnjellyableForClass , all that remains is to pass a reference to yphbrCacheable over the wire to the
remote end. The correspondipg.RemoteCache object will automatically be created, and the matching mésh
will be used to keep the receiver-side slave object in syitle thie sender-side master object.

Example

Here is a complete example, in which tilasterDuckPond is controlled by the sending side, and BlaveDuck
Pond is a cache that tracks changes to the master:

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

100f course you could be clever and add a hook setattr  __, along with magical change-announcing subclasses of tha biltin types,
to detect changes that result from normal “=" set operatidige semi-magical “property attributes” that were introduce&ython 2.2 could be
useful too. The result might be hard to maintain or extend,ghou

UThis is actually eRemoteCacheObserver |, but itisn't very useful to subclass or modify, so simply triéas a little demon that sits in your
pb.Cacheable class and helps you distribute change natifications. Thewseful thing to do with it is to run itsallRemote  method, which
acts just like a normagdb.Referenceable  ’'s method of the same name.
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from twisted.spread import pb

class MasterDuckPond(pb.Cacheable):

def __init_ (self, ducks):
self.observers = ]
self.ducks = ducks
def count(self):
print "l have [%d] ducks" % len(self.ducks)
def addDuck(self, duck):
self.ducks.append(duck)
for o in self.observers: o.callRemote('addDuck’, duck)
def removeDuck(self, duck):
self.ducks.remove(duck)
for o in self.observers: o.callRemote('removeDuck’, duck
def getStateToCacheAndObserveFor(self, perspective, ob
self.observers.append(observer)
# you should ignore pb.Cacheable-specific state, like self
return self.ducks # in this case, just a list of ducks
def stoppedObserving(self, perspective, observer):
self.observers.remove(observer)

class SlaveDuckPond(pb.RemoteCache):

pb.setUnjellyableForClass(MasterDuckPond, SlaveDuckP

# This is a cache of a remote MasterDuckPond

def count(self):
return len(self.cacheducks)

def getDucks(self):
return self.cacheducks

def setCopyableState(self, state):
print " cache - sitting, er, setting ducks"
self.cacheducks = state

def observe_addDuck(self, newDuck):
print " cache - addDuck"
self.cacheducks.append(newDuck)

def observe removeDuck(self, deadDuck):
print " cache - removeDuck"
self.cacheducks.remove(deadDuck)

Source listing —eacheclasses.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from
from
from
from

twisted.spread import pb, jelly
twisted.python import log
twisted.internet import reactor
cache_classes import MasterDuckPond

class Sender:

def __init_ (self, pond):
self.pond = pond

def phasel(self, remote):

ond)

server):

)

.observers

229
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self.remote = remote
d = remote.callRemote("takePond", self.pond)
d.addCallback(self.phase2).addErrback(log.err)
def phase2(self, response):
self.pond.addDuck("ugly duckling™)
self.pond.count()
reactor.callLater(1, self.phase3)
def phase3(self):
d = self.remote.callRemote("checkDucks")
d.addCallback(self.phase4).addErrback(log.err)
def phase4(self, dummy):
self.pond.removeDuck("one duck")
self.pond.count()
self.remote.callRemote("checkDucks")
d = self.remote.callRemote("ignorePond")
d.addCallback(self.phase5)
def phase5(self, dummy):
d = self.remote.callRemote("shutdown")
d.addCallback(self.phase6)
def phase6(self, dummy):
reactor.stop()

def main():
master = MasterDuckPond(["one duck", "two duck"])
master.count()

sender = Sender(master)

factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
deferred = factory.getRootObject()
deferred.addCallback(sender.phasel)
reactor.run()

if _name__ == "' main__"
main()

Source listing —eachesender.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.application import service, internet
from twisted.internet import reactor

from twisted.spread import pb

import cache_classes

class Receiver(pb.Root):
def remote_takePond(self, pond):
self.pond = pond
print "got pond:", pond # a DuckPondCache
self.remote_checkDucks()
def remote_checkDucks(self):
print "[%d] ducks: " % self.pond.count(), self.pond.getDu cks()
def remote_ignorePond(self):
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# stop watching the pond
print "dropping pond"
# gc causes __del _ causes ’'decache’ msg causes stoppedObse rving
self.pond = None
def remote_shutdown(self):
reactor.stop()

application = service.Application("copy_receiver")
internet. TCPServer(8800, pb.PBServerFactory(Receiver ())).setServiceParent(
service.lServiceCollection(application))

Source listing —cachereceiver.py

When run, this example emits the following:

$ twistd -n -y cache_receiver.py
[[] twisted.spread.pb.PBServerFactory starting on 8800

[[] Starting factory <twisted.spread.pb.PBServerFactor y instance at
0x40615acc>

[Broker,0,127.0.0.1] cache - sitting, er, setting ducks

[Broker,0,127.0.0.1] got pond: <cache_classes.SlaveDuc kPond instance at
0x406eb5ec>

[Broker,0,127.0.0.1] [2] ducks: [one duck’, 'two duck’]
[Broker,0,127.0.0.1] cache - addDuck

[Broker,0,127.0.0.1] [3] ducks: [one duck’, 'two duck’, ’ ugly duckling’]
[Broker,0,127.0.0.1] cache - removeDuck
[Broker,0,127.0.0.1] [2] ducks: [two duck’, 'ugly duckli ng’]

[Broker,0,127.0.0.1] dropping pond

$ ./cache_sender.py
| have [2] ducks

I have [3] ducks

| have [2] ducks
Main loop terminated.

Points to notice:

e There is onéDbserver for each remote program that holds an active reference. iplilteferences inside
the samé program don’t matter: the serialization layercestihe duplicates and does the appropriate reference
counting.

e Multiple Observers need to be kept in a list, and all of therachi® be updated when something changes. By
sending the initial state at the same time as you add thewdyderthe list, in a single atomic action that cannot
be interrupted by a state change, you insure that you cantserséme status update to all the observers.

e The observer.callRemote calls can still fail. If the remote side has disconnectedyvexcently and
stoppedObserving has not yet been called, you may gebaadReferenceError . It is a good idea
to add an errback to thosallRemote s to throw away such an error. This is a useful idiom:

observer.callRemote('foo’, arg).addErrback(lambda f: N one)

e getStateToCacheAndObserverFor must return some object that represents the current staie ab-
ject. This may simply be the object’sdict __ attribute. It is a good idea to remove thb.Cacheable -
specific members of it before sending it to the remote end. lifhef Observers, in particular, should be left
out, to avoid dizzying recursive Cacheable references. riiimel boggles as to the potential consequences of
leaving in such an item.

12This applies to multiple references through the s@reker . If you've managed to make multiple TCP connections to the samgram,
you deserve whatever you get.
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e A perspective argument is available tgetStateToCacheAndObserveFor , as well asstopped
Observing . | think the purpose of this is to allow viewer-specific chaago the way the cache is updated. If
all remote viewers are supposed to see the same data, it ¢ggndved.

More Information

e The best source for information comes from the docstringsvisted.spread.flavors , Wherepb.
Cacheable is implemented.

¢ twisted.manhole.explorer usesCacheable , and does some fairly interesting things with it.

e Thespread.publish module also useSacheable , and might be a source of further information.

8.6 Authentication with Perspective Broker

8.6.1 Overview

The examples shown idsing Perspective Brokdpage 206) demonstrate how to do basic remote method catls, b
provided no facilities for authentication. In this conteatithentication is about who gets which remote references,
and how to restrict access to the “right” set of people or paots.

As soon as you have a program which offers services to meiltipers, where those users should not be allowed
to interfere with each other, you need to think about authatibn. Many services use the idea of an “account”, and
rely upon fact that each user has access to only one accounisted uses a system calleted (pagd_16b) to handle
authentication issues, and Perspective Broker has codake ineasy to implement the most common use cases.

8.6.2 Compartmentalizing Services

Imagine how you would write a chat server using PB. The firsp shight be e&ChatServer object which had a
bunch ofpb.RemoteReference s that point at user clients. Pretend that those clientsaaffaremote _print
method which lets the server print a message on the usersotonn that case, the server might look something like
this:

class ChatServer(pb.Referenceable):

def __init__ (self):
self.groups = {} # indexed by name
self.users = {} # indexed by name
def remote_joinGroup(self, username, groupname):
if not self.groups.has_key(groupname):
self.groups[groupname] = []
self.groups[groupname].append(self.users[username])
def remote_sendMessage(self, from_username, groupname, message):
group = self.groups[groupname]
if group:
# send the message to all members of the group
for user in group:
user.callRemote("print”,
"<%s> says: %s" % (from_username,
message))

For now, assume that all clients have somehow acquipddRemoteReference  tothisChatServer object,
perhaps usingb.Root andgetRootObject  as described in thprevious chaptefpage[206). In this scheme,
when a user sends a message to the group, their client rurettgnmlike the following:

remotegroup.callRemote("sendMessage", "alice", "Hi, my name is alice.")
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Incorrect Arguments

You've probably seen the first problem: users can trivighgaf each other. We depend upon the user to pass a correct
value in their “username” argument, and have no way to téligf/'re lying or not. There is nothing to prevent Alice
from modifying her client to do:

remotegroup.callRemote("sendMessage", "bob", "i like po rk™)

much to the horror of Bob’s vegetarian frierts.

(In general, learn to get suspicious if you see any argunfemt@emotely-invokable method described as “must be
XH)

The best way to fix this is to keep track of the user’s name Igaather than asking them to send it to the server
with each message. The best place to keep state is in an,ageahis suggests we need a per-user object. Rather than
choosing an obvious naftfe let's call this theUser class.

class User(pb.Referenceable):

def __init_ (self, username, server, clientref):
self.name = username
self.server = server
self.remote = clientref

def remote_joinGroup(self, groupname):
self.server.joinGroup(groupname, self)

def remote_sendMessage(self, groupname, message):
self.server.sendMessage(self.name, groupname, message )

def send(self, message):
self.remote.callRemote("print", message)

class ChatServer:
def __init__ (self):
self.groups = {} # indexed by name
def joinGroup(self, groupname, user):
if not self.groups.has_key(groupname):
self.groups[groupname] = []
self.groups[groupname].append(user)
def sendMessage(self, from_username, groupname, message ):
group = self.groups[groupname]
if group:
# send the message to all members of the group
for user in group:
user.send("<%s> says: %s" % (from_username, message))

Again, assume that each remote client gets access to a silsgle object, which is created with the proper
username.

Note how theChatServer object has no remote access: it isn't eynReferenceable anymore. This
means that all access to it must be mediated through othectsbjvith code that is under your control.

As long as Alice only has access to her oWger object, she can no longer spoof Bob. The only way for her
to invoke ChatServer.sendMessage is to call herUser object'sremote _sendMessage method, and that
method uses its own state to provide tten _username argument. It doesn’t give her any way to change that state.

This restriction is important. Thdser object is able to maintain its own integrity because theeeviall between
the object and the client: the client cannot inspect or nyoidifernal state, like thename attribute. The only way
through this wall is via remote method invocations, and thig oontrol Alice has over those invocations is when they
get invoked and what arguments they are given.

Note:

L3apparently Alice is one of those weirdos who has nothingesets do than to try and impersonate Bob. She will lie to her cliant, send
incorrect objects to remote methods, even rewrite her loaitatode entirely to accomplish this juvenile prank. Gives aidversarial relationship,
one must wonder why she and Bob seem to spend so much time togh#tieadventures are clearly documented by the cryptogedipérature.

14The obvious name is cleariyerverSidePerUserObjectWhichNobodyElseHasAccessTo , but because Python makes everything
else so easy to read, it only seems fair to make your audiendefarssomething
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No object can maintain its integrity against local thre@gdesign, Python offers no mechanism for
class instances to hide their attributes, and once an etk a copy ofelf. __dict __, they can do
everything the original object was able to do.

Unforgeable References

Now suppose you wanted to implement group parameters, fampbe a mode in which nobody was allowed to talk
about mattresses because some users were sensitive afmthdilem down after someone said “mattress” is a hassle
that's best avoided altogether. Again, per-group statdi@ma per-group object. We'll go out on a limb and call this
theGroup object:

class User(pb.Referenceable):
def __init__ (self, username, server, clientref):
self.name = username
self.server = server
self.remote = clientref
def remote_joinGroup(self, groupname, allowMattress=Tr ue):
return self.server.joinGroup(groupname, self, allowMat tress)
def send(self, message):
self.remote.callRemote("print", message)

class Group(pb.Referenceable):
def __init_ (self, groupname, allowMattress):
self.name = groupname
self.allowMattress = allowMattress
self.users = []
def remote_send(self, from_user, message):
if not self.allowMattress and "mattress" in message:
raise ValueError, "Don’t say that word"
for user in self.users:
user.send("<%s> says: %s" % (from_user.name, message))
def addUser(self, user):
self.users.append(user)

class ChatServer:

def __init_ (self):
self.groups = {} # indexed by name

def joinGroup(self, groupname, user, allowMattress):
if groupname not in self.groups:

self.groups[groupname] = Group(groupname, allowMattres S)

self.groups[groupname].addUser(user)
return self.groups[groupname]

This example takes advantage of the fact fftaReferenceable objects sent over a wire can be returned to
you, and they will be turned into references to the same oHjat you originally sent. The client cannot modify the
object in any way: all they can do is point at it and invokergmote _* methods. Thus, you can be sure that the
.name attribute remains the same as you left it. In this case, fleatatode would look something like this:

class ClientThing(pb.Referenceable):

def remote_print(self, message):
print message

def join(self):
d = self.remoteUser.callRemote("joinGroup”, "#twisted" ,

allowMattress=False)

d.addCallback(self.gotGroup)

def gotGroup(self, group):
group.callRemote("send", self.remoteUser, "hi everybod y")
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TheUser object is sent from the server side, and is turned imib.&emoteReference  when it arrives at the
client. The client sends it back ®roup.remote _send, and PB turns it back into a reference to the origldaér
when it gets thereGroup.remote _send can then use itfhame attribute as the sender of the message.

Note:

Third party references (there aren't any)

This technique also relies upon the fact that pieReferenceable reference caronly come
from someone who holds a correspondimpigRemoteReference . The design of the serialization
mechanism (implemented twisted.spread.jelly : pb, jelly, spread.. get it? Look for “banana”,
too. What other networking framework can claim APl names #asesandwich ingredients?) makes it
impossible for a client to obtain a reference that they weeexplicitly given. References passed over
the wire are given id numbers and recorded in a per-conmediionary. If you didn't give them the
reference, the id number won’t be in the dict, and no amougueksing by a malicious client will give
them anything else. The dict goes away when the connectidrojgped, further limiting the scope of
those references.

Futhermore, it is not possible for Bob to selnid User reference to Alice (perhaps over some other
PB channel just between the two of them). Outside the comteBbb’s connection to the server, that
reference is just a meaningless number. To prevent comfuBi® will tell you if you try to give it away:
when you try to hand pb.RemoteReference  to a third party, you'll get an exception (implemented
with an assert in pb.py:364 RemoteReference.jellyFor).

This helps the security model somewhat: only the client yavegthe reference to can cause any
damage with it. Of course, the client might be a brainlesstdepsimply doing anything some third
party wants. When it's not proxyingallRemote invocations, it's probably terrorizing the living and
searching out human brains for sustenance. In short, if pait ttust them, don’t give them that reference.

And remember that everything you've ever given them over ¢banection can come back to you.
If expect the client to invoke your method with some objecthAttyou sent to them earlier, and instead
they send you object B (that you also sent to them earlied yan don't check it somehow, then you've
just opened up a security hole (we'll see an example of thistsf). It may be better to keep such
objects in a dictionary on the server side, and have thetcliend you an index string instead. Doing
it that way makes it obvious that they can send you anythiey thant, and improves the chances that
you'll remember to implement the right checks. (This is eawhat PB is doing underneath, with a
per-connection dictionary d®eferenceable  objects, indexed by a number).

And, of course, you have to make sure you don’t accidentalhdrout a reference to the wrong object.

But again, note the vulnerability. If Alice holdsRemoteReference to anyobject on the server side that has a
.name attribute, she can use that name as a spoofed “from” paranfet@ simple example, what if her client code
looked like:

class ClientThing(pb.Referenceable):
def join(self):
d = self.remoteUser.callRemote("joinGroup", "#twisted" )
d.addCallback(self.gotGroup)
def gotGroup(self, group):
group.callRemote("send”, from_user=group, "hi everybod )

This would let her send a message that appeared to come fitarnisted” rather than “Alice”. If she joined a group
that happened to be named “bob” (perhaps it is the “How To B& Bbannel, populated by Alice and countless others,
a place where they can share stories about their best immdisg-Bob moments), then she would be able to emit a
message that looked like<bob> says: hi there”, and she has accomplished her lifelong goal.

Argument Typechecking

There are two techniques to close this hole. The first is te yaur remotely-invokable methods do type-checking on
their arguments: iGroup.remote _send assertedsinstance(from _user, User) then Alice couldn’t use
non-User objects to do her spoofing, and hopefully the regteo$ystem is designed well enough to prevent her from
obtaining access to somebody else’s User object.
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Objects as Capabilities

The second technique is to avoid having the client send yewltiects altogether. If they don't send you anything,
there is nothing to verify. In this case, you would have toeh@per-user-per-group object, in which teenote _send
method would only take a singlaessage argument. Th&JserGroup object is created with references to the only
User andGroup obijects that it will ever use, so no lookups are needed:

class UserGroup(pb.Referenceable):
def __init_ (self, user, group):
self.user = user
self.group = group
def remote_send(self, message):
self.group.send(self.user.name, message)

class Group:
def __init_ (self, groupname, allowMattress):
self.name = groupname
self.allowMattress = allowMattress
self.users = []
def send(self, from_user, message):
if not self.allowMattress and "mattress" in message:
raise ValueError, "Don’'t say that word"
for user in self.users:
user.send("<%s> says: %s" % (from_user.name, message))
def addUser(self, user):
self.users.append(user)

The only message-sending method Alice has ldftderGroup.remote  _send, and it only accepts a message:
there are no remaining ways to influence the “from” name.

In this model, each remotely-accessible object represemsy small set of capabilities. Security is achieved by
only granting a minimal set of abilities to each remote user.

PB provides a shortcut which makes this technique easiesdo TheViewable class will be discussedelow
(page 24b).

8.6.3 Avatars and Perspectives

In Twisted'scred (pagd_16b) system, an “Avatar” is an object that lives on seVer” side (defined here as the side
farthest from the human who is trying to get something donleickvlets the remote user get something done. The
avatar isn't really a particular class, it's more like a dgsteon of a role that some object plays, as in “the Foo object
here is acting as the user’s avatar for this particular setviGenerally, the remote user has some way of getting their
avatar to run some code. The avatar object may enforce saudtgechecks, and provide additional data, then call
other methods which get things done.

The two pieces in the cred puzzle (for any protocol, not jit&te: “what serves as the Avatar?”, and “how does
the user get access to it?".

For PB, the first question is easy. The Avatar is a remotetgssible object which can run code: this is a perfect
description ofpb.Referenceable and its subclasses. We shall defer the second questiorthmtilext section.

In the example above, you can think of tBeatServer andGroup objects as a service. Théser object is
the user’s server-side representative: everything theisismpable of doing is done by running one of its methods.
Anything that the server wants to do to the user (change greirp membership, change their name, delete their pet
cat, whatever) is done by manipulating tiser object.

There are multiple User objects living in peace and harmaoyrad the ChatServer. Each has a different point
of view on the services provided by the ChatServer and they@oeach may belong to different groups, some
might have more permissions than others (like the abilitgremate groups). These different points of view are called
“Perspectives”. This is the origin of the term “Perspective“Perspective Broker”: PB provides and controls (i.e.
“brokers”) access to Perspectives.

Once upon a time, these local-representative objects watrlly calledpb.Perspective . But this has
changed with the advent of the rewritten cred system, andthewnore generic term for a local representative object
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is an Avatar. But you will still see reference to “Perspegtiin the code, the docs, and the module nathesust
remember that perspectives and avatars are basically e tbing.

Despite all we've beetelling you(paged 16b) about how Avatars are more of a concept than aalatass, the
base class from which you can create your server-side agataibjects is, in fact, namegb.Avatar 8. These
objects behave very much likid.Referenceable . The only difference is that instead of offering “remdi®©0”
methods, they offer “perspectileO0” methods.

The other way in whiclpb.Avatar  differs frompb.Referenceable is that the avatar objects are designed
to be the first thing retrieved by a cred-using remote clidost aPBClientFactory.getRootObject gives
the client access to pb.Root object (which can then provide access to all kinds of othgeaib), PBClient
Factory.login gives client access togb.Avatar  object (which can return other references).

So, the first half of using cred in your PB application is toatee an Avatar object which implements
perspective  _ methods and is careful to do useful things for the remote wdle remaining vigilant against
being tricked with unexpected argument values. It must béscareful to never give access to objects that the user
should not have access to, whether by returning them djreetlurning objects which contain them, or returning
objects which can be asked (remotely) to provide them.

The second half is how the user getplaRemoteReference  to your Avatar. As explainedlsewherdpage
[I68), Avatars are obtained from a Realm. The Realm doesalt wih authentication at all (usernames, pass-
words, public keys, challenge-response systems, retaaalrers, real-time DNA sequencers, etc). It simply takes
an “avatarlD” (which is effectively a username) and retuansAvatar object. The Portal and its Checkers deal with
authenticating the user: by the time they are done, the ren=#r has proved their right to access the avatarlD that is
given to the Realm, so the Realm can return a remotely-citatbte object that has whatever powers you wish to grant
to this particular user.

For PB, the realm is expected to returmpla.Avatar  (or anything which implementpb.IPerspective ,
really, but there’s no reason to not returpl@Avatar  subclass). This object will be given to the client just like a
pb.Root would be without cred, and the user can get access to othectslihrough it (if you let them).

The basic idea is that there is a separate IPerspectivesingpiting object (i.e. the Avatar subclass) (i.e. the
“perspective”) for each user, andly the authorized user gets a remote reference to that objectcahn store whatever
permissions or capabilities the user possesses in thattpaje then use them when the user invokes a remote method.
You give the user access to the perspective object instethe abjects that do the real work.

8.6.4 Perspective Examples

Here is a brief example of using a pb.Avatar. Most of the suppade is magic for now: we’ll explain it later.

One Client

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from zope.interface import implements

from twisted.spread import pb
from twisted.cred import checkers, portal
from twisted.internet import reactor

class MyPerspective(pb.Avatar):
def __init_ (self, name):
self.name = name
def perspective_foo(self, arg):

15We could just go ahead and rename Perspective Broker to barMBavker, but 1) that would cause massive compatibility pgotsl, and
2) “AB” doesn't fit into the whole sandwich-themed naming schemarly as well as “PB” does. If we changed it to AB, we'd prolyaiave
to change Banana to be CD (CoderDecoder), and Jelly to be B€afSulatorFragmentor). twisted.spread would then haveeteenamed
twisted.alphabetsoup, and then the whole food-pun thingdvstart all over again.

16The avatar-ish class is namet.Avatar  becausepb.Perspective was already taken, by the (now obsolete) oldcred persgectiv
ish class. It is a pity, but it simply wasn't possible both e pb.Perspective in-placeand maintain a reasonable level of backwards-
compatibility.
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print "I am", self.name, "perspective foo(",arg,") calle d on", self
class MyRealm:
implements(portal.IRealm)
def requestAvatar(self, avatarld, mind, * interfaces):
if pb.IPerspective not in interfaces:
raise NotimplementedError
return pb.IPerspective, MyPerspective(avatarld), lambd a:None

p = portal.Portal(MyRealm())
p.registerChecker(
checkers.InMemoryUsernamePasswordDatabaseDontUse(us erl="passl"))
reactor.listenTCP(8800, pb.PBServerFactory(p))
reactor.run()

Source listing —pb5server.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor
from twisted.cred import credentials

def main():
factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
defl = factory.login(credentials.UsernamePassword("us erl", "passl"))
defl.addCallback(connected)
reactor.run()

def connected(perspective):
print "got perspective ref:", perspective
print "asking it to foo(12)"
perspective.callRemote("foo", 12)

main()

Source listing —pb5client.py

Ok, so that wasn't really very exciting. It doesn’t accoraplmuch more than the first PB example, and used a lot

more code to do it. Let’s try it again with two users this time.

Note:

When the client runkogin  to request the Perspective, they can provide it with an optidient
argument (which must begb.Referenceable object). If they do, then a reference to that object will
be handed to the realmfequestAvatar in themind argument.

The server-side Perspective can use it to invoke remoteadstbn something in the client, so that
the client doesn't always have to drive the interaction. &iat server, the client object would be the one
to which “display text” messages were sent. In a board gamesehis would provide a way to tell the
clients that someone has made a move, so they can updatgaherboards.

Two Clients

#l/usr/bin/env python



CHAPTER 8. PERSPECTIVE BROKER

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from zope.interface import implements

from twisted.spread import pb
from twisted.cred import checkers, portal
from twisted.internet import reactor

class MyPerspective(pb.Avatar):
def __init_ (self, name):
self.name = name
def perspective_foo(self, arg):
print "I am", self.name, "perspective_foo(",arg,") calle d on"
class MyRealm:
implements(portal.IRealm)
def requestAvatar(self, avatarld, mind, * interfaces):
if pb.IPerspective not in interfaces:
raise NotimplementedError

return pb.IPerspective, MyPerspective(avatarld), lambd a:None
p = portal.Portal(MyRealm())
¢ = checkers.InMemoryUsernamePasswordDatabaseDontUse( userl="passl",

user2="pass2")
p.registerChecker(c)
reactor.listenTCP(8800, pb.PBServerFactory(p))
reactor.run()

Source listing —pb6server.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor
from twisted.cred import credentials

def main():
factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
defl = factory.login(credentials.UsernamePassword("us erl", "passl"))
defl.addCallback(connected)
reactor.run()

def connected(perspective):
print "got perspectivel ref:", perspective
print "asking it to foo(13)"
perspective.callRemote("foo", 13)

main()

Source listing —pb6clientl.py

, self
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#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor

from twisted.spread import pb
from twisted.internet import reactor
from twisted.cred import credentials

def main():
factory = pb.PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)
defl = factory.login(credentials.UsernamePassword("us er2", "pass2"))
defl.addCallback(connected)
reactor.run()

def connected(perspective):
print "got perspective2 ref.", perspective
print "asking it to foo(14)"
perspective.callRemote("foo", 14)

main()

Source listing —pb6client2.py

While pb6server.py is running, try starting pb6clientl,rthgb6client2. Compare the argument passed by the
.callRemote() in each client. You can see how each client gets connecteditfeeent Perspective.

How that example worked

Let’s walk through the previous example and see what waggmin

First, we created a subclass calldtyPerspective  which is our server-side Avatar. It implements a
perspective  _foo method that is exposed to the remote client.

Second, we created a realm (an object which implem&walm , and therefore implementsquestAvatar ).

This realm manufactureldlyPerspective  objects. It makes as many as we want, and names each one with th
avatarID (a username) that comes out of the checkers. Thikdellyn object returns two other objects as well, which
we will describe later.

Third, we created a portal to hold this realm. The portalls j® to dispatch incoming clients to the credential
checkers, and then to request Avatars for any which surizetithentication process.

Fourth, we made a simple checker (an object which implem&itecker ) to hold valid user/password pairs.
The checker gets registered with the portal, so it knows whask when new clients connect. We use a checker named
InMemoryUsernamePasswordDatabaseDontUse , which suggests that 1: all the username/password pairs are
keptin memory instead of being saved to a database or sarge#rid 2: you shouldn’t use it. The admonition against
using it is because there are better schemes: keeping lewgryh memory will not work when you have thousands
or millions of users to keep track of, the passwords will et in the .tap file when the application shuts down
(possibly a security risk), and finally it is a nuisance to addemove users after the checker is constructed.

Fifth, we create gpb.PBServerFactory to listen on a TCP port. This factory knows how to connect the
remote client to the Portal, so incoming connections willha@ded to the authentication process. Other protocols
(non-PB) would do something similar: the factory that cesa®rotocol objects will give those objects access to the
Portal so authentication can take place.

On the client side, pb.PBClientFactory is created (abefore(pagd 206)) and attached to a TCP connection.
When the connection completes, the factory will be asked ¢tmlywe a Protocol, and it will create a PB object.
Unlike the previous chapter, where we usgéetRootObject |, here we uséactory.login to initiate the cred
authentication process. We provideigedentials object, which is the client-side agent for doing our half of
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the authentication process. This process may involve aer@ssages: challenges, responses, encrypted passwords,
secure hashes, etc. We give our credentials object evegyithvill need to respond correctly (in this case, a username
and password, but you could write a credential that usedglbl encryption or even fancier techniques).

login returns a Deferred which, when it fires, will returpl.RemoteReference  to the remote avatar. We
can then deallRemote to invoke aperspective  _foo method on that Avatar.

Anonymous Clients

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

Implement the realm for and run on port 8800 a PB service which allows both
anonymous and username/password based access.

Successful username/password-based login requests given an instance of
MyPerspective with a name which matches the username with wh ich they
authenticated. Success anonymous login requests are given an instance of

MyPerspective with the name "Anonymous".

from sys import stdout
from zope.interface import implements

from twisted.python.log import startLogging

from twisted.cred.checkers import ANONYMOUS, AllowAnony mousAccess

from twisted.cred.checkers import InMemoryUsernamePass wordDatabaseDontUse
from twisted.cred.portal import IRealm, Portal

from twisted.internet import reactor

from twisted.spread.pb import Avatar, IPerspective, PBSe rverFactory

class MyPerspective(Avatar):
Trivial avatar exposing a single remote method for demonstr ative
purposes. All successful login attempts in this example wil | result in
an avatar which is an instance of this class.

@type name: C{str}

@ivar name: The username which was used during login or C{"An onymous"}
if the login was anonymous (a real service might want to avoid the
collision this introduces between anonoymous users and aut henticated

users named "Anonymous").

def __init__ (self, name):
self.name = name

def perspective_foo(self, arg):
Print a simple message which gives the argument this method w as
called with and this avatar's name.

print "I am %s. perspective_foo(%s) called on %s." % (
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self.name, arg, self)

class MyRealm(object):

Trivial realm which supports anonymous and named users by cr eating
avatars which are instances of MyPerspective for either.

implements(IRealm)

def requestAvatar(self, avatarld, mind, * interfaces):
if IPerspective not in interfaces:
raise NotimplementedError("MyRealm only handles IPerspe ctive")

if avatarld is ANONYMOUS:
avatarld = "Anonymous”
return IPerspective, MyPerspective(avatarld), lambda: N one

def main():

Create a PB server using MyRealm and run it on port 8800.

startLogging(stdout)
p = Portal(MyRealm())

# Here the username/password checker is registered.
cl = InMemoryUsernamePasswordDatabaseDontUse(userl="p assl", user2="pass2")
p.registerChecker(cl)

# Here the anonymous checker is registered.
c2 = AllowAnonymousAccess()
p.registerChecker(c2)

reactor.listenTCP(8800, PBServerFactory(p))
reactor.run()

if name_ == ' main__ "
main()

Source listing —pbAnonServer.py

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

Client which will talk to the server run by pbAnonServer.py, logging in
either anonymously or with username/password credentials

from sys import stdout

242
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from
from
from
from
from

twisted.python.log import err, startLogging

twisted.cred.credentials import Anonymous, Usernam ePassword
twisted.internet import reactor

twisted.internet.defer import gatherResults

twisted.spread.pb import PBClientFactory

def error(why, msg):

Catch-all errback which simply logs the failure. This isn't expected to
be invoked in the normal case for this example.

err(why, msg)

def connected(perspective):

Login callback which invokes the remote "foo" method on the p erspective
which the server returned.

print "got perspectivel ref;", perspective

print "asking it to foo(13)"

return perspective.callRemote("foo", 13)

def finished(ignored):

Callback invoked when both logins and method calls have fini shed to shut
down the reactor so the example exits.

reactor.stop()

def main():
Connect to a PB server running on port 8800 on localhost and lo g in to
it, both anonymously and using a username/password it will r ecognize.

startLogging(stdout)
factory = PBClientFactory()
reactor.connectTCP("localhost", 8800, factory)

anonymousLogin = factory.login(Anonymous())
anonymousLogin.addCallback(connected)

anonymousLogin.addErrback(error, "Anonymous login fail ed")
usernamelLogin = factory.login(UsernamePassword("userl ", "passl"))
usernamelogin.addCallback(connected)

usernamelogin.addErrback(error, "Username/password lo gin failed")
bothDeferreds = gatherResults(fanonymousLogin, usernam elLogin])

bothDeferreds.addCallback(finished)

reactor.run()
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if _name__ ==’ main__":
main()

Source listing —pbAnonClient.py

pbAnonServer.py implements a server based on pb6seryvexignding it to permit anonymous logins in addi-
tion to authenticated logins. AAllowAnonymousAccess checker and atnMemoryUsernamePassword
DatabaseDontUse checker are registered and the client’s choice of credsrilgect determines which is used to
authenticate the login. In either case, the realm will bedadn to create an avatar for the logikllowAnonymous
Access always produces aawvatarld of twisted.cred.checkers. ANONYMOUS

On the client side, the only change is the use of an instand@afymous when callingPBClientFactory.
login

8.6.5 Using Avatars
Avatar Interfaces

The first element of the 3-tuple returned tl®guestAvatar indicates which Interface this Avatar implements. For
PB avatars, it will always bpb.IPerspective , because that'’s the only interface these avatars implement

This element is present becausguestAvatar is actually presented with a list of possible Interfacese Th
guestion being posed to the Realm is: “do you have an avat@a¥atarID) that can implement one of the following
set of Interfaces?”. Some portals and checkers might gii& aflInterfaces and the Realm could pick; the PB code
only knows how to do one, so we cannot take advantage of thiarie

Logging Out

The third element of the 3-tuple is a zero-argument callattiéch will be invoked by the protocol when the connection
has been lost. We can use this to notify the Avatar when tleatclias lost its connection. This will be described in
more detail below.

Making Avatars

In the example above, we create Avatars upon request, digingstAvatar . Depending upon the service, these
Avatars might already exist before the connection is regkiand might outlive the connection. The Avatars might
also accept multiple connections.

Another possibility is that the Avatars might exist aheadiroi, but in a different form (frozen in a pickle and/or
saved in a database). In this cassuestAvatar may need to perform a database lookup and then do something
with the result before it can provide an avatar. In this caseould probably return a Deferred so it could provide the
real Avatar later, once the lookup had completed.

Here are some possible implementation§gRealm.requestAvatar

# pre-existing, static avatars

def requestAvatar(self, avatarlD, mind, * interfaces):
assert pb.IPerspective in interfaces
avatar = self.avatars[avatar|D]
return pb.IPerspective, avatar, lambda:None

# database lookup and unpickling

def requestAvatar(self, avatarlD, mind, * interfaces):
assert pb.IPerspective in interfaces
d = self.database.fetchAvatar(avatarID)
d.addCallback(self.doUnpickle)
return pb.IPerspective, d, lambda:None

def doUnpickle(self, pickled):
avatar = pickle.loads(pickled)
return avatar

# everybody shares the same Avatar
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def requestAvatar(self, avatarlD, mind, * interfaces):
assert pb.IPerspective in interfaces
return pb.IPerspective, self.theOneAvatar, lambda:None

# anonymous users share one Avatar, named users each get thei r own
def requestAvatar(self, avatarlD, mind, * interfaces):
assert pb.IPerspective in interfaces
if avatarID == checkers. ANONYMOUS:
return pb.IPerspective, self.anonAvatar, lambda:None
else:
return pb.IPerspective, self.avatars[avatarID], lambda :None

# anonymous users get independent (but temporary) Avatars
# named users get their own persistent one
def requestAvatar(self, avatarlD, mind, * interfaces):
assert pb.IPerspective in interfaces
if avatarlD == checkers. ANONYMOUS:
return pb.IPerspective, MyAvatar(), lambda:None
else:
return pb.IPerspective, self.avatars[avatarID], lambda :None

The last example, note that the nbByAvatar instance is not saved anywhere: it will vanish when the cotioe
is dropped. By contrast, the avatars that live in ¢e#.avatars dictionary will probably get persisted into the
.tap file along with the Realm, the Portal, and anything diaeit referenced by the top-level Application object. This
is an easy way to manage saved user profiles.

Connecting and Disconnecting

It may be useful for your Avatars to be told when remote cleyein (and lose) access to them. For example, and
Avatar might be updated by something in the server, and iethee clients attached, it should update them (through
the “mind” argument which lets the Avatar do callRemote andhent).

One common idiom which accomplishes this is to have the Realnthe avatar that a remote client has just
attached. The Realm can also ask the protocol to let it knoarvthe connection goes away, so it can then inform the
Avatar that the client has detached. The third member ofébaestAvatar return tuple is a callable which will
be invoked when the connection is lost.

class MyPerspective(pb.Avatar):

def __init_ (self):
self.clients = []

def attached(self, mind):
self.clients.append(mind)
print "attached to", mind

def detached(self, mind):
self.clients.remove(mind)
print "detached from", mind

def update(self, message):
for ¢ in self.clients:

c.callRemote("update”, message)

class MyRealm:
def requestAvatar(self, avatarlD, mind, * interfaces):
assert pb.IPerspective in interfaces
avatar = self.avatars[avatarlD]
avatar.attached(mind)
return pb.IPerspective, avatar, lambda a=avatar:a.detac hed(mind)
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Viewable

Once you havePerspective objects (i.e. the Avatar) to represent users, iewable class can come into
play. This class behaves a lot liReferenceable : it turns into aRemoteReference  when sent over the wire,
and certain methods can be invoked by the holder of thateefer However, the methods that can be called have
names that start withiew _ instead ofemote _, and those methods are always called with an epgrapective
argument that points to the Avatar through which the refegemas sent:

class Foo(pb.Viewable):
def view_doFoo(self, perspective, argl, arg2):
pass

This is useful if you want to let multiple clients share a refece to the same object. Thiew _ methods can
use the “perspective” argument to figure out which clientaBimg them. This gives them a way to do additional
permission checks, do per-user accounting, etc.

This is the shortcut which makes per-user-per-group céipabbjects much easier to use. Instead of creating
such per-(user,group) objects, you just have per-grougctdjvhich inherit fronpb.Viewable , and give the user
references to them. The logab.Avatar  object will automatically show up as the “perspective” argunt in the
view _» method calls, give you a chance to involve the Avatar in tlee@ss.

Chat Server with Avatars

Combining all the above techniques, here is an example eagrswhich uses a fixed set of identities (say, for the
three members of your bridge club, who hang out in “#NeedAffdinoping that someone will discover your server,
guess somebody’s password, break in, join the group, ancalavailable for a game next saturday afternoon).

#!/usr/bin/env python

# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from zope.interface import implements

from twisted.cred import portal, checkers
from twisted.spread import pb
from twisted.internet import reactor

class ChatServer:
def __init__ (self):
self.groups = {} # indexed by name

def joinGroup(self, groupname, user, allowMattress):
if not self.groups.has_key(groupname):
self.groups[groupname] = Group(groupname, allowMattres s)
self.groups[groupname].addUser(user)
return self.groups[groupname]

class ChatRealm:

implements(portal.IRealm)

def requestAvatar(self, avatarlD, mind, * interfaces):
assert pb.IPerspective in interfaces
avatar = User(avatarlD)
avatar.server = self.server
avatar.attached(mind)
return pb.IPerspective, avatar, lambda a=avatar:a.detac hed(mind)

class User(pb.Avatar):
def __init_ (self, name):
self.name = name
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def attached(self, mind):
self.remote = mind
def detached(self, mind):
self.remote = None
def perspective_joinGroup(self, groupname, allowMattre ss=True):
return self.server.joinGroup(groupname, self, allowMat tress)
def send(self, message):
self.remote.callRemote("print", message)

class Group(pb.Viewable):
def __init_ (self, groupname, allowMattress):
self.name = groupname
self.allowMattress = allowMattress
self.users = []
def addUser(self, user):
self.users.append(user)
def view_send(self, from_user, message):
if not self.allowMattress and "mattress" in message:
raise ValueError, "Don’'t say that word"
for user in self.users:
user.send("<%s> says: %s" % (from_user.name, message))

realm = ChatRealm()

realm.server = ChatServer()

checker = checkers.InMemoryUsernamePasswordDatabaseDo ntUse()
checker.addUser("alice", "1234")

checker.addUser("bob", "secret")

checker.addUser("carol", "fido")

p = portal.Portal(realm, [checker])

reactor.listenTCP(8800, pb.PBServerFactory(p))
reactor.run()

Source listing —chatserver.py

Notice that the client usgeerspective  _joinGroup  to both join a group and retrieveRemoteReference
to theGroup object. However, the reference they get is actually to aiapgtermediate object calledzb.View
Point . When they dagroup.callRemote("send”, "message") , their avatar is inserted into the argument
list that Group.view _send actually sees. This lets the group get their username otieofvatar without giving
the client an opportunity to spoof someone else.

The client side code that joins a group and sends a messagde hoki like this:

#l/usr/bin/env python
# Copyright (c) Twisted Matrix Laboratories.
# See LICENSE for details.

from twisted.spread import pb
from twisted.internet import reactor
from twisted.cred import credentials

class Client(pb.Referenceable):

def remote_print(self, message):
print message

def connect(self):
factory = pb.PBClientFactory()
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reactor.connectTCP("localhost", 8800, factory)

defl = factory.login(credentials.UsernamePassword("al ice", "1234"),
client=self)

defl.addCallback(self.connected)

reactor.run()

def connected(self, perspective):
print "connected, joining group #NeedAFourth"
# this perspective is a reference to our User object. Save a re ference
# to it here, otherwise it will get garbage collected after th is call,
# and the server will think we logged out.
self.perspective = perspective
d = perspective.callRemote("joinGroup", "#NeedAFourth" )
d.addCallback(self.gotGroup)

def gotGroup(self, group):
print "joined group, now sending a message to all members"
# 'group’ is a reference to the Group object (through a ViewPo int)
d = group.callRemote("send", "You can call me AL")
d.addCallback(self.shutdown)

def shutdown(self, result):
reactor.stop()

Client().connect()

Source listing —ehatclient.py

8.7 PB Limits

There are a number of limits you might encounter when usinggeetive Broker. This document is an attempt to
prepare you for as many of them as possible so you can avaid dhat least recognize them when you do run into
them.

8.7.1 Banana Limits

Perspective Broker is implemented in terms of a simples, flesctional protocol called Banana. Twisted’s implemen-
tation of Banana imposes a limit on the length of any sequékeealata type. This applies directly to lists and strings
and indirectly to dictionaries, instances and other typHEse purpose of this limit is to put an upper bound on the
amount of memory which will be allocated to handle a messageived over the network. Without, a malicious peer
could easily perform a denial of service attack resultingxhaustion of the receiver's memory. The basic limit is 640
* 1024 bytes, defined biwisted.spread.banana.SIZE _LIMIT . It's possible to raise this limit by changing
this value (but take care to change it on both sides of theeion).

Another limit imposed by Twisted’s Banana implementati®a iimit on the size of long integers. The purpose of
this limit is the same as th®IZE _LIMIT . By default, only integers between -2 ** 448 and 2 ** 448 (axgile) can
be transferred. This limit can be changed udingted.spread.banana.setPrefixLimit .

8.7.2 Perspective Broker Limits

Perspective Broker imposes an additional limit on top oséhwer level limits. The number of local objects for
which remote references may exist at a single time over desgannection, by default, is limited to 1024, defined by
twisted.spread.pb.MAX _BROKERREFS This limit also exists to prevent memory exhaustion attack
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Manual Pages

9.1 TRIAL.1
9.1.1 NAME

trial - run unit tests

9.1.2 SYNOPSIS

trial [ options] [ file — package— module— TestCase— testmethoq ...
trial —help— -h

9.1.3 DESCRIPTION

trial loads and executes a suite of unit tests, obtained framdules, packages and files listed on the command line.
trial will take either filenames or fully qualified Python namas arguments. Thus ‘trial myproject/foo.py’, ‘trial
myproject.foo’ and ‘trial myproject.foo.SomeTestCasstmethod’ are all valid ways to invoke trial.
After running the given test suite, the default test repaotnts a summary of the test run. This consists of the
word “PASSED?” (if all tests ran as expected) or “FAILED” (ihg test behaved unexpectedly) followed by a count of
the different kinds of test results encountered. The pteskihds of test results includes:

successesTests that passed all their assertions and completed witroar. These are marked “PASSED” in the
normal test output.

failures Tests that failed an assertion, called self.fail() or eifdli raised self.failureException for some reason.
These are marked “FAILED” in the normal test output.

errors Tests that raised an unexpected exception (including fise&irror), tests that caused the tearDown() method
to raise an exception, tests that run for longer than thedimaterval, tests that caused something to call
twisted.python.log.err() without subsequently callirif lushLoggedErrors(), tests that leave the reactor in an
unclean state, etc. These are marked “ERROR” in the norrsiadteput. Note that because errors can be caused
after the actual test method returns, it is possible for glsitest to be reported as both an error and a failure,
and hence the total number of test results can be greatetttbaotal number of tests executed.

skips Tests that were skipped, usually because of missing depeiage These are marked “SKIPPED” in the normal
test output.

expectedFailures Tests that failed, but were expected to fail, usually beedlus test is for a feature that hasn’t been
implemented yet. These are marked “TODO?” in the normal tegtut.

unexpectedSuccessedests that should have been listed under expectedFaikxespt that for some reason the test
succeeded. These are marked “SUCCESS!?!” in the normad tigstit.

249
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9.1.4 OPTIONS

-b, —debug Run the tests in the Python debugger. Also does post-mormtermgiing on exceptions. Will load ‘.pdbrc’
from current directory if it exists.

-B, —debug-stacktracesReport Deferred creation and callback stack traces

—coverage Generate coverage information in the ‘coverage’ subdirgcdf the trial temp directory (trial_temp’
by default). For each Python module touched by the executfdie given tests, a file will be created in
the coverage directory named for the module’s fully-quadifname with the suffix ‘.cover’. For example,
because the trial test runner is written in Python, the agedirectory will almost always contain a file named
‘twisted.trial.runner.cover’. Each ‘.cover’ file contaima copy of the Python source of the module in question,
with a prefix at the beginning of each line containing coveradormation. For lines that are not executable
(blank lines, comments, etc.) the prefix is blank. For exadulet lines that were run in the course of the test
suite, the prefix is a number indicating the number of timed lime was executed. The string >>>>>"
prefixes executable lines that were not executed in the eamirthe test suite. Note that this functionality uses
Python’s sys.settrace() function, so tests that call sitsase() themselves are likely to break trial's coverage
functionality.

—disablegc Disable the garbage collector for the duration of the tast As each test s run, trial saves the TestResult
objects, which means that Python’s garbage collector has man-garbage objects to wade through, making
each garbage-collection run slightly slower. Disablingbgge collection entirely will make some test suites
complete faster (contrast —force-gc, below), at the cost@kasing (possibly greatly) memory consumption.
This option also makes tests slightly more deterministlictv might help debugging in extreme circumstances.

-e, —rterrors Print tracebacks to standard output as soon as they occur

—force-gc Run gc.collect() before and after each test case. This casdmbto isolate errors that occur when objects
get collected. This option would be the default, except ikesaests run about ten times slower.

-h, —help Print a usage message to standard output, then exit.

—help-reporters Print a list of valid reporters to standard output, then.éRéporters can be selected with the —reporter
option described below.

—help-reactors Print a list of possible reactors to standard output, then &lot all listed reactors are available on
every platform. Reactors can be selected with the —reaptirodescribed below.

-1, —logfile logfile Direct the log to a different file. The default file is ‘tesglolodfileis relative to_trial_temp.
-n, —dry-run Go through all the tests and make them pass without running.

-N, —no-recurse By default, trial recurses through packages to find everyuteihside every subpackage. Unless,
that is, you specify this option.

—nopm Don't automatically jump into debugger for post-mortemIssis of exceptions. Only usable in conjunction
with —debug.

—profile Run tests under the Python profiler.

-r, —reactor reactor Choose which reactor to use. See —help-reactors for a list.

—recursionlimit Set Python’s recursion limit. See sys.setrecursionl)mit(

—reporter Select the reporter to use for trial’s output. Use the —nefrters option to see a list of valid reporters.

—spew Print an insanely verbose log of everything that happensfuls/hen debugging freezes or locks in complex
code.

—tbformat format Format to display tracebacks with. Acceptable values agéaldt’, ‘brief’ and ‘verbose’. ‘brief’
produces tracebacks that play nicely with Emacs’ GUD.
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—temp-directory directory WARNING: Do not use this options unless you know what you aniegl. By default, trial
creates a directory calledrial_ temp under the current working directory. When trial rungirgét deletesthis
directory, then creates it, then changes into the diredtoryn the tests. The log file and any coverage files are
stored here. Use this option if you wish to have trial run ifractory other thantrial_ temp. Be warned, trial
will deletethe directory before re-creating it.

—testmodule filenameAsk trial to look intofilenameand run any tests specified using the Emacs-style buffeaitvari
‘test-case-name’.

—unclean-warnings As of Twisted 8.0, trial will report an error if the reactorleft unclean at the end of the test.
This option is provided to assist in migrating from Twisted B Twisted 8.0 and later. Enabling this option
will turn the errors into warnings.

-u, —until-failure  Keep looping the tests until one of them raises an error oiliaréa This is particularly useful for
reproducing intermittent failures.

—version Prints the Twisted version number and exit.

—without-module modulenamesSimulate the lack of the specified comma-separated list afules. This makes it
look like the modules are not present in the system, causstg to check the behavior for that configuration.

-z,—random[seed Run the tests in random order using the specified seed.

9.1.5 SEEALSO

The latest version of the trial documentation can be foumdtpt/twistedmatrix.com/documents/current/core/tmtesting.html

9.1.6 AUTHOR
Written by Jonathan M. Lange

9.1.7 REPORTING BUGS
To report a bug, visit http://twistedmatrix.com/trac/nieket

9.1.8 COPYRIGHT

Copyright 2003-2011 Twisted Matrix Laboratories This isdisoftware; see the source for copying conditions. There
is NO warranty; not even for MERCHANTABILITY or FITNESS FOR PARTICULAR PURPOSE.
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9.2 TWISTD.1

9.2.1 NAME
twistd - run Twisted applications (TACs, TAPS)

9.2.2 SYNOPSIS

twistd [options]

9.2.3 DESCRIPTION

Read a twisted.application.service.Application out of@dind run it.

9.2.4 OPTIONS

-n, —nodaemoron’t daemonize (stay in foreground).

-q, —quiet No-op for backwards compatibility.

-p, —profile <profile output> Run the application under the profiler, dumping results &gpecified file.
—profiler <profiler name> Specify the profiler to use. Defaults to the 'hotshot’ prafile

—savestats Save the Stats object rather than the text output of the erofil

-b, —debug Run the application in the Python Debugger (implesdaemormption). Sending a SIGINT or SIGUSR2
signal to the process will drop it into the debugger.

-e, —encrypted<file> The specified tap/aos file is encrypted.

—euid Set only effective user-id rather than real user-id. Thigoophas no effect unless the server is running as root,
in which case it means not to shed all privileges after biggiarts, retaining the option to regain privileges in
cases such as spawning processes. Use with caution.

-0, —nho_save Do not save shutdown state.

—originalname Behave as though the specified Application has no process satyand run with the standard process
name (the Python binary in most cases).

-1, —logfile <logfile> Log to a specified file, - for stdout (default: twistd.log). étog file will be rotated on Sl-
GUSRL1.

-1, —logger<fully qualified python name> A fully-qualified name to a log observer factory to use for ithiéial log
observer. Takes precedence over —logdfile and —syslog.

—pidfile <pidfile> Save pid in specified file (default: twistd.pid).

—chroot<directory> Chroot to a supplied directory before running (default: ‘tlohroot). Chrooting is done before
changing the current directory.

-d, —rundir <directory> Change to a supplied directory before running (default: .).

-u, —uid <uid> The uid to run as (default: don’t change).

-g, —gid <gid> The gid to run as (default: don’'t change).

—umask<mask> The (octal) file creation mask to apply. (default: 0077 foemi@ns, no change otherwise).
-r, —reactor<reactor> Choose which reactor to use. Sdwlp-reactordor a list of possibilities.
—help-reactors List the names of possibly available reactors.

—spew Write an extremely verbose log of everything that happensfW$or debugging freezes or locks in complex
code.



CHAPTER 9. MANUAL PAGES 253

-f, —file <tap file> Read the given .tap file (default: twistd.tap).
-s, —source<tas file> Load an Application from the given .tas (AOT Python sourde) fi

-y, —python<python file> Use the variable “application” from the given Python file.ig bption overridesf. This
option implies—no_save

—syslog Log to syslog instead of a file.
—version Print version information and exit.
—prefix <prefix> Use the specified prefix when logging to logfile. Default isi4ted”.

Note that iftwistdis run as root, the working directory i@t searched for Python modules.

9.2.5 SIGNALS

A running twistd accepts SIGINT for a clean shutdown and SBRU to rotate log files.

9.2.6 AUTHOR

Written by Moshe Zadka, based on twistd’s help messages.

9.2.7 REPORTING BUGS

To report a bug, visihttp://twistedmatrix.com/trac/wiki/TwistedDevelopriDevelopmentProcess

9.2.8 COPYRIGHT

Copyright 2001-2011 Twisted Matrix Laboratories. Thisrisef software; see the source for copying conditions. There
is NO warranty; not even for MERCHANTABILITY or FITNESS FOR PARTICULAR PURPOSE.
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9.3 TAP2DEB.1
9.3.1 NAME

tap2deb - create Debian packages which wrap .tap files

9.3.2 SYNOPSIS
tap2deljoptions]

9.3.3 DESCRIPTION

Create a ready to upload Debian package in “.build”

-u, —unsigned do not sign the Debian package

-t, —tapfile <tapfile> Build the application around the given .tap (default twitstp)

-y, —type<type> The configuration has the given type . Allowable typestape source xmlandpython The first
three types armktapoutput formats, while the last one is a manual building ofliepgion (seewistd(1) the-y
option).

-p, —protocol<protocot> The name of the protocol this will be used to serve. This isrided as a part of the
description. Default is the name of the tapfile, minus angmrsions.

-d, —debfile<debfile= The name of the debian package. Default is 'twisted-'+proto
-V, —set-version<versiorr> The version of the Debian package. The default is 1.0
-e, —description<description> The one-line description. Default is uninteresting.

-I, —long_description<long_description> A multi-line description. Default is explanation aboutghieing an auto-
matic package created from tap2deb.

-m, —maintainer <maintainer> The maintainer, as “Name Lastnarmemail address”. This will go in the meta-
files, as well as be used as the id to sign the package.

—version Output version information and exit.

9.3.4 AUTHOR

Written by Moshe Zadka, based on twistd’s help messages

9.3.5 REPORTING BUGS

To report a bug, visihttp://twistedmatrix.com/bugs/

9.3.6 COPYRIGHT

Copyright 2000-2008 Twisted Matrix Laboratories. Thisreef software; see the source for copying conditions. There
is NO warranty; not even for MERCHANTABILITY or FITNESS FOR PARTICULAR PURPOSE.
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9.4 TAP2RPM.1
9.4.1 NAME

tap2rpm - create RPM packages which wrap .tap files

9.4.2 SYNOPSIS
tap2rpm[options]

9.4.3 DESCRIPTION
Create a set of RPM/SRPM packages in the current directory
-t, —tapfile <tapfile> Build the application around the given .tap (default twitstp)

-y, —type<type> The configuration has the given type . Allowable typestape source xmlandpython The first
three types armktapoutput formats, while the last one is a manual building ofliepgion (seewistd(1) the-y
option).

-p, —protocol<protocot> The name of the protocol this will be used to serve. This isrided as a part of the
description. Default is the name of the tapfile, minus angmrsions.

-d, —rpmfile <rpmfile> The name of the RPM package. Default is 'twisted-'+protocol
-V, —set-version<versiorr> The version of the RPM package. The default is 1.0
-e, —description<description> The one-line description. Default is uninteresting.

-I, —long_description<long_description> A multi-line description. Default is explanation aboutghieing an auto-
matic package created from tap2rpm.

-m, —maintainer <maintainer> The maintainer, as “Name Lastnarm@mail address”. This will go in the meta-
files.

—version Output version information and exit.

9.44 AUTHOR

tap2rpm was written by Sean Reifschneider based on tap3d&tobhe Zadka. This man page is heavily based on
the tap2deb man page by Moshe Zadka.

9.4.5 REPORTING BUGS

To report a bug, visihttp://twistedmatrix.com/trac/wiki/TwistedDeveloprtiFiling Ticketsfor more information.

9.4.6 COPYRIGHT

Copyright 2000-2009 Twisted Matrix Laboratories. Thisredf software; see the source for copying conditions. There
is NO warranty; not even for MERCHANTABILITY or FITNESS FOR PARTICULAR PURPOSE.
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Appendix

10.1 Twisted Glossary

adaptee An object that has been adapted, also called “original”. Adaspter(this page).

Adapt er An object whose sole purpose is to implement an Interfacariother object. Sdaterfaces and Adapters

(page 16D).

Appl i cati on A twisted.application.service.Application . There are HOWTOs oareating and
manipulating(pagd_17b) them as a system-administrator, as welsag) (pagd 176) them in your code.

Avatar (from Twisted Cred(this page)) business logic for specific user. For exampl®B (page[ 25l7) these are
perspectives, in POP3 these are mailboxes, and so on.

Banana The low-level data marshalling layer dfvisted Spreadpagd 25B). Setwvisted.spread.banana
Br oker A twisted.spread.pb.Broker , the object request broker fawisted Spreadpagd 25B).

cache A way to store data in readily accessible place for lateree@aching data is often done because the data is
expensive to produce or access. Caching data risks beileg @taut of sync with the original data.

component A special kind of (persistentpdapter that works with atwisted.python.components.
Componentized . See alsdnterfaces and Adapte(®agd_16D).

Conponent i zed A Componentized object is a collection of information, saped into domain-specific or role-
specific instances, that all stick together and refer to edlor. Each object is aAdapter , which, in the
context of Componentized, we call “components”. See hiterfaces and Adaptefpagd 16D).

conch Twisted’s SSH implementation.

Connector Object used to interface between client connections antb@ots, usually used with &wisted.
internet.protocol.ClientFactory to give you control over how a client connection reconneSez
twisted.internet.interfaces.IConnector andWriting Clients(pagd_1B).

Consumer An object that consumes data fronPeoducer(pagd 25I7). Sewvisted.internet.interfaces.
IConsumer .

Cred Twisted’s authentication APtwisted.cred . Sedntroduction to Twisted Cre¢pagd 16b) andwisted Cred
usage(pagd 23P).

credentials A username/password, public key, or some other informatgad for authentication.
credential checker Where authentication actually happens. EaedentialsChecker
CVSToys A nifty set of tools for CVS, available at http://twistednmiatcom/users/acapnotic/wares/code/CVSToys/.

Daemon A background process that does a job or handles client requBsemon is a Unix term; service is the
Windows equivalent.

256
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Def erred A instance oftwisted.internet.defer.Deferred , an abstraction for handling chains of call-
backs and error handlers (“errbacks”). Seeliegerring Executior{pagd_ 13b) HOWTO.

Enterprise Twisted’'s RDBMS support. It contairtwisted.enterprise.adbapi for asynchronous access to
any standard DB-API 2.0 module. Skroduction to Twisted Enterprisgpage_18B) for more details.

errback A callback attached to Beferred(this page) withaddErrback  to handle errors.

Fact ory In general, an object that constructs other objects. Inf@djsa Factory usually refers totaisted.
internet.protocol.Factory , which construct&rotocol(this page) instances for incoming or outgoing
connections. Sew/riting Server{pagd 8) andVriting Clients(pagd_1B).

Fai | ur e Basically, an asynchronous exception that contains teszteinformation; these are used for passing errors
through asynchronous callbacks.

im Abbreviation of “(Twisted)instance Messengéthis page)”.

Instance Messengerinstance Messenger is a multi-protocol chat program thaesowith Twisted. It can communi-
cate via TOC with the AOL servers, via IRC, as well as PR (this page) withTwisted Word¢pagd 25B). See
twisted.words.im

Interface A class that defines and documents methods that a class gonfpto that interface needs to have. A
collection of coretwisted.internet interfaces can be found iwisted.internet.interfaces
See alsdnterfaces and Adapte(®agd_16D).

Jelly The serialization layer fofwisted Spreadpagd 25B), although it can be used seperately from Twigteebd as
well. It is similar in purpose to Python’s standagitkle module, but is more network-friendly, and depends
on a separate marshall8dnana(pagd 256), in most cases). Saasted.spread.jelly

Lore Lore]is Twisted’s documentation system. The source format ibaetiof XHTML, and output formats include
HTML and LaTeX.

Manhole A debugging/administration interface to a Twisted apiaa

Microdom A partial DOM implementation usin@UX (page[25B). It is simple and pythonic, rather than strictly
standards-compliant. Sewisted.web.microdom

Names Twisted’s DNS server, found itwisted.names
Nevow The successor ta/oven(pagd 25B); available from DivmBd
PB Abbreviation of ‘Perspective Brokefthis page)”.

Perspective Broker The high-level object layer of TwisteSpread(page 25B), implementing semantics for method
calling and object copying, caching, and referencing. t8ésted.spread.pb

Portal Gluescredential checkergpagd256) andealm (this page)s together.

Producer An object that generates data a chunk at a time, usually todmegsed by &onsumerpagd 256). See
twisted.internet.interfaces.IProducer .

Pr ot ocol In general each network connection has its own Protocchimt® to manage connection-specific state.
There is a collection of standard protocol implementation$wisted.protocols . See alsowriting
Servergpagd 8) andVriting Clients(page_1B).

PSU There is no PSU.

Reactor The core event-loop of a Twisted application. Smctor Basic¢pagd 11DP).

Reality See Twisted Realityfpagd 25B)”

realm (in Twisted Credpagd 25b6)) storemsvatars(pagd 256) and perhaps general business logiclFSssm .

Lhttp:/itwistedmatrix.com/trac/wiki/TwistedLore/
2http://launchpad.net/nevow
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Resour ce A twisted.web.resource.Resource , which are served by Twisted Web. Resources can be as
simple as a static file on disk, or they can have dynamicalhegged content.

Service A twisted.application.service.Service . SeeApplication howta(pagd 176) for a description
of how they relate té\pplications(pagd 2556).

Spread Twisted Spread is Twisted’s remote-object suite. It cdasi§ three layersPerspective Broke(page 2517),
Jelly (pagd 25l7) an@anana.(pagd 256) Se@/riting Applications with Perspective Brokgragd 20B).

SUX Small UncomplicatedXML, Twisted’s simple XML parser written in pure Python. Seésted.web.sux

TAC A Twisted Application Configuration is a Python source file, generally with ttee extension, which defines
configuration to make an application runnable ugingtd

TAP TwistedApplicationPickle (no longer supported), or simply jusTavistedAPplication. A serialised application
that was created witimktap (no longer supported) and runnable toyistd . SeeUsing the Utilities(page

[175).

Trial twisted.trial , Twisted’s unit-testing framework, based on tiattest standard library module. See
alsoWriting tests for Twisted codpagd 196).

Twisted Matrix Laboratories The team behind Twisted. http://twistedmatrix.com/.

Twisted Reality In days of old, the Twisted Reality multiplayer text-basateractive-fiction system was the main
focus of Twisted Matrix Labs; Twisted, the general netwongkramework, grew out of Reality’s need for better
network functionality. Twisted Reality has been superddmethe Imaginary project.

usage The twisted.python.usage module, a replacement for the standgetopt module for parsing
command-lines which is much easier to work with. $eesing command-linegpagd_19D).

Words Twisted Words is a multi-protocol chat server that usesPdrspective Brokefpagd 25I7) protocol as its native
communication style. Sawvisted.words

Woven WebObjectVisualizationEnvironment. A templating system previously, but no longecjuded with Twisted.
Woven has largely been superceded by Divmod Névow

10.2 Debugging Python(Twisted) with Emacs
B

e Open up your project files. sometimes emacs can't find themufdon't have them open before-hand.

e Make sure you have a program calledb somewhere in your PATH, with the following contents:

#!/bin/sh
exec python2.3 /usr/lib/python2.3/pdb.py $1 $2 $3 $4 $5 $6 $ 7 $8 $9

e RunM-x pdb in emacs. If you usually run your program pgthon foo.py , your command line should
bepdb foo.py ,fortwistd andtrial justadd -b to the command line, e.guistd -b -y my.tac

e While pdb waits for your input, go to a place in your code andChit SPC to insert a break-point. pdb should
say something happy. Do this in as many points as you wish.

e Go to your pdb buffer and h; this runs as normal until a break-point is found.

e Once you get to a breakpoint, usdo step,n to run the current line without stepping through the funasidt
calls,wto print out the current stack, andd to go up and down a level in the stagk,foo to print result of
expressioroo .

Shttp:/launchpad.net/imaginary
“4http://launchpad.net/nevow
SPOKEY THE PENGUIN IS COPYRIGHT 1998-2002 THE AUTHORS
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e Recommendations for effective debugging:

usep self alot; just knowing the class where the current code is ismiugh most of the time.

usewto get your bearings, it'll re-display the current-linefaw

after you usev, useu andd and lots morgp self  on the different stack-levels.

If you've got a big code-path that you need to grok, keep ardthffer open and list the code-path there
(e.g., | had a nasty-evil Deferred recursion, and this lktpe tons)
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