


1. ঽٿ

2. Docker 简ѻ

i. ࡏῘॖ Docker
ii. 为ࡏῘ์ๆ Docker

3. ԷඕҞ௱

i. 镜ਉ

ii. ฻Զ

iii. 仓库
4. Αਂ

i. Ubuntu
ii. CentOS

5. 镜ਉ

i. 获ࠟ镜ਉ

ii. ໆࡥ

iii. 创ٛ

iv. ਣࡥ໳载௡

v. Ϋ࢑

vi. 实现ٵ๲

6. ฻Զ

i. 启动
ii. ࠠ护态运۱

iii. 终޸

iv. 进௡฻Զ

v. 导ࡥ໳导௡

vi. 删࢑

7. 仓库
i. Docker Hub
ii. ޽ย仓库

iii. జટഓِ

8. ॅॉԐ๲

i. ॅॉ࿫

ii. ॅॉ࿫฻Զ

iii. 备ῲƅ҅⣍ƅⷕΫॅॉ࿫

ๆ᜞络ޡ .9

i. ҙೱ访问฻Զ

ii. ฻Զڞ联

级᜞络జટۿ .10

i. ҂ਙజટޱ௑

ii. జટ DNS
iii. ฻Զ访问ےक़

iv. અڼϴࠄ实现

v. జટ docker0 ᜞桥
vi. ߢ଑义᜞桥

vii. ״ۆ໳ຶߟ

viii. 编辑᜞络జટഓِ

Table of Contents



ix. 实ຶƊ创ٛλ༈୅ஃ୅连ঋ

11. 实战Εຶ

i. ޡๆ Supervisor ๝Ԑ๲进ଟ

ii. 创ٛ tomcat/weblogic ؓࡍ

iii. ਪੑഅ๲ࠞՀ௸间ଯ฻Զڞ联

iv. 标࡯ш♧发测试໳१产环ְ

12. Αু

i. ௅Ҵ෕׸ߓ间

ii. ےक़组

iii. ೻务અං护

iv. ௅Ҵ௾ຢՀक़

v. ਡᄚΑু஦ड़

vi. 总结
13. Dockerfile

i. Էඕ结构

ii. ິޱ

iii. 创ٛ镜ਉ

14. ଓ层实现
i. Էඕј构

ii. ෕׸ߓ间

iii. ےक़组

iv. 联܄ഓِذ统

v. ฻Զҳߧ

vi. ᜞络
15. ೪录λƊූິ查询

16. ೪录௖Ɗ࣢见仓库ѻ绍

i. Ubuntu
ii. CentOS
iii. MySQL
iv. MongoDB
v. Redis
vi. Nginx
vii. WordPress
viii. Node.js

17. ೪录މƊยๆଯ资ٺ



v0.3.0

Docker ॖ༈伟੒ଯ项ෳƇᄚ彻ଓ释ൗຎ֚拟шଯΡຢƇ让应ๆଯഇ发ƅೱࢅ໳Ԑ๲୙变ணঽࡿරยଯۿዓ

໳轻ࢱƍ

ඕ书Ղ⊳ๆ༖״备Է础 Linux ગ识ଯ Docker ࡾӁࠋƇ฀я֤Լ൷๲ѽٵ๲໳实现ଯۿ级ๆ户۪ދƆஔ时Ƈ

书ય给ࡥଯ实শΕຶƇя֤ݚ进۱实际ೱࢅ时ࠑ鉴Ɔ

ඕ书ঽ໬ࣂ为Է础௅฻Ƈ֤ๆ户๲ѽ Docker ଯԷඕҞ௱໳৭ݩƋ7 ~ 9 ࣂѻ绍λۿܮ级৭ݩƋ੓ 10 ࣂ给
ѻ绍⠣༖ Docker 实现ଯ৷⠣ՠ术Ɔࣂ ໳实শΕຶƋ11 ~ 13ثଯ应ๆ场ؠ଺ࡥ

݂ई౦ඕݚ线阅读ƊGitBook Ύ DockerPoolƆ欢ؿю௡ DockerPool QQ ؓƭ341410255ƮƇഇ֢ Docker
资ٺƇڱກ Docker ՠ术Ɔ

ƷDocker ՠ术௡门ิ实战Ƹλ书ᅹ经।ࡥߧ౦Ƈൌԥ੒ຟ੓λࠡ实战ΕຶƇ欢ؿ੒ѓ阅读ޡๆƆ

֣东图书 ୻୻图书 China-Pub

0.3: 2014-11-25
ӷढ़仓库ࣂ节Ƌ

节ƋࣂΑুࠃ࡚

୾௅฻Ƌߧ统ƅ฻Զҳذक़组ƅഓِے间ƅ׸ߓ节ଯј构ƅ෕ࣂ।ଓ层实现࠹

ିю对࣢见仓库໳镜ਉଯѻ绍Ƌ

ିю Dockerfile ଯѻ绍Ƌ

࡚ईۘ订યϾഓܩఔҳߧƆ

಺达Ɔߓ订ഓ࠹

发೘౪ਹ౦ඕഇ޲Ɗzh-HantƆ

Docker —— ༞௡门ஃ实শ

ࠞ์౦ඕ历ޤ

https://www.gitbook.io/book/yeasy/docker_practice
http://dockerpool.com/static/books/docker_practice/index.html
http://item.jd.com/11598400.html
http://item.jd.com/11598400.html
http://product.dangdang.com/23620853.html
http://product.china-pub.com/3770833


0.2: 2014-09-18
对ࢻӸ൘ഓፑ࡚ࠃѻ绍ƅԷඕҞ௱ƅΑਂƅ镜ਉƅ฻Զƅ仓库ƅॅॉԐ๲ƅ᜞络୾ࣂ节Ƌ

ିюଓ层实现ࣂ节Ƌ

ିюූິ查询໳资ٺ链ঋࣂ节Ƌ

ਡᄚ࠹।Ɔ

0.1: 2014-09-05
ିюԷඕ௅฻;
໳಺达೑૳顺ଯઘ൘Ɔߓ।错别࠹

ඕ书ٺ码ݚ Github ࣘ维护Ƈ欢ิދؿƊhttps://github.com/yeasy/docker_practiceƆ

ӽ谢ࡿยଯ 贡ࠋ٤Ɔ

clone  ஃඕઘƇᆍ设  ھଯ仓库Ƈ௢  docker_user/docker_practice ƇীډߢGitHub ࣘ  fork  ஃ ݚ

ટๆ户ࣿਔƆ

$ git clone git@github.com:docker_user/docker_practice.git
$ cd docker_practice
$ git config user.name "Docker User"
$ git config user.email docker_user@dockcer.com

ଯ仓库ƆډߢƇᆍव਄ஃڱଚھ੐码҉࠹

$ #do some change on the content
$ git commit -am "Fix issue #1: change helo to hello"
$ git push

pull requestƆ ڱGitHub ᜞ᙉࣘଚ ݚ
଑Ճޡๆ项ෳ仓库௅฻ۖईډߢ仓库௅฻Ɔ

$ git remote add upstream https://github.com/yeasy/docker_practice
$ git fetch upstream
$ git checkout master
$ git rebase upstream/master
$ git push -f origin master

юᾩ骤ދ

https://github.com/yeasy/docker_practice
https://github.com/yeasy/docker_practice/graphs/contributors


ඕࢠࣂ带领῵进௡ Docker ଯ॓ҏƆ

Ῐॖ Dockerƌࡏ

ๆᄚѼ带๝ࡏῘ样ଯۂ处ƌ

Ƈ让ѱ们带મ问题♧ި这ऑԸ௸ຌƆ•ۂ

简ѻ



Docker ॖλ༈♧ٺ项ෳƇ诞१༖ 2013 ௰ࡾƇ݂ॖࡾ dotCloud ޣڷ௅ೱଯλ༈业ำ项ෳƆᄚԷ༖ Google
GitHub ݚ༞ຎ Apache 2.0 协议Ƈ项ෳ੐码ࡺѼƇץ๝ю௡ຎ Linux Էھ实现Ɔ 项ෳٿଯ Go 语ࡥवޣڷ
ࣘ进۱维护Ɔ

Docker ࠬھٺ♧ߢஃᆐᐪଯ⠣શ໳讨论ƇΙ߃༖ dotCloud ھޣڷ๝୙҉෕为 Docker IncƆRedhat ᅹ经ݚ

ਡ RHEL6.5 યࡍયߖ޲ DockerƋGoogle ฀ݚਡ PaaS 产ೇયᆐᐪ应ๆƆ

Docker 项ෳଯෳ标ॖ实现轻ຟ级ଯ৭ذݩ统֚拟шѽྕ൘ΕƆ Docker ଯԷ础ॖ Linux ฻ԶƭLXCƮ୾ՠ

术Ɔ

为简ളƆๆۖݩண৭ޡ⠣अ฻ԶଯԐ๲Ƈ֓์࠲LXC ଯԷ础ࣘ Docker 进۱ຎ进λᾩଯೲਂƇ让ๆ户೑ ݚ

户৭ݩ Docker ଯ฻Զ࠷ਉ৭ݩλ༈҂ਙ轻ຟ级ଯ֚拟Հλ样简单Ɔ

ч෣ଯ图ഭಅ较ຎ Docker ໳传统֚拟ш൘ߧଯ೑ஔ௸处Ƈя见฻Զॖݚ৭ذݩ统层෣ࣘ实现֚拟шƇ૥ঋ

⣍ๆඕઘࠞՀଯ৭ذݩ统Ƈߠ传统൘ߧ则ॖِۢݚ层෣实现Ɔ

Ῐॖ Dockerࡏ

https://github.com/docker/docker


ย众ਪଯ优势Ɔ״৷ಅߧƇDocker ᦜ传统ଯ֚拟ш൘ߧ为λ⯔ई兴ଯ֚拟ш൘ݩ

ࠪগƇDocker ฻Զଯ启动яΙݚೀ级实现Ƈ这৷ಅ传统ଯ֚拟Հ൘์ߧ҂ணਪƆ ਡߘƇDocker 对ذ统资

ƇλੑࠞՀࣘяΙஔ时运۱ॅঘ༈ Docker ฻ԶƆۿଯ๭ๆ๻ᇂٺ

฻Զ࢑ຎ运۱ਡય应ๆҙƇԷඕ೑ࢶ෮额ҙଯذ统资ٺƇޡண应ๆଯड़௾ᇂۿƇஔ时ذ统ଯ♧销थຟࢡƆ

传统֚拟Հ൘ߧ运۱ 10 ༈೑ஔଯ应ๆ์࠷Ք 10 ༈֚拟ՀƇߠDocker ੩์࠲启动 10 ༈ҿ⇐ଯ应ๆਓяƆ

ย较੒ଯ优势Ɔ״௢чྞ༈൘෣ݚ ਹ说๝ƇDocker״

对♧发໳运维ƭdevopƮञ员๝说Ƈ݂Լ൷ଯॖ࠷λߘ创ٛΎజટƇяΙݚ௥Τઘ൘।࣢运۱Ɔ

♧发ࠋяΙޡๆλ༈标࡯ଯ镜ਉ๝构ٛλ୪♧发฻ԶƇ♧发ӷढ़௸ھƇ运维ञ员яΙ૥ঋޡๆ这༈฻Զ๝

ೱࢅ੐码Ɔ Docker яΙ҂ਙ创ٛ฻ԶƇ҂ਙସ੐应ๆଟࢍƇᆍ让य़༈过ଟুଟя见Ƈޡ团队યଯਡ਩ढ़员

ۖ฻Φ๲ѽ应ๆଟॖࢍ௢ъ创ٛ໳ݩۆଯƆ Docker ฻Զᇂ轻ᇂ҂ƍ฻Զଯ启动时间ॖೀ级ଯƇ੒ຟઘ节约

♧发ƅ测试ƅೱࢅଯ时间Ɔ

Docker ฻Զଯ运۱೑์࠲额ҙଯ hypervisor ߖ޲Ƈᄚॖ௅Ҵ级ଯ֚拟шƇχܜяΙ实现ۖۿଯड़௾໳ዓ

๻Ɔ

Docker ฻ԶྞڂяΙݚ௥Τଯചੑࣘ运۱ƇൌӐഅ๲Հƅ֚拟Հƅڷยϫƅ޽ยϫƅ༈ञ电脑ƅ೻务Զ

୾Ɔ 这⯔ٔ฻ड़яΙ让ๆ户అλ༈应ๆଟࢍ༞λ༈ചੑ૥ঋⷕΫஃ另ҙλ༈Ɔ

ಎഇ发໳ߧ୙Ιᶤຟଯ൘҉࠹ยଯࡿƆݩۆяΙ੃੐ΙЪ੒ຟଯۖई࠷Ƈ҉࠹ଯࢡࢡ์࠲ๆ DockerƇ੩ޡ

ۖईƇ༞ߠ实现ߢ动шᆍӗۿዓଯԐ๲Ɔ

஦ड़ ฻Զ ֚拟Հ

启动 ೀ级 ഇ钟级

ۢ盘ޡๆ λ౫为 MB λ౫为 GB

ड़௾ ঋٵפ१ ࠜ༖

ຟߖ޲统ذ 单Հࣘߖ޲ঘ༈฻Զ λ౫ྞࡒ༈

为ࡏῘ์ޡๆ Dockerƌ

ۖ҂ਙଯڱ೒໳ೱࢅ

ዓଯ֚拟шۿۖ

ۖ轻ࢱଯⷕΫ໳扩ଽ

ۖ简单ଯԐ๲

对ಅ传统֚拟Հ总结



Docker ൌӐމ༈ԷඕҞ௱

镜ਉƭImageƮ
฻ԶƭContainerƮ
仓库ƭRepositoryƮ

๲ѽຎ这މ༈Ҟ௱Ƈ࠷๲ѽຎ Docker ଯय़༈१ූ࠵ՃƆ

ԷඕҞ௱



Docker 镜ਉॖ࠷λ༈੩读ଯ෦ౣƆ

ຶ௢Ɗλ༈镜ਉяΙൌԥλ༈ӷय़ଯ ubuntu ৭ذݩ统环ְƇ๷෣仅Αਂຎ Apache Ύๆ户์࠲ଯਡᄚ应ๆ

ଟࢍƆ

镜ਉяΙๆ๝创ٛ Docker ฻ԶƆ

Docker ଚ֤ຎλ༈ᇂ简单ଯՀक़๝创ٛ镜ਉΎۖࠋई现ยଯ镜ਉƇๆ户त߃яΙ૥ঋ༞ਡ਩ञ௄๷ч载λ

༈ᅹ经ཚۂଯ镜ਉ๝૥ঋޡๆƆ

Docker 镜ਉ



Docker ๭ๆ฻Զ๝运۱应ๆƆ

฻Զॖ༞镜ਉ创ٛଯ运۱实ຶƆᄚяΙಎ启动ƅ♧ިƅଋ޸ƅ删࢑Ɔᾫ༈฻Զ୙ॖ৷ڞҿ⇐ଯƅസ证Αু

ଯചੑƆ

яΙఅ฻ԶԎཚॖλ༈简Φ౦ଯ Linux 环ְƭൌӐrootๆ户权ځƅ进ଟ׸间ƅๆ户׸间໳᜞络׸间୾Ʈ໳运

Ɔࢍਡયଯ应ๆଟݚ۱

*શƊ镜ਉॖ੩读ଯƇ฻Զݚ启动ଯ时ڴ创ٛλ层яࠃ层ݩ为݂ࣘ层Ɔ

Docker ฻Զ



仓库ॖࡍયਣൗ镜ਉഓِଯ场ࡿƆย时ڴѼఅ仓库໳仓库શྈ೻务ԶƭRegistryƮܩ为λ谈Ƈᆍ೑严ҳ׫

ഇƆ实际ࣘƇ仓库શྈ೻务ԶࣘЪЪਣൗમਪ༈仓库Ƈᾫ༈仓库યතൌԥຎਪ༈镜ਉƇᾫ༈镜ਉย೑ஔଯ

标签ƭtagƮƆ

仓库ഇ为ڷ♧仓库ƭPublicƮ໳޽ย仓库ƭPrivateƮ两⯔ߧآƆ

݂੒ଯڷ♧仓库ॖ Docker HubƇਣൗຎॅຟ庞੒ଯ镜ਉ֤ๆ户ч载Ɔ ܎௅ଯڷ♧仓库ൌӐ Docker Pool
୾ƇяΙଚ֤੒陆ๆ户ۖ稳଑҂ਙଯ访问Ɔ

୻ীƇๆ户฀яΙݚඕઘ᜞络௅创ٛλ༈޽ย仓库Ɔ

୻ๆ户创ٛຎډߢଯ镜ਉ௸࠷ھяΙޡๆ  push  ූິࢠᄚࣘ传ஃڷยΎ޽ࠋย仓库Ƈ这样чݚߘ另ҙλੑ

ՀԶࣘޡๆ这༈镜ਉ时ڴƇ੩์࠲༞仓库ࣘ  pull  ч๝࠷яΙຎƆ

*શƊDocker 仓库ଯҞ௱ᦜ Git 类ߐƇશྈ೻务ԶяΙ๲ѽ为 GitHub 这样ଯੜԐ೻务Ɔ

Docker 仓库

https://hub.docker.com
http://www.dockerpool.com
http://git-scm.com


Ӹ൘᜞ᙉࣘยү⯔环ְчଯ Αਂޱ௑Ƈ这๷ࠞ์ѻ绍чUbuntu໳CentOSذໆଯΑਂƆ

Αਂ

https://docs.docker.com/installation/#installation


Ubuntu 14.04 ౦ඕذ统યᅹ经ߢ带ຎ Docker ൌƇяΙ૥ঋΑਂƆ

$ sudo apt-get update
$ sudo apt-get install -y docker.io
$ sudo ln -sf /usr/bin/docker.io /usr/local/bin/docker
$ sudo sed -i '$acomplete -F _docker docker' /etc/bash_completion.d/docker.io

௢їޡๆ৭ذݩ统ߢ带ൌΑਂ DockerƇෳঽΑਂଯ౦ඕॖಅ较֑ଯ 0.9.1Ɔ ์Αਂۖईଯ౦ඕƇяΙ૳过

Ɔߧଯ൘ٺ ๆ Dockerޡ

์Αਂ݂ईଯ Docker ౦ඕƇࠪগ์࠲Αਂ apt-transport-https ߖ޲Ƈ௸ھ૳过ିюٺ๝ΑਂƆ

$ sudo apt-get install apt-transport-https
$ sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv-keys 36A1D7869245C8950F966E92D8576A8BA88D21E9
$ sudo bash -c "echo deb https://get.docker.io/ubuntu docker main > /etc/apt/sources.list.d/docker.list"
$ sudo apt-get update
$ sudo apt-get install lxc-docker

௢їॖ较ଊ౦ඕଯ Ubuntu ذ统Ƈ์࠲গۖई௅ҴƆ

$ sudo apt-get update
$ sudo apt-get install linux-image-generic-lts-raring linux-headers-generic-lts-raring
$ sudo reboot

ী࡚ھ⣍ࣘ෣ଯᾩ骤ਓяƆ

Αਂ௸ھ启动 Docker ೻务Ɔ

$ sudo service docker start

Ubuntu ذໆΑਂ Docker

૳过ذ统ߢ带ൌΑਂ

૳过DockerٺΑਂ݂ई౦ඕ

14.04 ௸ঽ౦ඕ



Docker ߖ޲ CentOS6 տΙھଯ౦ඕƆ

对༖ CentOS6ƇяΙޡๆ EPEL 库Αਂ DockerƇූິ௢ч

$ sudo yum install http://mirrors.yun-idc.com/epel/6/i386/epel-release-6-8.noarch.rpm
$ sudo yum install docker-io

CentOS7 ذ统  CentOS-Extras  库યᅹ带 DockerƇяΙ૥ঋΑਂƊ

$ sudo yum install docker

Αਂ௸ھ启动 Docker ೻务Ƈᆍ让ᄚीذ统启动ߢ动ю载Ɔ

$ sudo service docker start
$ sudo chkconfig docker on

CentOS ذໆΑਂ Docker

CentOS6

CentOS7

https://fedoraproject.org/wiki/EPEL


੒组ِ௸λƆމঽଯѻ绍યƇѱ们ગஞ镜ਉॖ Docker ଯ௸ݚ

Docker 运۱฻Զঽ์࠲ඕઘਣݚ对应ଯ镜ਉƇ௢ї镜ਉ೑ਣݚඕઘƇDocker Ѽ༞镜ਉ仓库ч载ƭᔘ认ॖ

Docker Hub ֩ڷશྈ೻务Զયଯ仓库ƮƆ

ඕࢠࣂѻ绍ۖਪ⠣༖镜ਉଯ௅฻ƇൌӐƊ

༞仓库获ࠟ镜ਉƋ

Ԑ๲ඕઘࠞՀࣘଯ镜ਉƋ

ѻ绍镜ਉ实现ଯԷඕٵ๲Ɔ

Docker 镜ਉ



яΙޡๆ  docker pull  ූິ๝༞仓库获ࠟ์࠲ࡿଯ镜ਉƆ

ч෣ଯຶޫࢠ༞ Docker Hub 仓库ч载λ༈ Ubuntu 12.04 ৭ذݩ统ଯ镜ਉƆ

$ sudo docker pull ubuntu:12.04
Pulling repository ubuntu
ab8e2728644c: Pulling dependent layers
511136ea3c5a: Download complete
5f0ffaa9455e: Download complete
a300658979be: Download complete
904483ae0c30: Download complete
ffdaafd1ca50: Download complete
d047ae21eeaf: Download complete

ч载过ଟયƇѼ输ࡥ获ࠟ镜ਉଯᾫλ层ࣿਔƆ

该ූິ实际ࣘ৷୻༖  $ sudo docker pull registry.hub.docker.com/ubuntu:12.04  ූິƇਓ༞શྈ೻

务Զ  registry.hub.docker.com  યଯ  ubuntu  仓库๝ч载标记为  12.04  ଯ镜ਉƆ

ย时ڴӸ൘仓库શྈ೻务Զч载较බƇяΙ༞ਡ਩仓库ч载Ɔ ༞ਡᄚ仓库ч载时ޱ์࠲଑ӷय़ଯ仓库શྈ

೻务ԶઘႊƆຶ௢

$ sudo docker pull dl.dockerpool.com:5000/ubuntu:12.04
Pulling dl.dockerpool.com:5000/ubuntu
ab8e2728644c: Pulling dependent layers
511136ea3c5a: Download complete
5f0ffaa9455e: Download complete
a300658979be: Download complete
904483ae0c30: Download complete
ffdaafd1ca50: Download complete
d047ae21eeaf: Download complete

ӷढ़ھƇਓяी时ޡๆ该镜ਉຎƇຶ௢创ٛλ༈฻ԶƇ让ਡય运۱ bash 应ๆƆ

$ sudo docker run -t -i ubuntu:12.04 /bin/bash
root@fe7fc4bd8fc9:/#

获ࠟ镜ਉ



ඕઘᅹยଯ镜ਉƆߟๆ  docker images  显ޡ

$ sudo docker images
REPOSITORY       TAG      IMAGE ID      CREATED      VIRTUAL SIZE
ubuntu           12.04    74fe38d11401  4 weeks ago  209.6 MB
ubuntu           precise  74fe38d11401  4 weeks ago  209.6 MB
ubuntu           14.04    99ec81b80c55  4 weeks ago  266 MB
ubuntu           latest   99ec81b80c55  4 weeks ago  266 MB
ubuntu           trusty   99ec81b80c55  4 weeks ago  266 MB
...

ઓࣿਔߓਔયƇяΙԎஃྞ༈ࣿࡥໆݚ

๝ߢ༖哪༈仓库Ƈಅ௢ ubuntu
镜ਉଯ标记Ƈಅ௢ 14.04
ᄚଯ  ID  ܃ƭธλƮ

创ٛ时间

镜ਉ੒ࢡ

ਡય镜ਉଯ  ID  ธλ标识ຎ镜ਉƇશΤஃ  ubuntu:14.04  ໳  ubuntu:trusty  ״ย৷ஔଯ镜ਉ  ID Ƈ说

෗ᄚ们实际ࣘॖஔλ镜ਉƆ

 TAG  ࣿਔๆ๝标记๝ߢஔλ༈仓库ଯ೑ஔ镜ਉƆຶ௢  ubuntu  仓库યยਪ༈镜ਉƇ૳过  TAG  ࣿਔ๝׫ഇ

发۱౦ඕƇຶ௢  10.04 ƅ 12.04 ƅ 12.10 ƅ 13.04 ƅ 14.04  ୾Ɔຶ௢ч෣ଯූິޱ଑ޡๆ镜ਉ

 ubuntu:14.04  ๝启动λ༈฻ԶƆ

$ sudo docker run -t -i ubuntu:14.04 /bin/bash

௢ї೑ޱ଑״ਹଯ标记Ƈ则ᔘ认ޡๆ  latest  标记ࣿਔƆ

ໆࡥඕઘ镜ਉ



创ٛ镜ਉยᇂਪ൘൚Ƈๆ户яΙ༞ Docker Hub 获ࠟᅹย镜ਉᆍۖईƇ฀яΙ๭ๆඕઘഓِذ统创ٛλ

༈Ɔ

গޡๆч载ଯ镜ਉ启动฻ԶƆ

$ sudo docker run -t -i training/sinatra /bin/bash
root@0b2616b0e5a8:/#

શΤƊ记ࡐ฻Զଯ IDƇᘢھ还ѼๆஃƆ

฻Զયିю json ໳ gem 两༈应ๆƆݚ

root@0b2616b0e5a8:/# gem install json

୻结ਖھƇѱ们ޡๆ exit ๝ੋࡥƇ现ݚѱ们ଯ฻Զᅹ经ಎѱ们҉变ຎƇޡๆ  docker commit  ූິ๝ଚڱ

ۖईھଯ೸ඕƆ

$ sudo docker commit -m "Added json gem" -a "Docker Newbee" 0b2616b0e5a8 ouruser/sinatra:v2
4f177bd27a9ff0f6dc2a830403925b5360bfe0b93d476f7fc3231110e7f71b1c

ਡયƇ -m  ๝ޱ଑ଚڱଯ说෗ࣿਔƇᦜѱ们ޡๆଯ౦ඕےक़״ۆλ样Ƌ -a  яΙޱ଑ۖईଯๆ户ࣿਔƋ௸

ѼറѾ这༈镜ਉଯ IDھڸ଑ෳ标镜ਉଯ仓库෕໳ tag ࣿਔƆ创ٛढ़ޱھๆ๝创ٛ镜ਉଯ฻Զଯ IDƋ݂ॖھ
ࣿਔƆ

ๆ  docker images  ๝查Ԏई创ٛଯ镜ਉƆޡ

$ sudo docker images
REPOSITORY          TAG     IMAGE ID       CREATED       VIRTUAL SIZE
training/sinatra    latest  5bc342fa0b91   10 hours ago  446.7 MB
ouruser/sinatra     v2      3c59e02ddd1a   10 hours ago  446.7 MB
ouruser/sinatra     latest  5db5f8471261   10 hours ago  446.7 MB

ๆईଯ镜ਉ๝启动฻ԶޡƇяΙھ௸

$ sudo docker run -t -i ouruser/sinatra:v2 /bin/bash
root@78e82f680994:/#

ๆ  dockerޡλ༈团队યഇ֢Ɔѱ们яΙݚๆ  docker commit  ๝扩ଽλ༈镜ਉಅ较简单Ƈ੫ॖ೑൘ളޡ

build  ๝创ٛλ༈ईଯ镜ਉƆ为ܜƇࠪগ์࠲创ٛλ༈ DockerfileƇൌԥλܮ௢ъ创ٛ镜ਉଯິޱƆ

创ٛ镜ਉ

ᅹย镜ਉ҉࠹

๭ๆ Dockerfile ๝创ٛ镜ਉ



ईٛλ༈ෳ录໳λ༈ Dockerfile

$ mkdir sinatra
$ cd sinatra
$ touch Dockerfile

Dockerfile યᾫλࣥິޱ୙创ٛ镜ਉଯλ层Ƈຶ௢Ɗ

# This is a comment
FROM ubuntu:14.04
MAINTAINER Docker Newbee <newbee@docker.com>
RUN apt-get -qq update
RUN apt-get -qqy install ruby ruby-dev
RUN gem install sinatra

Dockerfile Էඕଯ语൚ॖ

ๆ # ๝શ释ޡ

 FROM  ܍ິޱ诉 Docker ޡๆ哪༈镜ਉݩ为Է础

ঋમॖ维护ࠋଯࣿਔ

 RUN ♧头ଯິޱѼݚ创ٛય运۱Ƈಅ௢Αਂλ༈软ِൌƇݚ这๷ޡๆ apt-get ๝Αਂຎλܮ软ِ

编ࠃӷढ़ Dockerfile ھяΙޡๆ  docker build  ๝१ढ़镜ਉƆ

$ sudo docker build -t="ouruser/sinatra:v2" .
Uploading context  2.56 kB
Uploading context
Step 0 : FROM ubuntu:14.04
 ---> 99ec81b80c55
Step 1 : MAINTAINER Newbee <newbee@docker.com>
 ---> Running in 7c5664a8a0c1
 ---> 2fa8ca4e2a13
Removing intermediate container 7c5664a8a0c1
Step 2 : RUN apt-get -qq update
 ---> Running in b07cc3fb4256
 ---> 50d21070ec0c
Removing intermediate container b07cc3fb4256
Step 3 : RUN apt-get -qqy install ruby ruby-dev
 ---> Running in a5b038dd127e
Selecting previously unselected package libasan0:amd64.
(Reading database ... 11518 files and directories currently installed.)
Preparing to unpack .../libasan0_4.8.2-19ubuntu1_amd64.deb ...
Setting up ruby (1:1.9.3.4) ...
Setting up ruby1.9.1 (1.9.3.484-2ubuntu1) ...
Processing triggers for libc-bin (2.19-0ubuntu6) ...
 ---> 2acb20f17878
Removing intermediate container a5b038dd127e
Step 4 : RUN gem install sinatra
 ---> Running in 5e9d0065c1f7
. . .
Successfully installed rack-protection-1.5.3
Successfully installed sinatra-1.4.5
4 gems installed
 ---> 324104cde6ad
Removing intermediate container 5e9d0065c1f7
Successfully built 324104cde6ad



ਡય  -t  标记๝ିю tagƇޱ଑ईଯ镜ਉଯๆ户ࣿਔƆ “.” ॖ Dockerfile ݚࡿଯ໚أƭ୻ঽෳ录ƮƇ฀яΙ

੃换为λ༈״ਹଯ Dockerfile ଯ໚أƆ

яΙԎஃ build 进ଟݚ执۱৭ݩƆᄚ์ཚଯ੓λِࣘॖ࠷ࣣߏ传这༈ Dockerfile ௅฻Ƈχ为ࡿยଯ৭ݩ୙์

Μॉ Dockerfile ๝进۱Ɔ ীھƇDockfile યଯິޱಎλࣥλࣥଯ执۱Ɔᾫλᾩ୙创ٛຎλ༈ईଯ฻ԶƇݚ

฻Զય执۱ິޱᆍଚ҉࠹ڱƭ࠷ᦜ௸ঽѻ绍过ଯ  docker commit  λ样ƮƆ୻ࡿยଯິޱ୙执۱ӷ毕௸

产१ଯ฻Զ୙ಎ删࢑໳॥๲ຎƆࡿยଯય间ᾩ骤ࡿƇറѾຎ݂终ଯ镜ਉ idƆھ

*શΤλ༈镜ਉ೑௾૝过 127 层

Ƌๆ  CMD  ූິ๝ڼҙೱ♧ൗઅڽҙƇ还яΙ๭ๆ  ADD  ූິ⣍क़ඕઘഓِஃ镜ਉƋๆ  EXPOSE  ූິ๝ܜ

ಾࡧ฻Զ启动ھ运۱ଯଟࢍ୾Ɔຶ௢

# put my local web site in myApp folder to /var/www
ADD myApp /var/www
# expose httpd port
EXPOSE 80
# the command to run
CMD ["/usr/sbin/apachectl", "-D", "FOREGROUND"]

现ݚяΙ๭ๆई创ٛଯ镜ਉ๝启动λ༈฻ԶƆ

$ sudo docker run -t -i ouruser/sinatra:v2 /bin/bash
root@8196968dac35:/#

还яΙๆ  docker tag  ූິ๝҉࠹镜ਉଯ标签Ɔ

$ sudo docker tag 5db5f8471261 ouruser/sinatra:devel
$ sudo docker images ouruser/sinatra
REPOSITORY          TAG     IMAGE ID      CREATED        VIRTUAL SIZE
ouruser/sinatra     latest  5db5f8471261  11 hours ago   446.7 MB
ouruser/sinatra     devel   5db5f8471261  11 hours ago   446.7 MB
ouruser/sinatra     v2      5db5f8471261  11 hours ago   446.7 MB

*શƊۖਪๆ൚Ƈ请۪ދ Dockerfile ࣂ节Ɔ

์༞ඕઘഓِذ统导௡λ༈镜ਉƇяΙޡๆ openvzƭ฻Զ֚拟шଯগ锋ՠ术Ʈଯ෦ౣ๝创ٛƊ openvz ଯ
෦ౣч载ઘႊ为 http://openvz.org/Download/templates/precreatedƆ

ಅ௢Ƈগч载ຎλ༈ ubuntu-14.04 ଯ镜ਉƇ௸ޡھๆΙчූິ导௡Ɗ

sudo cat ubuntu-14.04-x86_64-minimal.tar.gz  |docker import - ubuntu:14.04

ীھ查Ԏई导௡ଯ镜ਉƆ

༞ඕઘഓِذ统导௡



docker images
REPOSITORY          TAG                 IMAGE ID            CREATED             VIRTUAL SIZE
ubuntu              14.04               05ac7c0b9383        17 seconds ago      215.5 MB

ๆ户яΙ૳过  docker push  ූິƇఅډߢ创ٛଯ镜ਉࣘ传ஃ仓库ય๝֢֩Ɔຶ௢Ƈๆ户ݚ Docker Hub ࣘ

ӷढ़શྈھƇяΙव਄ډߢଯ镜ਉஃ仓库યƆ

$ sudo docker push ouruser/sinatra
The push refers to a repository [ouruser/sinatra] (len: 1)
Sending image list
Pushing repository ouruser/sinatra (3 tags)

ࣘ传镜ਉ



௢ї์导ࡥ镜ਉஃඕઘഓِƇяΙޡๆ  docker save  ූິƆ

$ sudo docker images
REPOSITORY          TAG                 IMAGE ID            CREATED             VIRTUAL SIZE
ubuntu              14.04               c4ff7513909d        5 weeks ago         225.4 MB
...
$sudo docker save -o ubuntu_14.04.tar ubuntu:14.04

яΙޡๆ  docker load  ༞导ࡥଯඕઘഓِય݁导௡ஃඕઘ镜ਉ库Ƈຶ௢

$ sudo docker load --input ubuntu_14.04.tar

Ύ

$ sudo docker load < ubuntu_14.04.tar

这ࢠ导௡镜ਉΙտਡ৷⠣ଯॅٴॉࣿਔƭൌӐ标签୾ƮƆ

ਣࡥ໳载௡镜ਉ

ਣࡥ镜ਉ

载௡镜ਉ



௢ї์Ϋ࢑ඕઘଯ镜ਉƇяΙޡๆ  docker rmi  ූິƆશΤ  docker rm  ූິॖΫ࢑฻ԶƆ

$ sudo docker rmi training/sinatra
Untagged: training/sinatra:latest
Deleted: 5bc342fa0b91cabf65246837015197eecfa24b2213ed6a51a8974ae250fedd8d
Deleted: ed0fffdcdae5eb2c3a55549857a8be7fc8bc4241fb19ad714364cbfd7a56b22f
Deleted: 5c58979d73ae448df5af1d8142436d81116187a7633082650549c52c3a2418f0

*શΤƊݚ删࢑镜ਉ௸ঽ์গๆ  docker rm  删኎Μ赖༖这༈镜ਉଯࡿย฻ԶƆ

Ϋ࢑ඕઘ镜ਉ



Docker 镜ਉॖᇙῘ实现ᶤຟଯ҉࠹໳维护ଯƌ ᾫ༈镜ਉ୙ศᇂਪ层ߘ构ढ़ƇDocker ޡๆ Union FS ࢠ这
ஃλ༈镜ਉય֓Ɔ܄೑ஔଯ层结ܮ

૳࣢ Union FS ย两༈ๆ୘, λ൘෣яΙ实现೑ࢊࠑ LVMƅRAID ࢠਪ༈ disk ቾஃஔλ༈ෳ录ч,另λ༈ۖ

࣢ๆଯࢠॖ࠷λ༈੩读ଯഇ޲໳λ༈яࠃଯഇ޲联ݚ܄λՔƇLive CD ।ॖԷ༖ܜ൘൚яΙσ许ݚ镜ਉ೑

变ଯԷ础ࣘσ许ๆ户ݚਡࣘ进۱λࠃܮ৭ݩƆ Docker ݚ AUFS ࣘ构ٛଯ฻Զ฀ॖ๭ๆຎ类ߐଯٵ๲Ɔ

镜ਉଯ实现ٵ๲

http://en.wikipedia.org/wiki/UnionFS


฻Զॖ Docker තλҴअҞ௱Ɔ

简单ଯ说Ƈ฻Զॖ஫๼运۱ଯλ༈Ύλ组应ๆƇΙտᄚ们ଯ运۱态环ְƆ对应ଯƇ֚拟ՀяΙ๲ѽ为෦拟

运۱ଯλय़୪৭ذݩ统ƭଚ֤ຎ运۱态环ְ໳ਡ਩ذ统环ְƮ໳❾ࣘݚ෣ଯ应ๆƆ

ඕ״ࢠࣂਹѻ绍௢ъ๝Ԑ๲λ༈฻ԶƇൌӐ创ٛƅ启动໳ଋ޸୾Ɔ

Docker ฻Զ



启动฻Զย两⯔൘ߧƇλ⯔ॖԷ༖镜ਉईٛλ༈฻Զᆍ启动Ƈ另ҙλ༈ॖݚࢠ终ࣨ޸态ƭstoppedƮଯ฻Զ

࡚ई启动Ɔ

χ为 Docker ଯ฻Զ实ݚਫ轻ຟ级ຎƇᇂਪ时ڴๆ户୙ॖी时删࢑໳ई创ٛ฻ԶƆ

ଯූິࠞ์为  docker run Ɔ์࠲ࡿ

ຶ௢Ƈч෣ଯූິ输ࡥλ༈ “Hello World”Ƈ௸ھ终޸฻ԶƆ

$ sudo docker run ubuntu:14.04 /bin/echo 'Hello world'
Hello world

这ᦜݚඕઘ૥ঋ执۱  /bin/echo 'hello world'  ྞڂӽ觉೑ࡥ௥ъ׫别Ɔ

ч෣ଯූິ则启动λ༈ bash 终અƇσ许ๆ户进۱ڞڱƆ

$ sudo docker run -t -i ubuntu:14.04 /bin/bash
root@af8bae53bdd3:/#

ਡયƇ -t  选项让Dockerഇజλ༈伪终અƭpseudo-ttyƮᆍ绑଑ஃ฻Զଯ标࡯输௡ࣘƇ  -i  则让฻Զଯ标

ਲ♧Ɔߖ输௡സ࡯

创ٛଯ终અ๝输௡ූິƇຶ௢ࡿчƇๆ户яΙ૳过ߧ෦ڞڱݚ

root@af8bae53bdd3:/# pwd
/
root@af8bae53bdd3:/# ls
bin boot dev etc home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var

୻๭ๆ  docker run  ๝创ٛ฻Զ时ƇDocker ੑھݚ运۱ଯ标࡯৭ݩൌӐƊ

检查ඕઘॖ౼ਣޱݚ଑ଯ镜ਉƇ೑ਣ࠷ݚ༞ڷย仓库ч载

๭ๆ镜ਉ创ٛᆍ启动λ༈฻Զ

ഇజλ༈ഓِذ统Ƈᆍݚ੩读ଯ镜ਉ层ҙ෣ቾ载λ层я读ࠃ层

༞ࠞࠞ࡞Հజટଯ᜞桥ঋڼય桥ঋλ༈֚拟ঋڼஃ฻Զય֓

༞ઘႊજజટλ༈ ip ઘႊ给฻Զ

执۱ๆ户ޱ଑ଯ应ๆଟࢍ

执۱ӷ毕ھ฻Զಎ终޸

яΙ๭ๆ  docker start  ූິƇ૥ঋࢠλ༈ᅹ经终޸ଯ฻Զ启动运۱Ɔ

฻ԶଯҴअ为ࡿ执۱ଯ应ๆଟࢍƇ์࠲ࡿଯ资ٺ୙ॖ应ๆଟࢍ运۱ࡿ಩࠲ଯƆܜ࢑௸ҙƇᆍඐยਡᄚଯ资

启动฻Զ

ईٛᆍ启动

启动ᅹ终޸฻Զ



伪终અય๭ๆ  ps  Ύ  top  ๝查Ԏ进ଟࣿਔƆݚƆяΙٺ

root@ba267838cc1b:/# ps
  PID TTY          TIME CMD
    1 ?        00:00:00 bash
   11 ?        00:00:00 ps

я见Ƈ฻Զય仅运۱ຎޱ଑ଯ bash 应ๆƆ这⯔஦୅ޡண Docker 对资ٺଯ๭ๆ๻⚑ۿƇॖ货ऐ༧实ଯ轻ຟ

级֚拟шƆ



ۖਪଯ时ڴƇ์࠲让 Docker ฻ԶੑھݚΙࠠ护态ƭDaemonizedƮߧآ运۱Ɔܜ时ƇяΙ૳过ିю  -d  ދ

ॅ๝实现Ɔ

ຶ௢ч෣ଯූິѼੑھݚ运۱฻ԶƆ

$ sudo docker run -d ubuntu:14.04 /bin/sh -c "while true; do echo hello world; sleep 1; done"
1e5535038e285177d5214659a068137486f96ee5c2e85a4ac52dc83f2ebe4147

฻Զ启动ھѼറѾλ༈ธλଯ idƇ฀яΙ૳过  docker ps  ූິ๝查Ԏ฻ԶࣿਔƆ

$ sudo docker ps
CONTAINER ID  IMAGE         COMMAND               CREATED        STATUS       PORTS NAMES
1e5535038e28  ubuntu:14.04  /bin/sh -c 'while tr  2 minutes ago  Up 1 minute        insane_babbage

์获ࠟ฻Զଯ输ࣿࡥਔƇяΙ૳过  docker logs  ූິƆ

$ sudo docker logs insane_babbage
hello world
hello world
hello world
. . .

ࠠ护态运۱



яΙޡๆ  docker stop  ๝终޸λ༈运۱યଯ฻ԶƆ

节ય੩启动ຎλ༈终અଯ฻ࣂƆ ຶ௢对༖ࣘλ޸动终ߢ଑ଯ应ๆ终结时Ƈ฻Զ฀ޱҙƇ୻Docker฻Զયܜ

ԶƇๆ户૳过  exit  ූິΎ  Ctrl+d  ๝ੋࡥ终અ时Ƈࡿ创ٛଯ฻Զ๼܌终޸Ɔ

终ࣨ޸态ଯ฻ԶяΙๆ  docker ps -a  ූິԎஃƆຶ௢

sudo docker ps -a
CONTAINER ID        IMAGE                    COMMAND                CREATED             STATUS                          PORTS               NAMES
ba267838cc1b        ubuntu:14.04             "/bin/bash"            30 minutes ago      Exited (0) About a minute ago                       trusting_newton
98e5efa7d997        training/webapp:latest   "python app.py"        About an hour ago   Exited (0) 34 minutes ago                           backstabbing_pike

处༖终ࣨ޸态ଯ฻ԶƇяΙ૳过  docker start  ූິ๝࡚ई启动Ɔ

ई启动ᄚƆ࡚݁ھƇী޸λ༈运۱态ଯ฻Զ终ࢠҙƇ docker restart  ූິѼܜ

终޸฻Զ



ๆޡƇยᇂਪ⯔൘൚ƇൌӐݩ进௡฻Զ进۱৭์࠲ڴ时ܮƆ ൸ੑھѼ进௡ھ时Ƈ฻Զ启动ॅދ  ๆ  -dޡݚ

 docker attach  ූິΎ  nsenter  ״ۆ୾Ɔ

 docker attach  ॖDockerߢ带ଯූິƆч෣ຶߟ௢ъޡๆ该ූິƆ

$ sudo docker run -idt ubuntu
243c32535da7d142fb0e6df616a3c3ada0b8ab417937c853a9e1c251f499f550
$ sudo docker ps
CONTAINER ID        IMAGE               COMMAND             CREATED             STATUS              PORTS               NAMES
243c32535da7        ubuntu:latest       "/bin/bash"         18 seconds ago      Up 17 seconds                           nostalgic_hypatia
$sudo docker attach nostalgic_hypatia
root@243c32535da7:/#

੫ॖޡๆ  attach  ූິย时ڴᆍ೑൘ളƆ୻ਪ༈ᘷڼஔ时 attach ஃஔλ༈฻Զଯ时ڴƇࡿยᘷڼ୙Ѽஔᾩ

显ߟƆ୻൸༈ᘷڼχූິ৘݄时,ਡ਩ᘷڼ฀ያ൚执۱৭ݩຎƆ

 nsenter  ݚ״ۆ util-linux ൌ2.23౦ඕھൌԥƆ ௢їذ统ય util-linux ൌඐย该ූິƇяΙΓࢻч෣ଯ൘൚

༞ٺ码ΑਂƆ

$ cd /tmp; curl https://www.kernel.org/pub/linux/utils/util-linux/v2.24/util-linux-2.24.tar.gz | tar -zxf-; cd util-linux-2.24;
$ ./configure --without-ncurses
$ make nsenter && sudo cp nsenter /usr/local/bin

 nsenter  яΙ访问另λ༈进ଟଯ෕׸ߓ间Ɔnsenter ์।์࠲ݩۆ࣢ย root 权ځƆ ᇂ೑ۉƇUbuntu 14.4

༟ীޡๆଯॖ util-linux 2.20ƆΑਂ݂ई౦ඕଯ util-linuxƭ2.24Ʈ౦Ƈ请ΓࢻΙчᾩ骤Ɗ

$ wget https://www.kernel.org/pub/linux/utils/util-linux/v2.24/util-linux-2.24.tar.gz; tar xzvf util-linux-2.24.tar.gz
$ cd util-linux-2.24
$ ./configure --without-ncurses && make nsenter
$ sudo cp nsenter /usr/local/bin

为ຎ连ঋஃ฻ԶƇ῵还์࠲ቤஃ฻Զଯ੓λ༈进ଟଯ PIDƇяΙ૳过ч෣ଯූິ获ࠟƆ

PID=$(docker inspect --format "{{ .State.Pid }}" <container>)

进௡฻Զ

attach ූິ

nsenter ූິ

Αਂ

ๆޡ



૳过这༈ PIDƇ࠷яΙ连ঋஃ这༈฻ԶƊ

$ nsenter --target $PID --mount --uts --ipc --net --pid

ч෣给ࡥλ༈ӷय़ଯຶޫƆ

$ sudo docker run -idt ubuntu
243c32535da7d142fb0e6df616a3c3ada0b8ab417937c853a9e1c251f499f550
$ sudo docker ps
CONTAINER ID        IMAGE               COMMAND             CREATED             STATUS              PORTS               NAMES
243c32535da7        ubuntu:latest       "/bin/bash"         18 seconds ago      Up 17 seconds                           nostalgic_hypatia
$ PID=$(docker-pid 243c32535da7)
10981
$ sudo nsenter --target 10981 --mount --uts --ipc --net --pid
root@243c32535da7:/#

ۖ简单ଯƇٛ议੒ѓч载 .bashrc_dockerƇᆍࢠ௅฻ൗஃ .bashrc યƆ

$ wget -P ~ https://github.com/yeasy/docker_practice/raw/master/_local/.bashrc_docker;
$ echo "[ -f ~/.bashrc_docker ] && . ~/.bashrc_docker" >> ~/.bashrc; source ~/.bashrc

这༈ഓِય଑义ຎᇂਪ൘ളޡๆ Docker ଯූິƇຶ௢  docker-pid  яΙ获ࠟ൸༈฻Զଯ PIDƋߠ

 docker-enter  яΙ进௡฻ԶΎ૥ঋݚ฻Զ௅执۱ූິƆ

$ echo $(docker-pid <container>)
$ docker-enter <container> ls

https://github.com/yeasy/docker_practice/raw/master/_local/.bashrc_docker


௢ї์导ࡥඕઘ൸༈฻ԶƇяΙޡๆ  docker export  ූິƆ

$ sudo docker ps -a
CONTAINER ID        IMAGE               COMMAND             CREATED             STATUS                    PORTS               NAMES
7691a814370e        ubuntu:14.04        "/bin/bash"         36 hours ago        Exited (0) 21 hours ago                       test
$ sudo docker export 7691a814370e > ubuntu.tar

这样ࢠ导ࡥ฻Զ҂ࢻஃඕઘഓِƆ

яΙޡๆ  docker import  ༞฻Զ҂ࢻഓِય݁导௡为镜ਉƇຶ௢

$ cat ubuntu.tar | sudo docker import - test/buntu:v1.0
$ sudo docker images
REPOSITORY          TAG                 IMAGE ID            CREATED              VIRTUAL SIZE
test/ubuntu         v1.0                9d37a6082e97        About a minute ago   171.3 MB

൸༈ෳ录๝导௡Ƈຶ௢ࠋ଑ URL ΎޱҙƇ฀яΙ૳过ܜ

$sudo docker import http://example.com/exampleimage.tgz example/imagerepo

*શƊๆ户ՂяΙޡๆ  docker load  ๝导௡镜ਉਣ储ഓِஃඕઘ镜ਉ库Ƈ฀яΙޡๆ  docker import  ๝

导௡λ༈฻Զ҂ࢻஃඕઘ镜ਉ库Ɔ这两ࠋଯ׫别ݚ༖฻Զ҂ࢻഓِࢠ丢ᆧࡿยଯ历ޤ记录໳ॅٴॉࣿਔ

ƭਓ仅സਣ฻Զ୻时ଯ҂ࣨࢻ态ƮƇߠ镜ਉਣ储ഓِࢠസਣӷय़记录Ƈਹ积฀์੒ƆܜҙƇ༞฻Զ҂ࢻഓ

ِ导௡时яΙ࡚ईޱ଑标签୾ॅٴॉࣿਔƆ

导ࡥ໳导௡฻Զ

导ࡥ฻Զ

导௡฻Զ҂ࢻ



яΙޡๆ  docker rm  ๝删࢑λ༈处༖终ࣨ޸态ଯ฻ԶƆ ຶ௢

$sudo docker rm  trusting_newton
trusting_newton

௢ї์删࢑λ༈运۱યଯ฻ԶƇяΙିю  -f  ॅދƆDocker Ѽ发਄  SIGKILL  ࣿ܃给฻ԶƆ

删࢑฻Զ



仓库ƭRepositoryƮॖࡍયਣൗ镜ਉଯઘ൘Ɔ

λ༈฻ΦܩᑊଯҞ௱ॖશྈ೻务ԶƭRegistryƮƆ实际ࣘશྈ೻务ԶॖԐ๲仓库ଯ״ਹ೻务ԶƇᾫ༈೻务Զ

ࣘяΙยਪ༈仓库Ƈߠᾫ༈仓库ч෣ยਪ༈镜ਉƆ༞这൘෣๝说Ƈ仓库яΙಎ认为ॖλ༈״ਹଯ项ෳΎෳ

录Ɔຶ௢对༖仓库ઘႊ  dl.dockerpool.com/ubuntu  ๝说Ƈ dl.dockerpool.com  ॖશྈ೻务Զઘ

ႊƇ ubuntu  ॖ仓库෕Ɔ

੒ೱഇ时ڴƇᆍ೑์࠲严ҳ׫ഇ这两ࠋଯҞ௱Ɔ

仓库



ෳঽ Docker Ӹ൘维护ຎλ༈֩ڷ仓库 Docker HubƇਡયᅹ经ൌӐຎ૝过 15,000 ଯ镜ਉƆ੒ೱഇ࠲ֆƇ

୙яΙ૳过ݚ Docker Hub ય૥ঋч载镜ਉ๝实现Ɔ

яΙ૳过执۱  docker login  ූິ๝输௡ๆ户෕ƅව码໳邮ు๝ӷढ़શྈ໳୕录Ɔ શྈढ़ھڸƇඕઘๆ户

ෳ录ଯ  .dockercfg  યࢠസਣๆ户ଯ认证ࣿਔƆ

ๆ户ያ୕࠲录ਓя૳过  docker search  ූິ๝查ቤӸ൘仓库યଯ镜ਉƇᆍ๭ๆ  docker pull  ූິ๝ࢠ

ᄚч载ஃඕઘƆ

ຶ௢Ι centos 为⠣键词进۱ኅݲƊ

$ sudo docker search centos
NAME                                            DESCRIPTION                                     STARS     OFFICIAL   AUTOMATED
centos                                          The official build of CentOS.                   465       [OK]
tianon/centos                                   CentOS 5 and 6, created using rinse instea...   28
blalor/centos                                   Bare-bones base CentOS 6.5 image                6                    [OK]
saltstack/centos-6-minimal                                                                      6                    [OK]
tutum/centos-6.4                                DEPRECATED. Use tutum/centos:6.4 instead. ...   5                    [OK]
...

яΙԎஃറѾຎᇂਪൌԥ⠣键ߓଯ镜ਉƇਡયൌӐ镜ਉ෕ߓƅಾࡧƅॠ级ƭ಺ߟ该镜ਉଯࠬ欢ؿଟ୞Ʈƅ

ॖ౼Ӹ൘创ٛƅॖ౼ߢ动创ٛƆ Ӹ൘ଯ镜ਉ说෗ॖӸ൘项ෳ组创ٛ໳维护ଯƇautomated 资ٺσ许ๆ户验

证镜ਉଯ๝ٺ໳௅฻Ɔ

镜ܧ为Է础Ύࣁcentos 这样ଯԷ础镜ਉƇಎ ߐഇ为两类Ɔ λ⯔ॖ类ٺ镜ਉ资ࢠॉॖ౼ॖӸ൘ଚ֤Ƈяܧ

ਉƆ这ܮԷ础镜ਉॖศ Docker ޣڷ创ٛƅ验证ƅߖ޲ƅଚ֤Ɔ这样ଯ镜ਉЪЪޡๆ单༈单词ݩ为෕ߓƆ

还ยλ⯔类ؠƇಅ௢  tianon/centos  镜ਉƇᄚॖศ Docker ଯๆ户创ٛᆍ维护ଯƇЪЪ带ยๆ户෕ࣁঽ

缀ƆяΙ૳过ঽ缀  user_name/  ๝ޱ଑ޡๆ൸༈ๆ户ଚ֤ଯ镜ਉƇಅ௢ tianon ๆ户Ɔ

另ҙƇݚ查ቤଯ时ڴ૳过  -s N  ॅދяΙޱ଑仅显ߟ评༧为  N  ॠΙࣘଯ镜ਉƆ

ч载Ӹ൘ centos 镜ਉஃඕઘƆ

$ sudo docker pull centos
Pulling repository centos
0b443ba03958: Download complete
539c0211cd76: Download complete
511136ea3c5a: Download complete
7064731afe90: Download complete

ๆ户฀яΙ୕ݚ录ھ૳过  docker push  ූິ๝ࢠ镜ਉव਄ஃ Docker HubƆ

Docker Hub

୕录

Էඕ৭ݩ

https://hub.docker.com/


Ƈๆ户创ٛຎڴഇ൘ളƆ ย时ࡒ๝说Ƈࢍ级镜ਉ௅ଟ࢖经࣢์࠲௾对༖ڸ动创ٛƭAutomated BuildsƮߢ

镜ਉƇΑਂຎ൸༈软ِƇ௢ї软ِ发೘ई౦ඕ则ࠡ์࠲动ۖई镜ਉƆƆ

GitHub Ύ BitBucketƮࣘଯ项 ߖ޲଑ᦜᦳλ༈ෳ标᜞ᙉƭෳঽޱ 动创ٛσ许ๆ户૳过 Docker Hubߢߠ

ෳƇλ੿项ෳ发१ईଯଚڱƇ则ߢ动执۱创ٛƆ

์జટߢ动创ٛƇൌӐ௢чଯᾩ骤Ɗ

创ٛᆍ୕陆 Docker HubƇΙտෳ标᜞ᙉƋ

ෳ标᜞ᙉય连ঋ帐户ஃ Docker HubƋݚ
动创ٛƋߢDocker Hub ય జટλ༈ ݚ

选ࠟλ༈ෳ标᜞ᙉયଯ项ෳƭ์࠲ԥ DockerfileƮ໳ഇ޲Ƌ

创ٛƆڱ଑ Dockerfile ଯΛટƇᆍଚޱ

创ٛଯࣨ态Ɔߘ动创ٛ页෣ યᦜᦳᾫߢ Docker Hub ଯݚ ƇяΙھ௸

动创ٛߢ

https://registry.hub.docker.com/builds/add/
https://registry.hub.docker.com/builds/


ย时ޡڴๆ Docker Hub 这样ଯ֩ڷ仓库я௾೑൘ളƇๆ户яΙ创ٛλ༈ඕઘ仓库֤޽ञޡๆƆ

ඕ节ѻ绍௢ъޡๆඕઘ仓库Ɔ

 docker-registry  ॖӸ൘ଚ֤ଯ״ۆƇяΙๆ༖构ٛ޽ยଯ镜ਉ仓库Ɔ

ƇяΙ૳过获ࠟӸ൘ registry 镜ਉ๝运۱Ɔھ Αਂຎ Dockerݚ

$ sudo docker run -d -p 5000:5000 registry

这ޡࢠๆӸ൘ଯ registry 镜ਉ๝启动ඕઘଯ޽ย仓库Ɔ ๆ户яΙ૳过ޱ଑ॅދ๝జટ޽ย仓库ΛટƇຶ௢

జટ镜ਉਣ储ஃ Amazon S3 ೻务Ɔ

$ sudo docker run \
         -e SETTINGS_FLAVOR=s3 \
         -e AWS_BUCKET=acme-docker \
         -e STORAGE_PATH=/registry \
         -e AWS_KEY=AKIAHSHB43HS3J92MXZ \
         -e AWS_SECRET=xdDowwlK7TJajV1Y7EoOZrmuPEJlHYcNP2k4j49T \
         -e SEARCH_BACKEND=sqlalchemy \
         -p 5000:5000 \
         registry
`

ƭ௢  /home/user/registry-conf  ƮчଯజટഓِƆأ଑ඕઘ໚ޱҙƇ还яΙܜ

$ sudo docker run -d -p 5000:5000 -v /home/user/registry-conf:/registry-conf -e DOCKER_REGISTRY_CONFIG=/registry-conf/config.yml registry

ᔘ认ࣣྙчƇ仓库Ѽಎ创ٛݚ฻Զଯ  /tmp/registry  чƆяΙ૳过  -v  ॅދ๝ࢠ镜ਉഓِਣൗݚඕઘଯ

传ଯ镜ਉൗஃ  /opt/data/registry  ෳ录ƆࣘࢠƆ ຶ௢ч෣ଯຶޫأ଑໚ޱ

$ sudo docker run -d -p 5000:5000 -v /opt/data/registry:/tmp/registry registry

对༖ Ubuntu Ύ CentOS ୾发۱౦ƇяΙ૥ঋ૳过ٺΑਂƆ

Ubuntu

$ sudo apt-get install -y build-essential python-dev libevent-dev python-pip liblzma-dev
$ sudo pip install docker-registry

ย仓库޽

Αਂ运۱ docker-registry

฻Զ运۱

ඕઘΑਂ



CentOS

$ sudo yum install -y python-devel libevent-devel python-pip gcc xz-devel
$ sudo python-pip install docker-registry

฀яΙ༞ docker-registry 项ෳч载ٺ码进۱ΑਂƆ

$ sudo apt-get install build-essential python-dev libevent-dev python-pip libssl-dev liblzma-dev libffi-dev
$ git clone https://github.com/docker/docker-registry.git
$ cd docker-registry
$ sudo python setup.py install

ী҉࠹ھజટഓِƇࠞ์҉࠹ dev ෦ౣઓଯ  storage_path  ஃඕઘଯਣ储仓库ଯ໚أƆ

$ cp config/config_sample.yml config/config.yml

启动 Web ೻务Ɔھ௸

$ sudo gunicorn -c contrib/gunicorn.py docker_registry.wsgi:application

Ύࠋ

$ sudo gunicorn --access-logfile - --error-logfile - -k gevent -b 0.0.0.0:5000 -w 4 --max-requests 100 docker_registry.wsgi:application

Ɔڸdocker-registry ଯ౦ඕࣿਔ说෗运۱ढ़ ࡥƇԎஃ输ڼๆ访问ඕઘଯ 5000 અޡ时ܜ

*શƊ config/config_sample.yml  ഓِॖຶߟజટഓِƆ

创ٛ޽ۂย仓库௸ھƇ࠷яΙޡๆ  docker tag  ๝标记λ༈镜ਉƇীھव਄ᄚஃ仓库Ƈ别ଯՀԶࣘ࠷яΙ

ч载ч๝ຎƆຶ௢޽ย仓库ઘႊ为  192.168.7.26:5000 Ɔ

গݚඕՀ查Ԏᅹยଯ镜ਉƆ

$ sudo docker images
REPOSITORY                        TAG                 IMAGE ID            CREATED             VIRTUAL SIZE
ubuntu                            latest              ba5877dc9bec        6 weeks ago         192.7 MB
ubuntu                            14.04               ba5877dc9bec        6 weeks ago         192.7 MB

为  docker tagߧba58  这༈镜ਉ标记为  192.168.7.26:5000/test ƭҳ  ࢠ  ๆ docker tagޡ

IMAGE[:TAG] [REGISTRYHOST/][USERNAME/]NAME[:TAG] ƮƆ

镜ਉݲย仓库ࣘ传ƅч载ƅኅ޽ݚ

https://github.com/docker/docker-registry


$ sudo docker tag ba58 192.168.7.26:5000/test
root ~ # docker images
REPOSITORY                        TAG                 IMAGE ID            CREATED             VIRTUAL SIZE
ubuntu                            14.04               ba5877dc9bec        6 weeks ago         192.7 MB
ubuntu                            latest              ba5877dc9bec        6 weeks ago         192.7 MB
192.168.7.26:5000/test            latest              ba5877dc9bec        6 weeks ago         192.7 MB

ๆ  docker push  ࣘ传标记ଯ镜ਉƆޡ

$ sudo docker push 192.168.7.26:5000/test
The push refers to a repository [192.168.7.26:5000/test] (len: 1)
Sending image list
Pushing repository 192.168.7.26:5000/test (1 tags)
Image 511136ea3c5a already pushed, skipping
Image 9bad880da3d2 already pushed, skipping
Image 25f11f5fb0cb already pushed, skipping
Image ebc34468f71d already pushed, skipping
Image 2318d26665ef already pushed, skipping
Image ba5877dc9bec already pushed, skipping
Pushing tag for rev [ba5877dc9bec] on {http://192.168.7.26:5000/v1/repositories/test/tags/latest}

ๆ curl 查Ԏ仓库યଯ镜ਉƆ

$ curl http://192.168.7.26:5000/v1/search
{"num_results": 7, "query": "", "results": [{"description": "", "name": "library/miaxis_j2ee"}, {"description": "", "name": "library/tomcat"}, {"description": "", "name": "library/ubuntu"}, {"description": "", "name": "library/ubuntu_office"}, {"description": "", "name": "library/desktop_ubu"}, {"description": "", "name": "dockerfile/ubuntu"}, {"description": "", "name": "library/test"}]}

这๷яΙԎஃ  {"description": "", "name": "library/test"} Ƈ಺෗镜ਉᅹ经ಎढ़ࣘڸ传ຎƆ

现ݚяΙஃ另ҙλੑՀԶ֓ч载这༈镜ਉƆ

$ sudo docker pull 192.168.7.26:5000/test
Pulling repository 192.168.7.26:5000/test
ba5877dc9bec: Download complete
511136ea3c5a: Download complete
9bad880da3d2: Download complete
25f11f5fb0cb: Download complete
ebc34468f71d: Download complete
2318d26665ef: Download complete
$ sudo docker images
REPOSITORY                         TAG                 IMAGE ID            CREATED             VIRTUAL SIZE
192.168.7.26:5000/test             latest              ba5877dc9bec        6 weeks ago         192.7 MB

яΙޡๆ 这༈ոඕ ಂຟࣘ传ඕઘଯ镜ਉஃશྈ೻务ԶયƇᔘ认ॖඕઘશྈ೻务Զ  127.0.0.1:5000 Ɔຶ

௢Ɗ

$ wget https://github.com/yeasy/docker_practice/raw/master/_local/push_images.sh; sudo chmod a+x push_images.sh
$ ./push_images.sh ubuntu:latest centos:centos7
The registry server is 127.0.0.1
Uploading ubuntu:latest...

https://github.com/yeasy/docker_practice/raw/master/_local/push_images.sh


The push refers to a repository [127.0.0.1:5000/ubuntu] (len: 1)
Sending image list
Pushing repository 127.0.0.1:5000/ubuntu (1 tags)
Image 511136ea3c5a already pushed, skipping
Image bfb8b5a2ad34 already pushed, skipping
Image c1f3bdbd8355 already pushed, skipping
Image 897578f527ae already pushed, skipping
Image 9387bcc9826e already pushed, skipping
Image 809ed259f845 already pushed, skipping
Image 96864a7d2df3 already pushed, skipping
Pushing tag for rev [96864a7d2df3] on {http://127.0.0.1:5000/v1/repositories/ubuntu/tags/latest}
Untagged: 127.0.0.1:5000/ubuntu:latest
Done
Uploading centos:centos7...
The push refers to a repository [127.0.0.1:5000/centos] (len: 1)
Sending image list
Pushing repository 127.0.0.1:5000/centos (1 tags)
Image 511136ea3c5a already pushed, skipping
34e94e67e63a: Image successfully pushed
70214e5d0a90: Image successfully pushed
Pushing tag for rev [70214e5d0a90] on {http://127.0.0.1:5000/v1/repositories/centos/tags/centos7}
Untagged: 127.0.0.1:5000/centos:centos7
Done



Docker ଯ Registry ๭ๆజટഓِଚ֤ຎλܮ仓库ଯ෦ౣƭflavorƮƇๆ户яΙ૥ঋޡๆᄚ们๝进۱♧发Ύ

१产ೱࢅƆ

现ढ़ଯ෦ౣઓƊܮconfig_sample.yml  ഓِયƇяΙԎஃλ  ݚ

 common ƊԷ础జટ

 local Ɗਣ储ॅॉஃඕઘഓِذ统

 s3 Ɗਣ储ॅॉஃ AWS S3 ય

 dev Ɗޡๆ  local  ෦ౣଯԷඕజટ

 test Ɗ单ٴ测试ޡๆ

 prod Ɗ१产环ְజટƭԷඕࣘᦜs3జટ类ߐƮ

 gcs Ɗਣ储ॅॉஃ Google ଯϫਣ储

 swift Ɗਣ储ॅॉஃ OpenStack Swift ೻务

 glance Ɗਣ储ॅॉஃ OpenStack Glance ೻务Ƈඕઘഓِذ统为ھ备

 glance-swift Ɗਣ储ॅॉஃ OpenStack Glance ೻务ƇSwift 为ھ备

 elliptics Ɗਣ储ॅॉஃ Elliptics key/value ਣ储

ๆ户฀яΙିюߢ଑义ଯ෦౦ઓƆ

ᔘ认ࣣྙчޡๆଯ෦ౣॖ  dev Ƈ์ޡๆ൸༈෦ౣݩ为ᔘ认值ƇяΙିю  SETTINGS_FLAVOR  ஃ环ְ变ຟ

યƇຶ௢

export SETTINGS_FLAVOR=dev

另ҙƇజટഓِયߖ޲༞环ְ变ຟયю载值Ƈ语൚ҳߧ为  _env:VARIABLENAME[:DEFAULT] Ɔ

common:
    loglevel: info
    search_backend: "_env:SEARCH_BACKEND:"
    sqlalchemy_index_database:
        "_env:SQLALCHEMY_INDEX_DATABASE:sqlite:////tmp/docker-registry.db"

prod:
    loglevel: warn
    storage: s3
    s3_access_key: _env:AWS_S3_ACCESS_KEY
    s3_secret_key: _env:AWS_S3_SECRET_KEY
    s3_bucket: _env:AWS_S3_BUCKET
    boto_bucket: _env:AWS_S3_BUCKET
    storage_path: /srv/docker
    smtp_host: localhost
    from_addr: docker@myself.com
    to_addr: my@myself.com

仓库జટഓِ

෦ౣ

జટຶߟ



dev:
    loglevel: debug
    storage: local
    storage_path: /home/myself/docker

test:
    storage: local
    storage_path: /tmp/tmpdockertmp

选项



这λࣂѻ绍௢ъݚ Docker ௅ೱΙտ฻Զ௸间Ԑ๲ॅॉƇݚ฻ԶયԐ๲ॅॉࠞ์ย两⯔൘ߧƊ

ॅॉ࿫ƭData volumesƮ
ॅॉ࿫฻ԶƭData volume containersƮ

Docker ॅॉԐ๲



ॅॉ࿫ॖλ༈я֤λ༈Ύਪ༈฻Զޡๆଯ஦ࠣෳ录Ƈᄚ绕过 UFSƇяΙଚ֤ᇂਪยๆଯ஦ड़Ɗ

ॅॉ࿫яΙݚ฻Զ௸间֢֩໳࡚ๆ

对ॅॉ࿫ଯ҉࠹Ѽ๼马१ዓ

对ॅॉ࿫ଯۖईƇ೑Ѽϳ响镜ਉ

࿫Ѽλ૥ਣݚƇ૥ஃඐย฻Զޡๆ

*ॅॉ࿫ଯޡๆƇ类ߐ༖ Linux ч对ෳ录Ύഓِ进۱ mountƆ

ๆޡߘrun યਪ ߘλݚๆ  -v  标记๝创ٛλ༈ॅॉ࿫ᆍቾ载ஃ฻Զ๷ƆޡƇڴๆ  docker run  ූິଯ时ݚ

яΙቾ载ਪ༈ॅॉ࿫Ɔ

ч෣创ٛλ༈ web ฻ԶƇᆍю载λ༈ॅॉ࿫ஃ฻Զଯ  /webapp  ෳ录Ɔ

$ sudo docker run -d -P --name web -v /webapp training/webapp python app.py

*શΤƊ฀яΙݚ Dockerfile યޡๆ  VOLUME  ๝ିюλ༈Ύࠋਪ༈ईଯ࿫ஃศ该镜ਉ创ٛଯ௥Τ฻ԶƆ

଑ቾ载λ༈ඕઘࠞՀଯෳ录ஃ฻Զય֓Ɔޱๆ  -v  标记฀яΙޡ

$ sudo docker run -d -P --name web -v /src/webapp:/opt/webapp training/webapp python app.py

ࣘ෣ଯූິю载ࠞՀଯ  /src/webapp  ෳ录ஃ฻Զଯ  /opt/webapp  ෳ录Ɔ这༈ڸ௾ݚ进۱测试ଯ时ࡒڴ

ഇ൘ളƇಅ௢ๆ户яΙൗટλܮଟࢍஃඕઘෳ录યƇ๝查Ԏ฻Զॖ౼।ݩۆ࣢Ɔඕઘෳ录ଯ໚أ಩须ॖ绝

对໚أƇ௢їෳ录೑ਣݚ Docker Ѽߢ动为῵创ٛᄚƆ

*શΤƊDockerfile ય೑ߖ޲这⯔ๆ൚Ƈ这ॖχ为 Dockerfile ॖ为ຎΫࣳ໳ഇ֢ๆଯƆীߠƇ೑ஔ৭ذݩ统

ଯ໚أҳߧ೑λ样ƇࡿΙෳঽ还೑௾ߖ޲Ɔ

Docker ቾ载ॅॉ࿫ଯᔘ认权ॖځ读ࠃƇๆ户฀яΙ૳过  :ro  ޱ଑为੩读Ɔ

$ sudo docker run -d -P --name web -v /src/webapp:/opt/webapp:ro
training/webapp python app.py

юຎ  :ro  ௸ھƇ࠷ቾ载为੩读ຎƆ

 -v  标记฀яΙ༞ࠞՀቾ载单༈ഓِஃ฻Զય

ॅॉ࿫

创ٛλ༈ॅॉ࿫

ቾ载λ༈ࠞՀෳ录ݩ为ॅॉ࿫

ቾ载λ༈ඕઘࠞՀഓِݩ为ॅॉ࿫



$ sudo docker run --rm -it -v ~/.bash_history:/.bash_history ubuntu /bin/bash

这样࠷яΙ记录ݚ฻Զ输௡过ଯූິຎƆ

*શΤƊ௢ї૥ঋቾ载λ༈ഓِƇᇂਪഓِ编辑״ۆƇൌӐ  vi  Ύࠋ  sed --in-place Ƈя௾Ѽਏढ़ഓِ

inode ଯ҉变Ƈ༞ Docker 1.1 .0ՔƇ这Ѽ导ઠ报错误ࣿਔƆࡿΙ݂简单ଯ办൚࠷૥ঋቾ载ഓِଯೠෳ录Ɔ



௢ї῵ยλߖܮ续ۖईଯॅॉݚ์࠲฻Զ௸间֢֩Ƈ݂ۂ创ٛॅॉ࿫฻ԶƆ

ॅॉ࿫฻ԶƇਡ实ॖ࠷λ༈।࣢ଯ฻ԶƇ专门ๆ๝ଚ֤ॅॉ࿫֤ਡᄚ฻Զቾ载ଯƆ

ࠪগƇ创ٛλ༈ූ෕ଯॅॉ࿫฻Զ dbdataƊ

$ sudo docker run -d -v /dbdata --name dbdata training/postgres echo Data-only container for postgres

ীھƇݚਡ਩฻Զયޡๆ  --volumes-from  ๝ቾ载 dbdata ฻Զયଯॅॉ࿫Ɔ

$ sudo docker run -d --volumes-from dbdata --name db1 training/postgres
$ sudo docker run -d --volumes-from dbdata --name db2 training/postgres

还яΙޡๆਪ༈  --volumes-from  ॅދ๝༞ਪ༈฻Զቾ载ਪ༈ॅॉ࿫Ɔ ฀яΙ༞ਡ਩ᅹ经ቾ载ຎ฻Զ࿫ଯ

฻Զ๝ቾ载ॅॉ࿫Ɔ

$ sudo docker run -d --name db3 --volumes-from db1 training/postgres

*શΤƊޡๆ  --volumes-from  ࡿॅދቾ载ॅॉ࿫ଯ฻Զډߢᆍ೑์࠲സݚߖ运۱ࣨ态Ɔ

௢ї删࢑ຎቾ载ଯ฻ԶƭൌӐ dbdataƅdb1 ໳ db2ƮƇॅॉ࿫ᆍ೑Ѽಎߢ动删࢑Ɔ௢ї์删࢑λ༈ॅॉ

࿫Ƈ಩须ݚ删ھ࢑݂λ༈还ቾ载મᄚଯ฻Զ时ޡๆ  docker rm -v  ූິ๝ޱ଑ஔ时删࢑⠣联ଯ฻ԶƆ 这я

Ι让ๆ户ݚ฻Զ௸间࢖级໳Ϋ动ॅॉ࿫Ɔ״ਹଯ৭ݚࢠݩчλ节ય进۱讲ѽƆ

ॅॉ࿫฻Զ



яΙ๭ๆॅॉ࿫对ਡયଯॅॉ进۱进۱备ῲƅ҅⣍໳ⷕΫƆ

ࠪগޡๆ  --volumes-from  标记๝创ٛλ༈ю载 dbdata ฻Զ࿫ଯ฻ԶƇᆍ༞ඕઘࠞՀቾ载୻ঽஃ฻Զଯ

/backup ෳ录Ɔූິ௢чƊ

$ sudo docker run --volumes-from dbdata -v $(pwd):/backup ubuntu tar cvf /backup/backup.tar /dbdata

฻Զ启动ھƇޡๆຎ  tar  ූິ๝ࢠ dbdata ࿫备ῲ为ඕઘଯ  /backup/backup.tar Ɔ

௢ї์҅⣍ॅॉஃλ༈฻ԶƇࠪগ创ٛλ༈带ยॅॉ࿫ଯ฻Զ dbdata2Ɔ

$ sudo docker run -v /dbdata --name dbdata2 ubuntu /bin/bash

ীھ创ٛ另λ༈฻ԶƇቾ载 dbdata2 ଯ฻ԶƇᆍޡๆ  untar  ѽ压备ῲഓِஃቾ载ଯ฻Զ࿫યƆ

$ sudo docker run --volumes-from dbdata2 -v $(pwd):/backup busybox tar xvf
/backup/backup.tar

๭ๆॅॉ࿫฻Զ๝备ῲƅ҅⣍ƅⷕΫॅॉ࿫

备ῲ

҅⣍



Docker σ许૳过ҙೱ访问฻ԶΎ฻Զڞ联ଯ൘ߧ๝ଚ֤᜞络೻务Ɔ

Docker યଯ᜞络ڸ௾ѻ绍



฻ԶયяΙ运۱λܮ᜞络应ๆƇ์让ҙೱ฀яΙ访问这ܮ应ๆƇяΙ૳过  -P  Ύ  -p  ॅދ๝ޱ଑અڼϴ

Ɔࠄ

୻ޡๆ -P 标记时ƇDocker ѼीՀϴࠄλ༈  49000~49900  ଯઅڼஃ௅ೱ฻Զ♧ൗଯ᜞络અڼƆ

时访问ඕՀଯ 49115 અܜƆڼஃຎ฻Զଯ 5000 અࠄๆ  docker ps  яΙԎஃƇඕઘࠞՀଯ 49155 ಎϴޡ

ਓя访问฻Զ௅ web 应ๆଚ֤ଯҏ෣Ɔڼ

$ sudo docker run -d -P training/webapp python app.py
$ sudo docker ps -l
CONTAINER ID  IMAGE                   COMMAND       CREATED        STATUS        PORTS                    NAMES
bc533791f3f5  training/webapp:latest  python app.py 5 seconds ago  Up 2 seconds  0.0.0.0:49155->5000/tcp  nostalgic_morse

ஔ样ଯƇяΙ૳过  docker logs  ූິ๝查Ԏ应ๆଯࣿਔƆ

$ sudo docker logs -f nostalgic_morse
* Running on http://0.0.0.0:5000/
10.0.2.2 - - [23/May/2014 20:16:31] "GET / HTTP/1.1" 200 -
10.0.2.2 - - [23/May/2014 20:16:31] "GET /favicon.ico HTTP/1.1" 404 -

-pƭࠃࢡଯƮ则яΙޱ଑์ϴࠄଯઅڼƇᆍӗƇݚλ༈ޱ଑અࣘڼ੩яΙ绑଑λ༈฻ԶƆߖ޲ଯҳߧย

 ip:hostPort:containerPort | ip::containerPort | hostPort:containerPort Ɔ

ƇяΙ执۱ڼஃ฻Զଯ 5000 અࠄϴڼඕઘଯ 5000 અߧๆ  hostPort:containerPort  ҳޡ

$ sudo docker run -d -p 5000:5000 training/webapp python app.py

ยઘႊƆࡿଯࣘڼยঋࡿ时ᔘ认Ѽ绑଑ඕઘܜ

яΙޡๆ  ip:hostPort:containerPort  ҳޱߧ଑ϴޡࠄๆλ༈஦଑ઘႊƇಅ௢ localhost ઘႊ 127.0.0.1

$ sudo docker run -d -p 127.0.0.1:5000:5000 training/webapp python app.py

动ഇజλ༈અߢƇඕઘࠞՀѼڼஃ฻Զଯ 5000 અڼๆ  ip::containerPort  绑଑ localhost ଯ௥Τઅޡ

Ɔڼ

$ sudo docker run -d -p 127.0.0.1::5000 training/webapp python app.py

ҙೱ访问฻Զ

ϴࡿࠄยঋڼઘႊ

ϴࠄஃޱ଑ઘႊଯޱ଑અڼ

ϴࠄஃޱ଑ઘႊଯ௥Τઅڼ



还яΙޡๆ udp 标记๝ޱ଑ udp અڼ

$ sudo docker run -d -p 127.0.0.1:5000:5000/udp training/webapp python app.py

జટƇ฀яΙ查Ԏஃ绑଑ଯઘႊڼଯઅࠄๆ  docker port  ๝查Ԏ୻ঽϴޡ

$ docker port nostalgic_morse 5000
127.0.0.1:49155.

શΤƊ

฻Զยډߢଯ௅ೱ᜞络໳ ip ઘႊƭޡๆ  docker inspect  яΙ获ࠟࡿยଯ变ຟƇDocker 还яΙยλ

༈я变ଯ᜞络జટƆƮ

-p 标记яΙਪޡߘๆ๝绑଑ਪ༈અڼ

ຶ௢

$ sudo docker run -d -p 5000:5000  -p 3000:80 training/webapp python app.py

查Ԏϴࠄઅڼజટ



฻Զଯ连ঋƭlinkingƮذ统ॖ࢑ຎઅڼϴࠄҙƇ另λ⯔ᦜ฻Զય应ๆڞڱଯ൘ߧƆ

该ذ统Ѽٺݚ໳ঋዐ฻Զ௸间创ٛλ༈᫏ஞƇঋዐ฻ԶяΙԎஃٺ฻Զޱ଑ଯࣿਔƆ

连ঋذ统Μॉ฻Զଯ෕ࣁ๝执۱ƆχܜƇࠪগߢ์࠲଑义λ༈ۂ记ଯ฻Զූ෕Ɔ

虽ী୻创ٛ฻Զଯ时ڴƇذ统ᔘ认Ѽഇజλ༈෕ߓƆߢ଑义ූ෕฻Զย2༈ۂ处Ɗ

记Ƈಅ௢λ༈web应ๆ฻Զѱ们яΙ给ᄚՔ෕֮webۂ଑义ଯූ෕Ƈಅ较ߢ
୻์连ঋਡ਩฻Զ时ڴƇяΙݩ为λ༈ยๆଯ۪ދ୅Ƈಅ௢连ঋweb฻Զஃdb฻Զ

଑义ූ෕Ɔߢๆ  --name  标记яΙ为฻Զޡ

$ sudo docker run -d -P --name web training/webapp python app.py

ๆ  docker ps  ๝验证设଑ଯූ෕Ɔޡ

$ sudo docker ps -l
CONTAINER ID  IMAGE                  COMMAND        CREATED       STATUS       PORTS                    NAMES
aed84ee21bde  training/webapp:latest python app.py  12 hours ago  Up 2 seconds 0.0.0.0:49154->5000/tcp  web

฀яΙޡๆ  docker inspect  ๝查Ԏ฻Զଯ෕ߓ

$ sudo docker inspect -f "{{ .Name }}" aed84ee21bde
/web

શΤƊ฻Զଯ෕ॖࣁธλଯƆ௢їᅹ经ූ෕ຎλ༈֮ web ଯ฻ԶƇ୻῵์݁ޡߘๆ web 这༈෕ࣁଯ时ڴƇ

ঽ创ٛଯஔ෕฻ԶƆ௸গๆ docker rm  ๝删࢑์࠲

ދ  删࢑ƆશΤƇ --rm  ໳  -d܌Ѽ๼ھ޸终ݚ௢їିю  --rm  标记Ƈ则฻Զڴ执۱  docker run  ଯ时ݚ

ॅ೑௾ஔ时ޡๆƆ

ƆڞڱяΙ让฻Զ௸间Αুଯ进۱ॅދ  ๆ  --linkޡ

ч෣গ创ٛλ༈ईଯॅॉ库฻ԶƆ

$ sudo docker run -d --name db training/postgres

删࢑௸ঽ创ٛଯ web ฻Զ

฻Զڞ联

଑义฻Զූ෕ߢ

฻Զڞ联



$ docker rm -f web

ীھ创ٛλ༈ईଯ web ฻ԶƇᆍࢠᄚ连ঋஃ db ฻Զ

$ sudo docker run -d -P --name web --link db:db training/webapp python app.py

Ɔذ联⠣ڞ时Ƈdb ฻Զ໳ web ฻Զٛ๼ܜ

 --link  ॅދଯҳߧ为  --link name:alias Ƈਡય  name  ॖ์链ঋଯ฻Զଯ෕ࣁƇ alias  ॖ这༈连ঋଯ

别෕Ɔ

ๆ  docker ps  ๝查Ԏ฻Զଯ连ঋޡ

$ docker ps
CONTAINER ID  IMAGE                     COMMAND               CREATED             STATUS             PORTS                    NAMES
349169744e49  training/postgres:latest  su postgres -c '/usr  About a minute ago  Up About a minute  5432/tcp                 db, web/db
aed84ee21bde  training/webapp:latest    python app.py         16 hours ago        Up 2 minutes       0.0.0.0:49154->5000/tcp  web

яΙԎஃߢ଑义ූ෕ଯ฻ԶƇdb ໳ webƇdb ฻Զଯ names ໆย db ฀ย web/dbƆ这಺ߟ web ฻Զ链ঋ

ஃ db ฻ԶƇweb ฻Զࢠಎσ许访问 db ฻ԶଯࣿਔƆ

Docker ݚ两༈ڞ联ଯ฻Զ௸间创ٛຎλ༈Αু᫏ஞƇߠӗ೑ๆϴࠄᄚ们ଯઅڼஃࠞࠞ࡞ՀࣘƆݚ启动 db
฻Զଯ时ڴᆍඐยޡๆ  -p  ໳  -P  标记Ƈ༞ߠ಑ෟຎ൶໛ॅॉ库અڼஃҙೱ᜞络ࣘƆ

Docker ૳过 2 ⯔൘ߧ为฻Զڷ♧连ঋࣿਔƊ

环ְ变ຟ

ۖई  /etc/hosts  ഓِ

ๆ  env  ූິ๝查Ԏ web ฻Զଯ环ְ变ຟޡ

$ sudo docker run --rm --name web2 --link db:db training/webapp env
. . .
DB_NAME=/web2/db
DB_PORT=tcp://172.17.0.5:5432
DB_PORT_5000_TCP=tcp://172.17.0.5:5432
DB_PORT_5000_TCP_PROTO=tcp
DB_PORT_5000_TCP_PORT=5432
DB_PORT_5000_TCP_ADDR=172.17.0.5
. . .

ਡય DB_ ♧头ଯ环ְ变ຟॖ֤ web ฻Զ连ঋ db ฻ԶޡๆƇঽ缀ݎๆ੒ࠃଯ连ঋ别෕Ɔ

࢑ຎ环ְ变ຟƇDocker 还ିю host ࣿਔஃೠ฻Զଯ  /etc/hosts  ଯഓِƆч෣ॖೠ฻Զ web ଯ hosts ഓ

ِ

$ sudo docker run -t -i --rm --link db:db training/webapp /bin/bash
root@aed84ee21bde:/opt/webapp# cat /etc/hosts
172.17.0.7  aed84ee21bde
. . .



172.17.0.5  db

这๷ย 2 ༈ hostsƇ੓λ༈ॖ web ฻ԶƇweb ฻Զๆ id ݩ为਩ଯࠞՀ෕Ƈ੓௖༈ॖ db ฻Զଯ ip ໳ࠞՀ

෕Ɔ яΙݚ web ฻ԶયΑਂ ping ූິ๝测试ᦜdb฻Զଯ连૳Ɔ

root@aed84ee21bde:/opt/webapp# apt-get install -yqq inetutils-ping
root@aed84ee21bde:/opt/webapp# ping db
PING db (172.17.0.5): 48 data bytes
56 bytes from 172.17.0.5: icmp_seq=0 ttl=64 time=0.267 ms
56 bytes from 172.17.0.5: icmp_seq=1 ttl=64 time=0.250 ms
56 bytes from 172.17.0.5: icmp_seq=2 ttl=64 time=0.256 ms

ๆ ping ๝测试db฻ԶƇᄚѼѽॾढ़  172.17.0.5 Ɔ *શΤƊӸ൘ଯ ubuntu 镜ਉᔘ认ඐยΑਂ pingƇ์࠲

۱ΑਂƆߢ

ๆ户яΙ链ঋਪ༈ޫ฻Զஃೠ฻ԶƇಅ௢яΙ链ঋਪ༈ web ஃ db ฻ԶࣘƆ



ඕࢠࣂѻ绍 Docker ଯλۿܮ级᜞络జટ໳选项Ɔ

୻ Docker 启动时ƇѼߢ动ࠞݚՀࣘ创ٛλ༈  docker0  ֚拟᜞桥Ƈ实际ࣘॖ Linux ଯλ༈ bridgeƇяΙ๲

ѽ为λ༈软ِڱ换ՀƆᄚѼݚቾ载ஃᄚଯ᜞ڼ௸间进۱转发Ɔ

ஔ时ƇDocker ीՀഇజλ༈ඕઘරঙๆଯ޽ย᜞ઓƭݚ RFC1918 ય଑义Ʈયଯλ༈ઘႊ给  docker0  ঋ

动ഇజλ༈ஔλߢ฀Ѽڼ启动ଯ฻Զ௅ଯ᜞ھܜଯ  172.17.42.1 ƇГ码为  255.255.0.0 ƆؠƆಅ௢଺ڼ

᜞ઓƭ 172.17.0.0/16 ƮଯઘႊƆ

୻创ٛλ༈ Docker ฻Զଯ时ڴƇஔ时Ѽ创ٛຎλ对  veth pair  ঋڼƭ୻ॅॉൌ发਄ஃλ༈ঋڼ时Ƈ另ҙ

λ༈ঋڼ฀яΙዐஃ৷ஔଯॅॉൌƮƆ这对ঋڼλઅݚ฻Զ௅Ƈਓ  eth0 Ƌ另λઅݚඕઘᆍಎቾ载ஃ

 docker0  ᜞桥Ƈ෕ࣁΙ  veth  ♧头ƭຶ௢  vethAQI2QT ƮƆ૳过这⯔൘ߧƇࠞՀяΙᦜ฻Զ૳ࣿƇ฻Զ

௸间฀яΙ৷ڞ૳ࣿƆDocker ࠷创ٛຎࠞݚՀ໳ࡿย฻Զ௸间λ༈֚拟֢֩᜞络Ɔ

ঋч๝ଯೱഇࢠѻ绍ݚλܮ场ثયƇDocker ࡿยଯ᜞络଑क़జટƆΙտ૳过 Linux ූິ๝调य़ƅ补ࡑƅत

੃换 Docker ᔘ认ଯ᜞络జટƆ߃

级᜞络జટۿ

http://tools.ietf.org/html/rfc1918


ч෣ॖλ༈ᦜ Docker ᜞络৷⠣ଯූິໆ಺Ɔ

ਡયยິූܮ选项੩ยݚ Docker ೻务启动ଯ时݈ڴ௾జટƇߠӗ೑௾马ࣘ१ዓƆ

 -b BRIDGE or --bridge=BRIDGE  --ޱ଑฻Զቾ载ଯ᜞桥

 --bip=CIDR  --଑क़ docker0 ଯГ码

 -H SOCKET... or --host=SOCKET...  --Docker ೻务અঋዐූິଯ૳ஞ

 --icc=true|false  --ॖ౼ߖ޲฻Զ௸间进۱૳ࣿ

 --ip-forward=true|false  --请Ԏчഓ฻Զ௸间ଯ૳ࣿ

 --iptables=true|false  --޸כ Docker ିю iptables 规则

 --mtu=BYTES  --฻Զ᜞络યଯ MTU

ч෣2༈ූິ选项ՂяΙݚ启动೻务时ޱ଑Ƈ฀яΙ Docker ฻Զ启动ƭ docker run Ʈ时ޱڴ଑Ɔݚ

Docker ೻务启动ଯ时ޱڴ଑则Ѽढ़为ᔘ认值Ƈھ෣执۱  docker run  时яΙ೿ᖵ设ટଯᔘ认值Ɔ

 --dns=IP_ADDRESS...  --ޡๆޱ଑ଯDNS೻务Զ

 --dns-search=DOMAIN...  --ޱ଑DNSኅݲη

ๆƇχ为ᄚॖ针对฻Զଯ஦ड़௅฻Ɔޡdocker run  执۱时  ݚ选项੩ยܮ这ھ݂

 -h HOSTNAME or --hostname=HOSTNAME  --జટ฻ԶࠞՀ෕

 --link=CONTAINER_NAME:ALIAS  --ିюஃ另λ༈฻Զଯ连ঋ

 --net=bridge|none|container:NAME_or_ID|host  --జટ฻Զଯ桥ঋ෦ߧ

 -p SPEC or --publish=SPEC  --ϴࠄ฻Զઅڼஃࠞࠞ࡞Հ

 -P or --publish-all=true|false  --ϴࠄ฻Զࡿยઅڼஃࠞࠞ࡞Հ

҂ਙజટޱ௑



Docker ඐย为ᾫ༈฻Զ专门଑क़镜ਉƇ௄ῘᇙῘߢ଑义జટ฻ԶଯࠞՀ෕໳ DNS జટ⡕ƌ ಊ诀ॖ࠷ᄚ๭

ๆ֚拟ഓِ๝ቾ载ஃ๝฻Զଯ 3 ༈৷⠣జટഓِƆ

ๆ mount ූິяΙԎஃቾ载ࣿਔƊޡ฻Զયݚ

$ mount
...
/dev/disk/by-uuid/1fec...ebdf on /etc/hostname type ext4 ...
/dev/disk/by-uuid/1fec...ebdf on /etc/hosts type ext4 ...
tmpfs on /etc/resolv.conf type tmpfs ...
...

这⯔Հक़яΙ让ࠞࠞ࡞Հ DNS ࣿਔ发१ۖईھƇࡿย Docker ฻Զଯ dns జટ૳过  /etc/resolv.conf 

ഓِ๼܌ணஃۖईƆ

௢їๆ户২์ࠡ动ޱ଑฻ԶଯజટƇяΙ๭ๆч෣ଯ选项Ɔ

 -h HOSTNAME or --hostname=HOSTNAME  设଑฻ԶଯࠞՀ෕ƇᄚѼಎࠃஃ฻Զ௅ଯ  /etc/hostname  ໳

 /etc/hosts Ɔ੫ᄚݚ฻ԶҙೱԎ೑ஃƇՂ೑Ѽݚ  docker ps  ય显ߟƇ฀೑Ѽݚਡ਩ଯ฻Զଯ

 /etc/hosts  ԎஃƆ

 --link=CONTAINER_NAME:ALIAS  选项Ѽݚ创ٛ฻Զଯ时ڴƇିюλ༈ਡ਩฻ԶଯࠞՀ෕ஃ  /etc/hosts 

ഓِયƇ让ई฻Զଯ进ଟяΙޡๆࠞՀ෕ ALIAS ࠷яΙ连ঋᄚƆ

 --dns=IP_ADDRESS  ିю DNS ೻务Զஃ฻Զଯ  /etc/resolv.conf  યƇ让฻Զๆ这༈೻务Զ๝ѽॾࡿย

೑ݚ  /etc/hosts  યଯࠞՀ෕Ɔ

 --dns-search=DOMAIN  设଑฻ԶଯኅݲηƇ୻设଑ኅݲη为  .example.com  时Ƈݚኅݲλ༈෕为 host ଯ

ࠞՀ时ƇDNS ೑仅ኅݲhostƇ还Ѽኅݲ  host.example.com Ɔ શΤƊ௢їඐยࣘ2 ھ݂ࡧ ༈选项Ƈ

Docker Ѽᔘ认ๆࠞՀࣘଯ  /etc/resolv.conf  ๝జટ฻ԶƆ

జટ DNS



฻Զଯ访问ےक़Ƈࠞ์૳过 Linux ࣘଯ  iptables  ංћ墙๝进۱Ԑ๲໳实现Ɔ iptables  ॖ Linux ࣘᔘ认

ଯංћ墙软ِƇݚ੒ೱഇ发۱౦ય୙ߢ带Ɔ

฻Զ์২访问ҙೱ᜞络Ƈ์࠲ඕઘذ统ଯ转发ߖ޲ƆݚLinux ذ统યƇ检查转发ॖ౼ਲ♧Ɔ

$sysctl net.ipv4.ip_forward
net.ipv4.ip_forward = 1

௢ї为 0Ƈ说෗ඐย♧启转发Ƈ则ࠡ์࠲动ਲ♧Ɔ

$sysctl -w net.ipv4.ip_forward=1

௢їݚ启动 Docker ೻务ଯ时ڴ设଑  --ip-forward=true , Docker ࠷Ѽߢ动设଑ذ统ଯ  ip_forward  ދ

ॅ为 1Ɔ

฻Զ௸间৷ڞ访问Ƈ์࠲两൘෣ଯߖ޲Ɔ

฻Զଯ᜞络ਫ਼₸ॖ౼ᅹ经ڞ联Ɔᔘ认ࣣྙчƇࡿย฻Զ୙Ѽಎ连ঋஃ  docker0  ᜞桥ࣘƆ

ඕઘذ统ଯංћ墙软ِ --  iptables  ॖ౼σ许૳过Ɔ

୻启动 Docker ೻务时ڴƇᔘ认Ѽିюλࣥ转发ݱ๿ஃ iptables ଯ FORWARD 链ࣘƆݱ๿为૳过

ƭ ACCEPT Ʈ还ॖ޸כƭ DROP Ʈࠟྕ༖జટ --icc=true ƭ᜘ࢽ值Ʈ还ॖ  --icc=false Ɔ୻ীƇ௢їࠡ

动ޱ଑  --iptables=false  则೑Ѽିю  iptables  规则Ɔ

я见Ƈᔘ认ࣣྙчƇ೑ஔ฻Զ௸间ॖσ许᜞络ڞ૳ଯƆ௢ї为ຎΑু۪虑ƇяΙݚ  /etc/default/docker 

ഓِયజટ  DOCKER_OPTS=--icc=false  ๝޸כᄚƆ

♧Ƈ还яΙ૳过  --link=CONTAINER_NAME:ALIAS  选项๝访问฻Զଯھ૳过  -icc=false  ⠣闭᜞络访问ݚ

ൗઅڼƆ

ຶ௢Ƈݚ启动 Docker ೻务时ƇяΙஔ时ޡๆ  icc=false --iptables=true  ॅދ๝⠣闭σ许৷ڞଯ᜞络

访问Ƈᆍ让 Docker яΙذ҉࠹统યଯ  iptables  规则Ɔ

ߐ统યଯ  iptables  规则я௾ॖ类ذ时Ƈܜ

$ sudo iptables -nL
...
Chain FORWARD (policy ACCEPT)

฻Զ访问ےक़

฻Զ访问ҙೱ᜞络

฻Զ௸间访问

访问ࡿยઅڼ

访问ޱ଑અڼ



target     prot opt source               destination
DROP       all  --  0.0.0.0/0            0.0.0.0/0
...

 iptable  ݚๆ  --link=CONTAINER_NAME:ALIAS  选项ƆDocker ѼޡƇ启动฻Զƭ docker run Ʈ时ھ௸

ય为 两༈฻Զഇ别ିюλࣥ  ACCEPT  规则Ƈσ许৷ڞ访问♧ൗଯઅڼƭࠟྕ༖ Dockerfile યଯ EXPOSE

۱ƮƆ

୻ିюຎ  --link=CONTAINER_NAME:ALIAS  选项ھƇିюຎ  iptables  规则Ɔ

$ sudo iptables -nL
...
Chain FORWARD (policy ACCEPT)
target     prot opt source               destination
ACCEPT     tcp  --  172.17.0.2           172.17.0.3           tcp spt:80
ACCEPT     tcp  --  172.17.0.3           172.17.0.2           tcp dpt:80
DROP       all  --  0.0.0.0/0            0.0.0.0/0

શΤƊ --link=CONTAINER_NAME:ALIAS  યଯ  CONTAINER_NAME  ෳঽ಩须ॖ Docker ഇజଯ෕ߓƇΎޡๆ

 --name  ޱॅދ଑ଯ෕ߓƆࠞՀ෕则೑Ѽಎ识别Ɔ



ᔘ认ࣣྙчƇ฻ԶяΙࠞ动访问ஃҙೱ᜞络ଯ连ঋƇ੫ॖҙೱ᜞络ያ൚访问ஃ฻ԶƆ

฻Զࡿยஃҙೱ᜞络ଯ连ঋƇٺઘႊ୙ѼಎNATढ़ඕઘذ统ଯIPઘႊƆ这ॖޡๆ  iptables  ଯٺઘႊ伪ਂ

৭ݩ实现ଯƆ

查ԎࠞՀଯ NAT 规则Ɔ

$ sudo iptables -t nat -nL
...
Chain POSTROUTING (policy ACCEPT)
target     prot opt source               destination
MASQUERADE  all  --  172.17.0.0/16       !172.17.0.0/16
...

ਡયƇࣘࡧ规则ࡿࢠยٺઘႊ172.17.0.0/16  ݚ  ᜞ઓƇෳ标ઘႊ为ਡ਩᜞ઓƭҙೱ᜞络Ʈଯກຟ动态伪

ਂ为༞ذ统᜞„发ࡥƆMASQUERADE ᦜ传统 SNAT ଯۂ处ॖᄚ௾动态༞᜞„获ࠟઘႊƆ

฻Զσ许ҙೱ访问ƇяΙݚ  docker run  时ڴ૳过  -p  Ύ  -P  ॅދ๝启ๆƆ

೑Ԑๆ௄⯔办൚Ƈਡ实฀ॖݚඕઘଯ  iptable  ଯ nat ಺યିю৷应ଯ规则Ɔ

ๆ  -P  时Ɗޡ

$ iptables -t nat -nL
...
Chain DOCKER (2 references)
target     prot opt source               destination
DNAT       tcp  --  0.0.0.0/0            0.0.0.0/0            tcp dpt:49153 to:172.17.0.2:80

ๆ  -p 80:80  时Ɗޡ

$ iptables -t nat -nL
Chain DOCKER (2 references)
target     prot opt source               destination
DNAT       tcp  --  0.0.0.0/0            0.0.0.0/0            tcp dpt:80 to:172.17.0.2:80

શΤƊ

这๷ଯ规则ϴࠄຎ 0.0.0.0ƇΤයમࢠঋࠬࠞՀ๝ࡿߢยঋڼଯກຟƆๆ户яΙ૳过  -p

IP:host_port:container_port  Ύ  -p IP::port  ๝ޱ଑σ许访问฻ԶଯࠞՀࣘଯ IPƅঋڼ୾ƇΙक़

଑ۖ严ҳଯ规则Ɔ

ϴࠄ฻Զઅڼஃࠞࠞ࡞Հଯ实现

฻Զ访问ҙೱ实现

ҙೱ访问฻Զ实现



௢їԼ൷Ϸռ绑଑ஃ൸༈چ଑ଯ IP ઘႊƇяΙݚ Docker జટഓِ  /etc/default/docker  યޱ଑

 DOCKER_OPTS="--ip=IP_ADDRESS" Ƈ௸࡚ھ启 Docker ೻务ਓя१ዓƆ



Docker ೻务ᔘ认Ѽ创ٛλ༈  docker0  ᜞桥ƭਡࣘยλ༈  docker0  ௅ೱঋڼƮƇᄚݚ௅Ҵ层连૳ຎਡ਩

ଯഅ๲Ύ֚拟᜞„Ƈ这ࡿࢠ࠷ย฻Զ໳ඕઘࠞՀ୙ൗஃஔλ༈അ๲᜞络Ɔ

Docker ᔘ认ޱ଑ຎ  docker0  ঋڼ ଯ IP ઘႊ໳ޫ᜞Г码Ƈ让ࠞՀ໳฻Զ௸间яΙ૳过᜞桥৷ڞ૳ࣿƇᄚ

还给ࡥຎ MTUƭঋڼσ许ঋዐଯ݂੒传输单ٴƮƇ૳࣢ॖ 1500 BytesƇΎࠞࠞ࡞Հ᜞络໚ศࣘߖ޲ଯᔘ认

值Ɔ这ܮ值୙яΙݚ೻务启动ଯ时ڴ进۱జટƆ

 --bip=CIDR  -- IP ઘႊюГ码ҳߧƇຶ௢ 192.168.1.5/24

 --mtu=BYTES  -- ೿ᖵᔘ认ଯ Docker mtu జટ

฀яΙݚజટഓِયజટ DOCKER_OPTSƇী࡚ھ启೻务Ɔ ศ༖ෳঽ Docker ᜞桥ॖ Linux ᜞桥Ƈๆ户я

Ιޡๆ  brctl show  ๝查Ԏ᜞桥໳અڼ连ঋࣿਔƆ

$ sudo brctl show
bridge name     bridge id               STP enabled     interfaces
docker0         8000.3a1d7362b4ee       no              veth65f9
                                             vethdda6

*શƊ brctl  ූິݚ DebianƅUbuntu યяΙޡๆ  sudo apt-get install bridge-utils  ๝ΑਂƆ

ᾫߘ创ٛλ༈ई฻Զଯ时ڴƇDocker ༞яๆଯઘႊઓય选择λ༈׸闲ଯ IP ઘႊഇజ给฻Զଯ eth0 અڼƆ

ย฻Զଯᔘ认᜞⠣Ɔࡿ为ݩ ଯ IPڼๆඕઘࠞՀࣘ  docker0  ঋޡ

$ sudo docker run -i -t --rm base /bin/bash
$ ip addr show eth0
24: eth0: <BROADCAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen 1000
    link/ether 32:6f:e0:35:57:91 brd ff:ff:ff:ff:ff:ff
    inet 172.17.0.3/16 scope global eth0
       valid_lft forever preferred_lft forever
    inet6 fe80::306f:e0ff:fe35:5791/64 scope link
       valid_lft forever preferred_lft forever
$ ip route
default via 172.17.42.1 dev eth0
172.17.0.0/16 dev eth0  proto kernel  scope link  src 172.17.0.3
$ exit

జટ docker0 ᜞桥



࢑ຎᔘ认ଯ  docker0  ᜞桥Ƈๆ户฀яΙޱ଑᜞桥๝连ঋү༈฻ԶƆ

ๆଯ᜞桥Ɔޡ଑ޱๆ  -b BRIDGE Ύ --bridge=BRIDGE  ๝ޡƇڴ启动 Docker ೻务ଯ时ݚ

௢ї೻务ᅹ经运۱Ƈ௄์࠲গଋ޸೻务Ƈᆍ删࢑֑ଯ᜞桥Ɔ

$ sudo service docker stop
$ sudo ip link set dev docker0 down
$ sudo brctl delbr docker0

ীھ创ٛλ༈᜞桥  bridge0 Ɔ

$ sudo brctl addbr bridge0
$ sudo ip addr add 192.168.5.1/24 dev bridge0
$ sudo ip link set dev bridge0 up

查Ԏ⛿认᜞桥创ٛᆍ启动Ɔ

$ ip addr show bridge0
4: bridge0: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state UP group default
    link/ether 66:38:d0:0d:76:18 brd ff:ff:ff:ff:ff:ff
    inet 192.168.5.1/24 scope global bridge0
       valid_lft forever preferred_lft forever

జટ Docker ೻务Ƈᔘ认桥ঋஃ创ٛଯ᜞桥ࣘƆ

$ echo 'DOCKER_OPTS="-b=bridge0"' >> /etc/default/docker
$ sudo service docker start

启动 Docker ೻务Ɔ ईٛλ༈฻ԶƇяΙԎஃᄚᅹ经桥ঋஃຎ  bridge0  ࣘƆ

яΙ继续ๆ  brctl show  ූິ查Ԏ桥ঋଯࣿਔƆ另ҙƇݚ฻ԶયяΙޡๆ  ip addr  ໳  ip route  ූິ๝

查Ԏ IP ઘႊజટ໳໚ศࣿਔƆ

଑义᜞桥ߢ



Ɗࠨ໳ຶޫӽ兴״ۆҙೱܮ଑义᜞络ਫ਼₸௸ঽƇ῵я௾Ѽ对λߢѻ绍ݚ

Jérôme Petazzoni 编ࠃຎλ༈֮ pipework ଯ shell ոඕƇяΙ₉ࢊๆ户ݚಅ较⣍杂ଯ场ثયӷढ़฻Զଯ连

ঋƆ

Brandon Rhodes 创ٛຎλ༈ଚ֤ӷय़ଯ Docker ฻Զ᜞络ਫ਼₸Ԑ๲ଯ Python库ƇൌӐ໚ศƅNAT ංћ

墙ƋΙտλܮଚ֤ HTTP, SMTP, POP, IMAP, Telnet, SSH, FTP ଯ೻务ԶƆ

ຶߟ໳״ۆ

pipework

playground

https://github.com/jpetazzo/pipework
https://github.com/brandon-rhodes/fopnp/tree/m/playground


Docker 1.2.0 ♧ިݚߖ޲运۱યଯ฻Զ๷编辑  /etc/hosts ,  /etc/hostname  ໳  /etc/resolve.conf  ഓ

ِƆ

੫ॖ这ॖ҉࠹ܮ临时ଯƇ੩ݚ运۱ଯ฻ԶયസຄƇ฻Զ终޸Ύ࡚启ھᆍ೑Ѽಎസਣч๝Ɔ฀೑Ѽಎ  docker

commit  ଚڱƆ

编辑᜞络జટഓِ



ᔘ认ࣣྙчƇDocker Ѽࡿࢠย฻Զ连ঋஃศ  docker0  ଚ֤ଯ֚拟ޫ᜞યƆ

ๆ户ย时์࠲ڴ两༈฻Զ௸间яΙ૥连૳ࣿƇߠ೑ๆ૳过ࠞՀ᜞桥进۱桥ঋƆ

ѽྕ办൚ᇂ简单Ɗ创ٛλ对  peer  ঋڼƇഇ别ൗஃ两༈฻ԶયƇజટढ़୅ஃ୅链໚类ؠਓяƆ

ࠪগ启动 2 ༈฻ԶƊ

$ sudo docker run -i -t --rm --net=none base /bin/bash
root@1f1f4c1f931a:/#
$ sudo docker run -i -t --rm --net=none base /bin/bash
root@12e343489d2f:/#

ቤஃ进ଟ܃Ƈীھ创ٛ᜞络෕׸ߓ间ଯᦜᦳഓِƆ

$ sudo docker inspect -f '{{.State.Pid}}' 1f1f4c1f931a
2989
$ sudo docker inspect -f '{{.State.Pid}}' 12e343489d2f
3004
$ sudo mkdir -p /var/run/netns
$ sudo ln -s /proc/2989/ns/net /var/run/netns/2989
$ sudo ln -s /proc/3004/ns/net /var/run/netns/3004

创ٛλ对  peer  ঋڼƇীھజટ໚ศ

$ sudo ip link add A type veth peer name B

$ sudo ip link set A netns 2989
$ sudo ip netns exec 2989 ip addr add 10.1.1.1/32 dev A
$ sudo ip netns exec 2989 ip link set A up
$ sudo ip netns exec 2989 ip route add 10.1.1.2/32 dev A

$ sudo ip link set B netns 3004
$ sudo ip netns exec 3004 ip addr add 10.1.1.2/32 dev B
$ sudo ip netns exec 3004 ip link set B up
$ sudo ip netns exec 3004 ip route add 10.1.1.1/32 dev B

现ݚ这 2 ༈฻Զ࠷яΙ৷ڞ ping ૳Ƈᆍढ़ٛڸ๼连ঋƆ୅ஃ୅链໚೑ޫ์࠲᜞໳ޫ᜞Г码Ɔ

গଯ᜞络๝૳ࣿƆٵ଑  --net=none  ๝创ٛ୅ஃ୅链໚Ɔ这样฻Զ还яΙ૳过ޱҙƇ฀яΙ೑ܜ

๭ๆ类ߐଯ办൚ƇяΙ创ٛλ༈੩ᦜࠞՀ૳ࣿଯ฻ԶƆ੫ॖλ౫ࣣྙчƇۖवៜޡๆ  --icc=false  ๝⠣

闭฻Զ௸间ଯ૳ࣿƆ

Ɗ创ٛλ༈୅ஃ୅连ঋຶߟ



ѻ绍λܮ଺ؠଯ应ๆ场ث໳ΕຶƆ

实战Εຶ



Docker ฻Զݚ启动ଯ时ڴ♧启单༈进ଟƇಅ௢Ƈλ༈ ssh Ύࠋ apache ଯ daemon ೻务Ɔ੫ѱ们经์࠲࣢

అਪ༈启动ූິ൘ஃλ༈启动ոඕ๷෣Ƈॖ࠷λ༈ՀԶࣘ♧启ਪ༈೻务Ƈ这яΙยᇂਪ൘൚Ƈ݂简单ଯݚ

启动ଯ时ڴ૥ঋ启动这༈ոඕƇ另ҙॖ࠷Αਂ进ଟԐ๲״ۆƆ

ඕࢡ节ޡࢠๆ进ଟԐ๲״ۆ supervisor ๝Ԑ๲฻Զયଯਪ༈进ଟƆޡๆ Supervisor яΙۖۂଯےक़ƅԐ

๲ƅ࡚启ѱ们Լ൷运۱ଯ进ଟƆݚ这๷ѱ们Жߟλч௢ъஔ时ޡๆ ssh ໳ apache ೻务Ɔ

ࠪগ创ٛλ༈ DockerfileƇ௅฻໳үೱഇଯѽ释௢чƆ

FROM ubuntu:13.04
MAINTAINER examples@docker.com
RUN echo "deb http://archive.ubuntu.com/ubuntu precise main universe" > /etc/apt/sources.list
RUN apt-get update
RUN apt-get upgrade -y

Αਂ sshƅapache ໳ supervisorƆ

RUN apt-get install -y openssh-server apache2 supervisor
RUN mkdir -p /var/run/sshd
RUN mkdir -p /var/log/supervisor

这๷Αਂ 3 ༈软ِƇ还创ٛຎ 2 ༈ ssh ໳ supervisor ೻务।࣢运۱์࠲ࡿଯෳ录Ɔ

COPY supervisord.conf /etc/supervisor/conf.d/supervisord.conf

ିю supervisord ଯజટഓِƇᆍ⣍क़జટഓِஃ对应ෳ录ч෣Ɔ

EXPOSE 22 80
CMD ["/usr/bin/supervisord"]

这๷ѱ们ϴࠄຎ 22 ໳ 80 અڼƇޡๆ supervisord ଯя执۱໚أ启动೻务Ɔ

[supervisord]
nodaemon=true
[program:sshd]
command=/usr/sbin/sshd -D

[program:apache2]

ๆ Supervisor ๝Ԑ๲进ଟޡ

జટ

Αਂ supervisor

supervisorజટഓِ௅฻



command=/bin/bash -c "source /etc/apache2/envvars && exec /usr/sbin/apache2 -DFOREGROUND"

జટഓِൌԥෳ录໳进ଟƇ੓λઓ supervsord జટ软ِඕङƇޡๆ nodaemon ॅދ๝运۱Ɔ੓௖ઓൌԥ์

क़ଯ 2 ༈೻务Ɔᾫλઓൌԥλ༈೻务ଯෳ录໳启动这༈೻务ଯූິƆے

创ٛ镜ਉƆ

$ sudo docker build -t test/supervisord .

启动 supervisor ฻ԶƆ

$ sudo docker run -p 22 -p 80 -t -i test/supervisords
2013-11-25 18:53:22,312 CRIT Supervisor running as root (no user in config file)
2013-11-25 18:53:22,312 WARN Included extra file "/etc/supervisor/conf.d/supervisord.conf" during parsing
2013-11-25 18:53:22,342 INFO supervisord started with pid 1
2013-11-25 18:53:23,346 INFO spawned: 'sshd' with pid 6
2013-11-25 18:53:23,349 INFO spawned: 'apache2' with pid 7

௾ஔ时访问 ssh࠷Ƈ这样ѱ们ڼਪ༈અࠄๆਪ༈  -p  ๝ϴޡๆ  docker run  ๝启动ѱ们创ٛଯ฻ԶƆޡ

໳ apache ೻务ຎƆ

яΙޡๆ这༈൘൚创ٛλ༈੩ย ssh ೻务ଯԷ础镜ਉƇ௸ھ创ٛ镜ਉяΙޡๆ这༈镜ਉ为Է础๝创ٛ

ๆ൘൚ޡ



ଯ jdkƅtomcat ୾软ِൗஃ home ෳ录ч෣Ƈ启动λ༈฻Զ์࠲ۂ备࡯

docker run -t -i -v /home:/opt/data  --name mk_tomcat ubuntu /bin/bash

这ࣥූິቾ载ඕઘ home ෳ录ஃ฻Զଯ /opt/data ෳ录Ƈ฻Զ௅ෳ录ࠚ೑ਣݚƇ则Ѽߢ动创ٛƆঋч๝ॖ࠷

tomcat ଯԷඕజટƇjdk 环ְ变ຟ设ટھ௸ۂƇࢠ tomcat ଟࢍൗஃ /opt/apache-tomcat ч෣ 编辑
/etc/supervisor/conf.d/supervisor.conf ഓِƇିю tomcat 项

[supervisord]
nodaemon=true

[program:tomcat]
command=/opt/apache-tomcat/bin/startup.sh

[program:sshd]
command=/usr/sbin/sshd -D
docker commit  ac6474aeb31d  tomcat

ईٛ tomcat ഓِ夹Ƈईٛ DockerfileƆ

FROM mk_tomcat
EXPOSE  22 8080
CMD ["/usr/bin/supervisord"]

ॉ Dockerfile 创ٛ镜ਉƆܧ

docker build tomcat tomcat

ᾩ骤໳ tomcat ԷඕλઠƇ这๷贴λчజટഓِ

supervisor.conf
[supervisord]
nodaemon=true

[program:weblogic]
command=/opt/Middleware/user_projects/domains/base_domain/bin/startWebLogic.sh

[program:sshd]
command=/usr/sbin/sshd -D
dockerfile
FROM weblogic
EXPOSE  22 7001

创ٛ tomcat/weblogic ؓࡍ

Αਂ tomcat 镜ਉ

Αਂ weblogic 镜ਉ



CMD ["/usr/bin/supervisord"]

ॅދ  ๆ  -vޡƇڴ启动ଯ时ݚ

-v, --volume=[]            Bind mount a volume (e.g. from the host: -v /host:/container, from docker: -v /container)

ۖ์࠲ƅࣘ传੐码੩ࢍΙѱ们ۖईଟࡿՀ໳฻Զ௸间ॖ实时变шଯƇࠞݚஃ฻Զ௅ೱƇᄚࠄ盘ϴߞඕઘࢠ

ईഅ๲ࠞՀଯෳ录࠷яΙຎ

tomcat ੩์♧启ਪ༈฻Զਓя

docker run -d -v -p 204:22 -p 7003:8080 -v /home/data:/opt/data --name tm1 tomcat /usr/bin/supervisord
docker run -d -v -p 205:22 -p 7004:8080 -v /home/data:/opt/data --name tm2 tomcat /usr/bin/supervisord
docker run -d -v -p 206:22 -p 7005:8080 -v /home/data:/opt/data --name tm3 tomcat /usr/bin/supervisord

这๷说λч weblogic ଯజટƇ੒ѓગஞ weblogic ยλ༈ηଯҞ௱Ɔ௢ї์ޡๆ࣢规ଯ administrator
+node ଯ൘ߧೱࢅƇݚ์࠲࠷ supervisord યഇ别ࡥࠃ administartor server ໳ node server ଯ启动ոඕƇ

这样ཚଯ优୅ॖƊ

яΙޡๆ weblogic ଯؓࡍƇஔᾩ୾Ҟ௱

ೱࢅλ༈ؓࡍ应ๆଟࢍƇ੩์࠲Αਂλߘ应ๆஃࣘؓࡍਓя

᜘୅ॖƊ

Docker జટ⣍杂ຎ

ඐ办൚ߢ动扩ଽؓࡍଯ计ޔ฻ຟƇ௢ି࠲ю节୅Ƈݚ์࠲ administrator ࣘগ创ٛ节୅Ƈী݁ھజટई

ଯ฻Զ supervisor 启动ոඕƇী݁ھ启动฻Զ 另ҙ⯔൘൚ॖࡿࢠยଯଟࢍ୙Αਂݚ adminiserver ࣘ
෣Ƈ์࠲扩ଽଯ时ڴƇ启动ਪ༈节୅ਓяƇᄚଯ优୅໳᜘୅໳ࣘλ⯔൘൚ӏӏ৷౞Ɔƭٛ议ޡๆ这⯔

൘ߧ๝ೱࢅ♧发໳测试环ְƮ

docker run -d -v -p 204:22 -p 7001:7001 -v /home/data:/opt/data --name node1 weblogic /usr/bin/supervisord
docker run -d -v -p 205:22 -p 7002:7001 -v /home/data:/opt/data --name node2 weblogic /usr/bin/supervisord
docker run -d -v -p 206:22 -p 7003:7001 -v /home/data:/opt/data --name node3 weblogic /usr/bin/supervisord

这样ݚঽઅޡๆ nginx ๝ཚ负载࠷۲הяΙӷढ़జટຎ

tomcat/weblogic 镜ਉଯޡๆ

ਣ储ଯޡๆ

tomcat ໳ weblogic ؓࡍଯ实现



Docker ᔘ认ଯ桥ঋ᜞„ॖ docker0Ɔᄚ੩ѼݚඕՀ桥ঋࡿยଯ฻Զ᜞„Ƈ举ຶ๝说฻Զଯ֚拟᜞„ࠞݚՀ

ࣘԎλ౫֮ཚ veth* ߠ Docker ੩ॖఅࡿย这ܮ᜞„桥ঋݚλՔƇ௢чƊ

[root@opnvz ~]# brctl show
bridge name     bridge id               STP enabled     interfaces
docker0         8000.56847afe9799       no              veth0889
                                             veth3c7b
                                             veth4061

฻ԶયԎஃଯઘႊλ౫ॖਉч෣这样ଯઘႊƊݚ

root@ac6474aeb31d:~# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 1500 qdisc noqueue state UNKNOWN group default
    link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
    inet 127.0.0.1/8 scope host lo
       valid_lft forever preferred_lft forever
    inet6 ::1/128 scope host
       valid_lft forever preferred_lft forever
11: eth0: <BROADCAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen 1000
    link/ether 4a:7d:68:da:09:cf brd ff:ff:ff:ff:ff:ff
    inet 172.17.0.3/16 scope global eth0
       valid_lft forever preferred_lft forever
    inet6 fe80::487d:68ff:feda:9cf/64 scope link
       valid_lft forever preferred_lft forever

这样࠷яΙఅ这༈᜞络Ԏढ़ॖλ༈޽ยଯ᜞络Ƈ૳过 nat 连ঋҙ᜞Ƈ௢ї์让ҙ᜞连ঋஃ฻ԶયƇ์࠲࠷

ཚઅڼϴࠄƇਓ -p ॅދƆ

௢їݚԲ业௅ೱ应ๆƇΎࠋཚਪ༈അ๲ࠞՀଯؓࡍƇя௾ࢠ์࠲ਪ༈അ๲ࠞՀଯ฻Զ组ஃλ༈അ๲᜞络ય

๝Ƈ௄Ῐࢠ์࠲࠷这༈᜞桥桥ঋஃѱ们ޱ଑ଯ᜞„ࣘƆ

ࠞՀ A ໳ࠞՀ B ଯ᜞„λ୙连મഅ๲ڱ换Հଯஔλ༈ vlan 101,这样᜞桥λ໳᜞桥࠷މ৷୻༖ݚஔλ༈അ๲

᜞络યຎƇߠ฻Զλƅ฻Զމƅ฻Զަ฀ݚஔλഅ๲᜞络યຎƇ਩们௸间яΙ৷ڞ૳ࣿƇߠӗяΙᦜஔλ

vlan યଯਡ਩അ๲ՀԶڞ联Ɔ 

ਪੑഅ๲ࠞՀ௸间ଯ฻Զڞ联ƭ൶໛฻Զஃऐ实᜞络યƮ

ਫ਼₸图



ч෣Ι ubuntu 为ຶ创ٛਪ༈ࠞՀଯ฻Զ联᜞: 创ٛډߢଯ᜞桥,编辑 /etc/network/interface ഓِ

auto br0
iface br0 inet static
address 192.168.7.31
netmask 255.255.240.0
gateway 192.168.7.254
bridge_ports em1
bridge_stp off
dns-nameservers 8.8.8.8 192.168.6.1

对应ࡿ„这ੑՀԶࣘ฻Զ绑଑ஃ em1 这༈᜞ࢠ࠷Docker ଯᔘ认᜞桥绑଑ஃ这༈ईٛଯ br0 ࣘ෣Ƈ这样 ࢠ

ଯഅ๲᜞络ࣘຎƆ

ubuntu ҉࠹ /etc/default/docker ഓِƇିю݂ھλ۱௅฻

# Docker Upstart and SysVinit configuration file
# Customize location of Docker binary (especially for development testing).
#DOCKER="/usr/local/bin/docker"
# Use DOCKER_OPTS to modify the daemon startup options.
#DOCKER_OPTS="--dns 8.8.8.8 --dns 8.8.4.4"

# If you need Docker to use an HTTP proxy, it can also be specified here.
#export http_proxy="http://127.0.0.1:3128/"

# This is also a handy place to tweak where Docker's temporary files go.
#export TMPDIR="/mnt/bigdrive/docker-tmp"

DOCKER_OPTS="-b=br0"

Ƈ݁进௡฻ԶяΙԎஃھ฻Զ绑଑ஃഅ๲᜞络ࣘƆ࡚启 Docker ೻务ࢠ ॅދ ๆ -bޡ ڴ启动 Docker ଯ时ݚ

ᄚᅹ经绑଑ஃ῵ଯഅ๲᜞络ࣘຎƆ

root@ubuntudocker:~# docker ps
CONTAINER ID        IMAGE               COMMAND             CREATED             STATUS              PORTS                        NAMES

ubuntu ຶߟ



58b043aa05eb        desk_hz:v1          "/startup.sh"       5 days ago          Up 2 seconds        5900/tcp, 6080/tcp, 22/tcp   yanlx
root@ubuntudocker:~# brctl show
bridge name     bridge id               STP enabled     interfaces
br0             8000.7e6e617c8d53       no              em1
                                            vethe6e5

这样࠷૥ঋఅ฻Զ൶໛ஃഅ๲᜞络ࣘຎƇਪੑഅ๲ࠞՀଯ฻Զ฀яΙ৷ڞ联᜞ຎƆ์࠲શΤଯॖƇ这样࠷

๝സ证฻Զଯ᜞络ΑুຎƆډߢ์࠲



对༖੒ೱഇԲ业๝说Ƈ୰ٛ PaaS Ղඐย௄༈३ຢƇ฀ඐ௄༈಩์Ƈๆ Docker ཚ༈ञଯ sandbox ๆ处ත

ຎ୅Ɔࢡ

яΙๆ Docker ๝标࡯ш♧发ƅ测试ƅ१产环ְƆ

Docker ঙๆ资ࢡٺƇݚλੑ E5 128 G ௅ਣଯ೻务Զࣘೱ100 ࢅ ༈฻Զ୙绰绰ยำƇяΙ单஫ળλ༈฻Զ

Ύࠋ૥ঋࠞ࡞ݚഅ๲ࠞՀࣘೱࢅ sambaƇ๭ๆ samba ଯ home ഇ֢൘Εࢠᾫ༈ๆ户ଯ home ෳ录ϴࠄஃ

♧发યअ໳测试ೱ门ଯ Windows ՀԶࣘƆ

针对൸༈项ෳ组Ƈศј构师୰ٛۂλ༈标࡯ଯ฻Զ环ְ֤项ෳ组໳测试ೱ门ޡๆƇᾫ༈♧发ۆଟ师яΙ拥

ยډߢ单஫ଯ฻ԶƇ૳过  docker run -v  ࢠๆ户ଯ home ෳ录ϴࠄஃ฻ԶયƆ์࠲ଚڱ测试时Ƈ੩์࠲

ޣڷݚๆ  -v  ю载测试ೱ门ଯ home ෳ录启动ਓяƆ这样Ƈޡഇజλ༈฻Զھ给测试ೱ门Ƈীڱ੐码Ϋࢠ

௅ೱଯ♧发ƅ测试Էඕ࠷统λຎƇ೑Ѽࡥ现♧发ೱ门ଚڱଯ੐码Ƈ测试ೱ门ೱࢅ೑ຎଯ问题Ɔ

测试ೱ门发೘测试૳过ଯ报ھ܍Ƈј构师݁λߘ检测฻Զ环ְƇ࠷яΙ૥ঋڱศೱۆࢅଟ师ࢠ੐码໳฻Զ

ഇ别ೱࢅஃ१产环ְયຎƆ这⯔൘ߧଯೱࢅЮڽड़௾ଯ扩ଽड़฀⚑ۂƆ

标࡯ш♧发测试໳१产环ְ



评༪ Docker ଯΑুड़时Ƈࠞ์۪虑މ༈൘෣:

ศ௅Ҵଯ෕׸ߓ间໳ےक़组Հक़ଚ֤ଯ฻Զ௅ݚΑু

Dockerଟࢍƭ஦别ॖ೻务અƮඕङଯۓې击ड़

௅ҴΑুड़ଯюූՀक़对฻ԶΑুड़ଯϳ响

Αু



Docker ฻Զ໳ LXC ฻Զᇂ৷ߐƇࡿଚ֤ଯΑু஦ड़฀ܴ೑ਪƆ୻ๆ  docker run  启动λ༈฻Զ时Ƈھݚ

ੑ Docker 为฻Զ创ٛຎλ༈஫๼ଯ෕׸ߓ间໳ےक़组܄ࡍƆ

෕׸ߓ间ଚ֤ຎ݂Է础฀ॖ݂૥ঋଯҿ⇐Ƈݚ฻Զય运۱ଯ进ଟ೑Ѽಎ运۱ࠞݚՀࣘଯ进ଟ໳ਡᄚ฻Զ发

现໳ݩๆƆ

ᾫ༈฻Զ୙ยډߢ஫ยଯ᜞络栈ƇΤයમᄚ们೑௾访问ਡ਩฻Զଯ sockets ΎঋڼƆ೑过Ƈ௢їࠞՀذ统

ࣘཚຎ৷应ଯ设ટƇ฻ԶяΙਉᦜࠞՀڞڱλ样ଯ໳ਡ਩฻ԶڞڱƆ୻ޱ଑֩ڷઅڼΎޡๆ links ๝连ঋ 2
༈฻Զ时Ƈ฻Զ࠷яΙ৷ڞ૳ࣿຎƭяΙܧॉజટ๝ځक़૳ࣿଯݱ๿ƮƆ

༞᜞络ј构ଯҺ୞๝ԎƇࡿยଯ฻Զ૳过ඕઘࠞՀଯ᜞桥ঋڼ৷ڞ૳ࣿƇ࠷ਉഅ๲ՀԶ૳过അ๲ڱ换Հ૳

ࣿλ样Ɔ

௄ῘƇ௅Ҵય实现෕׸ߓ间໳޽ย᜞络ଯ੐码ॖ౼ਘ够ढ़ࡤƌ

௅Ҵ෕׸ߓ间༞ 2.6.15 ౦ඕƭ2008 ௰ 7 ُ发೘Ʈ௸ھಎω௡Ƈॅ௰间Ƈ这ܮՀक़ଯя᫵ड़ݚ诸ਪ੒ؠ१

产ذ统યಎ实শ验证Ɔ

实际ࣘƇ෕׸ߓ间ଯ২൚໳设计ଚࡥଯ时间์ۖ৮Ƈ݂ॖࡾ为ຎݚ௅Ҵયω௡λ⯔Հक़๝实现 OpenVZ ଯ
஦ड़Ɔ ߠ OpenVZ 项ෳ৮2005 ݚ ௰࠷发೘ຎƇਡ设计໳实现୙ᅹ经ࡒഇढ़ࡤƆ

௅Ҵ෕׸ߓ间

http://en.wikipedia.org/wiki/OpenVZ


क़Ɔځଯ审计໳ٺक़组ॖ Linux ฻ԶՀक़ଯ另ҙλ༈⠣键组ِƇ负责实现资ے

ᄚଚ֤ຎᇂਪยๆଯ஦ड़ƋΙտ⛿സү༈฻ԶяΙڷചઘഇ֢ࠞՀଯ௅ਣƅCPUƅߞ盘 IO ୾资ٺƋ୻ীƇ

࡚ۖ์ଯॖƇےक़组⛿സຎ୻฻Զ௅ଯ资ޡٺๆ产१压ຢ时೑Ѽ连າࠞՀذ统Ɔ

थԐےक़组೑负责ҿ⇐฻Զ௸间৷ڞ访问ƅ处๲ॅॉ໳进ଟƇᄚݚං֖޸绝೻务ƭDDOSƮۓ击൘෣ॖ಩

೑яࢢଯƆ෷ਡॖݚਪๆ户ଯചੑƭಅ௢ڷยΎ޽ยଯ PaaSƮࣘƇےक़组ࡒഇ࡚์Ɔຶ௢Ƈ୻൸ܮ应ๆଟ

ƇяΙസ证λઠઘ।࣢运۱໳ड़௾Ɔڴ࣢ଯ时♨಺现ࢍ

क़组Հक़ި༖ 2006 ௰Ƈ௅Ҵ༞ 2.6.24 ౦ඕ♧ިಎω௡Ɔے

क़组ے



运۱λ༈฻ԶΎ应ๆଟࢍଯҴअॖ૳过 Docker ೻务અƆDocker ೻务ଯ运۱ෳঽ์࠲ root 权ځƇχܜਡΑ

ুड़ࡒഇ⠣键Ɔ

ࠪগƇ⛿സ੩ยяࣿଯๆ户݈яΙ访问 Docker ೻务ƆDocker σ许ๆ户ࠞݚՀ໳฻Զ间֢֩ഓِ夹Ƈஔ时

೑ځ์࠲क़฻Զଯ访问权ځƇ这࠷฻Φ让฻Զரఌ资ځٺक़Ɔຶ௢Ƈ恶Τๆ户启动฻Զଯ时ࠞࢠڴՀଯܧ

ෳ录 / ϴࠄஃ฻Զଯ  /host  ෳ录યƇ௄Ῐ฻Զ๲论ࣘ࠷яΙ对ࠞՀଯഓِذ统进۱௥Τ҉࠹ຎƆ这ခՔ

๝ᇂ疯ֻƌ੫ॖߏ实ࣘྞࡿڂย֚拟шذ统୙σ许类ߐଯ资֢֩ٺƇߠඐ൚޸כๆ户֢֩ࠞՀܧഓِذ统

ஃ֚拟Հذ统Ɔ

这ࢠѼਏढ़ᇂ严࡚ଯΑুھїƆχܜƇ୻ଚ֤฻Զ创ٛ೻务时ƭຶ௢૳过λ༈ web ೻务ԶƮƇ์ۖюશΤ

进۱ॅދଯΑু检查Ƈං޸恶Τଯๆ户ๆ஦଑ॅދ๝创ٛλܮఌႋड़ଯ฻Զ

为ຎюූ对೻务અଯസ护ƇDocker ଯ REST APIƭշ户અๆ๝ᦜ೻务અ૳ࣿƮޡھ௸ 0.5.2 ݚๆඕઘଯ

Unix ୪ঋߓՀक़੃੐ຎٵগ绑଑127.0.0.1 ݚ ࣘଯ TCP ୪ঋߓƇχ为ࠋھ฻Φਅࠬژᙉոඕۓ击Ɔ现ݚๆ

户ޡๆ Unix 权ځ检查๝юූ୪ঋߓଯ访问ΑুƆ

ๆ户༟яΙ๭ๆ HTTP ଚ֤ REST API 访问Ɔٛ议ޡๆΑুՀक़Ƈ⛿സ੩ยяࣿଯ᜞络Ύ VPNƇΎ证书സ

护Հक़ƭຶ௢ࠬസ护ଯ stunnel ໳ ssl 认证Ʈчଯ访问яΙ进۱ƆܜҙƇ还яΙޡๆ HTTPS ໳证书๝юූ

സ护Ɔ

ඕࣘѽྕຎ฻ܧ༞ࢠ௾ଯ฻ԶƆ这ڸๆಒ root ๆ户๝运۱ুޡяΙ实现ࢠ间Հक़׸ߓ进ଯ Linux ෕҉פ݂

Զ໳ࠞՀ௸间֢֩ഓِذ统ߠωՔଯΑু问题Ɔ

终⚑ෳ标ॖ҉进 2 ༈࡚์ଯΑু஦ड़Ɗ

ωՔଯΑু问ߠ࢖ଚځஃඕઘࠞՀࣘଯಒ root ๆ户Ƈ减轻฻Զ໳ࠞՀ௸间χ权ࠄ฻Զଯ root ๆ户ϴࢠ

题Ƌ

σ许 Docker ೻务અݚಒ root 权ځч运۱Ƈ๭ๆΑুя᫵ଯޫ进ଟ๝੐๲执۱์࠲஦权权ځଯ৭ݩƆ

这ޫܮ进ଟࢠ੩σ许ځݚ଑៍围௅进۱৭ݩƇຶ௢仅仅负责֚拟᜞络设଑Ύഓِذ统Ԑ๲ƅజટ৭ݩ

୾Ɔ

໳进ଟ监ےๆ专ๆଯ೻务Զ๝运۱ Docker ໳৷⠣ଯԐ๲೻务ƭຶ௢Ԑ๲೻务ಅ௢ ssh 监ݎƇٛ议ھ݂

nrpeƅcollectd ୾ƮƆਡᄚଯ业务೻务୙ൗஃ฻Զય֓运۱Ɔ ״ۆƅԐ๲ے

Docker೻务અଯං护



௾ຢՀक़ƭCapabilityƮॖ Linux ௅Ҵλ༈ූ੒ଯ஦ड़ƇяΙଚ֤细ຆ୞ଯ权ځ访问ےक़Ɔ Linux ௅Ҵߢ

2.2 ౦ඕՔߖ޲࠷௾ຢՀक़Ƈᄚࢠ权ځ⠭ഇ为ۖю细ຆ୞ଯ৭ݩ௾ຢƇՂяΙݩๆݚ进ଟࣘƇ฀яΙݩๆݚ

ഓِࣘƆ

ຶ௢Ƈλ༈ Web ೻务进ଟ੩์࠲绑଑λ༈ଊ༖ 1024 ଯઅڼଯ权ځƇᆍ೑์࠲ root 权ځƆ௄Ῐᄚ੩์࠲ಎ

Ɔځ௾ຢ๝಑ෟ进ଟ获ࠟ root 权ߐҙƇ还ยᇂਪਡ਩ଯ类ܜ权  net_bind_service  ௾ຢਓяƆ࠯

ᔘ认ࣣྙчƇDocker 启动ଯ฻Զಎ严ҳځक़੩σ许ޡๆ௅Ҵଯλೱഇ௾ຢƆ

ଯ进ଟƇځ஦权权์࠲೻务ԶࣘѼ运۱λ਺ݚ处Ɔ૳࣢Ƈۂๆ௾ຢՀक़对юූ Docker ฻ԶଯΑুยᇂਪޡ

ൌӐย sshƅcronƅsyslogdƅِۢԐ๲״ۆ෦块ƭຶ௢负载෦块Ʈƅ᜞络జટ״ۆ୾୾Ɔ฻Զᦜ这ܮ进ଟ

ॖ೑ஔଯƇχ为ྞࡿڂยଯ஦权进ଟ୙ศ฻ԶΙҙଯذߖ޲统๝进۱Ԑ๲Ɔ

ssh 访问ಎࠞՀࣘssh೻务๝Ԑ๲Ƌ

cron ૳࣢应该ݩ为ๆ户进ଟ执۱Ƈ权ڱځ给ޡๆᄚ೻务ଯ应ๆ๝处๲Ƌ

௟ޯذ统яศ Docker Ύ੓މ൘೻务Ԑ๲Ƌ

ِۢԐ๲ያ⠣紧์Ƈ฻Զય฀࠷ያ࠲执۱ udevd Ιտ类ߐ೻务Ƌ

᜞络Ԑ๲฀୙ࠞݚՀࣘ设ટƇ࢑ಒ஦ࠣ࠲ֆƇ฻Զ೑์࠲对᜞络进۱జટƆ

༞ࣘ෣ଯຶޫяΙԎࡥƇ੒ೱഇࣣྙчƇ฻Զᆍ೑์࠲“ऐ।ଯ” root 权ځƇ฻Զ੩ॅࢢ์࠲ଯ௾ຢਓяƆ

为ຎюූΑুƇ฻ԶяΙכๆλܮඐ಩์ଯ权ځƆ

ӷু޸כ௥ъ mount ৭ݩƋ

Ƌߓ૥ঋ访问ඕઘࠞՀଯ୪ঋ޸כ

ഓِਛड़୾Ƌ҉࠹Ƈಅ௢创ٛईଯ设备ƅݩ统ଯ৭ذഓِܮ访问λ޸כ

෦块ю载Ɔ޸כ

这样Ƈۓޔ࠷击ݚࠋ฻Զયࠟணຎ root 权ځƇ฀೑௾获ணඕઘࠞՀଯ较ۿ权ځƇ௾进۱ଯఌႋ฀ยځƆ

ᔘ认ࣣྙчƇDockerݎๆ ళ෕单 Հक़Ƈכๆ ಩ڸ࠲௾ ௸ҙଯਡᄚ权ځƆ ୻ীƇๆ户฀яΙܧॉߢङ࠲ֆ

๝为 Docker ฻Զ启ๆ额ҙଯ权ځƆ

௅Ҵ௾ຢՀक़

https://github.com/docker/docker/blob/master/daemon/execdriver/native/template/default_template.go
https://github.com/docker/docker/blob/master/daemon/execdriver/native/template/default_template.go


࢑ຎ௾ຢՀक़௸ҙƇ还яΙ๭ๆλܮ现ยଯΑুՀक़๝ᶤූޡๆ Docker ଯΑুड़Ƈຶ௢ TOMOYO,
AppArmor, SELinux, GRSEC ୾Ɔ

Docker ୻ঽᔘ认੩启ๆຎ௾ຢՀक़Ɔๆ户яΙݎๆਪ⯔൘Ε๝юූ Docker ࠞՀଯΑুƇຶ௢Ɗ

ᶤюᇂਪ编译໳运۱时ଯΑু检查Ƌ૳过ઘႊीՀш಑ෟ恶Τ੾ࢠ௅Ҵય启ๆ GRSEC ໳ PAXƇ这ݚ

测୾ƆᆍӗƇ启ๆ该஦ड़೑์࠲ Docker 进۱௥ъజટƆ

๿ଯ෦ౣƆݱ ยᶤූΑু஦ड़ଯ฻Զ෦ౣƇಅ௢带 AppArmor ଯ෦ౣ໳ Redhat 带 SELinuxܮๆλޡ

这ܮ෦ౣଚ֤ຎ额ҙଯΑু஦ड़Ɔ

ๆ户яΙߢ଑义访问ےक़Հक़๝଑क़Αুݱ๿Ɔ

ᦜਡᄚିюஃ Docker ฻Զଯ੓މ൘״ۆλ样ƭಅ௢᜞络ਫ਼₸໳ഓِذ统֢֩ƮƇยᇂਪ类ߐଯՀक़Ƈݚ೑

҉变 Docker ௅Ҵࣣྙч࠷яΙюچ现ยଯ฻ԶƆ

ਡᄚΑু஦ड़



总ਹ๝ԎƇDocker ฻Զ还ॖࡒഇΑুଯƇ஦别ॖݚ฻Զ௅೑ޡๆ root 权ځ๝运۱进ଟଯ话Ɔ

另ҙƇๆ户яΙޡๆ现ย״ۆƇಅ௢ Apparmor, SELinux, GRSEC ๝ᶤූΑুड़Ƌतݚډߢ߃௅Ҵય实现

ۖ⣍杂ଯΑুՀक़Ɔ

总结



଑义ଯ镜ਉƆߢๆ Dockerfile яΙσ许ๆ户创ٛޡ

Dockerfile



Dockerfile ศλ۱۱ූິ语ת组ढ़Ƈᆍӗߖ޲Ι  #  ♧头ଯશ释۱Ɔ

λ౫ଯƇDockerfile ഇ为ަೱഇƊԷ础镜ਉࣿਔƅ维护ࣿࠋਔƅ镜ਉ৭ິޱݩ໳฻Զ启动时执۱ິޱƆ

ຶ௢

# This dockerfile uses the ubuntu image
# VERSION 2 - EDITION 1
# Author: docker_user
# Command format: Instruction [arguments / command] ..

# Base image to use, this must be set as the first line
FROM ubuntu

# Maintainer: docker_user <docker_user at email.com> (@docker_user)
MAINTAINER docker_user docker_user@email.com

# Commands to update the image
RUN echo "deb http://archive.ubuntu.com/ubuntu/ raring main universe" >> /etc/apt/sources.list
RUN apt-get update && apt-get install -y nginx
RUN echo "\ndaemon off;" >> /etc/nginx/nginx.conf

# Commands when creating a new container
CMD /usr/sbin/nginx

ਡયƇλ♧ި಩须ޱ෗ࡿԷ༖ଯ镜ਉ෕ࣁƇঋч๝वៜ说෗维护ࣿࠋਔƆ

Ƈິޱ  对镜ਉ执۱ᦜीଯූິƆᾫ运۱λࣥ  RUNࢠິޱ  Ƈ RUNິޱ  Ƈຶ௢  RUNິޱݩ෣则ॖ镜ਉ৭ھ

镜ਉିюईଯλ层ƇᆍଚڱƆ

Ɔິූݩ଑运۱฻Զ时ଯ৭ޱƇ๝ິޱ  CMD  ॖھ݂

ч෣ॖλ༈ۖ⣍杂ଯຶޫ

# Nginx
#
# VERSION               0.0.1

FROM      ubuntu
MAINTAINER Victor Vieux <victor@docker.com>

RUN apt-get update && apt-get install -y inotify-tools nginx apache2 openssh-server

# Firefox over VNC
#
# VERSION               0.3

FROM ubuntu

# Install vnc, xvfb in order to create a 'fake' display and firefox
RUN apt-get update && apt-get install -y x11vnc xvfb firefox
RUN mkdir /.vnc

Էඕ结构



# Setup a password
RUN x11vnc -storepasswd 1234 ~/.vnc/passwd
# Autostart firefox (might not be the best way, but it does the trick)
RUN bash -c 'echo "firefox" >> /.bashrc'

EXPOSE 5900
CMD    ["x11vnc", "-forever", "-usepw", "-create"]

# Multiple images example
#
# VERSION               0.1

FROM ubuntu
RUN echo foo > bar
# Will output something like ===> 907ad6c2736f

FROM ubuntu
RUN echo moo > oink
# Will output something like ===> 695d7793cbe4

# You᾿ll now have two images, 907ad6c2736f with /bar, and 695d7793cbe4 with
# /oink.



ൌӐ  FROM ƅ MAINTAINER ƅ RUN  ୾Ɔິޱ为  INSTRUCTION arguments Ƈߧଯλ౫ҳິޱ

ҳߧ为  FROM <image> Ύ FROM <image>:<tag> Ɔ

੓λࣥິޱ಩须为  FROM  ິޱƆᆍӗƇ௢їݚஔλ༈Dockerfileય创ٛਪ༈镜ਉ时ƇяΙޡๆਪ༈  FROM 

ƮƆߘƭᾫ༈镜ਉλິޱ

ҳߧ为  MAINTAINER <name> Ƈޱ଑维护ࣿࠋਔƆ

ҳߧ为  RUN <command>  Ύ  RUN ["executable", "param1", "param2"] Ɔ

ঽݚࢠࠋ shell 终અય运۱ූິƇਓ  /bin/sh -c Ƌࠋھ则ޡๆ  exec  执۱Ɔޱ଑ޡๆਡᄚ终અяΙ૳过

੓௖⯔൘ߧ实现Ƈຶ௢  RUN ["/bin/bash", "-c", "echo hello"] Ɔ

ᾫࣥ  RUN  ݚࢠິޱ୻ঽ镜ਉԷ础ࣘ执۱ޱ଑ූິƇᆍଚڱ为ईଯ镜ਉƆ୻ූິ较长时яΙޡๆ  \  ๝换

۱Ɔ

ߧҳ⯔މߖ޲

 CMD ["executable","param1","param2"]  ޡๆ  exec  执۱Ƈवៜ൘ߧƋ

 CMD command param1 param2  ݚ  /bin/sh  ય执۱Ƈଚ֤给ڞڱ์࠲ଯ应ๆƋ

 CMD ["param1","param2"]  ଚ֤给  ENTRYPOINT  ଯᔘ认ॅދƋ

λھ଑ຎਪࣥූິƇ੩ย݂ޱ଑启动฻Զ时执۱ଯූິƇᾫ༈ Dockerfile ੩௾ยλࣥ  CMD  ූິƆ௢їޱ

ࣥѼಎ执۱Ɔ

௢їๆ户启动฻Զ时ޱڴ଑ຎ运۱ଯූິƇ则Ѽ೿ᖵ኎  CMD  ޱ଑ଯූິƆ

ҳߧ为  EXPOSE <port> [<port>...] Ɔ

动ߢ૳过 -PƇDocker ࠞՀѼ์࠲启动฻Զ时ݚๆƆޡ统ذ联ڞƇ֤܃ڼ诉 Docker ೻务અ฻Զ൶໛ଯઅ܍

ഇజλ༈અڼ转发ஃޱ଑ଯઅڼƆ

ҳߧ为  ENV <key> <value> Ɔ ޱ଑λ༈环ְ变ຟƇѼಎھ续  RUN  ޡິޱๆƇᆍݚ฻Զ运۱时സߖƆ

ິޱ

FROM

MAINTAINER

RUN

CMD

EXPOSE

ENV



ຶ௢

ENV PG_MAJOR 9.3
ENV PG_VERSION 9.3.4
RUN curl -SL http://example.com/postgres-$PG_VERSION.tar.xz | tar -xJC /usr/src/postgress && …
ENV PATH /usr/local/postgres-$PG_MAJOR/bin:$PATH

ҳߧ为  ADD <src> <dest> Ɔ

该ූິࢠ⣍क़ޱ଑ଯ  <src>  ஃ฻Զયଯ  <dest> Ɔ ਡય  <src>  яΙॖDockerfileݚࡿෳ录ଯλ༈৷对໚

动ѽ压为ෳ录ƮƆߢƋ฀яΙॖλ༈ URLƋ还яΙॖλ༈ tar ഓِƭأ

ҳߧ为  COPY <src> <dest> Ɔ

⣍क़ඕઘࠞՀଯ  <src> ƭ为 Dockerfile ݚࡿෳ录ଯ৷对໚أƮஃ฻Զયଯ  <dest> Ɔ

୻ޡๆඕઘෳ录为ٺෳ录时Ƈवៜޡๆ  COPY Ɔ

两⯔ҳߧƊ

 ENTRYPOINT ["executable", "param1", "param2"] 

 ENTRYPOINT command param1 param2 ƭshellય执۱ƮƆ

జટ฻Զ启动ھ执۱ଯූິƇᆍӗ೑яಎ  docker run  ଚ֤ଯॅދ೿ᖵƆ

ᾫ༈ Dockerfile ય੩௾ยλ༈  ENTRYPOINT Ƈ୻ޱ଑ਪ༈时Ƈ੩ย݂ھλ༈ՔዓƆ

ҳߧ为  VOLUME ["/data"] Ɔ

创ٛλ༈яΙ༞ඕઘࠞՀΎਡ਩฻Զቾ载ଯቾ载୅Ƈλ౫ๆ๝ਣൗॅॉ库໳์࠲സߖଯॅॉ୾Ɔ

ҳߧ为  USER daemon Ɔ

଑ๆ户Ɔޱๆޡ续ଯ  RUN  ฀Ѽھ଑运۱฻Զ时ଯๆ户෕Ύ UIDƇޱ

୻೻务೑์࠲Ԑ๲员权ځ时ƇяΙ૳过该ූິޱ଑运۱ๆ户ƆᆍӗяΙݚ௸ঽ创ٛ์࠲ࡿଯๆ户Ƈຶ

௢Ɗ RUN groupadd -r postgres && useradd -r -g postgres postgres Ɔ์临时获ࠟԐ๲员权ځяΙ

೑वៜ  sudo Ɔߠๆ  gosu Ƈޡ

ADD

COPY

ENTRYPOINT

VOLUME

USER



ҳߧ为  WORKDIR /path/to/workdir Ɔ

为ھ续ଯ  RUN ƅ CMD ƅ ENTRYPOINT  ິޱజટݩۆෳ录Ɔ

яΙޡๆਪ༈  WORKDIR  ິޱƇھ续ූິ௢їॖॅދ৷对໚أƇ则ѼԷ༖௸ঽූິޱ଑ଯ໚أƆຶ௢

WORKDIR /a
WORKDIR b
WORKDIR c
RUN pwd

则݂终໚أ为  /a/b/c Ɔ

ҳߧ为  ONBUILD [INSTRUCTION] Ɔ

జટ୻ࡿ创ٛଯ镜ਉݩ为ਡᄚई创ٛ镜ਉଯԷ础镜ਉ时Ƈࡿ执۱ଯ৭ິޱݩƆ

ຶ௢ƇDockerfile ޡๆ௢чଯ௅฻创ٛຎ镜ਉ  image-A Ɔ

[...]
ONBUILD ADD . /app/src
ONBUILD RUN /usr/local/bin/python-build --dir /app/src
[...]

௢їԷ༖ image-A 创ٛईଯ镜ਉ时ƇईଯDockerfileયޡๆ  FROM image-A ޱ଑Է础镜ਉ时ƇѼߢ动执۱

 ONBUILD  ິޱ௅฻Ƈ୾༧༖ھݚ෣ିюຎ两ࣥິޱƆ

FROM image-A

#Automatically run the following
ADD . /app/src
RUN /usr/local/bin/python-build --dir /app/src

标签યશ෗Ƈຶ௢  ruby:1.9-onbuild Ɔݚଯ镜ਉƇवៜິޱ  ๆ  ONBUILDޡ

WORKDIR

ONBUILD



编ࠃӷढ़ Dockerfile ௸ھƇяΙ૳过  docker build  ූິ๝创ٛ镜ਉƆ

Էඕଯҳߧ为  docker build [选项] ໚أ Ƈ该ූິࢠ读ࠟޱ଑໚أчƭൌӐޫෳ录Ʈଯ DockerfileƇᆍࢠ

该໚أчࡿย௅฻发਄给 Docker ೻务અƇศ೻务અ๝创ٛ镜ਉƆχܜλ౫ٛ议ൗટ Dockerfile ଯෳ录为׸

ෳ录Ɔ฀яΙ૳过  .dockerignore  ഓِƭᾫλ۱ିюλࣥಡజ෦ߧƮ๝让 Docker ܗ๿໚أчଯෳ录໳ഓ

ِƆ

଑镜ਉଯ标签ࣿਔƇяΙ૳过  -t  选项Ƈຶ௢ޱ์

$ sudo docker build -t myrepo/myapp /tmp/test1/

创ٛ镜ਉ



Docker ଓ层ଯҴअՠ术ൌӐ Linux ࣘଯ෕׸ߓ间ƭNamespacesƮƅےक़组ƭControl groupsƮƅUnion ഓ
ƭContainer formatƮƆߧ统ƭUnion file systemsƮ໳฻Զҳذِ

ѱ们ગஞƇ传统ଯ֚拟Հ૳过ࠞࠞ࡞ݚՀય运۱ hypervisor ๝෦拟λय़୪ӷय़ଯِۢ环ְଚ֤给֚拟Հଯ

৭ذݩ统Ɔ֚拟Հذ统Ԏஃଯ环ְॖяځक़ଯƇ฀ॖ౿ܜҿ⇐ଯƆ 这⯔૥ঋଯཚ൚实现ຎ对资݂ٺӷय़ଯ

ೲਂƇ੫ᇂਪ时ڴЪЪΤයમذ统资ٺଯ໣费Ɔ ຶ௢ƇΙࠞ࡞Հ໳֚拟Հذ统୙为 Linux ذ统为ຶƇ֚拟

Հય运۱ଯ应ๆਡ实яΙ๭ๆࠞ࡞Հذ统યଯ运۱环ְƆ

ѱ们ગஞƇݚ৭ذݩ统યƇൌӐ௅Ҵƅഓِذ统ƅ᜞络ƅPIDƅUIDƅIPCƅ௅ਣƅۢ盘ƅCPU ୾୾Ƈࡿย

ଯ资ٺ୙ॖ应ๆ进ଟ૥ঋ֢֩ଯƆ ์২实现֚拟шƇ࢑ຎ์实现对௅ਣƅCPUƅ᜞络IOƅۢ盘IOƅਣ储׸

间୾ଯځक़ҙƇ还์实现ഓِذ统ƅ᜞络ƅPIDƅUIDƅIPC୾୾ଯ৷ڞҿ⇐Ɔ ঽࠋ৷对฻Φ实现λܮƇھ

Ɔߖ޲统ଯऍ௡ذՀࠞ࡞์࠲则ࠋ

ीમ Linux ذ统对༖෕׸ߓ间ڸ௾ଯӷা实现Ƈଟࢍ员ᅹ经яΙ实现ࣘ෣ଯࡿย࠲ֆƇ让൸ܮ进ଟݚ౿ܜ

ҿ⇐ଯ෕׸ߓ间ય运۱Ɔ੒ѓ虽ী୙֩ๆλ༈௅Ҵ໳൸ܮ运۱时环ְƭຶ௢λذܮ统ූິ໳ذ统库ƮƇ੫

ॖ౿ܜնԎ೑ஃƇ୙Ι为ذ统ય੩ยډߢଯਣݚƆ这⯔Հक़ॖ࠷฻ԶƭContainerƮƇ๭ๆ෕׸ߓ间๝ཚ权

ഇజƆٺक़Ƈ๭ๆ cgroups ๝ཚ资ے⇐ଯҿځ

ଓ层实现



Docker ݎๆຎ C/Sј构ƇൌӐշ户અ໳೻务અƆ Docker daemon ݩ为೻务અঋࠬ๝ߢշ户ଯ请ֆƇᆍ处

๲这ܮ请ֆƭ创ٛƅ运۱ƅഇ发฻ԶƮƆ շ户અ໳೻务અՂяΙ运۱ݚλ༈ՀԶࣘƇ฀я૳过 socket Ύࠋ

RESTful API ๝进۱૳ࣿƆ

Docker daemon λ౫ࠞࠞ࡞ݚՀੑھ运۱Ƈ୾ਿঋዐ๝ߢշ户અଯࢶਔƆ Docker շ户અ则为ๆ户ଚ֤λ

Ɔڞڱ 实现ᦜ Docker daemonິූܮໆя执۱ූິƇๆ户ๆ这ذ

Էඕј构



෕׸ߓ间ॖ Linux ௅Ҵλ༈ූ੒ଯ஦ड़Ɔᾫ༈฻Զ୙ยډߢ单஫ଯ෕׸ߓ间Ƈ运۱ݚਡયଯ应ๆ୙ਉॖݚ

஫๼ଯ৭ذݩ统ય运۱λ样Ɔ෕׸ߓ间സ证ຎ฻Զ௸间౿ڞܜ೑ϳ响Ɔ

೑ஔๆ户ଯ进ଟॖ࠷૳过 pid ෕׸ߓ间ҿ⇐♧ଯƇӗ೑ஔ෕׸ߓ间યяΙย৷ஔ pidƆࡿยଯ LXC 进ଟݚ

Docker યଯೠ进ଟ为Docker进ଟƇᾫ༈ LXC 进ଟ״ย೑ஔଯ෕׸ߓ间Ɔஔ时ศ༖σ许ᅠ୪ƇχܜяΙᇂ

൘ളଯ实现ᅠ୪ଯ Docker ฻ԶƆ

ยຎ pid ෕׸ߓ间, ᾫ༈෕׸ߓ间યଯ pid ௾够৷ڞҿ⇐Ƈ੫ॖ᜞络અڼ还ॖ֢֩ host ଯઅڼƆ᜞络ҿ⇐ॖ

૳过 net ෕׸ߓ间实现ଯƇ ᾫ༈ net ෕׸ߓ间ย஫๼ଯ ᜞络设备, IP ઘႊ, ໚ศ಺, /proc/net ෳ录Ɔ这样ᾫ

༈฻Զଯ᜞络࠷௾ҿ⇐♧๝ƆDocker ᔘ认ݎๆ veth ଯ൘ߧƇࢠ฻Զયଯ֚拟᜞„ஔ host ࣘଯλ ༈Docker
᜞桥 docker0 连ঋݚλՔƆ

฻Զય进ଟڞڱ还ॖݎๆຎ Linux ࣢见ଯ进ଟ间ڞڱ൘൚(interprocess communication - IPC), ൌӐࣿ܃

ຟƅࢶਔ队ໆ໳֢֩௅ਣ୾Ɔীߠஔ VM ೑ஔଯॖƇ฻Զଯ进ଟ间ڞڱ实际ࣘ还ॖ host ࣘ״ย৷ஔ pid ෕
ยλ༈ธλଯ 32ٺ间ࣿਔƇᾫ༈ IPC 资׸ߓऎ请时ю௡෕ٺIPC 资 ݚ์࠲ܜƇχڞڱ间યଯ进ଟ间׸ߓ
Λ idƆ

类ߐ chrootƇࢠλ༈进ଟൗஃλ༈஦଑ଯෳ录执۱Ɔmnt ෕׸ߓ间σ许೑ஔ෕׸ߓ间ଯ进ଟԎஃଯഓِ结

构೑ஔƇ这样ᾫ༈෕׸ߓ间 યଯ进ଟࡿԎஃଯഓِෳ录࠷ಎҿ⇐♧ຎƆஔ chroot ೑ஔƇᾫ༈෕׸ߓ间યଯ

฻Զݚ /proc/mounts ଯࣿਔ੩ൌԥݚࡿ෕׸ߓ间ଯ mount pointƆ

UTS("UNIX Time-sharing System") ෕׸ߓ间σ许ᾫ༈฻Զ拥ย஫๼ଯ hostname ໳ domain name, ޡਡݚ

᜞络ࣘяΙಎ视ݩλ༈஫๼ଯ节୅ߠಒ ࠞՀࣘଯλ༈进ଟƆ

ᾫ༈฻ԶяΙย೑ஔଯๆ户໳组 id, ฀ॖ࠷说яΙݚ฻Զ௅ๆ฻Զ௅ೱଯๆ户执۱ଟߠࢍಒࠞՀࣘଯๆ户Ɔ

*શƊ⠣༖ Linux ࣘଯ෕׸ߓ间Ƈ这മഓࣂ ѻ绍ଯᇂۂƆ

෕׸ߓ间

pid ෕׸ߓ间

net ෕׸ߓ间

ipc ෕׸ߓ间

mnt ෕׸ߓ间

uts ෕׸ߓ间

user ෕׸ߓ间

http://blog.scottlowe.org/2013/09/04/introducing-linux-network-namespaces/


क़ےक़ƅ审计୾Ɔ੩ย௾ځ进۱ҿ⇐ƅٺक़组ƭcgroupsƮॖ Linux ௅Ҵଯλ༈஦ड़Ƈࠞ์ๆ๝对֢֩资ے

ഇజஃ฻Զଯ资ٺƇ݈௾಑ෟ୻ਪ༈฻Զஔ时运۱时ଯ对ذ统资ٺଯ竞৵Ɔ

Ɔߖ޲ި♧ 2.6.24 ߢƇLinux ௅Ҵࡥ员 2006 ௰Քଚࢍक़组ՠ术݂৮ॖศ Google ଯଟے

क़໳审计Ԑ๲Ɔځଯٺ盘 IO ୾资ߞक़组яΙଚ֤对฻Զଯ௅ਣƅCPUƅے

क़组ے

http://en.wikipedia.org/wiki/Cgroups


联܄ഓِذ统ƭUnionFSƮॖλ⯔ഇ层ƅ轻ຟ级ᆍӗۿड़௾ଯഓِذ统Ƈᄚߖ޲对ഓِذ统ଯݩ҉࠹为λ

统ч(unite several directories into aذ೑ஔෳ录ቾ载ஃஔλ༈֚拟ഓِࢠ๝λ层层ଯ叠юƇஔ时яΙڱଚߘ
single virtual filesystem)Ɔ

联܄ഓِذ统ॖ Docker 镜ਉଯԷ础Ɔ镜ਉяΙ૳过ഇ层๝进۱继ࢨƇԷ༖Է础镜ਉƭඐยೠ镜ਉƮƇяΙ

क़ݩү⯔״ਹଯ应ๆ镜ਉƆ

另ҙƇ೑ஔ Docker ฻Զ࠷яΙ֢֩λܮԷ础ଯഓِذ统层Ƈஔ时݁юࣘډߢ஫ยଯ҉动层Ƈ੒੒ଚۿຎਣ

储ଯዓ๻Ɔ

Docker યޡๆଯ AUFSƭAnotherUnionFSƮॖ࠷λ⯔联܄ഓِذ统Ɔ AUFS ߖ޲为ᾫλ༈ढ़员ෳ录ƭ类

ஔ时 AUFS ๷ย ,ځƭwhiteout-ableƮ权ࡥࠃƭreadwriteƮ໳ࠃƮ设଑੩读ƭreadonlyƮƅ读޲Git ଯഇ ߐ

λ༈类ߐഇ层ଯҞ௱, 对੩读权ځଯഇ޲яΙ逻辑ࣘ进۱ᶤຟઘ҉࠹(೑ϳ响੩读ೱഇଯ)Ɔ

Docker ෳঽߖ޲ଯ联܄ഓِذ统⯔类ൌӐ AUFS, btrfs, vfs ໳ DeviceMapperƆ

联܄ഓِذ统

http://en.wikipedia.org/wiki/UnionFS


Ƈߧईଯ libcontainer ҳߖ޲ި♧౦ඕ♧ިƇDocker ฀ 1.20 ߢƆߧๆຎ LXC યଯ฻Զҳݎ ƇDockerࡾ݂

ᆍݩ为ᔘ认选项Ɔ

对ۖਪ฻Զҳߧଯߖ޲Ƈ还ݚ进λᾩଯ发ଽયƆ

฻Զҳߧ

https://github.com/docker/libcontainer


Docker ଯ᜞络实现ਡ实ॖ࠷๭ๆຎ Linux ࣘଯ᜞络෕׸ߓ间໳֚拟᜞络设备ƭ஦别ॖ veth pairƮƆٛ议গ

Ɔࣂຎѽ这两ೱഇଯԷඕҞ௱݁阅读ඕߴࡤ

ࠪগƇ์实现᜞络૳ࣿƇՀԶࢢ߃์࠲λ༈᜞络ঋڼƭഅ๲ঋڼΎ֚拟ঋڼƮ๝ዐ发ॅॉൌƋܜҙƇ௢ї

೑ஔޫ᜞௸间์进۱૳ࣿƇ์࠲໚ศՀक़Ɔ

Docker યଯ᜞络ঋڼᔘ认୙ॖ֚拟ଯঋڼƆ֚拟ঋڼଯ优势௸λॖ转发ዓ๻较ۿƆ Linux ૳过ݚ௅Ҵય进

۱ॅॉ⣍क़๝实现֚拟ঋڼ௸间ଯॅॉ转发Ƈ发਄ঋڼଯ发਄缓ਣયଯॅॉൌಎ૥ঋ⣍क़ஃঋዐঋڼଯঋ

ዐ缓ਣયƆ对༖ඕઘذ统໳฻Զ௅ذ统Ԏ๝࠷ਉॖλ༈।࣢ଯΙਫ᜞„Ƈ੩ॖᄚ೑์࠲ऐ।ஔҙೱ᜞络设

备૳ࣿƇਙ୞์҂ᇂਪƆ

Docker ฻Զ᜞络࠷๭ๆຎ这项ՠ术ƆᄚݚඕઘࠞՀ໳฻Զ௅ഇ别创ٛλ༈֚拟ঋڼƇᆍ让ᄚ们౿ܜ连૳

ƭ这样ଯλ对ঋ֮ڼཚ  veth pair ƮƆ

Docker 创ٛλ༈฻Զଯ时ڴƇѼ执۱௢ч৭ݩƊ

创ٛλ对֚拟ঋڼƇഇ别ൗஃඕઘࠞՀ໳ई฻ԶયƋ

ඕઘࠞՀλઅ桥ঋஃᔘ认ଯ docker0 Ύޱ଑᜞桥ࣘƇᆍ״ยλ༈ธλଯ෕ߓƇ௢ veth65f9Ƌ
฻Զλઅൗஃई฻ԶયƇᆍ҉࠹෕ݩߓ为 eth0Ƈ这༈ঋڼ੩ݚ฻Զଯ෕׸ߓ间я见Ƌ

༞᜞桥яๆઘႊઓય获ࠟλ༈׸闲ઘႊഇజ给฻Զଯ eth0Ƈᆍజટᔘ认໚ศஃ桥ঋ᜞„ veth65f9Ɔ

ӷढ़这ھ௸ܮƇ฻Զ࠷яΙޡๆ eth0 ֚拟᜞„๝连ঋਡ਩฻Զ໳ਡ਩᜞络Ɔ

яΙݚ  docker run  ଯ时ڴ૳过  --net  ॅދ๝ޱ଑฻Զଯ᜞络జટƇย4༈я选值Ɗ

 --net=bridge  这༈ॖᔘ认值Ƈ连ঋஃᔘ认ଯ᜞桥Ɔ

 --net=host  ܍诉 Docker ೑์ࢠ฻Զ᜞络ൗஃҿ⇐ଯ෕׸ߓ间યƇਓ೑์฻Զш฻Զ௅ଯ᜞络Ɔܜ

时฻ԶޡๆඕઘࠞՀଯ᜞络Ƈᄚ拥ยӷুଯඕઘࠞՀঋڼ访问权ځƆ฻Զ进ଟяΙᦜࠞՀਡᄚ root 进
ଟλ样яΙਲ♧ଊ៍围ଯઅڼƇяΙ访问ඕઘ᜞络೻务ಅ௢ D-busƇ还яΙ让฻Զཚλܮϳ响य़༈ࠞ

Հذ统ଯࣣߏƇಅ௢࡚启ࠞՀƆχޡܜๆ这༈选项ଯ时์ڴಒࢡ࣢अƆ௢ї进λᾩଯޡๆ  --

privileged=true Ƈ฻ԶѼಎσ许૥ঋజટࠞՀଯ᜞络਺栈Ɔ

 --net=container:NAME_or_ID  让 Docker ࢠईٛ฻Զଯ进ଟൗஃλ༈ᅹਣݚ฻Զଯ᜞络栈યƇई฻

Զ进ଟยډߢଯഓِذ统ƅ进ଟໆ಺໳资ځٺक़Ƈ੫Ѽ໳ᅹਣݚଯ฻Զ֢֩ IP ઘႊ໳અڼ୾᜞络资

૳ࣿƆڼ进ଟяΙ૥ঋ૳过  lo  环ѾঋࠋƇ两ٺ

 --net=none  让 Docker ࢠई฻Զൗஃҿ⇐ଯ᜞络栈યƇ੫ॖ೑进۱᜞络జટƆ௸ھƇๆ户яΙډߢ

进۱జટƆ

ๆ户ޡๆ  --net=none  ھƇяΙ۱ߢజટ᜞络Ƈ让฻Զ达ஃᦜച࣢λ样״ย访问᜞络ଯ权ځƆ૳过这༈过

ଟƇяΙຎѽ Docker జટ᜞络ଯ细节Ɔ

ࠪগƇ启动λ༈  /bin/bash  ฻ԶƇޱ଑  --net=none  ॅދƆ

Docker ᜞络实现

Էඕٵ๲

创ٛ᜞络ॅދ

᜞络జટ细节



$ sudo docker run -i -t --rm --net=none base /bin/bash
root@63f36fc01b5f:/#

间Ɔ׸ඕઘࠞՀ查ቤ฻Զଯ进ଟ idƇᆍ为ᄚ创ٛ᜞络ූ෕ݚ

$ sudo docker inspect -f '{{.State.Pid}}' 63f36fc01b5f
2778
$ pid=2778
$ sudo mkdir -p /var/run/netns
$ sudo ln -s /proc/$pid/ns/net /var/run/netns/$pid

检查桥ঋ᜞„ଯ IP ໳ޫ᜞Г码ࣿਔƆ

$ ip addr show docker0
21: docker0: ...
inet 172.17.42.1/16 scope global docker0
...

创ٛλ对 “veth pair” ঋڼ A ໳ BƇ绑଑ A ஃ᜞桥  docker0 Ƈᆍ启ๆᄚ

$ sudo ip link add A type veth peer name B
$ sudo brctl addif docker0 A
$ sudo ip link set A up

间Ƈූ෕为 eth0Ƈ启动ᄚᆍజટλ༈яๆ IPƭ桥ঋ᜞ઓƮ໳ᔘ认᜞⠣Ɔ׸Bൗஃ฻Զଯ᜞络ූ෕ࢠ

$ sudo ip link set B netns $pid
$ sudo ip netns exec $pid ip link set dev B name eth0
$ sudo ip netns exec $pid ip link set eth0 up
$ sudo ip netns exec $pid ip addr add 172.17.42.99/16 dev eth0
$ sudo ip netns exec $pid ip route add default via 172.17.42.1

ΙࣘƇॖ࠷ Docker జટ᜞络ଯ״ਹ过ଟƆ

୻฻Զ结ਖھƇDocker Ѽ॥׸฻ԶƇ฻Զ௅ଯ eth0 Ѽी᜞络ූ෕׸间λՔಎ॥࢑ƇA ঋڼ฀ಎߢ动༞

 docker0  т载Ɔ

జટ฻Զ௅ଯ᜞络Ɔߠ间ય进۱జટƇ༞׸ߓ଑᜞络෕ޱݚๆ  ip netns exec  ූິ๝ޡҙƇๆ户яΙܜ



docker [OPTIONS] COMMAND [arg...]

λ౫๝说ƇDocker ූິяΙๆ๝Ԑ๲ daemonƇΎࠋ૳过 CLI ූິԐ๲镜ਉ໳฻ԶƆяΙ૳过  man

docker  ๝查Ԏ这ິූܮƆ

-D=true|false
Ɔᔘ认为 falseƆߧๆ debug ෦ޡ    

-H, --host=[unix:///var/run/docker.sock]: tcp://[host:port]๝绑଑Ύࠋ unix://[/path/to/socket] ๝ޡๆƆ
଑Ɔޱч绑଑ଯ socketƇ૳过λ༈Ύਪ༈ tcp://host:port, unix:///path/to/socket, fd://* or fd://socketfd ๝ߧdaemon ෦ ݚ    

--api-enable-cors=true|false
为 falseƆࢽ远અ API ય启ๆ CORS 头Ɔ᜘ݚ    

-b=""
ๆ฻Զଯ᜞络Ɔכ଑为 'none' 时则ޱଯ᜞桥ࣘƆݚ฻Զቾ载ஃλ༈ᅹਣࢠ    

--bip=""
    让动态创ٛଯ docker0 ݎๆ给଑ଯ CIDR ઘႊ; ิ -b 选项ڞॼƆ

-d=true|false
为 falseƆࢽƆ᜘ߧๆ daemon ෦ޡ    

--dns=""
    让 Docker ޡๆ给଑ଯ DNS ೻务ԶƆ

-g=""
为 /var/lib/dockerƆࢽƆ᜘أ଑ Docker 运۱时ଯ root ໚ޱ    

--icc=true|false
    启ๆ฻Զ间૳ࣿƆᔘ认为 trueƆ

--ip=""
    绑଑અڼ时ڴଯᔘ认 IP ઘႊƆ᜘ࢽ为 0.0.0.0Ɔ

--iptables=true|false
为 trueƆࢽDocker ିю iptables 规则Ɔ᜘ ޸כ    

--mtu=VALUE
为 1500Ɔࢽ଑฻Զ᜞络ଯ mtuƆ᜘ޱ    

-p=""
为 /var/run/docker.pidƆࢽƆ᜘أ଑ daemon ଯ PID ഓِ໚ޱ    

-s=""
    ූक़ Docker 运۱时ޡๆ给଑ଯਣ储驱动Ɔ

-v=true|false

Dockerූິ查询

Էඕ语൚

选项



    输ࡥ౦ඕࣿਔᆍੋࡥƆ᜘ࢽ值为 falseƆ

--selinux-enabled=true|false
    启ๆ SELinux ߖ޲Ɔ᜘ࢽ值为 falseƆSELinux ෳঽ೑ߖ޲ BTRFS ਣ储驱动Ɔ

Docker ଯූິяΙݎๆ  docker-CMD  Ύࠋ  docker CMD  ଯ൘ߧ执۱Ɔ两ࠋλઠƆ

docker-attach(1)
    Μ೪ஃλ༈।ݚ运۱ଯ฻ԶયƆ

docker-build(1)
    ༞λ༈ Dockerfile 创ٛλ༈镜ਉ

docker-commit(1)
    ༞λ༈฻Զଯ҉࠹ય创ٛλ༈ईଯ镜ਉ

docker-cp(1)
    ༞฻Զય⣍क़ഓِஃذࠞ࡞统ય

docker-diff(1)
    检查λ༈฻Զഓِذ统ଯ҉࠹

docker-events(1)
    ༞೻务અ获ࠟ实时ଯِߏ

docker-export(1)
    导ࡥ฻Զ௅฻为λ༈ tar ൌ

docker-history(1)
    显ߟλ༈镜ਉଯ历ޤ

docker-images(1)
    ໆࡥਣݚଯ镜ਉ

docker-import(1)
    导௡λ༈ഓِƭ଺ؠ为 tar ൌƮ໚أΎෳ录๝创ٛλ༈镜ਉ

docker-info(1)
    显ߟλܮ৷⠣ଯذ统ࣿਔ

docker-inspect(1)
    显ߟλ༈฻Զଯଓ层״ਹࣿਔƆ

docker-kill(1)
    ⠣闭λ༈运۱યଯ฻Զ (ൌӐ进ଟ໳ࡿย资ٺ)

docker-load(1)
    ༞λ༈ tar ൌયю载λ༈镜ਉ

docker-login(1)
    શྈΎ୕录ஃλ༈ Docker ଯ仓库೻务Զ

docker-logout(1)
    ༞ Docker ଯ仓库೻务Զ୕ࡥ

docker-logs(1)

ූິ



    获ࠟ฻Զଯ log ࣿਔ

docker-pause(1)
    暂ଋλ༈฻Զયଯࡿย进ଟ

docker-port(1)
    查ቤλ༈ nat ஃλ༈޽ย᜞ڼଯڼ֩ڷ

docker-ps(1)
    ໆࡥ฻Զ

docker-pull(1)
    ༞λ༈Dockerଯ仓库೻务Զчቹλ༈镜ਉΎ仓库

docker-push(1)
仓库व਄ஃλ༈ Docker ଯશྈ೻务Զࠋλ༈镜ਉΎࢠ    

docker-restart(1)
    ࡚启λ༈运۱યଯ฻Զ

docker-rm(1)
    删࢑给଑ଯࠚӺ༈฻Զ

docker-rmi(1)
    删࢑给଑ଯࠚӺ༈镜ਉ

docker-run(1)
    创ٛλ༈ई฻ԶƇᆍݚਡય运۱给଑ූິ

docker-save(1)
    സਣλ༈镜ਉ为 tar ൌഓِ

docker-search(1)
λ༈镜ਉݲDocker index યኅ ݚ    

docker-start(1)
    启动λ༈฻Զ

docker-stop(1)
    终޸λ༈运۱યଯ฻Զ

docker-tag(1)
    为λ༈镜ਉਲ标签

docker-top(1)
    查Ԏλ༈฻Զયଯ।ݚ运۱ଯ进ଟࣿਔ

docker-unpause(1)
ยଯ进ଟ༞暂ଋࣨ态ય҅⣍ࡿλ༈฻Զ௅ࢠ    

docker-version(1)
    输ࡥ Docker ଯ౦ඕࣿਔ

docker-wait(1)
    ৘݄૥ஃλ༈฻Զ终޸Ƈীھ输ࡥᄚଯੋࡥೡ

λ张图总结 Docker ଯූິ





ඕࢠࣂѻ绍࣢见ଯλܮ仓库໳镜ਉଯڸ௾Ƈޡๆ൘൚໳१ढ़ᄚ们ଯ Dockerfile ୾ƆൌӐ Ubuntuƅ
CentOSƅMySQLƅMongoDBƅRedisƅNginxƅWordpressƅNode.js ୾Ɔ

࣢见仓库ѻ绍



Ubuntu ॖກ۱ଯ Linux 发۱౦Ƈਡߢ带软ِ౦ඕЪЪ较ईλܮƆ 该仓库ଚ֤ຎ Ubuntu༞12.04 ~ 14.10 ү
༈౦ඕଯ镜ਉƆ

ᔘ认Ѽ启动λ༈݂ࢡшଯ Ubuntu 环ְƆ

$ sudo docker run --name some-ubuntu -i -t ubuntu
root@523c70904d54:/#

12.04 ౦ඕ

14.04 ౦ඕ

14.10 ౦ඕ

Ubuntu

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/ubuntu/
https://en.wikipedia.org/wiki/Ubuntu
https://github.com/tianon/docker-brew-ubuntu-core/blob/2b105575647a7e2030ff344d427c3920b89e17a9/precise/Dockerfile
https://github.com/tianon/docker-brew-ubuntu-core/blob/2b105575647a7e2030ff344d427c3920b89e17a9/trusty/Dockerfile
https://github.com/tianon/docker-brew-ubuntu-core/blob/2b105575647a7e2030ff344d427c3920b89e17a9/utopic/Dockerfile


CentOS ॖກ۱ଯ Linux 发۱౦Ƈਡ软ِൌ੒ਪᦜ RedHat ذໆസߖλઠƆ 该仓库ଚ֤ຎ CentOS ༞ 5 ~ 7
ү༈౦ඕଯ镜ਉƆ

ᔘ认Ѽ启动λ༈݂ࢡшଯ CentOS 环ְƆ

$ sudo docker run --name some-centos -i -t centos bash
bash-4.2#

CentOS 5 ౦ඕ

CentOS 6 ౦ඕ

CentOS 7 ౦ඕ

CentOS

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/centos/
https://en.wikipedia.org/wiki/CentOS
https://github.com/CentOS/sig-cloud-instance-images/blob/2e5a9c4e8b7191b393822e4b9e98820db5638a77/docker/Dockerfile
https://github.com/CentOS/sig-cloud-instance-images/blob/8717e33ea5432ecb33d7ecefe8452a973715d037/docker/Dockerfile
https://github.com/CentOS/sig-cloud-instance-images/blob/af7a1b9f8f30744360a10fe44c53a1591bef26f9/docker/Dockerfile


MySQL ॖ♧ٺଯ⠣ॅذॉ库实现Ɔ 该仓库ଚ֤ຎ MySQL ү༈౦ඕଯ镜ਉƇൌӐ 5.6 ذໆƅ5.7 ذໆ୾Ɔ

ᔘ认Ѽ3306  ݚ  અڼ启动ॅॉ库Ɔ

$ sudo docker run --name some-mysql -e MYSQL_ROOT_PASSWORD=mysecretpassword -d mysql

ๆਡᄚ应ๆ๝连ঋஃ该฻ԶƆޡяΙ࠷ھ௸

$ sudo docker run --name some-app --link some-mysql:mysql -d application-that-uses-mysql

Ύࠋ૳过  mysql Ɔ

$ sudo docker run -it --link some-mysql:mysql --rm mysql sh -c 'exec mysql -h"$MYSQL_PORT_3306_TCP_ADDR" -P"$MYSQL_PORT_3306_TCP_PORT" -uroot -p"$MYSQL_ENV_MYSQL_ROOT_PASSWORD"'

5.6 ౦ඕ

5.7 ౦ඕ

MySQL

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/mysql/
https://en.wikipedia.org/wiki/MySQL
https://github.com/docker-library/mysql/blob/7461a52b43f06839a4d8723ae8841f4cb616b3d0/5.6/Dockerfile
https://github.com/docker-library/mysql/blob/7461a52b43f06839a4d8723ae8841f4cb616b3d0/5.7/Dockerfile


MongoDB ॖ♧ٺଯ NoSQL ॅॉ库实现Ɔ 该仓库ଚ֤ຎ MongoDB 2.2 ~ 2.7 ү༈౦ඕଯ镜ਉƆ

ᔘ认Ѽ27017  ݚ  અڼ启动ॅॉ库Ɔ

$ sudo docker run --name some-mongo -d mongo

ๆਡ਩应ๆ连ঋஃ฻ԶƇяΙๆޡ

$ sudo docker run --name some-app --link some-mongo:mongo -d application-that-uses-mongo

Ύࠋ૳过  mongo 

$ sudo docker run -it --link some-mongo:mongo --rm mongo sh -c 'exec mongo "$MONGO_PORT_27017_TCP_ADDR:$MONGO_PORT_27017_TCP_PORT/test"'

2.2 ౦ඕ

2.4 ౦ඕ

2.6 ౦ඕ

2.7 ౦ඕ

MongoDB

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/mongo/
https://en.wikipedia.org/wiki/MongoDB
https://github.com/docker-library/mongo/blob/77c841472ccb6cc87fea1218269d097405edc6cb/2.2/Dockerfile
https://github.com/docker-library/mongo/blob/807078cb7b5f0289f6dabf9f6875d5318122bc30/2.4/Dockerfile
https://github.com/docker-library/mongo/blob/77c841472ccb6cc87fea1218269d097405edc6cb/2.6/Dockerfile
https://github.com/docker-library/mongo/blob/807078cb7b5f0289f6dabf9f6875d5318122bc30/2.7/Dockerfile


Redis ॖ♧ٺଯ௅ਣ Key-Value ॅॉ库实现Ɔ 该仓库ଚ֤ຎ Redis 2.6 ~ 2.8.9 ү༈౦ඕଯ镜ਉƆ

ᔘ认Ѽ6379  ݚ  અڼ启动ॅॉ库Ɔ

$ sudo docker run --name some-redis -d redis

另ҙ还яΙ启ๆ ߖռਣ储Ɔ

$ sudo docker run --name some-redis -d redis redis-server --appendonly yes

ᔘ认ॅॉਣ储Λટݚ  VOLUME/data ƆяΙޡๆ  --volumes-from some-volume-container  Ύ  -v

/docker/host/dir:/data  ॅࢠॉਣൗஃඕઘƆ

ๆਡ਩应ๆ连ঋஃ฻ԶƇяΙๆޡ

$ sudo docker run --name some-app --link some-redis:redis -d application-that-uses-redis

Ύࠋ૳过  redis-cli 

$ sudo docker run -it --link some-redis:redis --rm redis sh -c 'exec redis-cli -h "$REDIS_PORT_6379_TCP_ADDR" -p "$REDIS_PORT_6379_TCP_PORT"'

2.6 ౦ඕ

݂ई 2.8 ౦ඕ

Redis

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/redis/
https://en.wikipedia.org/wiki/Redis
http://redis.io/topics/persistence
https://github.com/docker-library/redis/blob/02d9cd887a4e0d50db4bb085eab7235115a6fe4a/2.6.17/Dockerfile
https://github.com/docker-library/redis/blob/d0665bb1bbddd4cc035dbc1fc774695fa534d648/2.8.13/Dockerfile


Nginx ॖ♧ٺଯۿዓଯ Web ೻务Զ实现Ƈߖ޲ HTTPƅHTTPSƅSMTPƅPOP3ƅIMAP ୾协议Ɔ 该仓库
ଚ֤ຎ Nginx 1.0 ~ 1.7 ү༈౦ඕଯ镜ਉƆ

ч෣ଯූິݩࢠ为λ༈ॴ态页෣೻务Զ启动Ɔ

$ sudo docker run --name some-nginx -v /some/content:/usr/share/nginx/html:ro -d nginx

ๆ户฀яΙ೑ޡๆ这⯔ϴࠄ൘ߧƇ૳过๭ๆ Dockerfile ๝૥ঋࢠॴ态页෣௅฻ൗஃ镜ਉયƇ௅฻为

FROM nginx
COPY static-html-directory /usr/share/nginx/html

१ढ़ईଯ镜ਉƇᆍ启动λ༈฻ԶƆھ௸

$ sudo docker build -t some-content-nginx .
$ sudo docker run --name some-nginx -d some-content-nginx

♧ൗઅڼƇᆍϴࠄஃඕઘଯ  8080  અڼƆ

sudo docker run --name some-nginx -d -p 8080:80 some-content-nginx

Nginxଯᔘ认జટഓِ໚أ为  /etc/nginx/nginx.conf ƇяΙ૳过ϴࠄᄚ๝ޡๆඕઘଯజટഓِƇຶ௢

docker run --name some-nginx -v /some/nginx.conf:/etc/nginx/nginx.conf:ro -d nginx

daemon off; Ɔ  ߖസ์࠲฻Զય।࣢运۱Ƈݚๆజટഓِ时Ƈ为ຎޡ

1 ~ 1.7 ౦ඕ

Nginx

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/nginx/
https://en.wikipedia.org/wiki/Nginx
https://github.com/nginxinc/docker-nginx/blob/3713a0157083eb4776e71f5a5aef4b2a5bc03ab1/Dockerfile


WordPress ॖ♧ٺଯ Blog ໳௅฻Ԑ๲ذ统ፈјƇᄚԷ༖ PhP ໳ MySQLƆ 该仓库ଚ֤ຎ WordPress 4.0
౦ඕଯ镜ਉƆ

启动฻Զ์࠲ MySQL ଯߖ޲Ƈᔘ认અڼ为  80 Ɔ

$ sudo docker run --name some-wordpress --link some-mysql:mysql -d wordpress

启动 WordPress ฻Զ时яΙޱ଑ଯλܮ环ְॅދൌӐ

 -e WORDPRESS_DB_USER=...  ᜘ࢽ为 “root”

 -e WORDPRESS_DB_PASSWORD=...  ᜘ࢽ为连ঋ mysql ฻Զଯ环ְ变ຟ  MYSQL_ROOT_PASSWORD  ଯ值

 -e WORDPRESS_DB_NAME=...  ᜘ࢽ为 “wordpress”

 -e WORDPRESS_AUTH_KEY=... ,  -e WORDPRESS_SECURE_AUTH_KEY=... ,  -e

WORDPRESS_LOGGED_IN_KEY=... ,  -e WORDPRESS_NONCE_KEY=... ,  -e WORDPRESS_AUTH_SALT=... ,

 -e WORDPRESS_SECURE_AUTH_SALT=... ,  -e WORDPRESS_LOGGED_IN_SALT=... ,  -e

WORDPRESS_NONCE_SALT=...  ᜘ࢽ为ीՀ sha1 ׽

4.0 ౦ඕ

WordPress

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/wordpress/
https://en.wikipedia.org/wiki/WordPress
https://github.com/docker-library/wordpress/blob/aee00669e7c43f435f021cb02871bffd63d5677a/Dockerfile


Node.jsॖԷ༖ JavaScript ଯя扩ଽ೻务અ໳᜞络软ِ♧发ചੑƆ 该仓库ଚ֤ຎ Node.js 0.8 ~ 0.11 ү༈౦

ඕଯ镜ਉƆ

项ෳય创ٛλ༈ DockerfileƆݚ

FROM node:0.10-onbuild
# replace this with your application's default port
EXPOSE 8888

ীھ创ٛ镜ਉƇᆍ启动฻Զ

$ sudo docker build -t my-nodejs-app
$ sudo docker run -it --rm --name my-running-app my-nodejs-app

฀яΙ૥ঋ运۱λ༈简单฻ԶƆ

$ sudo docker run -it --rm --name my-running-script -v "$(pwd)":/usr/src/myapp -w /usr/src/myapp node:0.10 node your-daemon-or-script.js

0.8 ౦ඕ

0.10 ౦ඕ

0.11 ౦ඕ

Node.js

Էඕࣿਔ

ๆ൘൚ޡ

Dockerfile

https://registry.hub.docker.com/_/node/
https://en.wikipedia.org/wiki/Node.js
https://github.com/docker-library/node/blob/d017d679e92e84a810c580cdb29fcdbba23c2bb9/0.8/Dockerfile
https://github.com/docker-library/node/blob/913a225f2fda34d6a811fac1466e4f09f075fcf6/0.10/Dockerfile
https://github.com/docker-library/node/blob/d017d679e92e84a810c580cdb29fcdbba23c2bb9/0.11/Dockerfile


Docker ࠞᙉ୅: https://www.docker.io
Docker શྈયअAPI: http://docs.docker.com/reference/api/registry_api/
Docker Hub API: http://docs.docker.com/reference/api/docker-io_api/
Docker 远અ应ๆAPI: http://docs.docker.com/reference/api/docker_remote_api/
Dockerfile ۪ދƊhttps://docs.docker.com/reference/builder/
Dockerfile ݂э实শƊhttps://docs.docker.com/articles/dockerfile_best-practices/

资ٺ链ঋ

https://www.docker.io
http://docs.docker.com/reference/api/registry_api/
http://docs.docker.com/reference/api/docker-io_api/
http://docs.docker.com/reference/api/docker_remote_api/
https://docs.docker.com/reference/builder/
https://docs.docker.com/articles/dockerfile_best-practices/
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