URARR I A TSRS I35, AT RENT 3L Hook, FIH] Hook SEARIRATHT LAZESRE 2RI AT G I E 52 K2 AL EACEY, JLFR] BASCBUE OZ I 1B
FERTTHI ) JavaScript ¥ 1 SRR AT 4] 244 2 7 Hook (T2, I SRR Hook MIBEARIEAK 1A, AT LAEE — 1 “Hook HEARFIKII A AR T T -

T App SKiit, Hook BORRIHARH ™z . LA B = 2 B e, Houstigisid Hook B Rk 0 77 BB Bt s e, etk 84 51K SSL Pining, i Hook By L& 24 SSLAES RIS, Selge
s, 0T App MEHURE, AT AT LML Hook — R8BI J7 VR SR AT AR IO A SR, AT SEILHCHE fro sk .

X EEHARE A RKZINE? X EA AR AR MESL, fE Xposed.
Xposed /24

Xposed HE4E (Xposed Framework) & —#JF U, £ Android sl N7 OHES MRS, W LAZEAME 2 App URES AT UL R RIAREFIZ4T (IERRGE) AIHELLRSS, T2 ml ARIAR thvF 2 D Reai R itk
HAEDDREA PRI L R RN 2 4E

Xposed HESL K JE B2 I &4 RA BRI /systen/bin/app process F/F1E ] zygote #H2, {#fFapp process TE/A NI FEH £ MNFK xposedBridge. jar XA jar B, XA jar B HIE L T X RG77% JBHER— &R
%1 Hook #44t:, [F]HEHEAE T JL4> Hook API 1511445 Xposed BEHRAEH . A4S — A~ Xposed BB, 5] Xposed #2111 LA™ Hook J7 it vl LA IUXT 2 G mAT & I i A @ ML is e 7 o

XAYTREA AR, FIHHA RIS — A Xposed BLYUH it 2r— T Xposed HUIHIL, i AL Xposed SR — T8 App AT HIIEL.
FFER
1T Xposed J&IZ177E Android V-3 L[], Ff AA I FRAT KPR HEA Android 1% -
TR AR AT, S P T AE:
* Mo Android JFAHRST, JFRIFZEIOTE B i LAS % 1 1 J LA
o hitps//juejin impost/5d255101e51d4556d86¢7b4f
o hitpsy/juejin imvpost/SdSeb3edS188252ae10be138
o fE#— N CZ ROOT M2 s B IFIERAS PC, oI LA RIS, FEan A AR ALY % Mumo, 28 P ROOT Zhfig, AR WIRARAT 142 ROOT [ ELAL A AT LA«
o WHH jadx. jadx-gui, XA HOHIR RGN B apk (0BPE, 2RSS HER L hitpsd/github.conyskylotjadx.
HESLE T EIRBEZ )5, FATHEITAS Xposed BIHLIK 4 5L o

Xposed Installer %%
AT LRSS, S IRA T e %% Xposed.

P2 Xposed T T LA B T —ANI4E Xposed Installer ] App, ‘e #i72 FIok %% Xposed HEALHY, I € IRATA LU T #0124 Xposed HESL, [FIIN IEAE A7 A B Xposed Bitk, EREEA — 1Lk Xposed HEAL )
[ERSEISE N

EAERENE?
FATAT LASEFT T Xposed (¥ M httpsy/repo.xposed.info/module/de.robv.android.xposed.installer, #A Ji i il LAF F|— 4647 5% Xposed IR {7 R
KRR T A— R EEE R

For Android 5.0 or higher (Lollipop/Marshmallow), these versions don't work! Use this instead: https/forum xda-developers.conyshowthread.php?t=3034811

R, WRRGFH % FERRALE 5.0 LR, FTLAES A TR0 apk P, W2 5.0 SUERERRA, #8452 hitp:/forum xda-developers.com/showthread.php?t=3034811 3X M4 N8, J5 4 (1 80 H Se i
#& hitpsy/forum xda-developers.com/attachment.php?attachmentid=4393082&d=1516301692, LA # fiti F#.

VER: TR AR, R R LU O A 4
THFERL TR A apk SCEF, FRATATLLEEAE HHLEBIDL F 2.
R 50 PR G AT 2 LX) — A Pl b«

.|
s

Xposed Installer

Xt Xposed Installer L2822 R Th T .
FHRAHTHE, E iR % ROOT BUR, #FHIw .
FTIF 25 (0 ST T B 40 R B


https://juejin.im/post/5d255101e51d4556d86c7b4f
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https://github.com/skylot/jadx
https://repo.xposed.info/module/de.robv.android.xposed.installer
http://forum.xda-developers.com/showthread.php?t=3034811
http://forum.xda-developers.com/showthread.php?t=3034811
https://forum.xda-developers.com/attachment.php?attachmentid=4393082&d=1516301692
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Xposed Installer

Xposed EZEKRRE.

RE/EH

Version 89 @
&

Uninstaller (20180117) ()
YOUR DEVICE

lil Android 6.0.1 (Marshmallow, API 23)

Xiaomi MI NOTE 3

Verified Boot is deactivated

0
*E  x86
9

> @ O (= Ll

WOMDE RERE BR Xt E— PR
X BN Xposed FEHL AR 223, FTUARRATFR B2 — 1.
sy, wEpTR.



Version 89

Install

Install via recovery

Delete downloaded file

@RI BHE

TR IR E R E R & R, WEFTR:

R/

Version 89

Fekkkdkkhkdkhhkhhkhhhdhkhkhhkhhkhkhkik

Xposed framework installer zip
khkkkkkkkkkkkkkkkkkkkkkkikhhihht
- Mounting /system and /vendor read-write
- Checking environment

Xposed version: 89

Placing files

Done

@hI BB

PEAETAVE R B, (T LUE B R SR, ARK Xposed HEAL L 2O T, IR :



Xposed Ins...

Xposed Installer

Xposed Status ®

Xposed 1E%E 89 hRE#iE.
RE/EH
Version 89 ()
EnE
Uninstaller (20180117) @»
YOUR DEVICE

lﬁl Android 6.0.1 (Marshmallow, API 23)
[J  Xiaomi MINOTE 3
B x86

Verified Boot is deactivated

@ o O [ Ly

BOMIEIRERS] BE X E— PR
IX I BRATME 0] L Ui S Xposed FEERL T o
Xposed f5 5t




BUAE Xposed MAEARMPEKR, 2T Xposed TFRINBHARE 2 2, miili ST LA B OAF IR AT ¥ Xposed B, WP iR«

Xposed Ins... =

¥ 953

Q = #EAR

S

Xposed Installer

This is the installer for the Xposed framework, which is a requirement for all
modules.

B%% (ki 3.1.5)
a0F 13/6/17 - BT 14/6/19

BRE

SSLUnpinning - Certificate Pinning Bypass

Android Xposed Module to bypass SSL certificate validation (Certificate Pinning).
Bx&E (kR4 2.0)

ARINF 15/10/9 - BT 16/9/12

RRE

cnacuTtenb
6a3ucHblit 6nok XPPD BbicBOGOAMN 3aLLMTHUKOB Tonorpada, KoTopbli
LOMONHAET Tonorpadus, 1 3anucbiBaeT KapTbl, KOTOpPbIE JOLWAW [0 AOMA.

AI0F 18/11/6 - B3F 18/11/7

AOCTaBUTb NOMOLUHWUKOB 3a CKaTepTblO
nomoraer Nnosib30BaTesko UrpaTtb B UFPy B CKaTepTu.

AT 18/11/7 - BT 18/11/7

SHEES
A W 1. 29t X

1
prig=] (=1
22| B2 SYHUE S

A2 4 2tk

AI0F 19/1/15 - EHF 19/1/15

of: RS 27} HE, U9 ALSAL CHE 37t X902
4 9Ith2, 37| 2H|E BYO| Mol 242 Cf2EE J|58 57

(Mock Location) E{if&ek

mock Location ! ! | BREBARARBERISKAREFR! | | BHFIE
E AR XA @ (R15/QQ/ $T5T Mitok), MAQQEFFAEE MR AR & B QQEF:
685978617 FRENE ZHEXposedfith, X EAMRST: XposeditX RENEZHE
Xposedififf, KIELARS: XposeditX RENEZH@XposedEF, FiELA
S Xposed#tX KENEZHE#EXposediliff, XK ELAMRS: XposeditK

iy

BIMNE RIERS #SF XHHE BE
TR 2, LB, e RSER SO LS. SARI A U4 S LR EE e



IR IRAT R & i T, SRR TER T ? BRI M AR ?
HSAR EoR UL, B AN App, FFR— Xposed BEHUH SRR AR R — AN 22 5 App ZZAE, AL App FFACKBEZ T R Y4
L 3XAS App HUEIEEIN 4RI, ARIHIXAS App &> Xposed L, LA %32 J5 Xposed HE4L A LAY K o
. 3XA~ App B #5251 A Xposed () jar £, Mifii i 5EEH Hook #:4F .
3. App HLIHIE X2 Hook #EfE A App BRALALIY App ()2 AT
4. 52 Y 581Xt Hook ik )5, % 178 g X Hook #:1E8 4, LA Xposed $i4TiX L8 Hook 14k .
X ATYE, XPEX AKEIE, FHEERAIK 5

RSN

Xposed R FF K&

PEBRINK Enpty Activity B AT, 40 BEIFTR

Create New Project

Q Select a Project Template

Phone and Tablet

Il
|
|
|
|
|
|
v

Empty Activity

Empty Activity

Creates a new empty activity

A FRIAE XposedTest, 44 7f LMERHL, T 4 T MG EES, FREE S/ SDK AN 15, WEFiR:




Create New Project

Q Configure Your Project

Name

XposedTest

Package name

com.germey.xposedtest

Save location

[Users /germey/AndroidStudioProjects /XposedTest

Language

IEVE]

Minimum SDK  API 15: Android 4.0.3 (IceCreamSandwich)

Empty Activity © Your app will run on approximately of devices.

[ ] Use legacy android.support libraries

i FINISH, /3 A5H .
I A PR ST T S




S, XposedTest > [ app > & src > main > @ java > EJ com > EJ germey > EJ xposedtest > § MainActivity
& Android v activity_main.xml X §g MainActivity.java X

package com.germey.xposedtest;

o> Resource Manager

import ...

public class MainActivity exte

® 1: Project

@0verride
protected void onCreate(Bu
.onCreate(savedIn

setContentView(R. layou

vi
A
=
=
2
©
[T
&
*

K Build Variants

B8 7: Structure

All Layout Captures

Terminal Build = 6: Logcat TODO

“

ADB rejected shell command (uid="run-as com.germey.xposedtest whoami™ && for pid in “run-as com.germey.xposedtest ps | greg

RIGIRAVTFURE DI E, el L8hRIRAT, FRiIZZ 4 Xposed Fibk.




FATIHTIF AndroidManifest.xml SCAF, ARINATR %

<meta-data
android:name="xposedmodule"
android:value="true" />

<meta-data
android:name="xposeddescription"”
android:value="Xposed Test" />

<meta-data
android:name="xposedminversion"
android:value="53" />

| application bRZE Py, Hl activity Fr25 3751, & A 20 BT R



&

o> Resource Manager

® 1: Project

vi
A
=
=
2
©
[T
&
*

K Build Variants

B8 7: Structure

All Layout Captures

“

XposedTest >

& Android v

Terminal

B app > & src >

Build

= 6: Logcat

main >

TODO

AndroidManifest.xml >
activity_main.xml X §g MainActivity.java X

<manifest xmlns:android="http:

package="com.germey.Xxp

<application
android:allowBacku

android:icon="@mip
android:label="Xpo
android:roundIcon=
android:supportsRt
android:theme="@st
<meta-data
android:name="
android:value=
<meta-data
android:name="
android:value=
<meta-data
android:name="
android:value=
<activity android:name
<intent-filter>
<action androi
<category andr
</intent-filter>
</activity>
* </applications

</manifest>

Text Merged Manifest

ADB rejected shell command (uid="run-as com.germey.xposedtest whoami™ && for pid in “run-as com.germey.xposedtest ps | greg

XA E T = meta-data, BT




o xposedmodule: 1% LI E Hy true, RFIXE—A> Xposed bk,

o xposeddescription: FIHLIHIE, BUSBHGABL, MR —AFRE.

e xposedminversion: FHGEIT TR Xposed BALRA S, X HE 53,
SESUFIXEABH G, XA App 3 BIFHL, Xposed A fit IR HiX A~ App /&4~ Xposed #H T o
HAVAABATHML, EFHLLIZATIXA App. XAl LA B FHL L B EL 7 40 F S, pios:



o @ =@

*E A

XposedTest

Hello World!

@ @ T 5

BIMDE REFRH BF XHH

IXIEEATHTIT Xposed Installer (BT, BEABLE KR XA, WIS



Xposed Ins...

W XposedTest 1.0
- Xposed Test

@ o B 3 ) -

3 S e : HE R - '?ﬁ":%hﬁ

BIMINR RERH #HE XHHE TE E-B 2

TEX IR E AL b, sRIhiE H 7 ix A Xposed it A EAE MR, TEER G4 EER. 7TLLT3)E 3l % 53 il Xposed Installer & 19 05 i TR HEAT T o
{2, BAE)S 7 Bt T, DRI AR B4 4 Th e #RE AT e «




FEFRIATHAEI H 51\ Xposed #1251 SDK, X FEFA14 fE A Xposed #2 (Y12 Hook #:1F J57%, 923 Hook 415 .
$T7F app/build.gradle L1, 7E dependencies [X i it AT A4AS :

compileOnly 'de.robv.android.xposed:api:82'
compileOnly 'de.robv.android.xposed:api:82:sources’

i%J& Xposed f¥) SDK, #3iNZ J& Android Stuido £xRxill £ 05 H fid B R L (KA84k, fE47 A & iidzn—A>“Syne Now 83, AT RH 2 )5, Bt Xposed SDK f#£x 193 F#AN 2, Wk pis:



12N

XposedTest > & app > build.gradle >
[B® Project v < H activity_main.xml X §g MainActivity.java X

Gradle files have changed since last project sync. A

o> Resource Manager

» | dependencies {

implementation fileTree(di

® 1: Project

compileOnly 'de.robv.andro
compileOnly 'de.robv.andro
implementation 'androidx.a
implementation 'androidx.c
testImplementation 'junit:
androidTestImplementation

androidTestImplementation

vi
A
=
=
2
©
[T
&
*

K Build Variants

dpp X

D/: HostConnection::get() New Host Connection established 0xa2497f40, t

W/art: Before Android 4.1, method int androidx.appcompat.widget.DropDow
the package-private method in android.widget.ListView

D/11bEGL: loaded /system/lib/egl/1ibGLESv1_(CM_emulation.so

D/1ibEGL: loaded /system/lib/egl/1ibGLESvZ_emulation.so

I/0penGLRenderer: Initialized EGL, version 1.4

B8 7: Structure

W/OpenGLRenderer: Failed to set EGL_SWAP_BEHAVIOR on surface @xal9f4de@

All Layout Captures

Terminal Build = 6:Logcat & Profiler » 4:Run

“

Install successfully finished in 1 s 822 ms. (11 minutes ago)

U, BULE Xposed [y SDK i 2Bpkt) T, N IHIBATHE BEAE Y LTI 7 ¥k SE B2 4 ) Hook 1




I 2 A SEBLIZAR ) Hook Wa? Hook fHAWE? S nUZARIL? MRIZHNE? 1§ kS P,
BLF T, X RTINS BRI R, i 2 e il — AR R .
B IA M R IUI A 2, JE 24T SOANE BB R — AL, LUk, 22 app/sre/main/res/layout/activity main.xml SC{F, P2 B ORI 252

<?xml version="1.0" encoding="utf-8"?2>
<androidx.constraintlayout.widget.ConstraintLayout xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:app="http://schemas.android.com/apk/res-auto"
xmlns:tools="http://schemas.android.com/tools"
android:layout_width="match parent"
android:layout_height="match_parent"
tools:context=".MainActivity">
<Button
android:id="@+id/button"
android:layout_width="wrap content"
android:layout_height="wrap content"
android:text="Test"
app:layout_constraintBottom toBottomOf="parent"
app:layout_constraintEnd toEndOf="parent"
app:layout constraintStart_toStartOf="parent"
app:layout_constraintTop_toTopOf="parent" />
</androidx.constraintlayout.widget.ConstraintLayout>

X EHHEAT App BEex Bl MEEL T, AR AT SORME . B R ORFHEECR MainActivity java SCHF, AR :

package com.germey.xposedtest;
import androidx.appcompat.app.AppCompatActivity;
import android.os.Bundle;
import android.view.View;
import android.widget.Button;
import android.widget.Toast;
import android.os.Bundle;
public class MainActivity extends AppCompatActivity {
private Button button;
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.activity main);
button = findViewById(R.id.button);
button.setOnClickListener (new View.OnClickListener() {
public void onClick (View v) {
Toast.makeText (MainActivity.this, showMessage(l, 2), Toast.LENGTH_SHORT) .show();
}
i
}
public String showMessage (int x, int y) {
return "x + y =" + (x + y);
}
}

IXHEFATE LT 4> Button, #RJ5 {11 findViewByld J5 i ML HLIEZRE 2] 13X 4> Button X 4, [ FATIXAS Button B T —A> st H0F, s Ja &4 Toast #2717, HLA A4 showMessage /7141 111
B
XA~ showMessage J7 AP NS4, 2 int MK x Al y, SRBIFEE SR — P45, B+ y ="IX A5 P L B i e BIm e R, e — AN Eckis .

X H. showMessage /£ Vi I RBAIEN T 1+2, Frblie)a showMessage Sonff 4 RRIZ A x+y=3", BATEHHET T App, S5 siddi TEST 4441, wTLVE B FBfT45 R



AREA

XposedTest

TEST

WIMINE RERE #HE XHH
TXRERATI I — A FEA B A 8 SUAF T
TESUHF T 2R, N B ERATER A Xposed #E4T Hook ML, FAI17E MainActivity.java [7] 48 2 — 1 Java Class, 2580 R+




package com.germey.xposedtest;

import de.robv.android.xposed.IXposedHookLoadPackage;

import de.robv.android.xposed.XC_MethodHook;

import de.robv.android.xposed.XposedBridge;

import de.robv.android.xposed.XposedHelpers;

import de.robv.android.xposed.callbacks.XC LoadPackage;
public class HookMessage implements IXposedHookLoadPackage {

}

public void handleLoadPackage (XC_LoadPackage.LoadPackageParam loadPackageParam) throws Throwable {
if (loadPackageParam.packageName.equals ("com.germey.xposedtest")) {
XposedBridge.log ("Hooked com.germey.xposedtest Package");
Class clazz = loadPackageParam.classLoader.loadClass (
"com.germey.xposedtest.MainActivity");
XposedHelpers. findAndHookMethod (clazz, "showMessage", int.class, int.class, new XC_MethodHook() {
protected void beforeHookedMethod (MethodHookParam param) throws Throwable {
XposedBridge.log ("Called beforeHookedMethod") ;
param.args[0] = 2;
XposedBridge.log ("Changed args 0 to " + param.args[0]);
}
protected void afterHookedMethod (MethodHookParam param) throws Throwable {
XposedBridge.log ("Called afterHookedMethod") ;
}
i

IXHEFATHE LT Hook [MAHKIZH T, X HUEL LA GBI s

X HL class 528 T IXposedHookLoadPackage # 11, 75 %5 X handleLoadPackage XM 77i%, XANJTIESERAS App AN 4T .

£ handleLoadPackage 1A 31 10adPackageParam. packageName $RHUE] " App (4, SRJGHIMTR T2 FRA T4 App B4 . XA LURER App M4, 522407 App ME4, AR
REAVA T I5E, AELHT App HIEE LT —ANEHE, BT LLX BL3RAT) Hook )42 2480 App (K124, 435 T 437 App 4.

FIF loadClass 75 IF48 € class 142 7T LAB) A HUINFIX A class, J&—4> Class X 5o

HIH XposedHelpers #4/t(¥] findAndHookMethod 7542l A class HL I 4 xT () 77, 1K HLAG AR NI SH 0 Class X R, TFEEARE, JREMSHEM, Wik, RIFENSHEMER LN SIL
AN, HBniK B showMessage AP/ int KIS, X FALH BRSPS intclass, WA HAR AL ) 5 5 AL FIN class 1975 9] .

XC_MethodHook L1 5 3 T BA 14T Hook [ BLIFIB 4, I BLEH ol LS AN 759, 43 5IM{E beforeHookedMethod 1 afterHookedMethod, 43 I4% % £ 4 Hook /5% (GX H. >y showMessage) 44T Al (I#EAE
AT I 4, A % #47— MethodHookParam 2584 (11234,  HLIEIEL A 1 7 i T 10 S BRI 45 S 445 L.

— ki beforeHookedMethod 72 HJ' LAHISRAZ ek Hook 7S HN A, Bl ELHEE XA Hook I iAHIE{THiRE - aflerHookedMethod WJ'BAHISR % Hook J7idiEAT e AR, Lt i Hook 77 i) 45 Rtk AT
L BRAT R ISR

XposedBridge .1 log /572 1] LAC 34 Log {5 Bt 3% %) Xposed Installer HL1[, FA11ilid Xposed Installer LTI F &5 TTIHI it o] LA B0 RIEEHE, 7 (EMOM AL -

% A X} beforeHookedMethod 4b3, I param [f) args J&VEML 7 AHE, X 1 args JE LR — MK, i showMessage /iR S, BRONERATZ BT NIIZ 1 A2, Frilix B args Ja vk 1 Hsemt2 1,
21, WEERIMBICEHE T T, LB -ANFLGRT 2, IR args LI 12, 21 7o

4f, BULE Hook MZAHIRATCLIAF T, 2T —H, Tt 5 VF Xposed FA' 111 Hook AL g AEMR LT, FAIFHZHi 2L —A> Xposed N1k
£ main UK HT A assets folder, U1K FT R -



< XposedTest > New </> Android Resource File

(B8 Project v Android Resource Directory & Hook

Link C++ Project with Gradle
. 2CodarPac
Sample Data Directory

K Cut File
jeParam.
0 Copy

o> Resource Manager

3 Scratch File

Sl i Directory

Copy Relative Path
(! C++ Class

® 1: Project

Paste
C/C++ Source File

Find Usages h C/C++ Header File

Find in Path...

& |mage Asset
Replace in Path...

& Vector Asset
Analyze

IT Kotlin Script
Refactor

IT Kotlin Worksheet

ele e Lelialhles Gradle Kotlin DSL Build Script

Sz R ML Gradle Kotlin DSL Settings

vi
o
=
=
2
©
[T
A
*

Ref t Cod
eformat Code Edit File Templates...

Optimize Imports

& AIDL
Delete...

= Activity

K Build Variants

Reveal in Finder .
2 Automotive

Build:  Sync x Open in Terminal = Folder

Local History & Fragment

B8 7: Structure

Synchronize 'main’ & Google

& Other
Compare With...
& Service

Mark Directory as 2 Ul Component

All Layout Captures

Remove BOM = Wear
Terminal

& Widget

“

Create a new Asset () Create Gist...

SRIGTE assets AT FHIAE 4> xposed_init SCIF, ATHEATIEMEH, WEFR:




£, XposedTest > [ app > I src > main > | |@ assets >

[B® Project v = activity_main.xml X § MainActivityjava X @ Hook
Fx pupLic void hadndlLeLOoddFd(

1f (lLoadPackageParam.

o> Resource Manager

XposedBridge. log(]
Class clazz = lod

name: "cq

® 1: Project

XposedHelpers. fi
protected vo
XposedBri
param.arg

XposedBri

Enter a new file name:

xposed_init

vi
o
=
=
2
©
[T
A
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K Build Variants

Build: Sync x  Build Output x

B8 7: Structure

CONFIGURE SUCCESSFUL

All Layout Captures

Terminal Build = 6:Logcat & Profiler », 4:Run TODO
Android Studio is using the following JDK location when running Gradle: // /Applications/Android Studio.app/Contents/jre/jdk/Co

FLN AR REAL Hook (XA RINHAL SUFREMF 7, AARWR:




com.germey.xposedtest.HookMessage

Uf, IXPEGRAFZ )G, Xposed #fAE F SIS HUX A xposed_init SCAFAAHATHATE %€ 1) Hook IHE T .
e, BATHRERIZATE FECRIE. G2 5E MR G B R —F Xposed, 7 MZEARCRK.

HEEBZ )5, sl TEST#8, nLLE R HBL 7 FRCR, mEpoR:



o @ =@

A A

XposedTest

TEST

@ D:] 1:|' : \l -‘"‘I‘ o ”};
BOMIRIBERS BE XHHRs =B E—tUEE

KEATUER], REMBTARERA T, MY x+y=4TXAMER, XBWTEL beforeHookedMethod [95E 3, FRATTRIAE args MEE— S8, WA x BEURT 2, T - ANSHRA BN, -2,
J& BEAH 2T showMessage i .21, PINSEORYIESR T 2 712, /e Rt 4 7o X PRI L E] [ beforeHookedMethod FIFHIZ T .«




WA # A2 H T beforeHookedMethod HeSEHL T 28U HAUR, H2 T RIANTH A2 — T afterHookedMethod [FFIVE, BRI LIS 7 v (KR (0] 45 RBEAT 5 AL B, b fmnix B 3RATTHE afterHookedMethod 2 509 4~ 9
ﬁt

protected void afterHookedMethod (MethodHookParam param) throws Throwable {
XposedBridge.log("Called afterHookedMethod");
param.setResult ("Hooked") ;

}

X EIA N T param [ setResult 77 L AR, FI e BATT AT DUE BRs 7 L 3R I i A2 olodsi o
EHABATAMR, NEER T, RS Sl TEST #24, IX I ERATR UL R AL R T R 2, Wl pos:



o @ =@

A A

XposedTest

TEST

BIMDE REFRH BF XHH

A LA B 7R IR P 2 R T, IXIE S afterHookedMethod T2 I H -

fk, FAlE beforeHookedMethod Fil afterHookedMethod 45 ] LA SZE showMessage 7E i FH i i I (15 0k .



U, R ATERE T HE, 4TIF Xposed Installer 119 FH A& UM, T LA 2 3 7 01 B s«

Xposed Ins...

B >

bsed
bsed
bsed
bsed
bsed

296): Loading class com.germey.xposedtest.HookMessage

1499): Hooked com.germey.xposedtest Package

1499): Called beforeHookedMethod

1499): Changed args 0 to 2
):

1499): Called afterHookedMethod

psed ( 296): —————
psed ( 296): Starting Xposed version 89, compiled for SDK 23
psed ( 296): Device: MI NOTE 3 (Xiaomi), Android version 6.0.1 (SDK 23)
psed ( 296): ROM: V417IR release-keys
bsed ( 296): Build fingerprint: OnePlus/OnePlus2/0nePlus2:6.0.1/MMB29M/14478411
psed ( 296): Platform: x86, 32-bit binary, system server: yes
psed ( 296): SELinux enabled: no, enforcing: no
psed ( 296): -
psed ( 296): Added Xposed (/system/framework/XposedBridge.jar) to CLASSPATH
psed ( 296): Detected ART runtime
bsed ( 296): Found Xposed class 'de/robv/android/xposed/XposedBridge', now initiali
bsed ( 296): Loading modules from /data/app/com.germey.xposedtest-1/base.apk
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OK, B IERATHESEH T Xposed [ty Hook it T, i/ R BRI %k A 2 5] Xposed AL T .

52 App B
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(EEAEINE, BAEF R0 App (1) L0248, AT - LalE, kb L RKAE.
TBIXA B ALY ? XIS EIATAT B 52X App () %3 BT R i T -

T3S App R, AT BEE N, T LU LRATT BB G jadx 2R jadx- gui AT LUERAD 5o 1 K T

X R KA jadx-gui, AT jadx-gui, SRS ELEATIF apk SCIF, AT LU SR PG KE5 R T, W R:

| NON *New Project - jadx-gui
X B S TEHR #Bb

.41@55%@23’ Jaq:c::agaey

24 demo.apk

v =R

1 android

B androidx

B com

B gnu.trove

B io.reactivex

B me

B okhttp3

it okio

1 org. reactivestreams
B retrofit2

BRI

[ META-INF

| okhttp3

[l res
AndroidManifest.xml
& classes.dex

> resources.arsc

A9 APK signature
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e JADX W7Z(ER=: 0.41 GB t 4.(

JHEIL App (19 LEPUEL A AT LR E] APLi#KR (¥) URL Path 9 /api/movie, B jadx-gui ## 5 FIXMAT, BERERBILI A0 L85 L, WIEIFR:



| NON *New Project - jadx-gui
X B S TEHR #Bb

Sl [El ¢ P13 ) & ]2

e dero.apk TR
v

= R
» fit android . .
» £ androidx 1 |package com.goldze.mvvmhabit.data.source.http.service;
2
> £ com 3 [import com.goldze.mvvmhabit.data.source.HttpResponse;
> 9"”-”0"‘? 4 |limport com.goldze.mvvmhabit.entity.MovieEntity;
» £ io.reactivex 5 [import io.reactivex.Observable;
> 1 me 6 [import retrofit2.http.GET;
> £ okhttp3 7 limport retrofit2.http.Query;
> £ okio 8
» {1 org.reactivestreams 9 |public interface MovieApiService {
10 @GET("/api/movie/")

v égg;é;t{;?fltz 11 Observable<HttpResponse<MovieEntity>> index(@Query("offsel

> [ | META-INF

» [l okhttp3

> [res
AndroidManifest.xml
& classes.dex

> resources.arsc

A9 APK signature

=
N
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U, X IHGEWRFRATT AT LA AR 5 (37 31— SE KO (¥ B AF st 7 comgoldze. mvwimhabit.data iX AN A2, BATIFEE X, T EB) T 2073038 55T, o7 LRSS kAb index J5 V2 1 1 A& 78
com goldze. mvvimhabit.data. MainRepository . (] index 77 7% .

PR

public Observable<HttpResponse<MovieEntity>> index (int page, int limit) {
return this.mHttpDataSource.index (page, limit);
}

XIS T, CEZWASEL, M page, —/ limit, B2 T mHttpDataSource (] index 77 7%£3£13 T Response 14528, Ifd4s—4> Observable % 4.
U, IEATHK Hook — FIXANTFEIL. AT SEAERIA (¥ XposedTest IXAMHH T, 534MHiE—A> class, 45 M {F HookAPL, [RIIN & 245 2 BT Jridokieel N4 K. IEASEE, WRESWT:

package com.germey.xposedtest;

import de.robv.android.xposed.IXposedHookLoadPackage;

import de.robv.android.xposed.XC_MethodHook;

import de.robv.android.xposed.XposedBridge;

import de.robv.android.xposed.XposedHelpers;

import de.robv.android.xposed.callbacks.XC_LoadPackage;

public class HookAPI implements IXposedHookLoadPackage {

public void handleLoadPackage (XC_LoadPackage.LoadPackageParam loadPackageParam) throws Throwable {
if (loadPackageParam.packageName.equals ("com.goldze.mvvmhabit")) {
XposedBridge.log ("Hooked com.goldze.mvvmhabit Package");
Class clazz = loadPackageParam.classLoader.loadClass (
"com.goldze.mvvmhabit.MainRepository") ;



XposedHelpers. findAndHookMethod (clazz, "index", int.class, int.class, new XC_MethodHook () {
protected void beforeHookedMethod (MethodHookParam param) throws Throwable {
XposedBridge.log ("Called beforeHookedMethod") ;
param.args[l] = 5;
XposedBridge.log ("Changed args 0 to " + param.args[0]);

}
protected void afterHookedMethod (MethodHookParam param) throws Throwable {

XposedBridge.log ("Called afterHookedMethod") ;
}
i

}
X IRATHAIH beforeHookedMethod J5i44L args (155 M SHUEBUR T 5, XFF limit KRBT 10 7, W2 5, FERBUAR OB 2R M 5 K50 T .
THHNBATIE 7 A xposed _init HLIE SUFIX NN FISCAE, WA EEI0 T

com.germey.xposedtest.HookMessage
com.germey.xposedtest .HookAPT

Uf, B NREHTARIX A Xposed Bk, SRJEE R FHL, 45 FHETIXA Xposed Bibk.
NTEFA EHTHTIFRIA % Hook 19 App, & SR MIINERACR, Wl iR -
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Xposed API
5 ok T Xposed $2 i) AP,
LRI AT Hook #:4 JU Xposed 3 s —~> APL, 1 findAndHookMethod (¥ /3%, RATAT LATE T Xposed ST ) APL 4%y hitpsy/api.xposed.info/reference/de/robv/android/xposed/XposedHelpers. htmil.
TEIXBIRA TR LLE B W R —L8 APL, X B A5 — R,
o callStaticMethod: il #2575 7%
e findAndHookConstructor: ##%Jf: Hook i 757«
o findClassIfExists: TN IR TAETE.
o findField: RIUHL R A .
HIRE APTRA KB E AR TIRER, XEMAT ——FI8 T, EOEBIFRAT U 57 1 SR B3
T AMBARFHER ARIT 7C— T Xposed HLIHI I #-4 package (1112, API W httpsy/apixposed.info/reference/de/robv/android/xposed/package-summary. html.

TR 2 22T — 2R 75 ) Xposed A58, Lb A hitpsy/devsjournal.comvbest-xposed-modules.html FL I 51%¢ 1 JUEAR 52 XGHE ) Xposed Fi, 53 4MEF Xposed H13Ck hitps/xposed.appkg.cony, R A LA — 264 75
R IR R e — T, kS dRH KA.

Bk

AN Xposed [MFEAT S, Il 241432 T Xposed Hook App [HI7ifi .
Xposed fThBElEH SR, FIH'E, App REERMIEIEL I, NPT HRE Y.
A5 hitpsy/github.com/Python3WebSpider/XposedTest.

SHE
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https://api.xposed.info/reference/de/robv/android/xposed/XposedHelpers.html
https://api.xposed.info/reference/de/robv/android/xposed/package-summary.html
https://devsjournal.com/best-xposed-modules.html
http://xposed.appkg.com/
https://github.com/Python3WebSpider/XposedTest
https://forum.xda-developers.com/showthread.php?t=3034811
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