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—. FloodlightifiEAI] i&xlmodule , FFal

a. i E— 4R I0FMessagelisternerflIFloodlightModule .

b. A&

protected IFloodlightProviderService floodlightProvider;
protected Set macAddresses;
protected static Logger logger:;

c.5EHgetModuleDependencies 51, B RS IFERINB RS

@)verride
public Collection<Class<? extends IFloodlightService>> getModuleDependencies() {
Collection<Class<? extends IFloodlightService>> 1 =
new ArraylList<Class<? extends IFloodlightService>>();
1. add (IFloodlightProviderService. class) ;
return 1;

d.SEWinit ik, XANFTESEcontroller B3I, LUIMERABMEIRE LM

@)verride

public void init (FloodlightModuleContext context) throws FloodlightModuleException {
floodlightProvider = context. getServiceImpl (IFloodlightProviderService. class) ;
macAddresses = new ConcurrentSkipListSet<Long> () ;
logger = LoggerFactory. getLogger (MACTracker. class) ;

e. LHstartUp 7k, HPACKET_INVG BE8 B B BERAE, EXZ TR UVMBRIEFTE KRR B2
vIa+

@verride

public void startUp (FloodlightModuleContext context) {
floodlightProvider. addOFMessagelListener (OFType. PACKET 1IN, this);

}
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f.ScHMgetName /55 4 OFMessage I T 8% NID

@verride
public String getName() {
return “MACTracker”;

}

g. NPACKET_INSE b EEFR P IS BARS, %77 ¥:3R [FlCommand.CONTINUE DME H & S A BEFE 4k
kB,

@)verride
public Command receive (I0FSwitch sw, OFMessage msg, FloodlightContext cntx) {

Ethernet eth
=IFloodlightProviderService. bcStore. get (entx, IFloodlightProviderService. CONTEXT PI PAYLOA
D);

Long sourceMACHash = Ethernet. toLong (eth. getSourceMACAddress()) ;
if (!macAddresses. contains (sourceMACHash))

{

macAddresses. add (sourceMACHash) ;
logger. info ("MAC Address: {} seen on switch:{}”, HexString. toHexString (sourceMACHash),
sw. getld());

}
return Command. CONTINUE;

}
h. % 5 SEEF AR I8 75 E M FloodlightVEHRER,  IXFEFloodlight)S B BT B4 R INER, i Flsrc/m
ain/resources/META-
INF/services/net.floodlightcontroller.core.module.IFloodlightModule 34 F ¥ i LA R 38A) & VR n 2% 2%

IR

net.floodlightcontroller.mactracker.MACTracker

i.8 T B&ikFloodlight)3 Zh B INEAEER, BRATEE N FloodlightBEEREL B LA IR IIMACTracker, BRIAKI
Ho B L4/ src/main/resources/floodlightdefault.properties, iZ3C4FEH 8 R floodlight, $B{ERLIES
SRR BB AL TR

floodlight. modules = <leave the default list of modules in place>,
net. floodlightcontroller. mactracker. MACTracker
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j.J33Main.java

—. floodlightZE{3iERS

BN T, fopenflow SCRSE T4, 03T, BT AEEmA D NAlpox MRS IEA & Tk,
RJEE )L openflowdz il 2%, 2R JE i floodlight ) S0k X 7, AN ik Hfloodlight 545 4%, 485 X Hoftestil!
556 % FHnetfpgatit (1 openflow LI T — 1 o A FROZSE—B T W, 577 FHflowscale it/ 11 3 i st 2= AN
ZATHET -

T B 17 7 floodlighti 542, AR FARIVE, IREIFAMEZ 11, T CLBR AR PS4 E R T, LUS BUR 2 i A
FAL, SRR T E ST, B SRHORE T LR B4, I, 5 S A S B PRI SORY 4 A T
, RSV M, BRI R 5 AT AT, DAL A 2 60 TR0 (3 A, L R A A7 L
AP A RSSO A o 4h, ST IS 2 AN e RI800F L REMAE J7, JLEATEE A LBl 11/
HESE 140, BRI S0 S M

Floodlight{if F B ERAE 48 s B i # s pE A28 ], BN RGANA T IXAMHESL LI IFloodlightz 1. fE 36
, Floodlight ph 42 il 4 AR BRI S AR 20 i, 42 T S BB S 1 A 0o (1Y I 48 IR 45 0 N FH RS PP B BBz 11, I RS BLAR
ZNEESIE SRS ENE

5 i A B

ROIE B RN RPRS I R, ®4, D

2 i) 8 R AT ML T (1) 3 A

& FFloodlight BT IF L2 B8 (fEfifty ety D

— /N webZH AR R 55 4%

HATEA B SIS T i as Ak

FloodlightProvider (Dev)
DeviceManagerImpl (Dev)

A e

LinkDiscoveryManager (Dev)
TopologyService (Dev)
RestApiServer (Dev)
ThreadPool (Dev)
MemoryStorageSource (Dev)
Flow Cache (API only)

Packet Streamer

e A o e
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UL B FH AR B

1. VirtualNetworkFilter

2. Forwarding

3. Firewall

4. Port Down Reconciliation

S word HURSI IS iy, LA SR UL T-8L 175 AN AN K SE R B 132

=. floodlight DeviceManagerImpl ..,

A FIMACHBHE FIVLAN K x — N 1 %
N R DN B R E IR ER 2%, I Home CH & .
2)R4- 444 . IDeviceService

)RSk 1StorageSourceService. IRestApiService. |CounterStoreService. IThreadPoolService. IFlowRecon
cileService. IFloodlightProviderService

4)javaff: net.floodlightcontroller.devicemanger.internal.DeviceManagelmpl

5) TAEBREE: W& BLAs Packetiniff K 1143411 7%, I MPackeetindl 3L PRk B a4 5 5, I SEAA 7 K84 Be &
AT BRE DU T SR 5 R4 FIMACHEIE FIVLANZR R — AN 1525, X AN @ P vl DAME— bR i — s st, s
AR AT LUK B R g 1k, FlaniPHbk . S35 — AN RE RS WA I 2R, £ —PopenflowX g, —A
Bk e — ke, {EiX Hopenflow X f54i 1 & Hl [F] — > Floodlight S 451 A ) 2 AN S B AR & o & BEAS
WoIPHHE, 22E i, WA WE TR TA],  f5 )5 — OIS TRI A DA A AT T A i S A ks

6) R B : WAAEATTAR (immutable) , XELEREIRAGERAA — & sIH, e geilidIDeviceService
APIs i) .

TYMCE: SXABEHERIASE S P, AN AT ] F P Sl n 28 o FH KB
8L EZH: ¥k
9)REST API:

M. floodlight LinkDiscoveryManager

LinkDiscoveryManager (Dev)

Dfaifr: RIFYEd openflow (X 25 R B BOIRAS .

DRSS ILinkDiscoveryService

3RS HH: IstorageSourceService. IThreadPoolService. IFloodlightProviderService
4)java3CPF: net.flooldlightcontroller.linkdiscovery.internal. LinkDiscoverManager
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S) TAEJRH « B RIS HLLDPAI 1€l (aka

BDDPs) KULEER, LLDPHH IMACHHEJE01:80:C2:00:00:0E, BDDP] H [{jHshil: /2 FF:FF:FF:FF:FF:FF, LLDPf{LL
KPR ALE0X88CC, BDDPK LUK MR ALZ0X8999, 44 K LR 55 AN 1E A M A &0 0 112 S E MR B
1. QI AS b LER 2 44 B link-local packet (LLDP) (@Honors layer 2 broadcasts.

R AT LU BIER), WA L) #E . i RLLDPE A — N HUR 2%, J3ah— N e T AR [ LLDPAL, i W IX
AN R EIER), St @y — N EERE, R/ SBDDPAN AN &%, EH S s 20, 3 IHE ISR
PUZ A 3 28 TEVE I ) )2 AL, s i — A #RBERK

6)JR R B

TECE : IXAREERIAE S I, AN AT AR R Pl i 480l FH X A

MLESH: B

9)REST API:

H. floodlightTopologyService

TopologyService (dev)

Dfaifr: #AMIRS A A S AME R, s R L8 2%

DRSS TtopologyService. IRoutingService

3)RS-AH: ILinkDiscoveryService. IThreadPoolService. IFloodlightProviderService. IRestApiService

4java X ff: net.floodlightcontroller.topology.TopologyManager

S) LAEJRHL: % Rk5 MILinkDiscoveryService 1 3R HURE 5 S F VS H I 28 H 4b, ZEHFMIRSS A — MR S Sy
openflow X35, openflow X 3545 1] 42 A [A]— N Floodlight S AHIE (1) —4HAZ 4L, openflowX 38k 2 [A] ] LA — 2 #dFo
penflowAZ #ALAHIZE, h:

[OF switch 1] -- [OF switch 2] -- [traditional L2 switch] -- [OF switch 3]

FIRIEER SR O Nopenflow X 35, B —AN s TRIS24L B, 58 — AN Hs341 .

AT B3R FME BB AEAE AL — DR D S A AR R a5 R, S AR S B SR A e AL AN
A, I HAR ISR R, i RIS T SR W S SR S, i ZE S Topology Listener i [

6) R PE: 1] LA Eopenflow X 8 A N —NIUAREER, (HI2ANREHE 2 — A M AEopenflowsZ 441 E]openflow X I8 (1) TU A
%o

TECE : IXAEEERIAE S I, AT AT AR R Pl i 480l FH X A

QMEZH: Bk

9)REST API:

7~. floodlight RestApiServer
BE IR ( —F—ZIRERRIBE )

/src/main/resources/rentron.properties Pt & rest Ji 5/ W W7 %t 11
Floodlightdefault.properties /3 &) ik 4%
Services/net.floodlightcontroller.core.module.IFloodLightModule & 1k

RestApiServer (Dev)
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1) /r: RestApiServerili il HTTP MY LREST API.

DRSS EMEE . IRestApiService

3RS A B

dyjavaXfF: net.floodlightcontroller.restserver.RestApiServer

5) TAEJEEE: Rest

APIR S5 1 HIRestlets e, H& 5k T RESTHR 5542 it APTRURE B 245 I — > S Bl RestletRoutabled% 118, % —>Restlet
Routable 2 %5—~5jRestlet % i Gl /& ServerResource ) AHIER M H . H 7 75 ZaIN—A B & RIS H kb PR
SEURLIIE K, %8754k KRestlet. {#/H@GET. @POSTYE MKk £ M THTTPIE KK 7. FA1LiE LRestletEP
fL5 [P JacksonFE K 52 i, Jacksonfy PAFN 5L P HIAE AT S, —Fd A 8 H getter 77V AL IR L By, —Fh gl
AR B SOF AL

6) )y PRk :

OFEARBATLIME—, AREHE

@Restlets H fi il TE&%%DW R, B R MR SLE R RESTIR S5 3R 8t —Hid, A et 2R it — MR A
Bl % 1

TRCHE : XABHRERAE S T, AT AT AR R C B A0 804 T IX A

8L B S

port: HTTPHRSCR T (I TCPY 1, 28AY: int, BRIA{H: 8080

9)REST API:

1+ floodlight ThreadPool ( Dev )

ThreadPool (Dev)

D/ B T javart [F)ScheduledExecutorService, ‘& 1] LAYEFR & (I IS 47T —ANERFE, 0 n] LR R i BT 1)
PAT— A ERE.

DRSS . 1ThreadPoolService

3RS HCH: BT

4java X ff: net.floodlightcontroller.threadpool. ThreadPool

S) TAEJREE: S Hjava R ¥ ScheduledExecutorService .

6) PR PE: Bk

TFCE : IXBEERIAE S I, AN TG ZATART R Bl i 28 FH XA BB
QMEZH: Bk

9)REST API:

J\. #HEEARTFh2,someMemoryStorageSource

MemoryStorageSource (Dev)

)& /: MemoryStorageSource & —NE N A7 H FINoSQLAZfifi,  $E 4t T g oo A% s 11 1 %1
DRSS HEME#E : IStorageSourceService

3R S-AHS: ICounterStoreService. IRestApiService

4java 3 fF: net.floodlightcontroller.storage.memory.MemoryStroageSource
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5) TAERREE: BT IR I S n LA g MIBR . AE S A A7 A g B s, T s A2 3520, AR
SEHL T IStorageSourceListenerd [ [P ER m] DUAR W Wy BEAN e 5 HEAT s iy ol

6) )y PRk :

O A BIEAFMAENAE L, Floodlight% M1 J5 $id st & 2k

Q%HE 2 MBAT R, AR T AR, s i n] DL B R .

TECE : XAMEEHEBR L BT, ASTE AT A (14 O Bt N A8 X AN B b

QNLEZSH: B

9)REST API: #

J1. Flow Cache ( API only)

Flow Cache (API only)

7 L& BIAE W 4 rh {7 B PRI JE B AN R, e T IRGEAFAPL, WRSE SRR A B, B AR R T3 T o
odlight[KISDNFET, il frt o] A8 # b1/ i ot o 3 110 Ak B A DK 22 B0 TR o 40 15 2 1

floodlightst X T M ZEAFAPIH— R A E 40515, N IR I AN 53] LAAT I AN 18 HIHE S BT X AbAT TR FH ) 75 Sk R S B
il Ry %

TATIEAESS Iy B Z AP A %, A5 i 23 K At BIFloodlight 93t [, [R]IAR nJ LAAE SR Z2 A7 5 rh 4% 21 APT
() a7 3 1

ASHML/E % O P A (14511

H T RHRGEAF B B8 U, FRATTRR B AT 4 L/ 5 O PR A A B ) SRR R B A B ) 1 H -

DY LinkDiscoveryManager & HlL— ANk % 8 3 i 1 < PR, TopologyManager™ ff“NewlInstance Worker” 2 #2423 Ab P IX
AN, ERXANLFER S R 2 U8 HlinformListeners, informListeners & — /N H XN HET AT, DUELLPTA X
(EREUPRS I oA S e X U oW

Q@IX IR 2 8 8l , XA A SE I TopologyListenerd% I fjtopologyChanged /7 7%, J H.i# i TopologyMana
ger.addListener /7 VR X AN B N2 Wy 5 51

OTEMRMIELE A, n] LU I Topology.getLastLinkUpdates /7 73K AT T A7 #h #1484k, I Hon DUId ik HE 7 4% T 7
B, ] DAAEAH QI AZ S L B B 00 OGP R R AR B AL, DR R 7 B4 B ILink Discover.updateOperation. LIN
K_REMOVEDHA} CREAMHIR A HMLARA — A1), MRIEFREN 4% B AR T LA SIAH G A2 e Lo 11

@ F— L&A 52 52 m A # A LR FIAR SCus A SR I, )2 —~OFStatisticsRequestyd 5., 1 LLH it sw.sendStat
sQuery J7 V2 ITH LR IE 4 AT b Lsw o

O MR L FEAAMRR SR — AR, 4 T RS2 XA  openflow B (0 (1 B, AR (I AEHL 22 S IOFMessage
Listenerf% 1, Jf HACFEOFType.STATS _REPLY .5 o SRHLE WA I 5 /it v] LU B LA P o, IR R il Ak e
ST A — M lowmods F M BR 1 JE I B2 L8 .

Bk ) R T, AR BT B IS DA S DR R IR 25452 11

AT I P 2 AR B AT T A ORI 5 e A2 T 28 AN [R)ASE ke s Wi 5 B o A v AT e LI, W22
PR SR, XA RO R B A R A G2 T — AN .

MEAT AR S5 B 4 S Yo, FEAPT & JEoR T A v A B ik =X O TIREAE =0, mnf oA —A>
EEE 3 O EEES

W E (reconcile) FEHIRIGHM AT FIAZ ML IUL, R AT DA H] 2 MR Ur A R FdE, eI SE I FlowRe
concileListenerf% 1 FireconcileFlows /7% . %70 INZRI =R 25 4L, n] Ui i OFMatchReconcile X At 1AL i 45
e, [FIGEE T — 24 O TR E AR S I A i

10/37



SDN-SCUEC-Rajesh FloodLight i i i i3

—+Packet Streamer

Packet Streamer
DA R — N RIRS, TR SE DRSS vl AR AT A A e L 350 2 A e W 5235 2 0] A e B I A8 e 5 ds
o 'EHPIMNMEIIE: O—ANEETRESTIHE N, %4 1w T B T B W openflow B RFIE, FATIFRZ A 98
;@ —AMIE T Thrift 50 it g8 2%
2)REST API:
3)EE T Thrift iR Ss: HR E IR 25 /2 55 T Thrift i k45 # (AR, Tt 7 Thrifthz 1, 5688 Thrifeh 1w BLAE
/src/main/thrift/packetstreamer.thrift $% 2 .
Floodlight#4) & A AF ji T Thrifthi 45 fljavafipythonfE, 38 ik 7644 £ I AR setup.shH 78 0 187 5 R 08 5 e 10Uk ) A SCRESL
EES.
REST
APIHTHEIR TR &R G, SiEIDEIE LG, A LU Thriftd It ) getPackets (sessionld) J7VAETR & 216 4L
P54, terminateSession (sessionld) JiiEHIRZIL— NIER ST, NAH—pythonHH] 1.

rvice PacketStreamer f{

Synchronous method to get packets for a given sessionid

list<binary> getPackets(l:string sessionid),

// Synchronous method to publish a packet.

//1t ensure the order that the packets are pushed

132 pushMessageSync (1:Message packet),

//Asynchronous method to publish a packet.

//Order is not guaranteed.

oneway voidpushMessageAsync (1:Message packet)

/Terminate a session

void terminateSession(1l:string sessionid)

y:
lake socket
transport =TSocket. TSocket (’ localhost’, 9090)
# Buffering is critical. Raw sockets are very slow
ansport =TTransport. TFramedTransport (transport)
Wrap in a protocol
protocol =TBinaryProtocol. TBinaryProtocol (transport)
# Create a client to use the protocol encoder
client =PacketStreamer.Client (protocol)
# Connect!
ansport.open()
while 1:
packets =client. getPackets(sessionld)
for packet inpackets:
print “Packet: %s”%packet
if "FilterTimeout” in packet:

sys. exit ()
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cept Thrift. TException, e:

print’ %s’ % (e. message)

terminateTrace (sessionId)
HE il AETCAS I Floodlight A7 — /N T MACHIIE [ 2 B i 7=, FLrb o0 0% oA A L& 0 i T 2
AR T o T RAZER R o B AN 4IREST
APIFIThrift F i fff FH 751 (1 5 ipython % P AR5 o SR OR & S AL 2%& 1 Thrift, I H45 R+ gen-py M Thrift
python H s [ IE#fi #5415
S)WHy RS : AT LIRS FMACIHI ] 4 RS LR kS5, net/floodlightcontroller/core/web/PacketTraceResource. |
avait L TRESTH:H, nJ LAfEFilterParametersZS 8 I BORY EULAC 7 Bt, W] LA{Enet/floodlightcontroller/core/OFMes
sageFilterManager.java ' SEIL UL ECZ 5, n] LATH] 5L (1) 7 getMatchedFilters 7 &t VL AL IZ Bk e ks . R A
Z RGN, AT DA ] — AN AT HE S AR S i ) S 3
6)HE tuAk 2. FERE TMACHINE WL~ AT — AT Bt ks AL a2l s, Hodls B i X4k & fEnet/floodlightcon
troller/core/OFMessageFilterManager.javat 5¢ s,  7EHELER fvh,  wl Be Al JSUan I B G s, o et X LIAE A
S BRI —HB S I BN Es R R JE A, RS 21 & 1 R i S PR A% AR

+—. VirtualNetworkFilter ( Quantum
Plugin) ( Dev)

N R AL T VirtualNetworkFilter. Forwarding. Firewall. Port Down Reconciliationfitk .
VirtualNetworkFilter (Quantum Plugin) (Dev)

1)fijfr: VirtualNetworkFiltert b2 — 2 F—AMaj R R L 4 o R m] DU A e e — A 2 b 37 2 N2
RIS, A ] DU A A ] BAZEOpenStack L A# A .

2554t IVirtualNetworkService
)RS5 : 1DeviceService. IFloodlightProviderService. IRestApiService
4)java X ff: net.floodlightcontroller.virtualnetwork.VirtualNetWorkFilter

5) T {EJEH: Floodlight)d sl (M I A0 B4, Xt ENLZ IANGER BMAE, RS P0L 0 265 ) 4t DA i ol
AT LR R IR R 2t b, A [ O\ BIPacketinit B BEEE AT, — E.52 F|Packetini 5., s
A B IIEMACH H IIMAC, Wl JEMACHT H IIMACKE [F]— AN I 25 1, B4 iR [M/Command.CONTINUE,
XA P e B Ak 2 b B, 15 0] 3R [FICommand.STOP, XMt &4 & 57 .

6))% B -

OB AT 2
QBB K e — DMK (A FEAU R 25 7T LLE AT TR — SR 55D

@A) A E AL
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@Pr A DHCPit AR T LLIE i

TECE: EAMEHAEBR A 0L A N, TR E S FECE, 285 Floodlight 4 e in#k e, T
BT — A RBAECE, XA 4 FR 2 VirtualNetworkFilter,  BRiA L& SCfJ2:  sre/main/resources/quantum.pro
perties.

The default configuration for openstack

oodlight. modules = net. floodlightcontroller. storage. memory. MemoryStorageSource, \
.floodlightcontroller. staticflowentry. StaticFlowEntryPusher, \
.floodlightcontroller. forwarding. Forwarding, \
.floodlightcontroller. jython. JythonDebuglnterface, \

. floodlightcontroller. counter. CounterStore, \

. floodlightcontroller. perfmon. PktInProcessingTime, \
.floodlightcontroller. ui. web. StaticWebRoutable, \
.floodlightcontroller. virtualnetwork. VirtualNetworkFilter
.floodlightcontroller. restserver. RestApiServer. port = 8080

. floodlightcontroller. core. FloodlightProvider. openflowport = 6633
.floodlightcontroller. jython. JythonDebuglnterface. port = 6655

A = S S S S S S

8L EZAL: Bk
9)REST API:

+_—. Forwarding ( Dev )

Forwarding (Dev)

1. f&j4": ForwardingfE PN 2% 2 )5 e 8 £0, 1DeviceService s 8 R IE W& FHIRUR #5428 .

2. kSRt Bk

3. HRZHKHi: IDeviceServices IFloodlightProviderService. IRestApiService. IRoutingService. ITopologyService. ICou
nterStoreService

4. java3(fF: net.floodlightcontroller.forwarding. Forwarding

5. TAEBRBE: T Floodlight# it Bl n] LU TAEAE [F] I 40 2 openflow &2 Al LA dEopenflow ZZ ALK M 4% 1, Forwarding
WEH RS T IXRE L, FE S Ay ROR B A o8 3 HH T A7 40 3 B0 £ 2248 s openflow X 45, FlowMods#4 23 Wi fix
A EE 0, WA —openflow X 35 I E]—PacketIndid 5., T IXANX Ik & A AW & 223850, XN
(ER SR AP

6+ JriPRYE:

OH AT AL Dy RE

@A VLANI B BRI fif

7. BCHE: ZAEPERA S B I, AN AT AnT I k BE N 2

8. MLEZSH. Bk

9. REST API: %k
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+=_. Firewall ( Dev)

Firewall (Dev)

1 g B KERN AR Se B 17— Mloodlighttiib, iz Huit it Kl PacketINAT b 1 AT fEopenflow
enablesZ #HL LBl ATACL. ACLIE—RI KA, XL SR VF B I 4a i AN AZHAL LR .

BEAS AL AT G R UL E 0 58— A Bt L AR < i & — 1 packet-
ine Bl KERRLNFZ AL SE 2R, JF4% [ Openflow 1.0 7 1 #L i€ FrIOF Match AlIPacketin ™ () 3k 7 Beit AT VL L . %%
Yot e VLR POE A B B E CRRVRARZE) |, i r] LLE I OFMatch & SCHIIBRETT -

2. B KEHemG B s LNy sEAE, B K R R B I (A gt AT HE Gl B IREST

APD) , BE—AEPK ffPacketinBdls A 2 Mt (AR SE RANBIZR UL RS, B IR H —DMILEEGEFER IR . IRk E
—LES, Ak 7EIRoutingDecision X 5 KA1 it 2> 1% i B Packetin 4 B TE H 1O LR R 7, IX—#RAf 2 2
ikForwarding=li # e (I R (N2 S BT AL RIS A EALLOW, T84 Forwarding - 2x- A7 —
AEIIF R, MASEDENY, s Zstdntl. MRS, AILLATHAM LIS A% H #6200 I 1) S5 I B K sk 14
DEHC R

B KGR SCVFRLN EA o MR, EATPR S IS AT fek, R —AMRIEAH1 T, B £115192.168.1.0/24
THF R SPAEL, Bk THTTPE (TCP 80%mH) .

protocok destinationdP+ destination-ports actione priority®:
TCP«» 192.168.1.0/24- 80« ALLOW: 1+ a

TCP« 192.168.1.0/24+ wildcard~ DENY«  2¢ o

VERIXRME O AT AR, RN R A REVL RSG5 N R AR, TTURRE T 5 AN SRR
WeForwarding®e & RIS HALHIFL A H A28 H s ARG VLRSI A S, R A I H i R SR E 1o 1, A8
ANl s K ik Packetindi R OL T, BUE H 13 F2 80 B ks A 5.

3. REST Interface:
4. Examples using curl:

5. MR ke MRAE 5 T il FH EasyMock @il 2t (1 H 24k 5ok, FirewallTestZE m] LLd FH JUnitFlEclipse AT 11l
o AE RS MG, Packetin S AR AT, B5 K8 11 8 2 42 ) 2 SCRIGIE R o N 2 A A H
B FI 2 «

DtestNoRules: {EEA AT RIS LT Kk — A PacketinFifl:, Bl KRNV iZE4aix B &, 31X 42— AN 50 )
%o

@testRulelnsertionIntoStorage: [1] B K EG7RIN— NN, W84S B ARG R IGUE S, 3K — AN BRI 61

OtestRuleDeletion: A5 K& M ER— 2N, ERLAS A A7 2 R IIEE, X RS — DRI 1 .
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@testFirewallDisabled: 7Ep; k5525 F I HAGRA— AR5 LN Kk —A>Packetingdifl, B K5 Y 1240 4o ix Lo &
y XM A
OtestSimpleAllowRule: #in—yFN, AVF—MPE S —MPZIEKTCPI S, Jfkik—packetinFif, 7riLik:

Bl K )R8 25 RIS — ANzl B R, AR IXA s i B, XA I TR (A2
FHAR, AR AT R ) .

®testOverlappingRules: #sI-—L4 B &N (GELPTAKITCPHURER 17805 1) , XANMNRE i 7 2 MK R
FAiOL (A allow-deny W E SN .

OtestARP: JIKARP) FEE KA RN, P B SRVFARPI ML RN, - BT A3 SR ) i 6o mT LU

®testiPBroadcast: fEBA A BINFIE O T RIE—D = 2P #EtPacketindif:, Bl KN iZ VIR, X
e AR 7k, Ei TP BT E (C2+ =R /% .

O@testMalformedIPBroadcast: & %A (KLU G G T ik n] LU TERIPT Hipacketin=i £, Bj K8 M iz fh 41X 44
i, BROMIEAMEN ZE ) R SR RN, XA,

@testLayer2Rule: 4K AR VF I /M8 MACHEE Z RIS, 6 — MU H AR INFE 48 BTG M TCP &=
, BL—NTCP Packetin=Zi {4, Bii KRS iZ R VFXEEiE, X2 —MERIEK, i 7 A R —A 14,
6+ ) U PR -

O ik HatEDELETE REST APIASBEMI R A AL 1f1ia, BRI BEAEASHA LI 4% H 21°es (103 B I 1] B 4 B B
s IR R B R — RN B AE — BN )2 S A BRI R, R B IE S i A WL R & — EAE L .
QTEBMIFEBF, B KRN S FETCP/UDP; 5u FH,  {H Zopenflowiit VEECAL A A vFfe @ b LIYEH,  Frfaix A
FEE AT SE I

+PY. Port Down Reconciliation ( Dev )

X RIE R, B EHEE
Port Down Reconciliation (Dev)

1. fiij/r: PortDownReconciliationfdk (1) SEHLE A 1 73 1 9% P AR IR A Ak B R 265 B3R . /EPORT_DOWNHE % A 3L
R RZ G, IEAMEEHOR 2 FM R EE R XA . BT CR e m s 2 5, floodlightY. 1% &8
PEALEERK, WMERIERAH I o W B XA, U SRR 1 N B AN IR 1, DRLA A 3 DT )5
BAE.

2. TAEJRBE: M%—TFRATE DRI, 05 TacHbls1, s T AN EHLh, A HLs2. 3, HIZEHEMN
s2. s3it AFs1, HirHubkEh1, HZBhEEEOCH T, sS4 controllerii%—/NPORT_DOWNIE %1,
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SDN-SCUEC-Rajesh FloodLighti5ifith i it
e 2IPORT_DOWNEE i BB 2 o, 2R s R BN O P o 11, SRS s i A H 110 1 5 % o I 5038
R0 L, E2 M ey,  Jf H o3 N g AR RS B 3 25 g i OFMateh il i@t & 5 .

RG] e AR GO -

Short List<OFMatch>- (Invalid- match- objects-of flows-directing- traffic-to
ingressPorts down-port)«<
1 [matchl:datalayerDestination:- "7a:59:cd:34:a7:9b",- «

datalayerSource: "c6:cb:ad:80:49:70"]+~

2¢ [match2:datalayerDestination:- "7a:59:cd:34:a7:9b",- + -
datalayerSource:- "c6:cb:ad:80:49:69"]~

PREESIIZR T, AT H 41 R 5510 ) P9 258 v P AT ALK BE B, ARG INBERS . $ i P A IO AS b, X8 As el tn
BT HARSHNS s, H AR O B 5 iR 1) TR N 1, IR BIXAEIVLAC, B A XA AL = g
INFARERASHALR T, SRR ) A IE R ATIE R4 OF Match.

FHABAZHALZR 5] -

I0FSwitch- Short-outPort List<OFMatch=>"{Invalid match objects of flows directing traffic.  «

S |outPort to towards-the base switch)+
link-connected
tothe baze
switch )+
s+ 3 [*matchl:‘datalayerDestination: “7a:59:cd:34:a7:9b" -+ i

datalayerSource: "c6:ch:ad: 8049 70™)

SW3+ v ["match2:"dataLayerDestination: "7a:59.cd:34.a7.98", + 1
datalayerSource: "cé:chad: 8045657«

BUES VLA T BEOX LSBT, DAY H b 1 e b 11 RO AR 2 s 1IN BR AR R i A pedi ) fils 1 AR SR AZ ALK 2R
51, IHAE EIAPATATR 3, XA RE B BRI AT, M2 B R .

3o IEURUR FRYE: 0 RAE — UL AT H ik (0 86 i A S B 1AL, S S B (AT HAT RS 2 RN R] R e e
T2, IXAER TRGMNAIE], AERXS T 4Ed 2 R i se e, X .

+31. Module Loading System ( —)

—. f&/: Floodlight{{ FH 4= A= A AR ER R G0k phog MR 2512 4T, XA RN H brsé:
1) I8 OO ST A Y R LA R 2 A 4%

20 SEIL— AN TF LA 5 A T A0 AR

3) A —NE LRI I 6 MAPILLY €Floodlight

4) AR IEAT R AR AL
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T R BURRGE S LA BB B RS B RS BCE SR — N Ejar X RS T T R
FEHRA 2 1 SCA
1 EHe: B e Ly — AN T IFloodlightModule % 1125 . TFloodlightModule$% 1[5 At 7 s »

%

Defines an interface for loadable Floodlight modules.

At a high level, these functions are called in the following order:

<ol>

<{1i> getServices() : what services does this module provide

<{1i> getDependencies() : list the dependencies

<1i> init() : internal initializations (don’t touch other modules)

<1i> startUp() : external initializations (<em>do</em> touch other modules)
</ol>

@author alexreimers
/
blic interface IFloodlightModule {

/%%

* Return the list of interfaces that this module implements.
% All interfaces must inherit IFloodlightService

* @return

*/
public Collection<Class<? extends IFloodlightService>> getModuleServices() :

/%%
Instantiate (as needed) and return objects that implement each
of the services exported by this module. The map returned maps

*

*

* the implemented service to the object. The object could be the
* same object or different objects for different exported services.
*

@return The map from service interface class to service implementation
*/
public Map<Class<? extends IFloodlightService>,
IFloodlightService> getServicelmpls() ;

/%%

* Get a list of Modules that this module depends on. The module system
* will ensure that each these dependencies is resolved before the

* subsequent calls to init().

*% @return The Collection of IFloodlightServices that this module depnds
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* on.

%/

public Collection<Class<? extends IFloodlightService>> getModuleDependencies() ;

/%%

* This is a hook for each module to do its <em>internal</em> initialization,

* e.g., call setService(context. getService("Service”))

*

* All module dependencies are resolved when this is called, but not every module
* is initialized.

*

% @param context

* @throws FloodlightModuleException

%/

voidinit (FloodlightModuleContext context) throwsFloodlightModuleException;

/%%
This is a hook for each module to do its <em>external</em> initializations,
e.g., register for callbacks or query for state in other modules

It is expected that this function will not block and that modules that want
non—event driven CPU will spawn their own threads.

ESE S SR G G

@param context

%/

void startUp (FloodlightModuleContext context) :

2) k% — MR REEE - AEREAIRS, RFSHOE SO — N4k FloodlightService % I 4% .
*
This is the base interface for any IFloodlightModule package that provides
a service.
@author alexreimers
/
blic abstract interface IFloodlightService {
// This space is intentionally left blank....don’ t touch it
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AR — A4 0, RN T INECR G & 8 B R i R R AL 22 411
3) FCHE SO FCE SO B ANUE TR n] DUINEL, e s e stk javal@ k,  ATHISEENT, 7EBE) 3 i
sefloodlight.modules, fE& LIE 50 BRFIAISIER, w DAAE—4T, BCE AT\
Wifr, FilJEFloodlightER ik i & S
oodlight. modules = net. floodlightcontroller. staticflowentry. StaticFlowEntryPusher, \
t. floodlightcontroller. forwarding. Forwarding, \
t. floodlightcontroller. jython. JythonDebuglnterface
AVFZ WA SRR R B S gOmE T, XRPREIR S A3 74, Wil — MR A SRR IR S
» LA ST I HL I ) 5 Lo
4) FAi Ml Hjavalf)ServiceLoaderdk IS8 B 42 b AR EL,  IX B SR BATIHN H SCAF P A IR, XA SO A 2O A B —
ITHA — e 2E 4, XA U AEsre/main/resource/MEAT-
INFO/service/net.floodlightcontroller.module.IFloodModule. Rl H (RN jarSCHF - CUnSRAT H 2 Njar SO st B G &
) #EATE H CIMETA-
INFO/services/net.floodlightcontroller.module.IFloodlightModule 3L £, %1 Hi 528 T IFloodlightModuled% I 12K, Filijg—
TR S
t. floodlightcontroller. core. CoreModule
. floodlightcontroller. storage. memory. MemoryStorageSource
. floodlightcontroller. devicemanager. internal. DeviceManagerImpl
. floodlightcontroller. topology. internal. TopologyImpl
. floodlightcontroller. routing. di jkstra. RoutingImpl
. floodlightcontroller. forwarding. Forwarding
. floodlightcontroller. core. OFMessageFilterManager
. floodlightcontroller. staticflowentry. StaticFlowEntryPusher
. floodlightcontroller. perfmon. PktInProcessingTime
. floodlightcontroller. restserver. RestApiServer
. floodlightcontroller. learningswitch. LearningSwitch
. floodlightcontroller. hub. Hub
.floodlightcontroller. jython. JythonDebuglnterface

+75. Module Loading System ( — )

R S = S S S S S S

= JAZHIT

D PRI BT i (SiIFloodlightModuleff128) a4k %), I AL =/AMWUK (map) -
ORGSR FE ST RS ISR A2 IR S5 HOAR H 2 8] P e S5f
ORISR LA AR AL R BT 7 R 2% 2 T () B St

OBA TR L ST IR A 2 [) ) e S

2) RSB B NG AR B P SRk e S B B e NS, T ARG B SO E S
PR ot BIAS o, AR O S A I BB R sh a3 b, an R MR RO A s I B
FFNERF, BSAEZBE L getModuleDependenceies /5. {EIX LA PR 0L Al GE 51 AL FloodlightModuleExcepti
onF i, B MG DL AN BIFE NG E SO b SRR R B A R A, 5 A D MR A R B4 IR 5%
s HVEA TR UL A .

3) WIAME: G P B kAR A, JF HAE B Hinit /v, IRAEREER 2 o 1 21
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(DfEFloodlightModuleContext_I i [ getServicelmpl /5 ¥4t e (I ## 5 21|

QX B A I EEE S5 PATHIAA AL .

init 7 V2 FH R 2 AN 5 1 o

4) Jashbbe. ERMEB B Hinit 75)5, st HstartUp J7 v,  AEIXAN 7 v iR Bl 250 H BT st (i Ak e
il Af FH1StorageSourceService B AE £l ZE b 3t 7 — MK B3 HIFloodlightProviderServicefJexecutor It 45 & 3.
— R

VY. iy ATl PR T A

1 FAfiHfloodlight.jar: i AR M2 AT BRI IL B 32 1T floodlight, 5z ] 5L (1) 75 V0l 1847 X A i &

1 java —jar floodlight. jar

2) Ml ZANarse a2 AN jar iz T openflow, 41 RARAEUH AAMOE S K, BRG]

, RS AN

1 java —cp floodlight. jar:/path/to/other. jar net. floodlightcontroller. core.Main

cpZ AUt Prjavalli R B AR T B L8 jarSCAF,  main 7 VAR 7R 12K Hinet. floodlightconntroller.core. Main& i « - WA ARYR

I jar SCAFEELE T SELIFloodlightModule B 1128, /Rt B2 PR 61 & T MAIN-
INF/services/net.floodlightcontroller.core.module.IFloodlightModule.

3) FaE e RIECE SO A X AP T AR AT DR — AN I E S, X R B fiE i .

1 java —cp floodlight. jar:/path/to/other. jar net. floodlightcontroller. core.Main —cf path/to

S HUA AR BT A LI G, XS EAE ) T javafe) i A djava B SN L. 8 H MIBAN AL & SCAF A7 A -

A -

cfI I $R 2 M E S config/floodlight.properties SCA4 CUIRAFAERITE) + TEjarSCALF T Hfloodlightdefault.properties
A (#Esrc/main/resources 1) .

+1+. Module Loading System ( =)

i BEASBEIEC BRI B E SO W] LR e BB B I, SR U <fully qualified module
name>.<config option name> = <value>, AL TEHEEMRA, ZFEEh ] DO RS2 © A CBLE .

BN FATELAREST AP E — M, ] EAZERE & SCPF I L BCE

1 net. floodlightcontroller. restserver. RestApiServer. port = 8080
7t RestApiServer.javaltinit /7 i FF iR HTIX S 10

// read our config options
Map<String, String> configOptions = context. getConfigParams (this)
String port = configOptions. get (“port”) ;
if (port != null) {
restPort = Integer. parselnt (port) ;

o Uk W N

}
XA TFEATRG A, A P B LT, FloodlightModuleLoader N4 & I\ B3R 85
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0] L Hjava g Pl o aiy 47 107 SR 2k . 108 2 78 5T ] floodlightfit & SC 14+ §i8 5 13 1

1 java -Dnet. floodlightcontroller. restserver. RestApiServer. port=8080 —jar floodlight. jar

AW REGER: S eI javal@ P i -jar
floodlight.jarZ fiffi e, fEE ALK A RIS i 247 S5k id fhjavale)e . o e AE-
DI A A A

AYILCE

@AM T ACFRAEFR UG, init )y vEFstartUp J7 725 i FH AR J& AN 52 1
QIR I & S A B Bl floodlightdefault.properties i 1], & BRiA I8 Ejar S E

QFFMHRAEA — NS A GRIFZZ) 5 7 LRI o B0 58 AR 55 A% Elinit /A

OZANIRAN % RS ES, HETUHIRKES. #liiLearningSwitchflIForwarding#f /& #% k& Packetin#
PRI, T AR A R RS, BADIERE RS RS,

F i Ffloodlightit N 58 T, T IHEK. REST APl. QoSZEH B ARTEMAK T .
X HEEH2013.12 S, NE—4F,

1/\. FloodlightZFRIRIEPacketinjE2RIINE

£ OpenFlow ki 25 i Packetiniif 2 A bl a2 il A8 e 2 (KT L, R Pl e ey ZORME R R, Befr e —

. fEFloodlightfy 1R Z it #i 2 Ab #E Packetiniiy 5L, A AT] 2 8] A& DL A 7 S0 AT 1 e — AR 5221 ) i

7EFloodlightH BT 15 Wr OpenFlow i & A EL AR 75 2 s B IOFMessageListenerd 1, 7EEclipse 4] 7 IOFMess

agelistener, Type Hierarchy % H 7] LLF& 2T i WrOpenFlow il B H2E, Wik
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[2 Package Explorer Te Type Hierarchy &2 = =
= e B~
IOFMessagelistener - netfloodlightcontroller.core
') idFMessageListenef
@ .I.:)e'.riu.:eM-énage.r]mpl
@ Firewall

(3" ForwardingBase

Hub

LearningSwitch

LinkDiscoveryManager
LoadBalancer
OFMessageFilterManager
StaticFlowEntryPusher
TopologyManager
VirtualNetwarkFilter

[oNoNoRORONONO N

© 10FMessagelistener =-’>E| % lOA| B W e
@ receive(IOFSwitch, OFMessage, FloodlightContext) : Commar

EATTZ AT (0 55 Ja MU T [«
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linkdiscovery
¥
topology
L J
devicemanager .| messageFilter
Manager
L J ¥
virtualizer learningswitch
. J
loadbalancer firewall

forwarding

P C AR BT R A R R T, A SR AR R AR B Floodlight - #E e 2 [] 4k P Packetin ) 56 iz it

U AR A BSOS T WARRRIEN 2 L IEREITE R

R Packetiniy B BAT 3% B F B PR T AR B, AT Hefhu AT [ ) R B2 R AR AT A e, A i A 1 forw
ardingt e E virtualizerZ Fi AT X Packetinil B AR EE, HHEANAZHHL m $a il 2% ik T —~Packetinii§ B2 J5, FI
oodlight# 42 I LT 1ol B AL B3 8. -
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1) PacketInilf B /e 5c 4iforwarding, forwarding b os o i) 4 KAz B £, I i) OpenFlow /45 H ) 25 AN AL

BB I LR, DADRAE it €0 mT DLYERA 0 2155 H .

2) PacketInily & XAz Zvirtualizer, virtualizerfibh2x & & FimackH! H fimac 2 157 [7— virtual network, X5
YL g Rz s B . (H2 DERATME X T, FoAgisvirtualizer k SLEmacH H ffJmacALE [ — virtual n
etwork, ANiZ¥ K IZEHEL, 1 Eforwarding A #bL Ak i ka4 T .

HE Ty O, AN [ FE A RERE T L, BT LAFloodlight 75 AR 7 3 AR AE AR A BEE 1 B AT IS o 3N

(vt

LEFRTF UG 2HFloodlight 2 i fn] wh g EER P A T I 1]

BATC L 5E AP OpenFlow i B 1A He# 2 s Bl IOFMessagelListeners% I, 1fijIOFMessagelListenerf [l

N4k T IListenerd% 1,  Fr LAREA W UF OpenFlowi & A He &R 0 25 S 3 LA PUAS 5 s

public String getName () ;
1

2
3public boolean isCallbackOrderingPrereq(T type, String name) ;
4

5
6public boolean isCallbackOrderingPostreq(T type, String name) ;
7

public Command receive (I0OFSwitch sw, OFMessage msg, FloodlightContext cntx) ;

getName JJVAIR [MHZARHLN 44, AR PR EBEERSKAT P IR, 23 I BREER 44 7

receive Jj 1752 HI K AL FEOpenFlowi &L 1), — AMBEEE M IS Wr OpenFlowii & 5, 4145 OpenFlowi B2k, FI

oodlightsit 2~ i H iR i receive 17 2 o

isCallbackOrderingPrereq /j % fllisCallbackOrderingPostreq /7 v & FH R4 AT EL i P (1, XA 7 iE R 2
B AT typeMiString name. Hrtype&iz BS54, fEIOFMessageListener U4 7 B 4 OF Type, 21l Hg
etName /77145 B4 i, FRFR R — N BRI W FUE BORAR 44 FRAE 45 BB KisCallbackOrderingPr
ereq/ii%, HixJrikiRkE True, Mt & SBERAZAEBIB L HiHAT, Wik [HFalse il £ R BERANAET- H o2&

ERERBZ HUATs [RIEE, W BOR A ERAR 2 Fr AL 45 A B fisCallbackOrderingPostreq /77,  H.i%J77kiR [P Tru
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e, MIFRBIIRABIERIBZ J5HUT, ahtik[nFalse i R RBIIRANTE T B L M IERRBY J5 AT, 7Ef 1
B X A Ik R [H] False, Pk R 7m X MERATE T B CLfEPacketin&b BEF 41 rh Y, - Eellinkdiscovery
B, AHIZIFARER WIIZE ] LLAL T Packetin&b B 41 v LA (37, 451l 0 /Etopology A B gl W Aff i W linkdis
covery £ 7Etopology i 2 AT . BT L2 7] T S T IOFMessagelListener 125 4 REffi 2 25 MR L AT

NG o

i [ 58 A 2B T IOFMessagelistener )22 i, Floodlightif 25 i AN A5 B8 1 52 T A7 RSB (R PR A T I <

1) F-FkTerminal module (ANEIIE G FH1F A A i)

Terminal module & 5% AT B AE 75 B AE 5 I HAT,  SESRBEHIFAPAT T (IR H], 75 2593 &I & Termin

al module A~ 1E—A~. PAARAS IR

1 for (int i=0; i<modules.size; i++) {
isTerminal = true;
for (int j=0; j<modules. size; j++) {
if( modules[j] is after modules[i]) {
isTerminal = false;
break;

I
I
if (isTerminal)

10 terminalQueue. add (modules[i]) ;
11

© 0o NO b~ WDN

AT — LT 2 Emodules(i]Z G W4T, modules[ilsi A & o AT B

2) TERANRJE AT AR R ATDFS VL LT AT, DA RS F

1 function dfs () {
2 for(int i=0; i<terminalQueue. size(): i++) {
3 visit (terminalQueueli]) ;

}
}

o g b

7

8 functionvisit(listener) {
9 if(!visted. contain(listener) {
10 visted. add (1istener)
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11 for (int i=0;i<modules. size () ;i++) {
12 if( modules[i] is before listener)
13 visit(modules[i])
14 }
15 orderingQueue. add (listener) :
16 )

I

FNX RS T, R FloodlightZs INBLIHE, N iZ 56 R8s 2 A CAIBLINAZAE AT A RHIEAT, AR5 rr sl

sCallbackOrderingPrereq /5 #2: fllisCallbackOrderingPostreq il 1] .

PR Dy — BEAS ) — L5 W

1) AT fEVE R B A 7 ¥ A7 Hub Al StaticFlowEntryPusher itk ;- J5 K& Hub AN 60 [ CL7EPacketinib B
IR, 1 HHUbERAN A 5 80, BRIAEA JE I 4T learningswitch. % 47 StaticFlowEntryPusher (1] Ji
DL AR BHRAMEA IGO0 H SBATINY 1 H & IR A b # Packetindd B .

2) HEHLLFRFIZE 4 0 R

net. floodlighteontroller.
linkdizcovery linkdiscovery. internal. Linklli scoveryManager
topology topology. TopologyManager
devicemanager dewvicemanager. internal. DeviceManagerImpl
wirtualizer virtualnetwork VirtualHetworkFilter
loadbal ancer loadbal ancer. LoadBal ancer
forwarding routing. ForwardingBaze
messageFi1lterManagzer core. OFMessageF1lterManagzear
learningzswiteh learningswitch Learningiwiteh
firewall firewall Firewall
staticfl owentry staticflowentry. StaticFlowEntryPusher
net. floadlightecontroeller. hub || hub. Hub
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3) FloodlightfJr i i HIREHL AT Y- &

Uik, AR SR, Floodlight B AASCELATAE R R AR A 2] (R 1 iH E 28

linkdizcovery I I

topology linkdiscovery | 70

devicemanager topolozy -

virtualizer izﬁ Sii:ﬁ::ii forwarding
topology

loadbal ancer devicemanager || forwarding
virtualizer

. topolo

toyardang defriceiznag [y 2=

mezzageFi1lterManager devicemanager || learningswitch

Learningiwitch i i

firewall - forwarding

ztaticflowentry I I

net. floodlightcontroller. hub || A0 -

+71.. Floodlightgdforwardingt&RiE & B ot

(SDNAP#EHR)

FREPAEAIA I H BN & S, il Netty (9 2% B FAE AL 06633350 1, 444 packet-
inEARFI N, 2 A s receive i 3 (javarb LT3 XKFR 2 4 Tk, I8 R TR A" J5iE RARA IE )
SRR A TR

X} T-Forward AR &84 1] L g £ Bl Forwarding.javaSCAf,  (HJZ XA SO 8 i Forwarding 2 31 & Xrece
ive 7y, Hszix HUAT DUE A AN i 5 Blreceive i $t: 1. ForwardingZH i 56 5€ X T — processPacketinMes
sagejik, WA X, XA TR T Hpacket-ini B, 48 ideclipsett ) open call
hierarchy” H.£ & 7 28 1% 70 5, R I &:ForwardingBase.java X1} 1 ffireceive Ji ;2. Farwording2&F
AW 4k & T ForwardingBase2k, #] LA E $2R[14k & T ForwardingBaseZ<[ireceive /5.

h T IAERGE, UR 0 A B BATOG LR . Forwarding B 1) &-AN A2 #HL Diflow o

Wk DL A, Bd 142 T Forwarding i kb 2 packet-
infl N\ Hreceive J7i%, %7729 H T processPacketinMessage J5 1%, 1% J7v2: X i HldoForwardFlow J5 i .
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TR doForwardFlow 5 i R SEI 4 ¥«

SR —ANOFMatchi %, J-¥packet-in 1 iRAH 45 B 2% 0 %
1  OFMatch match = newOFMatch(); match. loadFromPacket (pi. getPacketData(), pi.getInPort()):
SR 5 il i packet-ingl ELFREL HARFIE & % (idevice) , RILL FARHS:

IDevice dstDevice =IDeviceService. fcStore. get (cntx, IDeviceService. CONTEXT DST DEVICE) ;
if (dstDevice != null) f{

IDevice srcDevice =

IDeviceService. fcStore.

get (cntx, IDeviceService. CONTEXT SRC DEVICE) ;

ARG A7 R A packet-indig S [ switch T & T Iisland 145 &

1 Long srclsland = topology. getL2DomainId (sw. getId());

BROR, FIWT H AR 2 AL T[] —Nisland, S2IIZKSE, 5 NI TdoFlood /% (R HE) » AfHT:

“u b~ W N -

1 booleanon same island = false;

2 booleanon same if = false;

3 for (SwitchPort dstDap : dstDevice. getAttachmentPoints()) {
4 long dstSwDpid = dstDap. getSwitchDPID() ;

5 Long dstIsland = topology. getL2DomainId (dstSwDpid) ;

6 if ((dstIsland !'= null) && dstIsland. equals(srcIsland)) {
7 on same island = true;

8 if ((sw. getld() == dstSwDpid) &&

9 (pi. getInPort () == dstDap. getPort())) {

10 on same if = true;

11 }

12 break;

13 )

14 )

15  if (lon same island) f{

16 // Flood since we don’ t know the dst device

17 if (log. isTraceEnabled()) {

18  log. trace( “No first hop island found for destination ” +
19 “device {}, Action = flooding” , dstDevice);

20 }

21 doFlood(sw, pi, cntx);

22 return;

23 }

WRAE R —ANisland T, )3 T getAttachmentPoints J5 1E 3B H AR5 15 £5 FHIE A48 B LA S 145 B

1 SwitchPort[] srcDaps = srcDevice. getAttachmentPoints() ;
2 Arrays. sort (srcDaps, clusterIdComparator) ;
3 SwitchPort[] dstDaps = dstDevice. getAttachmentPoints() ;
4 Arrays. sort(dstDaps, clusterIdComparator) ;

ARIE 145 K2 PIASHER (5 5, B K o 32 38U

28/37



SDN-SCUEC-Rajesh FloodLight i i i i3

1 SwitchPort [switchDPID=7, port=2, errorStatus=null]

P TR — A whilef3R, IR Z IR LSRRI AN P ot R, Bieik2E T 1H-—Aisla
ndifI 2 A e PN B I G 2% . EFR A 4G I getlL2Domainld 5 T, BT X 1) 5 H FR R A 3 (1 A b L
RAER—Nisland, WHERATE, AR 3 P Nislandbr & 1 /N E R )i B srcDapsEidstDaps H [ H e e 2%, 4k
SRR, ZPTRART LA 248, SR AN AL R L H R, i Hkey e AN A LT E (Wisland by, ARADN
while i i )5 [Wif-else it 1) :

} elseif (srcVsDest < 0) {
iSrcDaps++;

} else {

iDstDaps++;

}

W B P ANisland A [H 0%, 21 HlroutingEngineftigetRoute J7 7235 HUF /4N 1 2 1) i 4 i, XA R AT 0T
IERURE . X HL I ARGk 2L R i getRoute s A SR /N A bl 112 18] (1) e B A2 CRY I 4 23R ) % b A
BAEEA) , HAREA) &5 AL

1 [[id=00:00:00:00:00:00:00:07, port=2], [id=00:00:00:00:00:00:00:07, port=3],
[1d=00:00:00:00:00:00:00:05, port=2], [id=00:00:00:00:00:00:00:05, port=3],
[1d=00:00:00:00:00:00:00:01, port=2], [id=00:00:00:00:00:00:00:01, port=1],
[1d=00:00:00:00:00:00:00:02, port=3], [id=00:00:00:00:00:00:00:02, port=1],
[1d=00:00:00:00:00:00:00:03, port=3], [id=00:00:00:00:00:00:00:03, port=1]]

Fe N R H S5 HE ) OF Matehob) G5 JE e SC—/N R

wildcard hints = ((Integer) sw.getAttribute (I0FSwitch. PROP FASTWILDCARDS))
. intValue ()

& “OFMatch. OFPFW IN PORT

& “OFMatch. OFPFW DL VLAN

& “OFMatch. OFPEW DL SRC
&
&

v A W N

u A W N

“OFMatch. OFPFW_DL_DST
“OFMatch. OFPFW_NW_SRC_MASK
& “OFMatch. OFPFW_NW_DST MASK;

Ja i HpushRoute /715, Nk kg, Riflow(s &

w
1 pushRoute (route, match, wildcard hints, pi, sw.getId(), cookie,
2
3

1
2
3
4
5
6
7
8

cntx, requestFlowRemovedNotifn, false,
OFFlowMod. OFPFC_ADD) ;

k4B B pushRoute i %, JL7EForwardingBase.java ™ S2Bi, Hszm 254 L ifiroute kKX B i e i 4% 42, 7EREAS
LML B IN—4flow, 0 Finportfiloutport, 44K - [$E 2 ¥ywildcard_hintsth 2318 ik setMatch /7y v2: 15 & 21 % 4%A
ow' i,

PL B R T 07:2 ([id=00:00:00:00:00:00:00:07,

port=2]) F|03: 11K — 4 il i, M03:1 507238 i A& — MR i FE

Fi[rl % Forwarding.java (4, PushRoute4: 2 J5i, whileff¥r2s [Al i 8 i AN B AL e 2 P bk, 4ksEE T Luic )
Wr, XAHGRAGREE T, B OSR]I —FE, PR TR, BN RMIRE R A? R3] —/
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ZHIHB AR ERAR? (HRRRCAE TR T, KRBT KA A, 1 H AT R B AR N AZ & AT Id k), B4
JIWT AL ? IR 7B A4 fEpushRoute 2 i A5 breakisiwhile 34, HEEEITF A 815 .

JF kw4 : the purpose in incrementing those variables is to support forwarding in multi island toplogies.
Each island in this case gets a separate route pushed.

Tk % Zisland¥14h b 45 fo(? o Vo, HZMIBIEFTHN, {EdoForwardFlow s 155 20

IDevice dstDevice =
IDeviceService. fcStore.
get (cntx, IDeviceService. CONTEXT DST DEVICE) ;

if (dstDevice != null) {

IDevice srcDevice =

IDeviceService. fcStore.

get (cntx, IDeviceService. CONTEXT SRC DEVICE) ;

BRIEEINOEAT
1 Device [deviceKey=b, entityClass=DefaultEntityClass, MAC=00:00:00:00:00:01, IPs=[10.0.0.1

00N O U A WN R

H APs R 1% & AttachmentPoints 45 5, W & Zisland#i b 450, X L APsY i% 2 i £ /> SwitchPorth4) % 1115k
M HRESE AR NS CHM R WHER R A EAL E OIS

o ng, xS Hisland B EIR GRS BT AT RO A .

1. {ERopen vswitchfagE R4S

—. open vswitchf&ift

Open vSwitch&—/NE iR 1. 2 )2 IS HL, 1 H ITFJApache2.0VF il B3,

Nicira

Networks Tk, T ZESLIACHE Ky AT RS A I CARRS . B 1% H IR Lk RS W9 2% [ 2 A0 mT LIE i g F ™ e, TR 47588 52
FrRRE F L RIS (Bl anNetFlow, sFlow, SPAN, RSPAN, CLI, LACP,

802.1ag) . ULAM, EHE B SCRAES B AN B S5 25 (1 /0 A XS, AT VMwaref¥ivNetwork 73 17 xvswitch
5 Cisco Nexus 1000 V. Open vSwitch>Z 7% filinux REIUMLECAR, fHEXen/XenServer,

KVMAIVirtualBox. 4 Hij e A 4 5 SR DL AR 1

ovs-vswitchd T i, siPiswitchfJdaemon, HE— AN FFHATHeILinux N A% H
ovsdb-server R S5 A5, e fitovs-vswitchd JREXAL & A5 5 ;

ovs-brcompatd il-ovs-vswitch# #itLinuxbridge, {53k Hbridge ioctls/{ILinux A #Z 1Lk,
ovs-dpctl [Tk At & switch P k%A B ;

—1Scripts and specs #fi B1OVS 2234 7E Citrix XenServer |, 1 4 Zk ik switch;
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ovs-vsctl 7 i1 5 Frovs-vswitchd [ e & ;

ovs-appctl Kikar 2 E, 1&17HKdaemon;

ovsdbmonitor GUI T H, #J LUz FE 3R OVSEE FE A OpenFlow i % .
Ak, OVSH ML 132 FFOpenFlow 4 F S, A fE
ovs-openflowd: —/M#j HL[ OpenFlowsZ #dL;
ovs-controller: —Miij #.[\)OpenFlow#z il 4% ;

ovs-ofctl £ A1 H| OpenFlowAs LRI il 2% 5

ovs-pki : OpenFlowAZ L1 FHE BE A FHHELL

ovs-tcpundump: tcpdumpI%h T, fEHTOpenFlow 17 & ;

WIZEBRSEIL T 2/ Bl e CGRLTIE) , ST LA 2> vports” CGRILTHR AR 1D o SRl
B R R R (flow

table) RBCEFAE, MK LEHER H BRUHE H P 2 AR SR AN O (AL LB R R, — B
SR B R B 5 —Dvporte 24— MR ELEIE A vport,  AZ I IT AL b I SR HCHR 0 OB R AER
R AR LICHAT R A7 DULECHIRUN EHRATR Do WRRATILHD, &S0k B (i 21 1 7 25 1w 11
AEPERNF R CHE g AR BR3P 22 ) A R £ e BNt 3 DA R AT [R) S 2R P ol £ vl BAAE A% P AT
i (ED

—. open vswitch& F{E

LN BR800  ZrootBU BAZ AT, EBTAT fir & HbrOR R FIMF 4 7K, ethO o (R 44 5K o
NEEE

1 #ovs-vsctl add-br br0

51| Hhopen vswitch 1 (1) T 7 [ A5«

1 #Hovs—vsctl list-br

T PR 7 o 77 A AE

1 #ovs-vsctl br-exists br0

R Py B A 2 21 R A -

1 #ovs—vsctl add-port br0O ethO
A1)t WA R BT A i

1  #ovs—vsctl list-ports br0
HUH AT HE R 2 R R 1R AT -

1 #ovs—vsctl port—-to—br eth0
#rF open vswitch 1 P 251k 245«

1 #ovs-vsctl show
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TR R AT b 2 R 1

1 #vs-vsctl del-port br0 ethO
RT3 A A <

1 #ovs-vsctl del-br br0

=. {EFopen vswitchtai2FEHARILS

1 AL AT URIA) BT 3% 42 1) 194 45

7E %% open vswitch ] EHL EH PR, 25 heth0. eth1, X PEL M K H:4%Fopen
vswitchfJ A I, SRJ5H S P FEFLhost1. host24r 1ili&E#: FlethOfleth1 I, SZHLX N GBIV S . fatsh
BEF:

oVS

ethQ eth1
host1 host2

PATLA R4
#ovs—vsctl add-br br0 //@.— 4 Abr0ffjopen vswitchPHF

#ovs—vsctl add-port br0 eth0 //#ethOH:F:F]brot

v A W N -

#ovs—vsctl add-port br0 ethl //#FethlH:FeF|bror

2. FE AL 2 SO UAHE 1) k9 45

12 %open vswitch (1) 4L 2PN REUML, TS BEILI R A 12 AR open
vswitch(fJ I 1=, SEELH & RE LIRSS, P R Wk
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VM1 VM1
ovs
PATLLF i

# ovs-vsctl add-br br0 /% 7. —/44 JybrOffJopen vswitch ¥

L1 54 ] vboxEkvirt-manageritbridge ¥ & brOBI AT, 41 S F cli
kvm IS AN SO, T RN R s in I ER . RS IX AN 34393 ok fetclovs-ifup Rl /etc/ovs-
ifdown, U [ iX AN S E ONBLR 2

[etc/ovs-ifup

#!/bin/sh

switch="br0’

O 00 N O 1 h W N B

/sbin/ifconfig$l 0.0.0.0 up

ovs—vsctl add-port ${switch} $1

/etc/ovs-ifdown

1 #!/bin/sh
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switch="br0’

O 00 N O Uu b

/sbin/ifconfig $1 0.0.0.0 down

ovs—vsctl del-port ${switch} $1

A DL R iy 2 @ B L
kvm -m 512 -net nic, macaddr=00:11:22:33:44:55-net \

1

) tap, script=/etc/ovs—ifup, downscript=/etc/ovs—ifdown—drive \
3

4

c file=/path/to/disk—image, boot=on

6

7

8 kvm -m 512 -net nic, macaddr=11:22:33:44:55:66-net \

9

10

1 tap, script=/etc/ovs—ifup, downscript=/etc/ovs—ifdown—drive \

file=/path/to/disk—image, boot=on
3. RN P B LAH I 1 ) 2%

7E3 45 open vswitchff) ML BB — ML eth0, —& EHLIE MWL FlethOMi%E, fEopen
vswitchf] EHL LIE3E A — G ERINL, R ERINIANE B BlethOr) LR R R — WA L, SEELR 3 2 0] A
, RS R R
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VM1
ovs
ovs-br0Q
ethQ
host1
BT

# ovs—vsctl add-br br0 //#37—/4 Abr0ffjopen vswitchMHF

# ovs—vsctl add-port br0 ethO //HHethOfH:4ZEFbroh

# kvm —m 512 -net nic, macaddr=00:11:22:33:44:55-net \

tap, script=/etc/ovs—ifup, downscript=/etc/ovs—ifdown—drive \

O 00 N O 1 h W N B

file=/path/to/disk-image, boot=on //ovs—ifupFlovs—ifdownFll F—5 - 4H[A]

A Koy g A A0 R AT A 3 ) I 5%

CLESRAR AR 24 EHL BB IAL BRI L, SCBUEATZRAIES, (R ZER s R 2R M
2, WA EZ AP, E3ATopen vswitch [ AL LE LA RN, SEBVENTZ A4, Mg RAaTE .
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ovs

AT %

ovs—vsctl add-br br0 [ /IS IN—A~ 24 A brOFr] X Af

ovs—vsctl add-br brl [ /IS IN—A~ 24 A brOFr] X Af

1

2

3

4

5 ovs—vsctl add-port br0 patch-to—brl // b0 IN— kg HPL i

6

7

8 ovs—vsctl set interface patch-to—brltype=patch //fEpatch—to-brl1 M1 & Hpatch
9

10

11 ovs-vsctl set interface patch—to-brl options:peer=patch—to-br0 / /At i o A7 i IEG XA A
12 br0

13

14

15

16

17

18

19 ovs-vsctl add-port brl patch—to-br0 // b OFS I —A Mg $0l 3 1]

ovs—vsctl set interface patch—-to—brOtype=patch //fEpatch—to-brOff)ZE 1% & Hpatch
ovs—vsctl set interface patch—to—-brQoptions:peer=patch—to—brl / /FE S i X AT R MG D) 3 4
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ovs-vsctl set interface patch-to-brOtype=patch Flovs-vsctl set interface patch-to-brO options:peer=patch-to-

br1J&Xfovs-databaself)#5:4F, HA DRI 0] L%
5. FEANIA ) T HLZ ) o) gt AR 22 o) ) 2

FEW G HLas 535 2 2ké Fopen

vswitchJEQUEE BT, 20550 0 A U I BRI, SR o P 2 e A W, SEDP AN PR 2 TR) (R L3 . A

e ST

host1

—r eth0

host2

ethl | ovs-brl

host1

#ovs—vsctl

#ovs—vsctl

host2

add-br br0

add-port br0 ethO

#ovs—vsctl

#ovs—-vsctl

add-br br0

add-port br0 ethO

/ /IS N4 A brOFr) Y A

/ /i eth0H:#:5bro I

/ /S INA4 ybr O ¥ A

/ /i eth0H:4:5bro k-

AR5 AT M 22 4 host1 [ ethOFThost2 [ ethOAHIE I AT .

AP B3 TR R B A A T AR A B R B 2%, D A5 Bl S B R (I Y 45 1R S0
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