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1. ZIBAT

B M A http://www.openflowhub.org .

1.1, &=

1.1.1. FREGERFRmF
PATARHL A

sudo apt-get install build-essential default-jdk ant python-dev eclipse

git clone git://github.com/floodlight/floodlight.git
cd floodlight
git checkout stable

ant;

1.1.2. fiE eclipse
FT T eclipse, A1%HTH workspace.

MZELI%FE File -> Import -> General -> Existing Projects into Workspac. i F—#.

M Select root directory B, #£3 floodlight FT7E H3%. S AJ54) | Floodlight, riddi
Finisho

NG B s AT AR
AiF Run->Run Configurations.
4 &5l Java Application, iEFF New.

% 7%+ FloodlightLaunch, Project i%£#% Floodlight, Main %
net.floodlightcontroller.core.Main, /i S Apply.


http://www.openflowhub.org/

1.1.3. &7

‘ java -jar target/floodlight.jar

1.2. HEXEE
i B BRI, B

‘ src/main/resources/META-INF/services/net.floodlightcontroller.core.module

o B 7 B NEEas T AR, BCE RIS HEE, B

| src/main/resources/floodlightdefault.properties

floodlight 1E RS JG 20T, BCE AR

‘ /opt/floodlight/floodlight/configuration/floodlight.properties

2. REST API
ARTRE . FF5E L

REST API /2 Floodlight 5N 738 AL IEE 2 —, HAET, Ko R HA S R E
id1Z APl 5 Floodlight #4732 H.,

2.1. Static Flow Pusher

R P T BB AN S AL R I, AT A AR R K R A
FRNTEOL N, Forwarding BEEBINEL, FEHI 8 EAT 3N (reactive) HIINEL.
SCRPH] api H

URI Description Arguments
/wm/staticflowentrypusher/json Add/Delete HTTP POST data (add flow),
static flow HTTP DELETE (for deletion)

Iwm/staticflowentrypusher/list/<switch>/json  List static flows switch: Valid Switch DPID
for a switch or (XX XX XX XX XX XXX X:XX)

all switches or "all"
/wm/staticflowentrypusher/clear/<switch>/json Clear static switch: Valid Switch DPID
flows for a (XXXXXXXX XXX XXX XX)

switch or all



2.1.1.

switches or "all"

AN

i) switch 1 7RI — 25 FAS TR I (A port 1 L, M port 2 K HALD HIH T,
Horr, S5 2%484 dump HHETE TR .

curl -d '{"switch": "00:00:00:00:00:00:00:01", "name":"flow-mod-1", "cookie":"0",

"priority":"32768", "ingress-port":"1","active":"true", "actions":"output=2"}'
http://<controller_ip>:8080/wm/staticflowentrypusher/json

curl http://<controller ip>:8080/wm/core/switch/1/flow/json;

2.1.2.

RS

curl -X DELETE -d '{'"name":"flow-mod-1"}'
http://<controller_ip>:8080/wm/staticflowentrypusher/json

2.1.3.
Key

switch

name

actions

priority

active
wildcards

ingress-port

src-mac

dst-mac

nE I

Value Notes

<switch ID> ID of the switch (data path) that this rule should be added to
XXXXXKEXX XX XXEXXEXX

<string> Name of the flow entry, this is the primary key, it MUST be unique

<key>=<value> See table of actions below
Specify multiple actions using a comma-separated list
Specifying no actions will cause the packets to be dropped

<number> default is 32767
maximum value is 32767

<boolean>

<number> switch port on which the packet is received

Can be hexadecimal (with leading 0x) or decimal
<mac address> XX XX:XX:XX:XX:XX

<mac address> XX XX:XX:XX:XX:XX




vlan-id

vlan-priority

ether-type

tos-bits

protocol

src-ip

dst-ip

src-port

dst-port

2.1.4.
Key

output

enqueue

strip-vlan

set-vlan-id

<number>
<number>
<number>
<number>
<number>
<ip address>
<ip address>
<number>
<number>
imiTEh5I
Value

<number>
all
controller
local
ingress-port
normal
flood

<number>:<number>

<number>

set-vlan-priority <number>

set-src-mac

set-dst-mac

set-tos-bits

Can be hexadecimal (with leading 0x) or decimal
Can be hexadecimal (with leading 0x) or decimal
Can be hexadecimal (with leading 0x) or decimal
Can be hexadecimal (with leading 0x) or decimal
Can be hexadecimal (with leading 0x) or decimal
XX XX XX XX

XX XX XX XX

Can be hexadecimal (with leading 0x) or decimal

Can be hexadecimal (with leading 0x) or decimal

Notes

no "drop" option

(instead, specify no action to drop packets)

Can be hexadecimal (with leading 0x) or decimal

Can be hexadecimal (with leading 0x) or decimal

<mac address> XXXX XX XX XX XX
<mac address> XXIXXEXX XX XX XX
<number>

First number is port number, second is queue ID
Can be hexadecimal (with leading 0x) or decimal



set-src-ip <ip address> XX XX XX XX

set-dst-ip <ip address> XX XX XX XX
set-src-port <number> Can be hexadecimal (with leading 0x) or decimal
set-dst-port <number> Can be hexadecimal (with leading 0x) or decimal

2.1.5. (HMASCHK
FIH python K1 Static Flow Pusher, 5 mininet 2 BT H#1F

5, B3 mininet A — oK fa BN 4%

‘ sudo mn --controller=remote --ip=<controller ip> --port=6633

BIEE python JAIAS, # h2 Il h3 Z [N E T, kP Bl



import httplib

import json

class StaticFlowPusher(object):

def __init__(self, server):

self.server = server

def get(self, data):
ret = self.rest_call({}, 'GET')

return json.loads(ret[2])

def set(self, data):
ret = self.rest_call(data, 'POST')
return ret[0] == 200

def remove(self, objtype, data):
ret = self.rest_call(data, 'DELETE')
return ret[0] == 200

def rest_call(self, data, action):
path ='/wm/staticflowentrypusher/json’
headers = {
'Content-type': 'application/json’,
'Accept': 'application/json’,
}
body = json.dumps(data)
conn = httplib.HTTPConnection(self.server, 8080)
conn.request(action, path, body, headers)
response = conn.getresponse()
ret = (response.status, response.reason, response.read())

print ret

conn.close()




return ret

pusher = StaticFlowPusher('<insert_controller_ip')

flowl ={
'switch':"00:00:00:00:00:00:00:01",
"name":"flow-mod-1",
"cookie":"0",
"priority":"32768",
"ingress-port":"1",

"active":"true",

"actions":"output=flood"

}

flow2 = {
'switch':"00:00:00:00:00:00:00:01",
"name":"flow-mod-2",
"cookie":"0",
"priority":"32768",
"ingress-port":"2",

"active":"true",
n.n

"actions":"output=flood"

}

pusher.set(flow1)

pusher.set(flow2)

2.2. Circuit Pusher
Circuit Pusher 3T SFP, t37FrH 7 15 (proactively) 1 #EHE K 1) 545 B 7 A% o

AR REST API A5 — N E W i Z TRV R ORI BE B . SCRFIEVE A


http://www.openflowhub.org/display/floodlightcontroller/Circuit+Pusher

a) circuitpusher.py --controller={IP}:{rest port} --type ip --src {IP} --dst {IP} --add --name
{circuit-name}

adds a new circuit between src and dst devices Currently ip circuit is supported. ARP is
automatically supported.

Currently a simple circuit record storage is provided in a text file circuits.json in the
working directory.

The file is not protected and does not clean itself between controller restarts. The file is
needed for correct operation

and the user should make sure deleting the file when floodlight controller is restarted.

b) circuitpusher.py --controller={IP}:{rest port} --delete --name {circuit-name}

deletes a created circuit (as recorded in circuits.json) using the previously given name

3. Java EEEHUMEF R 4t

floodlight fifi ] —MELER R GER R IS AT ML TR, A0 e i I B SR ok 5 8 g

Bey FREMBUSEIL. J7fEY R floodlight 5%,

Wil 2 456045 loader. modules. services. FCE 4. B H modules FI%1E 0.

3.1. Modules
FEHRSEIL T IfloodlightModule 3 11— K.



/**

* Defines an interface for loadable Floodlight modules.

*

* At a high level, these functions are called in the following order:

* <ol>

* <li> getServices() : what services does this module provide

* <li> getDependencies() : list the dependencies

* <li> init() : internal initializations (don't touch other modules)

* <li> startUp() : external initializations (<em>do</em> touch other modules)
* </ol>

*

* @author alexreimers
*/
public interface IFloodlightModule {

/**
* Return the list of interfaces that this module implements.
* All interfaces must inherit IFloodlightService

* @return

*/

public Collection<Class<? extends IFloodlightService>> getModuleServices();

/**

* Instantiate (as needed) and return objects that implement each

* of the services exported by this module. The map returned maps

* the implemented service to the object. The object could be the

* same object or different objects for different exported services.

* @return The map from service interface class to service implementation
*/

public Map<Class<? extends IFloodlightService>,

IFloodlightService> getServicelmpls();




/**

* Get a list of Modules that this module depends on. The module system
* will ensure that each these dependencies is resolved before the

* subsequent calls to init().

* @return The Collection of IFloodlightServices that this module depnds

2 on.

*/

public Collection<Class<? extends IFloodlightService>> getModuleDependencies();

/**

* This is a hook for each module to do its <em>internal</em> initialization,

* e.g., call setService(context.getService("Service"))

*

* All module dependencies are resolved when this is called, but not every module
* is initialized.

*

* @param context

* @throws FloodlightModuleException

*/

void init(FloodlightModuleContext context) throws FloodlightModuleException;

/**

* This is a hook for each module to do its <em>external</em> initializations,
* e.g., register for callbacks or query for state in other modules

*

* It is expected that this function will not block and that modules that want
* non-event driven CPU will spawn their own threads.

*

* @param context

*/




void startUp(FloodlightModuleContext context);

3.2. Services
—> module A LLFEHLE T service, service /29 T IfloodlightService 221 #)—/N2K,

/**
* This is the base interface for any IFloodlightModule package that provides
* a service.

* @author alexreimers

*
*/
public abstract interface IFloodlightService {

// This space is intentionally left blank....don't touch it

3.3. EEXH
Pic & SO 52 SUINEMRLE modules, A8 EARAERT java BIEEME I, & N
floodlight.modules=xx, xx. ERIAZT src/main/resources/floodlightdefault.properties

floodlight.modules = net.floodlightcontroller.staticflowentry.StaticFlowEntryPusher,\

net.floodlightcontroller.forwarding.Forwarding,\

net.floodlightcontroller.jython.JythonDebuginterface

3.4.  EE¥CH
ZSCHH) AT AR . 47T src/main/resources/META-
INFO/services/net.floodlightcontroller.module.lfloodlightModule. 4



net.floodlightcontroller.core.CoreModule
net.floodlightcontroller.storage.memory.MemoryStorageSource
net.floodlightcontroller.devicemanager.internal.DeviceManagerimpl
net.floodlightcontroller.topology.internal.Topologylmpl
net.floodlightcontroller.routing.dijkstra.Routinglmpl
net.floodlightcontroller.forwarding.Forwarding
net.floodlightcontroller.core.OFMessageFilterManager
net.floodlightcontroller.staticflowentry.StaticFlowEntryPusher
net.floodlightcontroller.perfmon.PktinProcessingTime
net.floodlightcontroller.restserver.RestApiServer
net.floodlightcontroller.learningswitch.LearningSwitch

net.floodlightcontroller.hub.Hub

net.floodlightcontroller.jython.JythonDebuglnterface

3.5. B3P
3.5.1. EBMiEk

H TS24 =% map.

R4 map: MR% (service) AL
YIRS map: MBEHREE TR AL AR SS .
R4 7 map: AT AR A4 7 BB
3.5.2. [REFTEMHNERHENES

3.5.3. IRt EEMZFAIIEIR
W FH AR init().

3.5.4. [3EhiEiR
W MR startUp() o

3.6. BT

3.6.1. BAIAECE
wJ A H



‘ java -jar floodlight.jar

3.6.2. {HE@EZAjarlER
n] L

‘ java -cp floodlight.jar:/path/to/other.jar net.floodlightcontroller.core.Main

3.6.3. IEEIETTRIECENXIFFRTE
A LA -cf $8 e Be & X (BRIAAH src/main/resources/floodlightdefault.properties)

java -cp floodlight.jar:/path/to/other.jar net.floodlightcontroller.core.Main -cf
path/to/config/file.properties

3.6.4. EHIEEE/ module BEIE
HRFRER .

R RAE R B BRSNS ., SRR AR SR IR A N AT AT
Bl an e & SO s

net.floodlightcontroller.restserver.RestApiServer.port = 8080

SRIG, FERLERAIGEAL init()BS PRAT SR

// read our config options

Map<String, String> configOptions = context.getConfigParams(this);
String port = configOptions.get("port");

if (port != null) {

restPort = Integer.parselnt(port);

}
F R, SRAEISATIEH S IEE G AT S Mg,

‘ java -Dnet.floodlightcontroller.restserver.RestApiServer.port=8080 -jar floodlight.jar.

3.7. HEEEM
CHIAEIR, & BERIGYIA LR S HEAL, R AERE — I

F 7€ MBS A BE S BRI (floodlightdefault.properties) E4Z
FEHR IR IE 2% contructor NREEEZSH. WAL TAERETE init()F 5 Ak

P B A REAFALE service BRI RAE .



4. 3R

Floodlight 3% controller FiZ4TEH IR H . N AR controller 2 [A]n] LLE L java
FEH oy ek # REST API 5 RAH B &1E.

REST Applications
;‘anchunt Opte"St;fk , Applications in any language leveraging services via REST
e Quantum Plugin APl exposed by controller modules and module applications
(python) (python)
Module Applications Floodlight Controller
Statit R R R
VNF —RJ |:|m,.:._’ Module"-' Thread Packet Jython ‘..I"u’et!_'l Unit
Entry Manager Pool Streamer Server Ul Tests
Firewall _RJ Pusher
" R R R
R Fort[:tt?wrl Forwarding o. Device —J Topology _J Link —J Flow Storage_RJ
econciliation ‘I Manager/ .
Manager Routin Discovery Cache* N
e O . remory )
Hub Lear.mng = Nosgl*
Switch J E OpenFIow Services

Applications with
higher bandwidth
communication

Switches Controller.” PerfMon Trace Caunte
Memory Store

with controller Core services of common interest to SDN applications
such as Packetin's

* Interfaces defined only & not implemented: FlowCache, NoSql

F & DL java BB 2487720 (5231 IFloodlightModule) REIEH RN H. M
hRe b, MRS F 2 (controller modules) A1 FHAEHL (application modules)
PRI R SEEUZ O ThRe, J5 34 nl DASE I — 28 [ e IR .

4.1.  EHSRER

FUAT, P St 1
FloodlightProvider (Dev)
DeviceManagerimpl (Dev)
LinkDiscoveryManager (Dev)
TopologyService (Dev)

RestApiServer (Dev)



ThreadPool (Dev)
MemoryStorageSource (Dev)
Flow Cache (APl only)

Packet Streamer

4.1.1. FloodlightProvider (Dev)

RPN TEZIRE: B SN RIER:, H5 OF W B Ay FIt, DAt MR
BRI 53 M s E OF Y1 2L 2 M BB 2[RI ) 70 R IUFP A BR B 5wl LA i
AR [MELA RE T B AR R TR, IR R IR

FRHHRS

IfloodlightProviderService,

AR 1R

IStorageSourceService
IPktinProcessingTimeService
IRestApiService
ICounterStoreService

IThreadPoolService

T

net.floodlightcontroller.core.FloodlightProvider

&
ZHERECN S M, AT BAERCE AP EET IR E . M OCHRC BRI

Name Type Default Description

openflowport  Int 6633 The TCP port to listen on for OpenFlow connections from
devices that support OpenFlow.

workerthreads Int 0(2*#of  The number of Netty threads to spawn. If this number is O it

CPUs) will default to twice the number of CPUs available on the
machine.
controllerid String localhost The ID of the controller.

role String master Values can either be: master, slave, equal. Slave controllers



will not accept connections from switches and will be on
"cold" standby.

REST API

URI

/wm/core/switch/all/<statType>/json

/wm/core/switch/<switchld>/<statType>/json

/wm/core/controller/switches/json

/wm/core/role/json

/wm/core/counter/<counterTitle>/json

/wm/core/counter/<switchld>/<counterName
>/json

/wm/core/memory/json

Description

Retrieve
aggregate
stats across
all switches.

Retrieve per
switch stats.

List of all
switch
DPIDs
connected to
the
controller.

Gets the
current
controller
role.

List of global
traffic
counters in
the controller
(across all
switches).

List of traffic
counters per
switch.

Current
controller
memory
usage.

Arguments

statType: port, queue, flow,
aggregate, desc, table, features,
host

switchld: Valid Switch DPID
(XXEXX XX XXKEXXKEXX XXX X)
statType: port, queue, flow,
aggregate, desc, table, features,
host

none

None.

counterTitle: "all" or something
of the form
DPID_Port#OFEventL3/4_Type.
See CounterStore.java for
details.

switchld: Valid Switch DPID
CounterTitle: see above

none



/wm/core/module/{all}/json Returns all: "all" or "loaded".
information
about
modules and
their
dependencie
S.

4.1.2. DeviceManagerImpl (Dev)
ISR SR A B & AE M 2 T RS 2, BT e e H br i

RIS

IDeviceService

MR 1R

IStorageSourceService
IRestApiService
ICounterStoreService
IThreadPoolService
IFlowReconcileService

IFloodlightProviderService

WA

net.floodlightcontroller.devicemanager.internal.DeviceManagerimpl
P/

ZARYGE L Packetin THRRIEAN Vot . MR- K A BRI BRI/ 2RI %, BRAHIH
mac HuhEFT vian SRIX 34, e PLE ip MihbZEEATHEN . AL E] packetin 153K,
A1 g — AR A

R

WARRTIEBE, Fik, Aeea — Dol H, Al 1deviceService #2fit

) API SRIFAT A ]
&
ZARSRER R, AT AN E SO BT R E

REST API

URI Description Arguments



/wm/device/ List of all devices Passed as GET parameters: mac (colon-separated

tracked by the hex-encoded), ipv4 (dotted
controller. This includes decimal),vlan, dpid attachment point DPID (colon-
MACs, IPs, and separated hex-encoded) and port the attachment point
attachment points. port.

R

RIUITA W%

‘ curl -s http://localhost:8080/wm/device/

SREL ip Hidk oy 1.1.1.1 %

| curl -s http://localhost:8080/wm/device/?ipv4=1.1.1.1

4.1.3. LinkDiscoveryManager (Dev)
SR H A TR DUANLES X 2% h R BEBOIR S

FEHRS

ILinkDiscoveryService

MR 1R

IStorageSourceService
IThreadPoolService

IFloodlightProviderService

WIS

net.floodlightcontroller.linkdiscovery.internal.LinkDiscoveryManager

SEH
B % R LRSS [FIE) S LLDP AT #%4 (BDDP) #EATHEEMGERIM . P& 1 H AR mac Huhik
3N 01:80:¢2:00:00:0e A ff:ff:ff:ff:ff:ff. DL 5354 0x88cc il 0x8999. +RMIFE AT
SEIL T AT HRHL R AN 25 — MR SCHRE LLDP B R, — DN RCFEEM) .

R
x

&
ZHREAN R, AT EAE I B SR T e

REST API

URI Description Arguments



/wm/topology/links/json List of all links detected by the controller. None.

P
SREU L BrAT (1 e

| curl -s http://localhost:8080/wm/topology/links/json

4.1.4. TopologyService (Dev)
AL P26 B3 AME B

FEHRS

ITopologyService

IRoutingService

MR 1R

ILinkDiscoveryService
IThreadPoolService
IFloodlightProviderService

IRestApiService

WIS

net.floodlightcontroller.topology.TopologyManager

LA
FIH NinkDiscoveryService K ILHIFE RS E BAFEIHIME B . EEIRIME B RN 4E4
T OF ByMES (Rl —/N ey N BAHERM —4 oF L) o #HIME BEA R A NIEL,
HARAH R AR S W P FME S, I F5 225230 ItopologyListener #2111,

R
aher, iR G 9F OF ZZHMHLESR S OF &, WIAREAAE 2 K ER,
g
ZHRECA R, AT EAERC B S TR E
REST API
URI Description Arguments
/wm/topology/switchclusters/json Lists the switch clusters computed by the None.

controller.



P
SRIUITAT 8L

| curl -s http://localhost:8080/wm/topology/switchclusters/json

4.1.5. RestApiServer (Dev)
AT DUE S HTTP & HY REST API.
RS

IRestApiService

MR 1R
Teo

WGBS

net.floodlightcontroller.restserver.RestApiServer

puss/)

AHE T Restlets 22, At B AT Ll S RestletRoutable SKAF N —> REST Al
%5-2%. B RestletRoutable 35— Router, HRYLE Restlet HIF Ci WA HRIF N
ServerResource) . FHFHHEHEH KR (I T —1 Restlet T , DMESRMEX 45 E
URL [RESRALEE . HE A3 @Get Ml@Put 2, SEBUASFINA R http i SR 1771

7 F4k 1 Jackson ERSZIL (S AL B Restlet JZE) , Jackson FEA M FF 7 2k 41l
e, —HE BT AT RN SRR getters BN, — M2 R B & LTI %

R
URL E{45 D Z0ME—

Restlet X AEIE I IR 55 4% L SRBUSLI O 040 o (R, BEHRODA ZiAR it 2 SRR B DS 04t

A&
ZAREN R, AN EAE I B AT e e . ORI Bk I

Name Type Default Description

port  Int 8080 The TCP port to listen on for HTTP connections.

REST API
96 o



4.1.6. ThreadPool (Dev)
FIH java ScheduledExecutorService AT 325, 1ZBi g (L2072 S KF .

FEHR

IThreadPoolService

V. a3 ]
Teo

IRICFB R,
net.floodlightcontroller.threadpool.ThreadPool

Vo

B2

\M

/4
5%
http://docs.oracle.com/javase/6/docs/api/java/util/concurrent/ScheduledExecutorService.html o

R
Teo

&

ARRERIN A ], AT AR E S AT i
REST API

Te

4.1.7. MemoryStorageSource (Dev)
4E4 NOSQL XS FI A7 BT . A 850dls PR AR e sl I SRS A 5

BRI

IStorageSourceService

MR 1R

ICounterStoreService

IRestApiService

WIS

net.floodlightcontroller.storage.memory.MemoryStorageSource

puis;/)
HAtm A, HESILT IstorageSourceService 211, #hnl DT NAE 5. AT A %L
PEAEILEM


http://docs.oracle.com/javase/6/docs/api/java/util/concurrent/ScheduledExecutorService.html

R
FEREFPRME, B IRERERR .

KA AT R B R

A&
ZMREN R, AT ZAE I B S AT e

REST API
36 o

4.1.8. Flow Cache (API only)
1 T A FE— F 5 1 X 4 A

RIS
MR 1R
WGBS
ZH

R

A&
ZHRECAN R, AT EAER B T H g . MR BT

REST API
1

4.1.9. Packet Streamer
F A2 B LA % 1l 8% 2 [T openflow MIBLAS R, K% E]—4 observer.
RS
V. & a3
WA CIE L
P
R

&
ZHRECAN R, AT EAER B T H g . MR BT



REST API
eSS FI R http://<controller>:8080/wm/core/packettrace/json H ] POST i3k . 4540

| {'mac':<hostMac>, 'direction':<direction>, 'period':<period>, 'sessionld"':<sessionid>}

Name Value Description

mac <hostMac> The OFMessage with matching hostMac (in the Ethernet frame in its
payload) will be streamed.

direction in OFPacketIn
out OFPacketOut and FlowMod
both in and out

period <period> Defines the duration of the streaming session in seconds.
-1 terminate the given session

sessionid <sessionid> The session to be terminated when period = -1. Otherwise, it is ignored.

REST API i[5 session id, FH T M thrift R4S 2B AL, 3% [3] 152 json #&K.

| {'sessionld":<sessionid>}

N python FREFEIZE T — /Nt session, FEHEAEIEIA] session FYRE%L



url = 'http://%s:8080/wm/core/packettrace/json' % controller

filter = {'mac':host, 'direction':'both’, 'period':1000}

post_data = json.dumps(filter)

request = urllib2.Request(url, post_data, {'Content-Type':'application/json'})

response_text = None

try:
response = urllib2.urlopen(request)
response_text = response.read()
except Exception, e:
# Floodlight may not be running, but we don't want that to be a fatal
# error, so we just ignore the exception in that case.
print "Exception:", e

exit

if not response_text:
print "Failed to start a packet trace session"

sys.exit()

response_text = json.loads(response_text)

sessionld = None
if "sessionld" in response_text:

sessionld = response_text["sessionld"]

def terminateTrace(sid):

global controller

filter = {SESSIONID:sid, 'period':-1}

post_data = json.dumps(filter)

url = 'http://%s:8080/wm/core/packettrace/json' % controller

request = urllib2.Request(url, post_data, {'Content-Type':'application/json'})
try:




response = urllib2.urlopen(request)
response_text = response.read()
except Exception, e:
# Floodlight may not be running, but we don't want that to be a fatal

# error, so we just ignore the exception in that case.

print "Exception:", e

FT thrift IRRS . BOWR:

service PacketStreamer {

/**
* Synchronous method to get packets for a given sessionid
*/

list<binary> getPackets(1:string sessionid),

/**
* Synchronous method to publish a packet.

* It ensure the order that the packets are pushed
*/
i32 pushMessageSync(1:Message packet),

/**
* Asynchronous method to publish a packet.

* Order is not guaranteed.
*/

oneway void pushMessageAsync(1:Message packet)

/**

* Terminate a session

*/

void terminateSession(1:string sessionid)

}

floodlight 9 thrift /Il 557 /E java Al python .



REST API 24t 7 61Vt session [RTHRE. — H. session id # 6%, thrift 210,
getPackets(sessionld) i] L% F T 15245 5€ session [ OF [0, terminateSession(sessionld)™]
PLHIF5% 4] session.

— python F2J7 41+ W F

try:
# Make socket
transport = TSocket.TSocket('localhost', 9090)
# Buffering is critical. Raw sockets are very slow
transport = TTransport.TFramedTransport(transport)
# Wrap in a protocol
protocol = TBinaryProtocol.TBinaryProtocol(transport)
# Create a client to use the protocol encoder
client = PacketStreamer.Client(protocol)
# Connect!

transport.open()

while 1:
packets = client.getPackets(sessionld)
for packet in packets:
print "Packet: %s"% packet
if "FilterTimeout" in packet:

sys.exit()

except Thrift.TException, e:

print '%s' % (e.message)

terminateTrace(sessionld)

DA K floodlight 4T 7 — A EET mac IIE-iLRST . GRS

net/floodlightcontroller/core/OFMessageFilterManager.java.

4.2. PRI

4.2.1. VirtualNetworkFilter

—/ME R R B NS R, AT URI A — AN BN 2 AP s R
2%, w] PAEMILZS OpenStack 1 .




BRI

IVirtualNetworkService

MR 1R

IDeviceService
IFloodlightProviderService

IRestApiService

TRICHI B

net.floodlightcontroller.virtualnetwork.VirtualNetworkFilter

puss/)
P AN J5, 1E forwarding BEERTAT, AR ek Packetin VHE . —H3Z
Fl| Packetin V.5, FEEIEEFRIE mac HoE AT H A mac bk, WS IEAH ) mac sk #SAE
A — AR 4, 3R [5] Command.CONTINUE.  # J5AT H #) mac HUhE/EASF R4, )
% [8] Command.STOP.

R
P ER I 45 D AR AE [F] — A J= 380

B R 28 e 247 — D 2SR G
LRI R R
DHCP YL AR H ST VF -

A&
ARERER N RS, 75 BAEAC B XY src/main/resources/quantum.properties HH3E4T
feE. 1BEUCh



# The default configuration for openstack

floodlight.modules = net.floodlightcontroller.storage.memory.MemoryStorageSource,\
net.floodlightcontroller.staticflowentry.StaticFlowEntryPusher,\
net.floodlightcontroller.forwarding.Forwarding,\
net.floodlightcontroller.jython.JythonDebuginterface,\
net.floodlightcontroller.counter.CounterStore,\
net.floodlightcontroller.perfmon.PktinProcessingTime,\
net.floodlightcontroller.ui.web.StaticWebRoutable,\
net.floodlightcontroller.virtualnetwork.VirtualNetworkFilter
net.floodlightcontroller.restserver.RestApiServer.port = 8080

net.floodlightcontroller.core.FloodlightProvider.openflowport = 6633

net.floodlightcontroller.jython.JythonDebuglnterface.port = 6655

REST API

URI Method URI Data Data Descri
Argu Fields ption
ments

/quantum/v1.0/tenants/{tenant}/networks/{n PUT/POST/ Tenan {'netwo IP: Create

etwork} DELETE t: rk": Gateway sa
Curren {"gatew IPin new
tly ay" "1.1.1.1" virtual
ignore "<IP>", format, can networ
d "name": be null k.
Netwo "<Name Name: Name
rk: >" N Network and ID
The ID name a are
(not string require
name) d,
of the gatew
networ ay is
k option

al.

/quantum/v1.0/tenants/{tenant}/networks/{n PUT/DELE Tenan {"attach Network Attach

etwork}/ports/{port}/attachment TE t: ment":  ID: esa
Curren {"id": Network ID  host to
tly "<Netw asastring, a
ignore  ork the one virtual
d ID>", you just networ
Netwo "mac"  created k.

rk: "<MAC MAC: MAC



The ID >"}} address in

(not "00:00:00:0

name) 0:00:09"

of the format

networ

k

Port:

Logica

| port

name

/quantum/v1.0/tenants/{tenant}/networks GET Tenan None None Shows

t: all

Curren networ

tly ks and

ignore their

d gatew
ay, 1D,
and
hosts
mac in
json
format

FE

BEE—"1N4 N “VirtualNetworkl” , id SN “Networkld1l” HIREHLIMZE, M < A 10.0.0.7,
P “default” (ZH%) .

curl -X PUT -d '{ "network": { "gateway": "10.0.0.7", "name": "virtualNetwork1" } }'
http://localhost:8080/quantum/v1.0/tenants/default/networks/Networkid1

I m— kA4 00:00:00:00:00:08 Ui 1N portl B FEHLEEHILE “VirtualNetworkl”
I:FI o

curl -X PUT -d '{"attachment": {"id": "Networkld1", "mac": "00:00:00:00:00:08"}}'
http://localhost:8080/quantum/v1.0/tenants/default/networks/Networkld1/ports/port1/
attachment

4.2.2. Forwarding
R HAE A B8 Z E e R L o JRBEE AT H B B #8481 deviceService X 73

RIS
Te o



AR 1R

IDeviceService
IFloodlightProviderService
IRestApiService
IRoutingService
ITopologyService

ICounterStoreService

WGBS

net.floodlightcontroller.forwarding.Forwarding

Eos)
REYUR R ILFT A 1) OF By FlowMod K4 223 B iR ki 4% Lo 1R — 2% Packetin #iif%
e F—/> OF &y, %Sy RAHEH, XA MR .

R
i i Zh e H AT ARBER .

AELFE vian IRk .

&
ZHREGAN R, AT BEAERCE TR E . MR BRI

REST API
96 o

4.2.3. Firewall
P ACL BN 34T I &t g .

FEAHOE B A I Packetin ¥ S E N SR BEAT ULHC . 2 W i e BUAEL UL BE R AT Dy it
Ak,



B
AR 1R
WU

Eos”/)
R
&

ZAREN R, AT EAER E SRR AT R e . MR BT

REST API

URI

Meth
od

/wm/firewall/module/ GET
<op>/json

/wm/firewall/rules/jso  GET

n

POS

URI Data

Argume

nts

op: None

status,

enable,

disable,

storageR

ules,

subnet-

mask

None None

None {"<field
1>""<value
1>", "<field
2>""<value
2>" ..}

Data Fields

None

None

"field":"value" pairs below in
any order and combination:
"switchid™:"<XX: XX XX XX XX XX
IXXIXX>", Msre-
inport":"<short>",

"src-mac":
"XXIXXXXXX XX Xx>" ) "dst-
mac": "<XXIXXXXXXXXXX>",
"dlI-type™:

"<ARP or IPv4>", "src-ip":
"<A.B.C.D/M>", "dst-ip"
"<A.B.C.D/M>",

"nw-proto":

Descrip
tion

query
the
status
of,
enable,
and
disable
the
firewall

List all
existing
rules in
json
format

Create
new
firewall
rule



"<TCP or UDP orlICMP>", "tp-
src": "<short>", "tp-dst™:
"<short>",

"priority": "<int>", "action":
"<ALLOW or DENY>"

Note: specifying src-ip/dst-ip
without specifying dl-type as
ARP, or specifying any IP-
based nw-proto will
automatically set dI-type to

match IPv4.
DELE None {"<ruleid>"" " "ruleid": "<int>" Delete a
TE <int>"} Note: ruleid is a random rule by
number generated and ruleid

returned in the json response
upon successful creation

FE

4.2.4. PortDown Reconciliation
A D B FERG down I, ZARHO B & . AU I R B A A i
R flow, fHI R J5 B30T v 5 BT A RS 2 I F BT P 4

BRI
AR 1R
W1 B
L

R

&
ZHERECN S, AT BAERCE S P ETIR E . MRAC BRI

REST API
FE



5. FFR$Em

5.1. FF REST API 4 5 .

RIS H5 1) REST API MR, U0 apps/ciruitpusher &4 FH python filhfr A1 % H

REST APl 84 L HFi API

URI Metho

d

/wm/core/switch/all/
<statType>/json

/wm/core/switch/<s
witchld>/<statType
>/json

/wm/core/controller/
switches/json

/wm/core/counter/<
counterTitle>/json

/wm/core/counter/<
switchld>/<counter
Name>/json

/wm/core/memoryl/j
son

/wm/topology/links/j
son

Description

Retrieve aggregate stats across all

Retrieve per switch stats

List of all switch DPIDs connected to the

List of global traffic counters in the
controller (across all switches)

List of traffic counters per switch

Current controller memory usage

List all the inter-switch links. Note that
these are only for switches connected to
the same controller. This is not available
in the 0.8 release.

Arguments

statType: port, queue,
flow, aggregate, desc,
table, features

switchld: Valid Switch
DPID
(XXEXXEXXX XXX XX
XX:XX)

statType: port, queue,
flow, aggregate, desc,
table, features

none

counterTitle: "all" or
something of the form
DPID_Port#OFEventL3
/4_Type. See
CounterStore.java for
details.

switchld: Valid Switch
DPID

CounterTitle: see
above

none

none



/wm/topology/switc List of all switch clusters connected to none

hclusters/json the controller. This is not available in the
0.8 release.

/wm/device/ List of all devices tracked by the Passed as GET
controller. This includes MACs, IPs, and parameters: mac (colo
attachment points. n-separated hex-

encoded), ipv4 (dotted
decimal), vlan, dpid att
achment point DPID
(colon-separated hex-
encoded) and port the
attachment point port.

/wm/staticflowentry Add/Delete static flow HTTP POST data (add

pusher/json flow), HTTP DELETE

(for deletion)

/wm/staticflowentry List static flows for a switch or all switch: Valid Switch

pusher/list/<switch> switches DPID

/json (XXEXXEXXX XXX XX

XX:XX) or "all"

/wm/staticflowentry Clear static flows for a switch or all switch: Valid Switch

pusher/clear/<switc switches DPID

h>/json (XXXXXXXXXXXX:

XX:XX) or "all"

More information

available on How to

Use Static Flow

Pusher API

/quantum/v1.0/tena PUT/P  Creates a new virtual network. Name URI argument: tenant:

nts/<tenant>/networ OST/D and ID are required, gateway is optional. Currently

ks/<network> ELETE ignored. network: 1D
(not name) of the
network

HTTP data: {"network":
{ "gateway": "<IP>",
"name": "<Name>" }}
IP: Gateway IP in
"1.1.1.1" format, can be
null

Name: Network name
as string


http://www.openflowhub.org/display/floodlightcontroller/Static+Flow+Pusher+API+%28New%29
http://www.openflowhub.org/display/floodlightcontroller/Static+Flow+Pusher+API+%28New%29
http://www.openflowhub.org/display/floodlightcontroller/Static+Flow+Pusher+API+%28New%29

/quantum/v1.0/tena PUT/D Attaches a host to a virtual network.
nts/<tenant>/networ ELETE

ks/<network>/ports/

<port>/attachment

/quantum/v1.0/tena GET Shows all networks and their gateway,
nts/<tenant>/networ ID, and hosts mac in json format.
ks

More information
available on Virtual
Network Filter
REST API

/wm/firewall/module GET
/<op>/json

/wm/firewall/rules/js GET/P  GET: None
on OST/D POST: {"<field 1>":"<value 1>", "<field
ELETE 2>"'"<value 2>", ...}
DELETE: {"<ruleid>":"<int>"}

URI argument: tenant:
Currently

ignored. network: 1D
(not name) of the
network. port: Logical
port name

HTTP data:
{"attachment": {"id":
"<Network ID>", "mac":
"<MAC>"}}

Network ID: Network
ID as string, the one
assigned at create
MAC: MAC address in
XXX XXX XXX XX
format

URI argument: tenant:
Currently ignored.

query the status of,
enable, and disable the
firewall

List all existing rules in
json format

Create new firewall
rule

Delete a rule by ruleid
"field":"value" pairs
below in any order and
combination:
"switchid":"<Xx:XX:XX:X
XIXXIXXIXXXX>", "sre-
inport";"<short>",
"src-mac":

XX XX XX XX XX XX,
"dst-

mac": "<XXXX XX XX XX:
Xx>",

"dl-type™:


http://www.openflowhub.org/display/floodlightcontroller/Virtual+Network+Filter+REST+API
http://www.openflowhub.org/display/floodlightcontroller/Virtual+Network+Filter+REST+API
http://www.openflowhub.org/display/floodlightcontroller/Virtual+Network+Filter+REST+API

"<ARP or IPv4>", "src-
ip"

"<A.B.C.D/M>", "dst-
ip": "<A.B.C.D/M>",
"nw-proto™:

"<TCP or UDP or ICMP
>" "tp-src™:

"<short>", "tp-dst™:
"<short>",

"priority":

"<int>", "action™:
"<ALLOW or DENY>"
"ruleid"; "<int>"

LRSI RN

T8 T ZL 45 /%15 R

GET 2 KIE S, POST &2 heifi B8 i€ AL Lo

52. HmEER

Bt B I eclipse Z &, 7E eclipse ] package M % 2% 1 $£ % H % src/main/java.
b, REEETE.

7t Package HEHIH S net.floodlightcontroller.mactracker.

£ Name HEIH'S MACTracker.

1E Interface fE, 1EH#E Add, RJEREATHZ, I IOFMessagelistener Fil
IFloodlightModule.

Al Finish.

eclipse = H A4 AR ALY . 2 J5 75 E T3 mAas.

5.2.1. iRIMKEsFNIad
T, NI AR



import net.floodlightcontroller.core.IFloodlightProviderService;
import java.util.ArrayList;

import java.util.concurrent.ConcurrentSkipListSet;

import java.util.Set;

import net.floodlightcontroller.packet.Ethernet;

import org.openflow.util.HexString;

import org.slf4j.Logger;

import org.slfdj.LoggerFactory;

R AR &, FEWNT OF JHE, FrLliFEM IfloodlightProviderService, H
set ZE M RAFi% mac Hihk, HJ5, H logger KidxH &,

protected IFloodlightProviderService floodlightProvider;

protected Set macAddresses;

protected static Logger logger;

B4 getModuleDependecies(), 7 1/f module loader, 7 ZAKHHE .

@Override
public Collection<Class<? extends IFloodlightService>> getModuleDependencies() {
Collection<Class<? extends IFloodlightService>> | =
new ArrayList<Class<? extends IFloodlightService>>();
l.add(IFloodlightProviderService.class);

return [;

}

QPRI R E, IR I a6 P Bt 4544

@Override

public void init(FloodlightModuleContext context) throws FloodlightModuleException {
floodlightProvider = context.getServicelmpl(IFloodlightProviderService.class);
macAddresses = new ConcurrentSkipListSet<Long>();

logger = LoggerFactory.getLogger(MACTracker.class);

5.2.2. 48 Packet-InBE
B 4G, FE startUp JyvErr, A/ PACKET IN V4 B AL FE



@0Override
public void startUp(FloodlightModuleContext context) {
floodlightProvider.addOFMessagelistener(OFType.PACKET _IN, this);

}

[, 752N OFMessage listener $24it id, X7 LLFI A getName() ER £ sL IR .

@Override
public String getName() {

return MACTracker.class.getSimpleName();

}

BUAE, € L PACKET_IN JH S A Kb HHLH, 7E#%/51R [F] Command.CONTINUE ¥ 2 171X
Y L4k S HAR Y PACKET _IN handler &bFE.,

@Override

public net.floodlightcontroller.core.llisterner.Command receive(IOFSwitch sw,
OFMessage msg, FloodlightContext cntx) {

Ethernet eth =
IFloodlightProviderService.bcStore.get(cntx,

IFloodlightProviderService. CONTEXT_Pl_PAYLOAD);

Long sourceMACHash = Ethernet.toLong(eth.getSourceMACAddress());
if ('macAddresses.contains(sourceMACHash)) {
macAddresses.add(sourceMACHash);
logger.info("MAC Address: {} seen on switch: {}",
HexString.toHexString(sourceMACHash),
sw.getld());

}
return Command.CONTINUE;

5.2.3. j¥ApiEiR
IV, 259 Floodlight 78 i 2 Nk b,

R E 5 R Floodlight IEHAEAE, TEAE

src/main/resources/META-INF/services/net.floodlight.core.module.IfloodlightModule



R AT

‘ net.floodlightcontroller.mactracker.MACTracker

ZJEES VRN EAT IS, FESSSEIECE S, BRI
src/main/resources/floodlightdefault.properties H&14 floodlight.modules 2% & .

Bch

floodlight.modules = <leave the default list of modules in place>,
net.floodlightcontroller.mactracker.MACTracker

1247 Main.java Bl 7] J5 3)] controller.

53. #HIRF BB

bl 98 OB IO core BB, GUTTIRNT of BT I HLAMR I MF. SEALIMIK IR
BT LIV 5] core MR B, SRIUIEALELSAE. (R B3 T LA H 55K debug it
BENEA L, fla



17:29:23.231 [main] DEBUG n.f.core.internal.Controller - OFListeners for PACKET _IN:
devicemanager,

17:29:23.231 [main] DEBUG n.f.core.internal.Controller - OFListeners for PORT_STATUS:
devicemanager,

17:29:23.237 [main] DEBUG n.f.c.module.FloodlightModuleLoader - Starting
net.floodlightcontroller.restserver.RestApiServer

17:29:23.237 [main] DEBUG n.f.c.module.FloodlightModuleLoader - Starting
net.floodlightcontroller.forwarding.Forwarding

17:29:23.237 [main] DEBUG n.f.forwarding.Forwarding - Starting
net.floodlightcontroller.forwarding.Forwarding

17:29:23.237 [main] DEBUG n.f.core.internal.Controller - OFListeners for PACKET_IN:
devicemanager,forwarding,

17:29:23.237 [main] DEBUG n.f.c.module.FloodlightModuleLoader - Starting
net.floodlightcontroller.storage.memory.MemoryStorageSource

17:29:23.240 [main] DEBUG n.f.restserver.RestApiServer - Adding REST API routable
net.floodlightcontroller.storage.web.StorageWebRoutable

17:29:23.242 [main] DEBUG n.f.c.module.FloodlightModuleLoader - Starting
net.floodlightcontroller.core.OFMessageFilterManager

17:29:23.242 [main] DEBUG n.f.core.internal.Controller - OFListeners for PACKET _IN:
devicemanager,forwarding, messageFilterManager,

17:29:23.242 [main] DEBUG n.f.core.internal.Controller - OFListeners for PACKET _OUT:
messageFilterManager,

17:29:23.242 [main] DEBUG n.f.core.internal.Controller - OFListeners for FLOW_MOD:
messageFilterManager,

17:29:23.242 [main] DEBUG n.f.c.module.FloodlightModuleLoader - Starting
net.floodlightcontroller.routing.dijkstra.Routinglmpl

17:29:23.247 [main] DEBUG n.f.c.module.FloodlightModuleLoader - Starting
net.floodlightcontroller.core.CoreModule

17:29:23.248 [main] DEBUG n.f.core.internal.Controller - Doing controller internal setup
17:29:23.251 [main] INFO n.f.core.internal.Controller - Connected to storage source

17:29:23.252 [main] DEBUG n.f.restserver.RestApiServer - Adding REST API routable
net.floodlightcontroller.core.web.CoreWebRoutable

17:29:23.252 [main] DEBUG n.f.c.module.FloodlightModuleLoader - Starting
net.floodlightcontroller.topology.internal.Topologylmpl

17:29:23.254 [main] DEBUG n.f.core.internal.Controller - OFListeners for PACKET _IN:
topology,devicemanager,forwarding,messageFilterManager,

17:29:23.254 [main] DEBUG n.f.core.internal.Controller - OFListeners for PORT_STATUS:
devicemanager,topology,




FEAEEMRTE ERAAIRE, (HEFEAN— K0 2& PACKET_IN J4 5. N AL
PACKET_IN JH 2 A, FRRE G0 61 2 Ak 55 AN 42 {1 REST API.

5.3.1. RN

1E eclipse [1] package M "% #s K 2| H 3% src/main/java.
Tk, PR

1E Package HEHIHE net.floodlightcontroller.pktinhistory.

7E Name HEIA'E PktinHistory.

7E Interface fE, &+ Add, AJFHEATIHZE, ¥ I0OFMessagelistener #ll
IFloodlightModule.

fi il Finish.
eclipse 4 A4 AR SIS . 2 )5 F B TR IR,
FEA N AR RY



package net.floodlightcontroller.pktinhistory;

import java.util.Collection;

import java.util.Map;

import org.openflow.protocol.OFMessage;

import org.openflow.protocol.OFType;

import net.floodlightcontroller.core.FloodlightContext;

import net.floodlightcontroller.core.lOFMessagelistener;

import net.floodlightcontroller.core.lOFSwitch;

import net.floodlightcontroller.core.module.FloodlightModuleContext;
import net.floodlightcontroller.core.module.FloodlightModuleException;
import net.floodlightcontroller.core.module.IFloodlightModule;

import net.floodlightcontroller.core.module.IFloodlightService;

public class PktinHistory implements IFloodlightModule, IOFMessagelistener {

@Override
public String getName() {
// TODO Auto-generated method stub

return null;

@Override
public int getld() {
// TODO Auto-generated method stub

return O;

@Override
public boolean isCallbackOrderingPrereq(OFType type, String name) {
// TODO Auto-generated method stub




return false;

@Override
public boolean isCallbackOrderingPostreq(OFType type, String name) {
// TODO Auto-generated method stub

return false;

@Override
public Command receive(lIOFSwitch sw, OFMessage msg, FloodlightContext cntx) {
// TODO Auto-generated method stub

return null;

@Override
public Collection<Class<? extends IFloodlightService>> getModuleServices() {
// TODO Auto-generated method stub

return null;

@Override
public Map<Class<? extends IFloodlightService>, IFloodlightService>
getServicelmpls() {
// TODO Auto-generated method stub

return null;

@Override
public Collection<Class<? extends IFloodlightService>>
getModuleDependencies() {
// TODO Auto-generated method stub

return null;




@Override
public
void
init(FloodlightModuleContext context)
throws FloodlightModuleException {
// TODO Auto-generated method stub

@Override
public void startUp(FloodlightModuleContext context) {
// TODO Auto-generated method stub

}

5.3.2. igERRIKH
R R, RN E

‘ protected IFloodlightProviderService floodlightProvider;

B E LR S 2

@Override
public Collection<Class<? extends IFloodlightService>> getModuleDependencies() {

Collection<Class<? extends IFloodlightService>> | = new ArrayList<Class<? extends
IFloodlightService>>();

l.add(IFloodlightProviderService.class);

return [;

}

FIIRIE A AL B



@0Override
public void init(FloodlightModuleContext context) throws FloodlightModuleException {

floodlightProvider = context.getServicelmpl(IFloodlightProviderService.class);

5.3.3. 4 Openflow iHE
Aoy ST of packet_in Y BN, R —A buffer SKAT I HIEI of T4 2.,
DA BT

7 startup() P yEM T 25, 59 provider -4 175 B2 4L FE OF [ Packetin JH 2.

@Override
public void startUp(FloodlightModuleContext context) {
floodlightProvider.addOFMessagelistener(OFType.PACKET _IN, this);

}

A OFMessage WP asfefit id (5 5.

@Override
public String getName() {

return "PktinHistory";

}

YE NN EAR &, A% circular buffer (import #HIS40) , f£1i# packet in H B .

‘ protected ConcurrentCircularBuffer<SwitchMessagePair> buffer;

FEAIR LR P IR 1A &

@Override
public void init(FloodlightModuleContext context) throws FloodlightModuleException {
floodlightProvider = context.getServicelmpl(IFloodlightProviderService.class);

buffer = new ConcurrentCircularBuffer<SwitchMessagePair>(SwitchMessagePair.class,
100);

}

I 53] packet in 5 5 AL TR 2



@Override
public Command receive(IOFSwitch sw, OFMessage msg, FloodlightContext cntx) {
switch(msg.getType()) {
case PACKET_IN:
buffer.add(new SwitchMessagePair(sw, msg));
break;
default:
break;

1
return Command.CONTINUE;

}

5.3.4. b0 rest API

FESKIL T — A e BRI )5, AR LKL rest api,  RERIGZALER (AR OG5
B FESERPIIFSES: MM RS, JFEZARST SRS REST API k.

BARYIK, VFEM—HH Restlet,
1. f£ net.floodlightcontroller.controller.internal.Controller F1y3: /it —> restlet.

2. SEHl—/>*WebRoutable 5. i%JR5CIL | RestletRoutable, Ff2fit | getRestlet()
FlI basePath() R %L

3. SEEl—/>*Resource 35, %KY JE T ServerResource(), LI T @Get B @Put
N R AR E Z A s .
Gy FH- 48 £ 0 IPktinHistoryService
T JLTE pktinhistory B 61— M IFloodlightService ™ Ji# Sk 142 11

IPktinHistoryService (IPktinHistoryService.java) , 1ZRSHHH — A J7i% getBuffer(), SKisHX
circular buffer {5 & .



package net.floodlightcontroller.pktinhistory;

import net.floodlightcontroller.core.module.IFloodlightService;

import net.floodlightcontroller.core.types.SwitchMessagePair;

public interface IPktinHistoryService extends IFloodlightService {

public ConcurrentCircularBuffer<SwitchMessagePair> getBuffer();

}

FLAE [B] 31 JE S 61 2 1Y PktinHistory.java. ib'e EAASZIN IpktinHistoryService 311,

public class PktinHistory implements IFloodlightModule, IPktinHistoryService,
IOFMessagelistener {

FESL IR 55 ) getBuffer() /7% .

@Override
public ConcurrentCircularBuffer<SwitchMessagePair> getBuffer() {

return buffer;

}

BT &L PktinHistory #Ek H1 getModuleServices()Fll getServicelmpls() 77 72510 FNR B 22
45, FAHRHE T IPktinHistoryService.



@0Override
public Collection<Class<? extends IFloodlightService>> getModuleServices() {

Collection<Class<? extends IFloodlightService>> | = new ArrayList<Class<? extends
IFloodlightService>>();

l.add(IPktinHistoryService.class);

return [;

@Override
public Map<Class<? extends IFloodlightService>, IFloodlightService> getServicelmpls() {

Map<Class<? extends IFloodlightService>, IFloodlightService> m = new
HashMap<Class<? extends IFloodlightService>, IFloodlightService>();

m.put(IPktinHistoryService.class, this);

return m;

}

getServicelmpls() 25 YRR L 248, A3 (PktinHistory) HEALARSS 2.

Y% E 5/ /5 REST API JR%
ZJ5, TREYNHN REST AP AR A5 A (7528 import AHOCEL) &

l protected IRestApiService restApi;

JEUR N IRestApiService 1E K, X 75 EAZ LK init() 1 getModuleDependencies() »



@0Override
public Collection<Class<? extends IFloodlightService>> getModuleDependencies() {

Collection<Class<? extends IFloodlightService>> | = new ArrayList<Class<? extends
IFloodlightService>>();

l.add(IFloodlightProviderService.class);
l.add(IRestApiService.class);

return [;

@Override

public void init(FloodlightModuleContext context) throws FloodlightModuleException {
floodlightProvider = context.getServicelmpl(IFloodlightProviderService.class);
restApi = context.getServicelmpl(IRestApiService.class);

buffer = new ConcurrentCircularBuffer<SwitchMessagePair>(SwitchMessagePair.class,
100);

}

8Y/# REST API 154928 PktIinHistoryResource FJ PktinHistoryWebRoutable
PUE I HITE REST API FPIRSE, QRGP , BUEALEE url call AL M 2] REST API

3.

B JeA AL FE REST API i 3K 125 PktinHistoryResource (PktinHistoryResource.java)
MERBNAR, 1ZIKIR F] circular buffer FR P2



package net.floodlightcontroller.pktinhistory;

import java.util.ArrayList;

import java.util.List;

import net.floodlightcontroller.core.types.SwitchMessagePair;

import org.restlet.resource.Get;

import org.restlet.resource.ServerResource;

public class PktinHistoryResource extends ServerResource {
@Get("json")
public List<SwitchMessagePair> retrieve() {

IPktinHistoryService pihr =
(IPktinHistoryService)getContext().getAttributes().get(IPktinHistoryService.class.getCanoni
calName());

List<SwitchMessagePair> | = new ArrayList<SwitchMessagePair>();
l.addAll(java.util.Arrays.asList(pihr.getBuffer().snapshot()));

return [;

}

ILAEGIZE PktinHistoryWebRoutable 2% (PktinHistoryWebRoutable.java) , 15t & f
REST APl FRAT T 1 API K & 1 URL 45 B4 € I 525 .



package net.floodlightcontroller.pktinhistory;

import org.restlet.Context;
import org.restlet.Restlet;

import org.restlet.routing.Router;

import net.floodlightcontroller.restserver.RestletRoutable;

public class PktinHistoryWebRoutable implements RestletRoutable {
@Override
public Restlet getRestlet(Context context) {
Router router = new Router(context);
router.attach("/history/json", PktinHistoryResource.class);

return router;

@Override
public String basePath() {

return "/wm/pktinhistory";

}

JF ¥ Restlet PktinHistoryWebRoutable 73 /it 2| REST API Al 55, Xl &L PktinHistory
1) startUp() 772K 58 o

@Override

public void startUp(FloodlightModuleContext context) {
floodlightProvider.addOFMessagelistener(OFType.PACKET _IN, this);
restApi.addRestletRoutable(new PktinHistoryWebRoutable());

}

HEX 7%
29 Jackson [P AN REST #6:0. WIRTHFESR e # 0 Fyik, 2 H LT3
X2 OFSwitchimplJSONSerializer (OFSwitchimplJSONSerializer.java, iz T
net.floodlightcontroller.web.serialzers f1.4) , N

net.floodlightcontroller.web.serialzers {9 .



package net.floodlightcontroller.core.web.serializers;
import java.io.lOException;
import net.floodlightcontroller.core.internal.OFSwitchImpl;

import org.codehaus.jackson.JsonGenerator;

import org.codehaus.jackson.JsonProcessingException;
import org.codehaus.jackson.map.JsonSerializer;
import org.codehaus.jackson.map.SerializerProvider;

import org.openflow.util.HexString;

public class OFSwitchImplJSONSerializer extends JsonSerializer<OFSwitchimpl> {

/**

* Handles serialization for OFSwitchimpl

*/

@Override

public void serialize(OFSwitchlmpl switchlmpl, JsonGenerator jGen,

SerializerProvider arg2) throws IOException,
JsonProcessingException {

jGen.writeStartObject();
jGen.writeStringField("dpid", HexString.toHexString(switchimpl.getld()));

jGen.writeEndObject();

J¥*
* Tells SimpleModule that we are the serializer for OFSwitchimpl
*/

@Override
public Class<OFSwitchimpl> handledType() {

return OFSwitchimpl.class;




}

IRAE 75 E 45 1F Jackson (I FRAIT T 548 . FTFF OFSwitchimpl.java (fif T
net.floodlightcontroller.core.internal ) , Ein ™ (7F5E import FAT TGN
OFSwitchImplJSONSerializer £2)

@JsonSerialize(using=0FSwitchimplISONSerializer.class)

public class OFSwitchimpl implements IOFSwitch {

5.3.5. #FHAEKR

B8 UF loader WATHIMRIRAZLE, U INAEHL 44 73 src/main/resources/META-
INF/services/net.floodlight.core.module.lfloodlightModule.

‘ net.floodlightcontroller.pktinhistory.PktInHistory

SRIG T FIAL R TR B A . A8 OB ER I B A
src/main/resources/floodlightdefault.properties H [f] floodlight.modules 28 & .

floodlight.modules = net.floodlightcontroller.staticflowentry.StaticFlowEntryPusher,\

net.floodlightcontroller.forwarding.Forwarding,\

net.floodlightcontroller.pktinhistory.PktinHistory

5.3.6. iz

J&2 3l mininet.



mn --controller=remote --ip=[Your IP Address] --mac --topo=tree,2
*** Adding controller

*** Creating network

*** Adding hosts:

h1h2 h3 h4

*** Adding switches:

s5s6s7

*** Adding links:

(h1, s6) (h2, s6) (h3, s7) (h4, s7) (s5, s6) (s5, s7)
*** Configuring hosts

h1lh2 h3 h4

*** Starting controller

*** Starting 3 switches

s5s6 s7

*** Starting CLI:

RahE, BT

mininet> pingall

*** Ping: testing ping reachability
hl->h2h3 h4

h2 ->h1h3 h4

h3 ->h1 h2 h4

h4 ->h1 h2 h3

*** Results: 0% dropped (0/12 lost)

FIIFH REST URL £ 31|45 5L



curl -s http://localhost:8080/wm/pktinhistory/history/json | python -mjson.tool
[

"message": {
"bufferld": 256,
"inPort": 2,
“length": 96,
“lengthU": 96,

"packetData":
"MzP/Uk+PLoqlUk+Pht1gAAAAABg6/WAAAAAAAAAAAAAAAAAAAAD/AgAAAAAAAAAAAA
H/Uk+PhwAo02gAAAAD+gAAAAAAAACYKiP/+Uk+P",

"reason": "NO_MATCH",
"totalLength": 78,
"type": "PACKET_IN",
"version": 1,
"xid": 0

by

"switch": {

"dpid": "00:00:00:00:00:00:00:06"

"message": {
"bufferld": 260,
"inPort": 1,
"length": 96,
"lengthU": 96,

"packetData":
"MzP/Uk+PLoqlUk+Pht1gAAAAABg6/WAAAAAAAAAAAAAAAAAAAAD/AgAAAAAAAAAAAA
H/Uk+PhwAo02gAAAAD+gAAAAAAAACYKiP/+Uk+P",

“reason": "NO_MATCH",
"totalLength": 78,
"type": "PACKET _IN",

"version": 1,




"xid": 0
2
"switch": {

"dpid": "00:00:00:00:00:00:00:05"

6. PEEEMIA
6.1. KE

B2 src/main/resources/floodlightdefault.properties 1, REJK/> load FIFEHLA%.

floodlight.modules =

net.floodlightcontroller.learningswitch.LearningSwitch,net.floodlightcontroller.counter.N
ullCounterStore,net.floodlightcontroller.perfmon.NullPktInProcessingTime

AT ant i i¥ floodlight, 447 java -jar target/floodlight.jar iz4T floodlight.
6.2. Cbench
cbench A LIYHERL 4 packet in TSI of #5555 .

6.2.1. H&E
AT

sudo apt-get install autoconf automake libtool libsnmp-dev libpcap-dev
git clone git://gitosis.stanford.edu/openflow.git
cd openflow; git checkout -b mybranch origin/release/1.0.0

git clone git://gitosis.stanford.edu/oflops.git

cd oflops ; sh ./boot.sh ; ./configure --with-openflow-src-dir=<absolute path to openflow
branch>; make

cd oflops ; sudo make install

6.2.2. BT

BNSHE N

M, AN LR MAC (N A3
s, BRAU AL KL




t, ik
ap

| cbench -c localhost -p 6633 -m 10000 -1 10 -s 16 -M 1000 -t
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