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Centec on SDN (Q) centec

m 2013%FF4A A B XM 2T HONSIES: 3RS T SDN IdolidE

% centec s p
| networks >’\<blgnsetwwtotrckhs @
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centec  (inte) mmolbcou S Aty

networks MARVELL®

@ &@ BROCADE =3 - freescale ERICSSON 2

HUAWEI

m £ IRZNONF PlugFestilli&, B3 T —BUFF

m  5ZAControlleri#4T 7 EEMR, AIENTT CML, NTT data, NEC, %, Bigswitch, HP,
NOX, IXIA, Spirent&
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Centec SDN platform: V330 (@) entcc

B V330RFIAZEHLE T BRI B T K KICTCO048LL K MAZ#: F, 48
IR IOpen vSwitch (OVS) FMERITHEAISDK, RAT A=
T EEFISDNRT AL RSB TR

Models

V330-48T

Port Configuration

48 10/100/1000M RJI45
Modular Uplink :
4 X 10GE SFP+

V330-48S

48 100/1000M SFP
Modular Uplink :
4 X 10GE SFP+

Description

m Pluggable AC/DC Power Module

®m Pluggable and Speed Adjustable Fan
Module

B Support RJ45 Console and Eth
Management port

m Support USB Storage Port

m OpenFlow enabled SDK and software
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" V330RFNA Gy centec

n BN ERTCAMBEIE, X#F2.5KK12TuAERILECRR

B 2 FFEMPLS

m TiE T OpenFlowSZHINVGREFIMPLS L2VPN

m YHEOF1.38 X ¥JFlow meter, HQoSHE

m XHFOF1.3% X Group, W] LLEIEOpenFlowsEILAH #& M
R BIE
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Centec SDN platform: V350 (@) e tcc

m VIS0RFIAZHNETBER B EH R E=ZARUKMAH T FCTC5163
, SERRFFEKIOpen vSwitch (OVS) FBRIFFREISDK, AT H
HEH N 52ESDNA MM RSB R T

Models

V350-48T4X

Port Configuration

48 10/100/1000M RJ45
4 X 10GE SFP+

V330-8T12XS

8 10/100/1000M RJ45
12 x 10GE SFP+

Description

m Pluggable AC/DC Power Module

m Fixed and Speed Adjustable Fans

m Support RJ45 Console and Eth
Management port

m OpenFlow enabled SDK and software
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V350-48T4X & () centec

- RJ45 Serial Port
- Ethernet Port for Mgmt

Fixed and speed-tunable AC/DC replaceable
fans dual power supply
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V350-8T12XS BEH-F& (O centes

[ 8x1GE Copper [ 12 SFP+ ports

Reset Button
- Ethernet Port for Mgmt

[— RJ45 Serial Port

[ 12V DC RPS [ AC Main Power Supply
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B Group®

m Meter®

m FRIERE
= NVGRE
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V35075 il B A

2013/09

2013/10

2013/11

A\.
) centec
b4

2013/12

Hardware

V350 48T4X Hardware
« 48x1G + 4x10G

V350 8T12XS Hardware
« 8x1G + 12x10G

Software

m OVS master / OF 1.3
m 2K 12-tuple flows

m NVGRE / MPLS

m Flexible matching and
editing

m Flow table

m Group table

m 10K MPLS flows
40K L3 flows
m 20k L2 over GRE flows

m 32K 5-tuple flows
m OF-config 1.1

m multiple flow tables
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IAZE VR TSI

m Adjustable multiple flow processing stages

m Programmable Element
= Programmable flow table size and width
= Programmable match fields
= Programmable actions
= Programmable packet parser

m Standard explicit multiple flow tables and
proprietary innovative implicit multiple flow
tables
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/

“_o-7____ Metadata; _“~=./ Metadata
| |

Flow Stagel: Meter; Flow Stage?2: i Met?r; Flow Stage3: [Meter;
IActions; . Actions; |Actions;

MPLS Optimized ' Load Balancer/ | Mac/IP/Nat/
Flow Table L3 Security/ Optimized Table
I Wireless/
Research

|
|
iOptimized Flow
|
|

Customer/
Tunnel/L2
Security/vlan
access, etc.
Optimized Flow
Tables

Execute

Action Set Group Table

SDN ASIC Chip
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. OpenFlow 1.x
Applicatio Controller
nmanager <

i\ —_—— o

\@m

DS/IPS/FW

Load Balancer
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OpenFlow 1.x Client L«Glis

Application Controller
manager
[ RE— . Data Center 1
Nl

—
g e—

r-
[
-

@ Data Center 2 J ﬁ?f@ff N Data Center SIﬁ

WAN and Optical Networks

© 2013 kML (IR FIRA R R — DI,



FAREHI2: A (O centec

g OBEITWANME H %

2 TR B T 98 HO R Y SR A e

RSk ek

© 2013 ERtMZs R FIRA . fRE—DIBH.



HPEZEfM2: EB#&ERIOpenFlows ('1:}) centec

m MPLSH B

= Y #FMPLS L2VPN

m Meter®
o RS TR B s 4 1

© 2013 ERtMZs R FIRA . fRE—DIBH.



Application OpenFlow 1.x

manager Controller
!\Id P ‘
1@&
- .
N
'\\ \\'

Ir \'\ \l"'-.‘::“\\
N )
I
|
1

© 2013 ERtMZs R FIRA . fRE—DIBH.



FAREHI3: A (O centec

n R ERSG R S ERE

m RE PSRN R
= HERLHLZ 1A A

= OpenFlowsZ #ALAE INVGREN W ¢,  SEILREIE 1) 3 25 R g
I

© 2013 ERtMZs R FIRA . fRE—DIBH.



P ZE#3: showcaserEFii (@) centec

BERE
SDNZR#ALBI D =it E M E LML

——EHB, hIN=HEE 1 OpenStack+SDNAZIRHL LR UL T

OpenStack Neutron
open: SW HthiA BEER

RESTful, PyThon CLJ WebUI

—| Centec neutron plugin
| Neutron

w Device Manager
OpenFlow =88

50
=5 A9 MEELME HeiEs

OVS Tunnel Offload 2%%l V3503ziad],

L] centec ‘o TVNS

A CHE FOELC i 99¢cloud.net WWV

0512-6

© 2013 JEEFM L% (IR HIRATE . REE—VIAH] .



FHRZEFI3: f&BIEROpenFlow

B NVGREPFFIE R B 2R 55

m L2 (Rack) WHBLLKESHLAEH)REFUML 18] I 15 #0
E%DGHHOWQJQM%&, /D> H 5525 0 P99 2% B Ab B
il

© 2013 ERtMZs R FIRA . fRE—DIBH.



networks

HREEH4: S3EDDoSHH: (@) centec

1. Drop 13305 packets based on
P dst and [P src

2. Change the 1P dst of the
legitimate packets

-4
- S o E = b ~
.3 \
RR OpenFlow
RTBH 1. Drop DDoS packets Controller
2. Change the [P dst of the
legitimate packets
Novii i A |
= -— |
I
!
/

Restore the I dst of the legitimate

packets to the target [P dst
A

DDoS target
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