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Controller Switch
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packel 10 = | g packet and send it to Open Flow Controller — ‘Switch (packet- A
controller via in) from Network

Secure Channel @

h J

Optional B
1. Drop the packet processing
2. Modify the existing flow in

Open Flow Switch.
3. Add the flow in Open Flow
Switch.
4. Delete the flow in Open

Flow Switch.
Parse header c
@ fields

N
‘A/Iatch Tabl& D
O T

Y o | Apply action on
N "|  Data Plane

RN

X ,ﬂ//l/atch Tab]& D
~ Nth /

T

Flow Table of
Open flow Switch

/

} Update Flow table if 2, 3 & 4. }
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Open Flow Switch Flow table

Tuple match Action

Rule Fwd/drop etc S

Do the
corresponding
action

Match the Tuple Update the Counters

1. Drop
Match based on 2. Forward
12 Tupels flow 3. Queue Update the
defined in flow 4. Send back to counters.
table 5. controller
Etc..

2.2,
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- B WEVLEC)S BT R LR AR

RERBHER GTd)
AEATHE NS AL A A0 75 2 54 Sk 12 Do P R —fr @ AT UL CERSRA UL AT A
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IP Source Address 32 IP F1 ARP i 3 JE 1P
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IP ToS bits 6 JiTf 1P 3¢ IP TOS i
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W AREXANER K SRS HAHILE . ERRRFmER, HAE S BT . B
AT BT —A T LAVLEC ) Je 2
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0x0800
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& 2.3.
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RITHECEs FIREE th %) TR R E o« IUAE B AT B el Ge B BRI B 25 .

Zh¥E (Action)
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JIT A ity 11 (AN HE R SCHE T 248 T (4 3 11 B2 4 vy 11
Pl 5 (Controller) | Rk ST R 4 il &5
K Hiu 3% 11 (Local) B S R B E I ASHLAE Openflow i 1 (F B
FH1E Openlfow 7R & A2 AL 1)
Wi (Table) B RE T ERE CEHT X HFZMEN
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N3 1 (In Port) PR ST e BN U ST 11
E7 FE 37 AR L
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(25 FITE Openlfow J& &R AZ B bl )
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W IIE
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AT R . AR — AN R g R, A ERNLS Y H B R # B EA P A E

23



<

S

N ( Ethernet link — Between Controller & OF swicth

N |

Open Flow
Controller

O,

- SYN on 6633

SYN, ACK:
-+ ACK

\J

Hello — Versonl >
(=)

Hello - Version 1 ‘

Connection Established—@ -

Feature Request >
(o)

= [ ]
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Open Flow Control Messages
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(Normal Operation in a session — Explained in further diagrams)

Echo Request >
©

< Echo Reply ‘

Echo Request >
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< Echo Reply ‘

B 3.1 OpenFlow A2 #5544 il 8% 2 (8] I ERE 2 5T

S D

Open Flow
Switch

ZygEIE R (Feature Request) o IX &3l 8% & A AZ LI — 4% Openflow ¥ 8., H &N T 3RERL
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- HUEERSE 1D
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- SRR R
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SB]E
AR PRI A H AL RE(S B )5, OpenFlow PhSURr e A E S vT AT HEAT 7o X EERAE 4T T
IR HH

SB,F

Echo i% sk (Echo request) #11 Echo il (Echo reply) J&7F OpenFlow (6 FR AU S, Alof 138
£ N7 OpenFlow 22 #:HLF1 OpenFlow il 2% 2 A LR EFEFE I B (Keep-alive) SRAFH . @
echo i >R f# ] OpenFlow % 3k “28%{g=2" , echo M ¢ F] OpenFlow ##E 3k “287(H=3" .
ANFEET TR AR SEEL,  echo i SRAFN R AR SCH A S BB 2 F A AL

3.2 Packet-In 4

XK R Packet-In ST AR S AFFTIS AR . 1B 3.2 JEZR 12 —ANMSLIT) Packet-In FHAf. Kl
RIARIRFRE T A R IR S5 AT ER ST, T T RATTHON IX LR AT e

BB A
iSRRI AE MM L2 () R4t TCP &7y Hello R0, ThEEIE R S5 RiFR5 57, X deid
HIAFAE S Packet-In Fi4th & AL T 42

S B

X0 BB ) 2 S L ERE R Packet-In FHF. 24 OpenFlow SZH#ALIRBI B B, WRmME
b SRR R MICEC S B, XI5 Packet-In FEFi gk fil R 1, SSHMLLK XA EdE 003 1 3|
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3.3 Packet-Out F4
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o PEEVLANARZE S ERE AT
o PIKRMHuhEBAE f R FF
o IPvahESHE R IR ST
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35 W EALE (Set Configuration) ZFHff

XA AR W B RCE (Set Configuration) {5 B HIfil & &4 AEFE. B 3.5 EIAREE — /ML iy
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< Echo Reply

B 3.5 W HEACE (Set configuration) {4
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B RERE SRR
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BED
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o THMIELEIRE
o MissKIEKE
o FIRKILEBEHIZRHH M A BR8N, BRIAME128.
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S C
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R IR B ) (Port-Modify) JH BRIl A 26 RIS R . 18] 3.9 FEIR I — ML B B
1 (Port-Modify) . EIfHIbRIRFRE 1A R SR 2 .

38



S | | |
C ( Ethernet link — Between Controller & OF swicth O)
x
5 | | Open Flow
Open Flow Switch
Controller
Connection Established
&
Port Modify @ >
‘ Echo Request
< Echo Reply
& 3.9 i 122k (Port-Modify) Ziff
SEA
P SRS WML 2 (A iR 0T TCP 357, Hello R0 ThAETE K S5 ma N IR J5 @r . X SR
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no receive STP,”

Step C

WERC
The port modification message has the following fields in the packet, and, using these fields, the port
properties can be modified:
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B 1 (Port-Modify) JHEELHE LU R IXLE A%, GHRTXLE AR, AT DO S AR e A R 5

SBD
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Uiy |15
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DA X i 3l
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Uiy 1 C B AR 3
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Uiy 11 P B A 75
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i G CRHERR D
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o

o O O O O
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3MERATEE
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C ( Ethernet link — Between Controller & OF swicth O)

=

N | | Open Flow
Open Flow Switch
Controller

Connection Established

&
Barrier Request >
< Barrier Reply

Echo Request >
(=)

< Echo Reply ‘

& 3.11Barrier i3 sk Flm 5

Step A
BE’A

iSRRI MM L2 () R4t TCP &7y Hello R0, ThREiE R S5 SR 5y, X 4%
HIAFAE A& Barrier 8 SR A0 NS4 % A2 FTRTHE -
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S B
Mz AR B T AR L BCZE OpenFlow A2 AL AT 55 A2 75 56 FEICRE 78 T I 58 AP B A, i S8
B b A2 o

BED

Barrier i& =K 71 5. F OpenFlow %#5k7H & “KAUE=19" £Ix.

WS BITE SR I B AL, TESE IR T2 LTSS 5, 2 R N3 B 4 1 25

R A5 e S J2H OpenFlow 24 Skl B “RAUE=20" XIx, FHEA Barrier i R iH B A bR

SB|E
Echo 17 3K Al 3+ #F OpenFlow il 2% 5 OpenFlow A2 ¥l 8] FFIEFIRZS

3.12 BAFISKEXEE B (Queue Get Configuration) &SR ANmH B 244

TR o R BN Z1 P 3 SRR S SR A R SRR AR . BT 3,10 FOR IR — ML Y BA S R HI T
BRI S R BT AR TRERTE T AN R A R S A R A

SEA
PEHI BRANAE WML 2 (A iR TCP ZE37. Hello R0 ThfgiE K 5 N IATT G 8y, XLt
FIAFAE A2 BA A R HXC B 1 =R R ) 5 =54 2R PR T H2 o

PEB
A 2R E 1)) OpenFlow s b/ L A ASIBC B %, il A i3 1

SE’C
AT SR ALTE AT K DA FIAE B 145 BA G B S v S LG i 115 % 11 R BA A e B A
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C ( Ethernet link — Between Controller & OF swicth O)
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~ | | Open Flow
Open Flow Switch
Controller

Connection Established

&

Queue Get config Request

(°)

Queue Get Config Reply

K

Echo Request

(o)

Echo Reply

<

P 3.12 BAB SR EEC B 1 SR i

PB®D

Echo 18 3K Al B FH T {*%F OpenFlow il 2% 5 OpenFlow A2 # ML 0] FIERIRES

313 4EREM

ARG A AR B A SR A A R . 1B 3.13 Jeom B — DM HOL AR AT . B AR IR AR
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S | | |
i ( Ethernet link — Between Controller & OF swicth O)
| |

Open Flow

Open Flow Switch

Controller

Connection Established
&
Erroneous Control packet >

< Error Event

‘ Echo Request >

()
Echo Reply

B 3.13 FHRF

FPEA

Pt 5 FIAZ AL 2 AR 220 TCP #57. Hello #3C. ThRgid R 5 SR AT f5 T, X LeidE b
AR R R A AT S . 0K, Rt AT BURAAE hello oA

SHEB
P s SO R AN RE R B Y BSCRE B SZ ML BEAT OIS (e, 2B T AR P
AT AT 3 2 A2 Hp L 422 ) st 8 vl R fid A i 54

S C
W OpenFlow ZZHALARE B . SZRFEGE PUATIEHIES & HH 1) OpenFlow I 50dE 61, o kikss
R R R, UIERER . BR AR A U RS B SR A B E RS AE .

S D
Echo 1 3K Al 3 FH T {*%F OpenFlow =il 2% -5 OpenFlow A2 ¥l [H] FIEBIRES
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#FJIE OpenFlow RFIHFF

AT FEEYAR 7RI OpenFlow 41K, LARFFURIERIEEAT E . AR AT =2 HNLE
=MIBESE, BN E B 2% AR AT LB OpenFlow 5 g okiz . =S Hbl 2 18] f
BEME AT AN, BT ABRATTAT LUR R 2 #i70 #7 H OpenFlow s /EFETHR Y SR BR AR 78 Bl
B, e B G SOR AT BT EE T . O 1O FUS S AR RE, JEfE ] T — & wire-shark [
ZANAREF?, I RAS B H3EAT T hRTE

4.1 A GEHIH R

X 12T OpenFlow %%, 25— 2 KL OpenFlow 4 il &% il i) OpenFlow 22 #ibl. il &
FE Y TRRIN, A RELE OpenFlow MIZ% R SEER GBI AR ENLZ B B8 4%, IF HOEEE 1
T} 2 2 o

OpenFlow ¥z fill #%8 1L MW TCP %y 15 6633 kAL OpenFlow A2 #:4l. — H OpenFlow 5l #8 1EH;
#| OpenFlow ZZHll, F— Dt RZE RIS S A E (RIZRECEAS OpenFlow ZZ#ALIFI4H T,
PL AN [F] OpenFlow A2 #4712 AR S bRk i Al 1) o 1X— R ILE AP IRE i 2B—0
SEIEF AN, B D R AN IR L SE L ] [P

S5 R SR AR VR AL SRS . — B TCP AR S8 e b, 42 d 2 Rk — MR IR K
T o WRERE NI AR 2B I — N RF LW RN BREAT R o JX AR R B 2 R A LA
RE~ 3 A1 KA Re i niE bl et . 5 20, LR BRI A DL, 7B A F OpenFlow
AT B A IE IR 2% 2 R I (LLDP) 4R SRS IL

LLDP RS Ui 1% ? #E OpenFlow P14 5 X LLDP, Openflow A2t AN GEIR ) LLDP 41 3¢
(R ER AN, BTCAFTA I LLDP #OCSERR F 2 iz hl 2 2L B, H 336 7E Packet-Out R X
L, AR5 BT ES 1% Packet-Out IR SCEAAZHHL, Packet-Out i SCHBN/E (Action) FEN: ¥k
BIEZ ARG E i o XL LLDP $ SCHF AT HRALIT %A i 11 3% Rt 25, 00 Ui 28 AT LR > i B 4%
K LLDP a4, AZHALFFAGEIR X AR SO LLDP Bh iRk 3, H 24 @ Hdm i SCAb B, XA
LLDP i SC A AL 35 N Packet-In i SC R IE B #5 i #% H (Packet-In ik 3CH &4 7 A 45
B o PSR B WSS R 1 Packet-In R 3C (35235 7 LLDP PRS0, ZHRALEL AT LA T
MR HIFRTN . (LLDP RIEMIFF I —k. )
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gk B 2L el Feature 153K | &35 M B L K 1% Features 1% Kk ¢

B L L iE Feature W Ry S (377 A8 #ML SRR B
B 2 bl Fa il 2% Feature M. | HILEE

P B SR AT HHL-A [R5 1 320 520 41 Ki% LLDP Ui
gk THAL-A Packet-out (&

P SR B SR AT HeHL-B [H)3f 1 30, 50. 41 &% LLDP ¥
2 T Ht1-B Packet-out (o
5 1) 4% ZHAL-C Packet-out P ) 28 EOR T HHL-C [A15 1 42, 41 Ri% LLDP $¥E

AZHHL-A 255 i 0 52 iRk B R #AL-B ) LLDP %1
ZHHL-A itk Packet-in P4, JFIEIT Packet-In IR KIE LTI

ZHAL-A B2 M 1 41 _F Y Ek B 22 #AL-C /I LLDP %
ZHHL-A itk Packet-in P4, JFIEIT Packet-In IR LK IE LT HIA

ZHAL-B 25 M 111 50 LIRSk B AZHedL-A 1) LLDP %L
ZHeH1-B i 2 Packet-in P4, JFIEIT Packet-In IR LK IE LT HIA

ZHAL-B B 25 i 11 41 IRk B AZHeL-C 1) LLDP %X
ZHeH1-B itk Packet-in P4, JFIEIT Packet-In IR LK IE LT HIAE

ZHHIL-C %j“z@)\m 141 FUREISK B 24 A1-A 1) LLDP 4
ZHHL-C EatilEr Packet-in WAL, JFE Packet-In R AKIR LA 1] 9%

S HAL-C %j“z@}\” 142 FUEISK B A2 AL-B 1) LLDP #k
ZHHL-C EatilEr Packet-in AL, JFE Packet-In R AKIR LA TE ] 9%
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Controller:
MGMT IP: 1.1.1.29

Open'Flow Controller

Src_ip: 10.0.0.25 Src_ip: 10.0.0.26
Mac: 00:1b:21:1b:4b:e9 Mac: 00:1b:21:1b4d:5¢

oy 5

|
N, s
N
Host A N e Host B
B 7
~ s

SW-A:

MGMT IP: 1.1.1.27 SW-B:

MGMT IP: 1.1.1.28

10GlINK  c—
1 G link [
MGMT link — — — — —
Hostlink —.—.—.—

SW-C:
MGMT IP: 1.1.1.30

A 4.1,

MG FRDER, fEhlasnT DS BRI E A 4.1, (RO FURME T MRS, JEA T RIE
BAMHLENE S, WlE 4.1 ProR).

BN AT USIE LR P3RS G B 4.1 PIERERISh bR

Fa1

4.2 BEBETH

LEHl A TR INRIUG, ST BT SRR AR . IXA T RE T L T Diskstra ¥ B4R T
([FMEGESTP) o fE3m T i Z (AT 5 tH iR R AR e, I 8 fl i HE 2 (Port-Modify) A4y
OpenFlowsZ#edfL L i D BT S 80 E . XA H R A B s — M e, et &
2R R T R AR A H .
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HAT, 2B TR 5. |AES— MoK Ul B E DA $0 0 2 e S B0 e A A 1T 3
1, tnikl4.1:

FZEIATI 2 M6, ATV EE 75 EAE EHAM BB KL, HA PSR DR H %
o BEAMEESRBRAT L BERE (0 BRAS .

1. THAH-A <> THAH-B = 1G
THH-A <-> T HH-C <-> 32 #AHL-B = 10G

BT kAR R

L SHFEGRIIGE R, RSB A, ZHHL-B. ZHH-C KM OHCE (Port-
Modify) JHEL, PR BB — T2 MRS TR

a. AZHAL-A K2 AEu 11 (32, 52, 41) FULHE| “ii &0k (Port-Modify) 7 1
B——TEprfaum D LkE “Teit” fnE

b. ZZH#HL-B K £ fEd I (30 50, 41) EHGE] “Ii & (Port-Modify) 7 V¥
B——fErAm 0 L E “Tzilt” KR

c. ZHAL-C Km0 (41, 42) BUgE| “um &0k (Port-Modify) 7 H E—
—fERTA O FRE TRz bR d

2. —HEHil 48 M LLDP Packet-In/Out VH SR BN, RIGBIERCRGAT S L, 4
A AL H LA BE B R B I H s B2 (Port-Modify) - UUR

a. ZHH-ABSERD (32, 41) FILE] “iH1E8k (Port-Modify) ” ¥ 12,
—— B3 1 ¥ B ROIR 2

b. AZHHL-B W SEum I (41, 300 _FURE] “Un B (Port-Modify) 7 JHE—
e AR L N

c. WHH-CH¥ofEu (41, 42) LWRF| “Hi &M (Port-Modify) ” JH . —
— R ui % B ROIRAS
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K 4.2 P a5 v 55 i SR R A 1) D

Controller:
MGMT IP: 1.1.1.29

Open'Flow Controller
Src_ip: 10.0.0.25 Src_ip: 10.0.0.26
Mac: 00:1b:21:1b:4b:e9 Mac: 00:1b:21:1b4d:5¢c
\ (// \\\ /
HostA . / HostB
"« . %
@ ’

SW-A:

MGMT IP: 1.1.1.27 SW-B:

MGMT IP: 1.1.1.28

10 G link
1 G link

MGMT link — — — — —
Hostlink —.—. —. —

SW-C:
MGMT IP: 1.1.1.30

& 4.2.
WA M -A FIAZIRAL-B 2 (8] B 3 R N 100G, T4 St 1R 25 b 760 o 28 12 il 28 A i 4 1

K, R ERT R R, XU A RN R A < E 0 (Port-Modify) 7
E

o

4.3 BA Ping AHI )RR ERAE
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N T BRIATEAS L B i, PLR2 A Ping OB, Hrp B A K2 kX Ping i 2 £
FEHLB. K43 HRoR 1A LARRNIRIE, WK 4.2, hindhHE W T RERE.

Controller:
MGMT IP: 1.1.1.29

Open Flow Controller

Src_ip: 10.0.0.25 Src_ip: 10.0.0.26
Mac: 00:1b:21:1b:4b:e9 Mac: 00:1b:21:1b4d:5¢c

'~

’ N . r// \\\ . s ’
Host A AN - Host B
. / \\\ . 7
N ¥ ! N R
® &
)y Flow add
( - Step-6¢

SW-A:
MGMT IP: 1.1.1.27 SW-B:

10 G IINK  co—
1Glink _
MGMT link — — — — —

Hostlink —.—.—.— ] SW-C:
MGMT IP: 1.1.1.30

B 4.3.

TR LR WA LD ER

PH1
MEHL A ping FHL B (10.0.0.26), EAHL A KA — ARP &K, RIZEBZHAHL A. H2ZHHL A ULE

ARP 13K, B KIE A Packet-In Hifitl (a3 71X ARP 1K) 1% %5,

Kl 4.4 ;4 Wireshark $IVE J5 ST /) Packet-In i 3.
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b Internet Protocol, Sr¢: 11127, Dst: 11129
b Transmission Contrel Protocol, Src Port: 53766 (53706), Dst Port: 6633 (6633), Seq: 9, Ack: 531, Len: 78
v OpenFlov Protocol e )\ pp request encapsulated in OF Packet In
P Header
= Packet In
Buffer ID: 4294967295
Frame Total Length: 6@
Frame Recy Port: 37 e The incoming port for this ARP request
Reason Sent: Action explicitly output to controller (1)
= Frame Data: FFFFFFFFFFFFO01B211B4BE9030600010300006400016018. . .
b Ethermet II, Src: IntelCor 1b:db:e9 (88:1b:21:1b:db:ed), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v Address Resolution Protocol {request) eommb 5.4 -1 ARP Request
Hardware type: Ethernet (6x6801)
Protocol type: IP (8x8806)
Hardware size: 6
Protocol size: 4
Opcode: request (Bx8881)
[Is gratuitous: False)
Sender MAC address: IntelCor 1b:4b:e9 (86:1b:21:1b:4b:ed)
Sender IP address: 10.8.8.25 (10.9.0.25)
Target MAC address: 80:00:90 09:00:00 (00:00:00:00:00:00)
Target IP address: 10.8.8.26 (10.0.0.26)

K 4.4.

B2

EEHIZHULRIX A Packet-In # L5, HMEEEIREIHFEEG S| ARP IEK. BEHl#R S KE—A
Packet-Out . 3¢ (H 25546 ARP 1E3K) BT HUZAHNL, EFEB (Action) NKI%E ARP &K
ZRTELS . R, ME—RLGA AN A HAL-B (AZHRAL-C & — N AR IR S LY

K)o

Pl S0 T A AR N 2 LLDP A2 R, LLDP KU 64 % A2 WM UBT A R A
[ 1o AL R K % up RS 3 L0 LLDP R0, T LURIIR 2 up RS 03
R B SR AL, I

Kl 4.5 2y Wireshark $IVEL 5 fid#fiT ] Packet-Out i 3¢
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p Internet Protocol, Src: 1.1.1.29 | Dst: 1.1.1.28
p Transmission Control Protocel, Src Port: 6633 (6633), Dst Port: 41181 (41181), Seq: 1, Ack: 351, Len: 84
< OpenFlow Protocol
b Header
< Packet Qut e ARP request encapsulated in OF Packet Out
Buffer ID: None
Frame Recv Port: Nome (not associated with a physical port}
Size of action array in bytes: 8
= Qutput Action(s)

- Action
Type: Output to switch port (@)
Len: 8
Qutput port: 30 —=——— Action specifies the ARP to be sent on port 30 (Edge port)

Max Bytes to Send: 65535
# of Actions: 1
= Frame Data: FFFFFFFFFFFFEG1B211B4BESG3060600108060604000160018. ..
b Ethernet II, Src: IntelCor_lb:d4b:e9 (08:1b:21:1b:4b:e9), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
I Address Resolution Protocol (request) ) Actual Arp Request

K 4.5.

B3

AL AL B WL H] Packet-Out #R LG, FENTHROCHENE (Action) J&, ¥4 )5 ARP W& R KRG HIA
v 1, X ENL B R SRR LG 1) ARP BRI C, EAL B M2 [BI%—> ARP Reply 3. [FIFF:
(1, ZZHHL B IR IR SCE, Ki% Packet-In R3¢ (2% 1 ARP Reply #30) Z=HI2%. Kl 4.6 4
Wireshark #IVEL 5 AT /Y Packet-In % 3C (F123& T ARP Reply i 30)

p Internet Protocol, Src; 11128 , Dst: 1.1.1.29
[+ Transmission Control Protocol, Src Port: 41181 {41181), Dst Port: 6633 (6633), Seq: 351, Ack: 85, Len: 78
= OpenFlow Protocel
P Header
- Packet In —— ARP reply encapsulated in OF Packet In
Buffer ID: 4294967295
Frame Total Length: 6@
Frame Recy Port: 3p —ep ARP reply — came from port 30 of this switch
Reason Sent: Action explicitly cutput to controller (1)
= Frame Data: 0018211B4BE900182118405(080600010300060400020018. ..
b Ethernet II, Src: IntelCor lb:4d:5c {88:1b:21:1b:4d:5¢), Dst: IntelCor_1b:4b:ed (88:1b:21:1b:4b:ed)
= Address Resolution Protocol (reply) e
Hardware type: Ethernet (8x6601) Actual ARF Reply packet
Protocol type: IP (6x0808)
Hardware size: 6
Protocol size: 4
Opcode: reply (8x6602)
[Is gratuitous: False]
Sender MAC address: IntelCor 1b:4d:5c (88:1b:21:1b:4d:5c)
Sender IP address: 16.6.8.26 (10.6.6.26)
Target MAC address: IntelCor 1b:db:ed (86:1b:21:1b:4b:ed)
Target IP address: 18.0.0.25 (18.8.8.25)
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& 4.6.

BIR 4
FIFERY, 225K 0L B [N ARP Reply JH 2325 7F Packet-Out R SCHH RIELA AT WAL A, THe

N

ML A Bt Packet-Out i 3, HUATENE (Action) FBUHIEEVE, K ARP Reply R XU R IEZE ENL A, F
LA W23 ENL B AIXHT ARP Reply 3¢, 5EENL B # ARP R I %%, [ 4.7 Wireshark JI1{L
JEfRATIY Packet-Out 30 (3 T ARP Reply #30)

P Internet Protocol, Src: L1129 , Dst: 1.1.1.27
p Transmission Control Protocol, Src Port: 6633 (6633), Dst Port: 53786 (53786), Seq: 531, Ack: B7, Len: B4
= OpenFlow Protocol
P Header
< Packet Out ——— ARP request encapsulated in OF Packet Out
Buffer ID: None
Frame Recv Port: Mone (mot associated with a physical port)
Size of action array in bytes: 8
= Qutput Action(s)

< Action
Type: OQutput to switch port (@)
Len: 8
Qutput port: 37 Action for sending the ARP Reply on port 32

Max Bytes to Send: 65535
# of Actions: 1
= Frame Data: 001B211B4BE9001B211B405C080600010300060400020018. . .

P Ethernet II, Src: IntelCor 1b:4d:Sc (88:1b:21:1b:4d:5¢), Dst: IntelCor 1b:4b:e9 (@8:1b:21:1b:4b:e9)

= Address Resolution Prutncul_ (reply) ) Actual ARP reply
Hardware type: Ethernet (8x8881)
Protocal type: IP (0x8800)
Hardware size: 6
Protocel size: 4
Opcode: reply (0x0602)
[Is gratuitous: False]
Sender MAC address: IntelCor lb:d4d:5c (808:1b:21:1b:4d:5c)
sender IP address: 10.0.8.26 (10.8.8.26)
Target MAC address: IntelCor 1b:db:e9 (80:1b:21:1b:4b:e9)
Target IP address: 10.8.8.25 (10.8.8.25)

A 47,

BIBS

ILAEFENL A ) ARP BT 7 EHL B 1 MAC FTIP Z 5, B K% ICMP iEREIEM., 4ixAi
ICMP B AL RE AT BN A I, BB T 35 7E Packet-Out IR K IELTEHIZE. & 4.8 4 Wireshark
PUE G RRHT I Packet-In R 3C (EHEE T ICMP 3 SRR 30
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b Internet Protocol, Src: 1.4.1.27 | Dst: 1.1.1.29
b Transmission Control Protocol, Src Port: 53786 (53786), Dst Port: 6633 (6633), Seq: 87, Ack: 615, Len: 92
= OpenFlow Protacol
b Header
< Packet In e ] ICMP request encapsulated in OF Packet In
Buffer ID: 4294967295
Frame Total Length: 74
Frame Recy Port: 317 ) ICMP coming from port 32 on Switch-A
Reason Sent: Action explicitly output to controller (1)
= Frame Data: @01B211B4D5(001B211B4BE905604500063(005606003001. .,
b Ethernet II, Src: IntelCor lb:db:e9 {88:1b:21:1b:db:e9), Dst: IntelCor_1b:4d:5c {80:1b:21:1b:4d:5¢)
b Internet Protocol, Src: 18.6.8.25 (16.8.8.25), Dst: 10.6.8.26 (18.6.6.26)

b Internet Control Message Protocol ) Encapsulated ICMP channel

& 4.8.

BB, 6 (6a. 6b kK 6¢)

AR 5 LI E IR NI ARP Request TR EHL A KIE ICMP 1 KRB G, (7] 425 1) 25
TG e (IAEE A ARP R3] T MAC Hidil) o I8 cloBlodl 0 B 28 ) 38 ik A8 el AL B,
C, FHIAUH BRSO L o ORI A LARIEEAIBIT (GBI HR 2 i
ARIE, TEZHHL B, ¢ LK HE) .

b Internet Protocol, Sre: 1.1.1.29 , Dst: 1.1.1.27

I Transmission Control Protocol, Src Port: 6633 (6633), Dst Port: 53786 (53786), Seq: 615, Ack: 179, Len: 88
< OpenFlow Protocol

P Header
= Flow Modification — Flow Mod packet for matching any packet coming on port 41,
= Match With MAC address of Host-A and Host-B.

B Match Types
Input Port: 41
Ethernet Src Addr: IntelCor 1b:4d:5¢ (86:1b:21:1b:4d:5¢)
Ethernet Dst Addr: IntelCor 1b:d4b:e9 (86:1b:21:1b:4b:e9)
Input VLAN ID: 65535
IP Src¢ Addr: 9.8.0.8 (0.0.6.8)
IP Dst Addr: 6.6.0.8 (6.0.0.68)
Cookie: Gxc80261280002c4b8
Command: Modify entry strictly matching wildcards (2)
Idle Time (sec) Before Discarding: 366
Max Time (sec) Before Discarding: @
Priority: 25060
Buffer ID: None
Out Port (delete* only): 8
Flags
Output Action(s)
Action
Type: Output to switch port (8)
Len: 8
Qutput port; 37 ~ e  Output to the switch port —32, when the match happens.
Max Bytes to Send: @
# of Actions: 1

449
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& 4.9.

BBT

THHL A RIEZBIEG S EBEA ICMP IERIBEATES, BN RS P iiE R A #AL B
CH AR RIE)

SIS

TR 6a. 6by 6c T ZBERIL, ICMP EE LI BOKE A2 b B R IE R AZHNL A (VF

B 4.2 R, SCHL A FIESHRAL B TR IR B A R AR I ST AL €. )

4.4 VUi A BRI TR B

Controller:
MGMT IP: 1.1.1.29

Open Flow Controller

Src_ip: 10.0.0.25 Src_ip: 10.0.0.26
Mac: 00:1b:21:1b:4b:e9 Mac: 00:1b:21:1b4d:5¢

jost-A to Host: ]

/'/Ping from H

MGMT IP: 1.1.1.27
MGMT IP: 1.1.1.28

Flow modify
Flow modify
10 G link
1 G link Flow Delete
MGMT link — — — — —
Hostlink —.—. —.—

SW-C:
MGMT IP: 1.1.1.30

4.10.
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N 4.2, HFEEARRIET EIFAI T GCIBL-A <> ZTHHL-B <-> ZCHRHL-C) o X T llfm b,
AL C FISHNL B Z A BERE A A b (18] 4.10) , dBfERIREI. BB EHEESOF 24
FERZ BN, LA BRI .

Step 1

BT 1
ML C FISZHAL B 2 [ (P BERS R AR T, Sl ¢ & kIR FUIRESTH E 288, 1WA S
ML C 522 #H1 B MIEFEHIRASAE AN down;  [FIFEHN, 2Tl B 4 m) 32 i) 258 2 BE MOIR S 2 AT
K 4.11 BoR TiZHE B FEAN A .

b Internet Protocol, Src: 1.1.1.30 , Dst: 1.1.1.29
b Transmission Control Protocol, Src Port: 44685 (44685), Dst Port: 6633 (6633), Seq: 9, Ack: 9, Len: 64
= OpenFlow Protocol
b Header
v Port Status — Port Status message sent by Switch-C.
Reason: Some attribute of the port has changed (2)
v Physical Port
Port # 42 e Port # 42, status got changed.
MAC Address: Bladebet 6f:33:00 (08:17:F4:6f:33:00)
Port Name: 42
b Port Config Flags
v Port State Flags ==
it eers tees siee sees weee ooes ool = No physical link present: 1
STP state: Learning and relaying frames
b Port Current Flags
b Port Advertsied Flags
b Port Supported Flags
b Port Peer Flags

Flag tells us that link is down.

A 4.11.

2 ¥
APEH S EIRER down T E G, FUOHE R, G2 KIERIBSIIEER 2 A
AR, GRAEIAT, S 2 VMRSl A MAZHAL B Z 1A GE BEHE. D

K 4.12 S T RBSOE B RN

57



b Internet Protocol, Src: 1.1.1.29 |, Dst: 1.1.1.28
P Transmission Control Protocol, Src Port: 6633 (6633), Dst Port: 41181 (41181), Seq: 198, Ack: 9, Len: 88
= OpenFlow Protocol
b Header
< Flow Modification
= Match
b Match Types :
Input Port: 30 — Match any packet coming on port 30
Ethernet Src Addr: IntelCor 1b:4d:5c (80:1b:21:1b:4d:5c)
Ethernet Dst Addr: IntelCor 1b:4b:e9 (88:1b:21:1b:4b:e9}
Input VLAN ID: 65535
IP Src Addr: 6.6.6.8 (8.6.8.8)
IP Dst Addr: 6.0.0.0 (8.8.0.6)
Cookie: @xcBE261a86062c4b3
Command: Modify entry strictly matching wildcards (2)
Idle Time (sec) Before Discarding: 3660
Max Time {sec) Before Discarding: 6
Priority: 25068
Buffer ID: Mane
Qut Port (delete* only): @
b Flags
v Qutput Action(s)
- Action
Type: Output to switch port (8)
Len: B
Output port: 56 E—
Max Bytes to Send: @
# of Actions: 1

When the match happens, send that packet to port #50.
=This is a flow change, earlier it was port #41:>

A 4.12.

I3
IAEA N C F B 2 (B m] FHEERS, AL ¢ _LIEE BB Hebl B IR HemIBR, LAF
& H TR,

Kl 4.13 ToR VRMIBRIRCCRITEAIN A . ([FRIRE, ZZHbl A F1 B BRI BUR B 1B B0
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P Internet Protocol, Src: 1.4.1.29 , Dst: 1.1.1.30
b Transmission Control Protocel, Src Port: 6633 (6633), Dst Port: 44685 (44685), Seq: 9, Ack: 73, Len: 72
w OpenFlow Protocol

P Header

< Flow Modification

- Match S
b Match Types Match entry with input port 40

Input Port: 42 P— (port which is now down)
Ethernet Src Addr: IntelCor 1b:4d:5c (608:1b:21:1b:4d:5¢c)
Ethernet Dst Addr: IntelCor 1b:4b:e9 (88:1b:21:1b:4b:e9)
Input VLAN ID: 65535
IF Src Addr: 6.6.08.8 (8.6.8.0)
IP Dst Addr: €.8.8.8 (0.8.8.8)
Cookie: 8xc00261a80002c4b8
Command: Delete entry strictly matching wildcards and priority (4) ===} Command to delete the flow
Idle Time (sec) Before Discarding: 386
Max Time (sec) Before Discarding: 8
Priority: 25600
Buffer ID: None
Out Port (delete* only}: Nene (not associated with a physical port)
< Flags
ceo «o.1 = Send flow removed: Yes (1)
..8. = Check for overlap before adding flow: No (@)
.8.. = Install flow into emergecy flow table: No (8)

= Qutput Action(s)
Warning: No actions were specified

A 4.13.

4.1 TE 4.4 TfERER DT USR8 %, T DARISK 1 ## 3L T OpenFlow FF% il 45

EFEAEY) BRSSO R O T 1 AR SR 2

X B, SR DV BERE B2 TR I LA R R N
1. fEH s A BERE ;s

2. ACHHLSFE A8 2 (B AR AR IA SRR ;

3. ZHHLALEE Openflow BHIR ST HRE

4. M _ERRECE;

K&
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FHE OpenFlow XA 4 Ui

AREEVEAHIAR T OpenFlow ROCHIZEA . FAMRCHERA1L R byte A bit A HIE S . AT
BT, X EHHE RS T OpenFlow standards 1.0 FiVE

5.1 OpenFlow 35 A AEE

i 523
P 8% - 2 HA LI B I HI SR, A R HA LA R .

Asynchronous

R
- FERFBEEHI AR AOZ L BAEOL T, SCHHLRLAIE X ST B AR S S ] 2%
FIE D BRBARC R SCHHUIRZS I A B0 A RS S

Symmetric

xR
- FEARMSCERI S i R D0, A B L B ) s ELAR E3h IR — 2 R

5.2 FHEEMR
FERAME 1.0 B @A P4 HAAZH0 BT OpenFlow B (W iINL. 51— SR 1 RAIRAL,

BB Tz T IVEI 2K, B =R TR e SRR N AR (L AE OpenFlow it Sk i 28
RUE . XM eIl DhRE, Bt — P i H g e .

OpenFlow H¥F KA AR T8 A B0 L ) R RUE
SFFRIH B

OpenFlow hello XFFRIE S 0

OpenFlow error PO ISIERS 1

OpenFlow echo request PO ISIERS 2

OpenFlow echo reply R B 3
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OpenFlow vendor message XFRRIE B 4
RHHEEHEE
OpenFlow Feature 13K g -2 A HALE S 5
OpenFlow Feature i M. Bl Er SR (1Y IRTE P 6
OpenFlow get configuration i 3K 22T S 7
OpenFlow get configuration i [/ 282 - HHLTH S 8
OpenFlow set configuration 22T S 9
FPHEE
OpenFlow packet-in S WHE 10
OpenFlow flow removed S WHE 11
OpenFlow port status FWHEE 12
EHRELAHE
OpenFlow packet-out i AR- 2SS H LT B 13
OpenFlow flow modification 8- 2T S 14
OpenFlow port modification P28 - 2T S 15
GiriHE 2
OpenFlow stats 1# 3K P 2% - - AL B 16
OpenFlow stats i v i AR- 2 AL HLTE B 17
Barrier J§ &
OpenFlow barrier 13K il AR- 2 - AL B 18
OpenFlow barrier i3 il HIE - SECRE 1Y IS SN 19
FAZIBCE 7H &
Queue get configuration i3k il HIE - SECRGE 1Y IRE D SN 20
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Queue get configuration M & 28 - 2T S 21

*5.1

5.3 R 4G B
AR G R R, MR LR B AR

5.3.1 38 FH P L% =R
A BT FE AL @ AL, HAERTA OpenFlow HdE b Cgk st % e (551> OpenFlow %#E .
F LA A E A AN B s ) o XA B BdE L kg X N 5.3.1.

Packet 5.3.1

0 1 2 3 4
0123456789 01234567890123456789¢012
F—t—t—F—t—Ft—F—t—Ft—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—1
\ version | type | length

+—t—t—F—t -ttt -ttt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—+
| Transaction ID |
\ |

bot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—+—+—+—+

Version(/&Z7) It 7- B3 it OpenFlow T X il AS . R OpenFlow#yE1.0, BlA IEUE 2 (0x1)

Type(SEZY M7 B AR B4 — M5 %€ OpenFlow B Sk h £ 1A HE (I AR . E5. 2771 rhoxd AN A 4k
B A SRS B R AN [ SR A AT AR LR, LA A2 B Bt A0 S R W SR AU R TR
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Type value in OpenFlow

header OpenFlow Packet Type
0 Hello
1 Error
2 Echo Request
3 Echo Reply
4 Vendaor
3 Features Request
6 FeaturesReply
7 Get Configuration Request
8 Get Configuration Reply
g Set Configuration
10 PacketInput Notification
11 Flow Removed Notification
12 Port Status Notification
13 Packet Output
14 Flow Modification
15 Port Modification
16 Stats Request
17 Stats Reply
18 Barrier Request
19 Barrier Reply
20 Queue Get configuration request
21 Queue get Configuration Reply

*® 5.2

Message length(75.5 /&) M7 BAR R 35 36 7E — M5 2 i F OpenFlow (45 3k H () OpenFlow % 4f7 1
B, BEANEEREMKE (R k+A M8 MR/ ER.

Transaction ID M. Transaction IDFEH T 15 K 5 2 500 S FE AN Lo FEEHEEL A 37 45 4 11 5
DN 205 E PR B I SR 48 2 S IDAH VLD, DA ECGT B 175 M o

5.3.2 Hello #iEA
Hello£i#a t A BARI 34k, B R E—DRAUE 0K OpenFlow il Sk . U ik 2t # @ i
77 OpenFlowZU 4 Sk [ 2R 2 7 Bk 8 B IX Lo 50 P A0 o

5.3.3 Error HiFA
PR A& — Error BHEE B ER . B — B OpenFlow £k, FHIEHRLE Error
TR AR R IE

63



Fot—t—t—t—t—t—+

Fot—t—t—t—t—t—+

Fot—t—t—t—t—t—+

HiFEs5.3.3

1 2 3
890123456789 012345
i e e e e e e e
type value | code
e e e T

date

—+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—

-+

-+

-+

Type value. Ercor S35 0 RAUE 7B, HEUE AT E L, HX TR ER2E AR

[CESICH

- “Type Value CREUEH) =0”

O Eﬁﬂi:

A i B0 R AL

B/ hello JH B REA, WAGERAUE AT HIRESIE . HalggaAa LM

F1E .

Code

Description

Mo Compatible version

Permission Errar

#5.3.
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-  “Type Value CEM{E) =1”
o JAK: TERARME A

2 0penFlowiE SR AR AT, K% Type Value H1FEZESHEM . Hul

(W TIER

Code

Description

0

Version not supported

Header Type not supported

Type of Statistics request not supported

Vendor notsupported

Vendor subtype not supported

Permission Error

Wrong request length fortype

Specified Bufferis used already

o (=) | LN |4 | | pa | =

Specified buffer does not exist.

& 5.4.

“Type Value (ZEAUE) =27
o JRK: actiontfiid iR ZE

HMactionf IR FFHE B HH — MR ZER,

RE=AT LU AR {E

ALLT

N %1% Type Value N2 iR ZH I, HAl
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Code Description

Unknown Action type

Length problemin actions
Unknown Vendor D specified

=]

Unknown action type for Vendor D,

Problem Validating output actions
Bad action arguments

Permission Error

Can't handle too many actions

2o =) | LA [ [ RS [

Problem Validating cutput queue

# 5.5.
- “Type Value (EH{E) =37
o JFK: Eflow entryr [ jn) i
HZ M flow entryfJaction R AL, MK 1A Type Value N3 iR ZHE . HATHE
A UL ACRSAE
Code Description
0 Flow notadded because of full tables
1 Attempted to add overlapping flow with CHECK_OVERLAP flag set.
2 Permission Error
3 Flow notadded because of non-zeroidle/ time out.
4 Unknown command
5 Unsupported action list - cannot supportin the specified order.
£ 5.6.

“Type Value (ZKAUE) =4”
o JRIA: imEfEEX (port modification) 13K J%K

iy



i MZ L (port modification) 15 3R$g 4 A —MRZER, NI Ki%EType Value y
AR B LT RE A DL N ARAS(E .

Code Description
0 Specified port does not exists
1 Specified HW addressis wrong.

#£5.7.

- “Type Value (EH{E) =5”

o JEM: BAFIRAERRL

PSR R IRZEN, WARERAEON IR EL RS . Halgeaa Lo

.
Code Description
] Invalid Port
1 Oueue does not exists
2 Permission Errar

Hofffo HeT LA PRI RACKE A, HA R TR R AL A DN 0 R0

5.3.4 Echo &R

—/Necho-requestEHE L1 A —~0OpenFlowH g S I — AN EdE A % 1 25 {F offset. Data offset ] B
AR BCRIEE AR, & 0] DL SFh K BE R e 425 | a3y AAZ AL 2 18] 7 98« 7E OpenFlow i Sk
o, AT DL SR AE R R
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5.3.5 echo i N HiEH,

—/Necho-requestE i HL{ A — 1~ OpenFlow g Sk I — AN s A 3 1 2 {Foffset. Data offset ] B
AR EHEAE NechoiF K . fEOpenFlowZdf Sk, W] DLdE i H IS ARUEDR R0 H .

(1) & 32 A2 AE N Xt echo-request B4 £ FT i 3.

5.3.6 %] HEEL

XA

SRR FRE &) R ME— . IR — NS — %) BEIDIA R, ENIZLRZE

BN DU rEdE e B RN .

HiFEM5.3.6

0 1 2 3

0123456789 01234567890123414

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

| Vendor ID

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

| [Vendor Defined Data]

bot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—+—+—+—+

5

6

7

8

9

0

1

4

2

Vendor ID. Ity =+ “HURF KR, RME—#E — %) . WIROpenFlowZ#MHLANELR %) 7

ID, MAEMZKIEREHLE “FKi=1, {iF=3. 7

Vendor-defined data. %] 7 7€ SCEUE B 42 BAR SEI 5E o

5.3.7 FHIEIE K

—/Meature-requestH 3 14— MOpenFlow U S il — N A 24 1 3 F fEoffset . #3183 I AC #

Wl ik 5, 1845 &k i%feature-requestif & 2 AL .
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5.3.8 RRAEME 52

Feature-reply Y8 B/ K 1Z 2 AE AXT feature-request YH B HI RN . 7EYLF feature-reques JH B )5, %2
ML “ BARG13” f) Feature-reply Y4 34T AN, 8% 7E— feature-request ¥4 5
¢,%ﬂﬁﬁiﬁm%*7ﬁ%ﬂmﬁﬁﬁ CVEE S . AL s A mT Al o 1 R LA g AT R
DL S REAE M 57 B4 60 1) B T 8

HiEM 5.3.8
0 1 2 3 4
123456789012345678901234567829012

(@)

tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt —+—+—+

+ Data path ID +

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

| Available Number of Packets Can Be Held

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

| # of FlowTabs

Padding |
Fotmt—t ettt bttt —t—t— bt —t—F—t—F— b~~~ —F—F—F—t—F—+—+

| Switch Capability Flags

tot—t -ttt -ttt —F—F—F—F—F—F—F -t —F—F -t —F—F—t—F—F—F—F -+ —+—+—+
| Action Capability Flags

Fot—t—F—t—t—F—t—F—F—t—F—F—t—F—F—t—F—F—F—F—F—F—F -t —F—F—F—F—F—F+—+—+
\ [Port Descriptors] |

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+—+

Data path ID. 5 #421ID )ARAS _E U2 — N sCHBlD. HH TR A2 . AR Y+ /\ A B
RENAZHALMACHBYE,  THER 1+ 78 LURFZ B AR SEEL T E -

69



Available number of packets that can be held.iX %5 i T £ B 4% SCFF S B B 8E

Number of flow tables. HE{ & %1% (OpenFlowsZ#:Al) SCHRFHFIMREE I EF 2254 7], F—A>
KT UAE H A S FRIERC AT LR L 2 HEUE . i 28 ik B4l F — AN R BADIREE R T8 4
RN R KD L2407

Padding. tt. [ TIE 78 .
Switch capability flags. WA IR T R bR B4 H T AT CERITE S . DU N 23R AR
FHIETE R
¥IEms5.3.8 (1) CXHHERERR)
0 1 2 3 4

0123456789 01234567890123456789012
T et S e Rt e S Lt S

\ Padding [HIGIF|IE|ID|ICIBIA]

bot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—+—+—+—+

Bit Description
Flow statistics support.

Table statistics support.
Port statistics support.

IEEE 802,10 spanning tree support.
Reserved (Mustbe 0)
IP fragmentation support

Queue statistics support
Matching of IP addressin ARP packets

T |G (m(m|D|C|m|E=

#5.9.
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Action P£EERRZ. X B VEAUHAR T A ML S HFRLE action. DL R A2 action T REbn G EUE O HE IR 7T

HIEE s

¥iERS5.3.8 (ii) (ActionMfEfzE)

0 1

012345¢6738

t-t—t—t—t—+—+—+-+

tt—t—t—t—t—+—+-+

2 3 4

90123456789 0123456789012

e M ket S e e Rt s

Unused IMILIKIJIIIHIGIF|IE|D|ICIBIA]

e M e et S e e e e an s

&
=

Actions associated with flowtable or Packets.

set Qutputto switch port

Sets802.1Q VID

Set802.10 PCP

Strip 802.10Q tag

SetEthernetsource address

Set Ethernet destination address

SetIPvd source address

Tl m| Do) @] =

SetIPvd destination address

SetlPv4 D5CP

5et TCP/UDP source port

5et TCP/UDP destination port

Outputto queue

Sl ===

Vendor

% 5.10.

5.3.8.d1 % O #IRRF

Following is the pictorial presentation of a port descriptor packet.

LA A A A S B 0 B o

FIEAS.3.8.d1 G O#BRED
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012345678901 234567890123456789012
t—t—t—F—t—t—F—t—t—t—t—F—F—t—F—t—t—F—t—F—F—t—F—F—t—F—t—F—F—F—F—+—+
\ [Port Number] | |

t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+ Ethernet Address +

tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt —+—+—+

+ +
\ |
+ Port Description +
+ +
\ |
+ +

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

| [Port Configuration Flags]

t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

| [Port State Flags] |

t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

\ Current [Port Feature Flags]

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+—+

\ Advertised [Port Feature Flags]

Fot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+—+
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\ Supported [Port Feature Flags]

\ |
+—F—t—F—F—t—F—F—t—F—F—t—F—t—F—F—F—F—F—F—F—F—F—F—t—t—F—F—F—F—+—+—+
\ Link Layer Neighbor Advertising [Port Feature Flags] |

tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt —+—+—+

¥EES5.3.8.d1 (O D#MRFFEIE G Kin D% 5 )

w
[o0]

012345678901 234567890123456789012
t—F—t—F—F—t—F—F—t—F—t—F—F—F—F+—+—+
\ Port Number |

e S et et

W IT4E 3T 0X0000-0xFf00 Fem A Wbl 11 Gl 1 e —JFAE) o f Shofh 11 2 XAy
B, B4R A . 0 BLE L1576 0x0000-0xFf00 T /Y, I HLAT A48 5 (90 Lo 1%
S 1 O R A0 D i 3

NERARRE T S AN RIS A
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Range Description Port Set
0x0000 Reserved Reserved
Actual port
0x0001 - 0xff00 Switch ports number
0xfffg Send the packet back on the port where it is received. In-Port
OxFFF9 Perform actions in flow table, only for PACKET _COUT Table
message.
Oxfffa Process the packet using the traditional L2/L3 switching. | Normal
0xfffb Flood the packetexceptincoming port. Flood
Sendthe packetout all ports exceptingressand on 5TP All
Oxfffc )
disabled ports.
0xfffd Sendthe packetto the contraller. Controller
Oxfffe Send the packet to all switch local OpenFlow ports. Local
Oxfff Not a physical port in switch. None

% 5.11.

AR, My I IMACHLAE .

E 5y S b S YNGR = Y

Ui OB E fpis . A 1 5k i 1 B R STP A H GUIRAS . DLR 2S5 IRk iy 11 R 75 £ dfs
B i O ECE, RN T ] R B S B (Port-Modify) Y. FAfi 4% il BlX
SELUAE, EAERZ BT ML LR R R T T 2 e R 4

¥iEas5.3.8.d1 (ii) GBOERFBEEABFE ORERE)

0

012345%67

fot—t— ot =t

Fot—t— ot =t -

1

8

+

+

2 3

4

90123456789 0123456789012

et I

|[PIN|N|IN|B|N|A]

Unused [ TIF|IFIB|IP|S|D]

INIDIL|P|D|TI|M]

At e st i R s
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ADM CEHFUIRE) : IXFonHum D HE 52 75 b

NST (JG_STP) : K/ STP 2 AR #Eil#s nlit b bRk B8 o8 — B & kil 1 _L i1 STP A &K
R

BPD (fU®] BPDU) : WK I LRSI BTG i 1 B R R A #ds &L (5% BPDUD
NBP CRUCE| BPDU) = FIHFiL Eitky v B TS 5 W B AT BPDU

NFL (B « 45 STP fEui 1 A& (W1, NST=0) , Jeh STP & u 1 L thgE; 25 STp

NFD (E¥6I%) « il LIsAT /) STP YE 1 i R B AL THAR RS
PIN: R AN i FURIE B TH B
REH: LAAFE

Vi IR #RE . XA ROR T 2 A AR . XL LU AN AT iR g e &, R AT T i

¥IEMS5.3.8.d1 (iii) R OFREBEIELFRE DIRESFEE)
0 1 2 3 4
0123456789012345678901234567829012

bot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—+—+—+—+

\ ISISILILI I L]
\ Mask IBIF|IR|S| Unused [N |
\ [LIWIN|T| K|

t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

LNK (BEEOIRZS)
o RREHEM S A YE LA

LST (D
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o i ME MRS

— LRN (Learning)
- LRN (%3])
o g FIES SIRAS

- SFW (STPEEIRA)
o IBfEMF L FEHIEIRE

- SBL (STPFHERZA)
o Vit I ANAZSTPH— 8%

- @
o FEALRK L ESTPIRES

B LIFRFAEARZ o i I R FT K LR G L SRR SO S5 FR 36 AR A UK G4

HE@S.3.8.d1 (iv) CmOFEBREH RN DRHMERE)
0 1 2 3 4
01234567890123456789012345678901?2
Fotmt—t ettt bttt —t—t— bt —t—F—t—F— b~~~ —F—F—F—t—F—+—+
\ Unused ILIK|J|I|H|G|F|E|D|C|B|A|

bot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—+—+—+—+

EUARF AR T B L3R 5.12,
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Bits Description
A 10 Mbps Half Duplex
B 10 Mbps Full Duplex
C 100 Mbps Half Duplex
[} 100 Mbps Full Duplex
E 1 Gbps Half Duplex
F 1 Gbps Full Duplex
G 10 Gbps Full Duplex
H Copper medium
I Fiber Medium
J Auto Negotiation
K Pause
L Asymmetric pause
% 5.12.
5.3.9 KN EIF K
—/NERIUC BT R EE A S — > OpenFlow#di >k . b HIFE a5 &1k,  LAMNAZHBLAL A 2
ZREPSE
5.3.10 FRERAC B Wi R

LAV IR AR B A, RS HALEC B RS . DU AR R R R

1

¥iEF5.3.10

2

3

4

0123456789 01234567890123456789012

s e e e e e et e e e A s el

| [Switch Configuration Flags] \

Miss Send Length

s e e e e e et e e e A s el

RO E P -

0

ZHH5.3.10 (i) (KEHHERE)

1

2

3

4

0123456789 012345678901234567829012
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tot—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+

\ Unused | FLG |

t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+

FLG Action
0 ooy i b E
1 JBFE P B
2 FHHERL 1P B (D5 LY R 5 S hE )

% 5.13.

Miss JEX Ao W98 R% 28 P i 2 RO BR A o K\ B 77 . BB (B 128,

5.3.11 HERE

AL P 28 AR B AR AL,  ARCCE A R E TICE M EAORES . BRI EAnE RS IR B
M A ) o G SR8 1) 2 AN A5 A A L o ik R B e LS B B, U W R AT o AN R A L
Bic & ki & 5L Miss send length [14H [R5 . (Miss send length & X 7 —) OpenFlow 32l A] & 1%
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