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1 openssl x509 -noout -text -in client.pem

Data:
Version: 5 @0
Serial Number:
50 189 ¢ eGr572 05 0 e tbSi bel Sl cOR 7S 0d - celiSa
Sighature Algorithm: ecdsa-with-SHA256
issijer= (E=lls - ST=@EN | —San Erancisen . ENsexamplic nel
Validity
Not Before: Oct 31 15:11:00 2020 GMT
Not After : Aug 23 15:11:00 2310 GMT
Subject: C=CN, ST=SH, L=Shanghai, CN=alice
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:85:02:4e:1b:02:7d:b8:1fc:97:d9:b5:8f:
Bes59:98 58 a6 de bd sa7: 58 15 et affs 66
96:e5:bl:ca:6b:46:98:0a:32:76:f6:91:6a:5
BPBeiZE:28 el b 2820 1a:0c ol ibeic? 5
f4:07:d9:d5:

IERHINIE RSN, HRE &M TZ DAL,

TaretE b, TAFE Token (U8, RSN, SILROERY, BE TR Token &
SATIRLER Bug, MEAEL, IEBANERREEBANE— RS R RSAERE
(Authenticate /%), IEOITRIMERIE, FELHBLMIRRNTIE.
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HERAERU_LLIFERY alice MKSHIT put hello BERIAHR, etcd AISIREUNT
AY"etcdserver: permission denied" i RigIR, XEATANR?

SHIH
1 $ etcdctl put hello world --user alice:alice

2 Error: etcdserver: permission denied
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HARETREMRAvEHEIZRSE (RBAC) I?

EHTEFN=5854Hm, User. Role. Permission, User &<FAF, &l alice, Role &
TAEE, CESPRIETXS, Permission R-EARIEEA, LLaNIEF Role X key 5B
Elftlkey, KeyEndZHEHBMHTARIR. BERIXF=MIR, 75502 READ, WRITE,
READWRITE,
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Permission ReadWrite

TEEK(TES etcd B9 RBAC Hl#l, 45 alice AP F— 1 EES[hello, helly] S3EEERY
IEEBR, NfaER(Ere?
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& SHIE3
$ #GEE—admin role
etcdctl role add admin --user root:root
Role admin created
# #E—1MEIES [hello, helly SEEEUERINIRIGadmin role
$ etcdctl role grant-permission admin readwrite hello helly --user root:root
Role admin updated
# JBHAFalicefladmin roleXEtiEsE, IFadmintifRiGuser

$ etcdctl user grant-role alice admin --user root:root

O 0 N o b w N

Role admin s granted to user alice

PRIRSIRERAER etcdctl H14T put hello ap<RT, ERRIREM boltdb &Fiff alice R
XI M ARSI,

RABAE—TRFREAE LT MURSIZR, etcd ATRFMBREERIMEE, SINTEX
B8, MERFERERN key EGEEENAIKE, BIESERENIT O(logN),

ERAHIXNZE=FIF, RIEE hello £ admin AEENESR[hello, helly) #iEEERA,
ELtEBEBRERT key hello, HTAIN. (RBATLIZIHAERT key hey, EAL key FKRIEL
NAEEEX AR, FEt eted server £iR[E"etcdserver: permission denied"$&1245
client, 30T~ AT7.

SHHS
$ etcdctl put hello world --user alice:alice
OK
$ etcdctl put hey hey --user alice:alice

A W N R

Error: etcdserver: permission denied

NG

BeBEARBETSRAAE, M etcd ERERZOFEIESITSRET, (FEAIIRTTSEH
— SRR KB BRI IZE RS, 4Rl —EE.
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leader #1 follower HIMFLELRERSINRLIX NS, follower RIge&=RL—LEEFTAY
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HE&&E, (ReElLAE EEF'TE‘E?\ IhRIIHERE. RE eted INEk WAL BERT, &—1
raft log index (&8 FEZMHEZENI R, SEIBENAR, BFREBEANNAEREB
IENNZ raft log A, ;&f)L,Tﬂﬂ*JB?/EFaEEIIumExﬂ% {RANER B LASE AN
Google ptabor 2 XM AE T 18,
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1) EE: EXEIREERKNEHENRAPNZEREE, ERNNFHEE, SiES
fEEfMbRuLE, BE—RFELERNAR. RNEE—R, ME— M, AEZHRE
s T —ERARt, ASMEEXHPRL, ARNMNKEERFIEFIIH T, XMNIE

EFt v
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2021-02-02

SIFHIEIEN, E/RAESC KHATUERIR? AN hello* AILUR/ERTES £ hello TEUSER!
IABRIERSAI— AT (9 key
B v

ZIMIELF, FERjwt tokenfRserveriMREFERFRA, client &SRR ZIIEREET
208, RSB EARER?
BFF v

i Alery
< 2021-02-07

"SRR E ST RARE(REXRAIAFE alice, M boltdb ZXEINZEEAIZRS, ELt hash (&
BRTRERA. salt, cost HEE, FEUATLMRERERFRIANED, IHEHRERY
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The range can be specified as an interval [start-key, end-key) where start-key shou
Id be lexically less than end-key in an alphabetical manner.
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